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ARTEL INCORPORATED

1893 PRESTON WHITE DRIVE

RESTON VA 20191-5432

$379,929.00

CODE

0N511

X

17. ACCOUNTING AND APPROPRIATION DATA/ LOCAL USE

36. I certify this account is correct and proper for payment.

6. ISSUED BY

CODE

9. CONTRACTOR  

CODE

18. ITEM NO.

19. SCHEDULE OF SUPPLIES/ SERVICES

26. QUANTITY IN COLUMN 20 HAS BEEN

SIGNATURE OF AUTHORIZED GOVT. REP.

DATE

DATE

SIGNATURE AND TITLE OF CERTIFYING OFFICER

INSPECTED

RECEIVED

ACCEPTED, AND CONFORMS TO THE

CONTRACT EXCEPT AS NOTED

37. RECEIVED AT

38. RECEIVED BY 

39. DATE RECEIVED

(YYYYMMMDD)

DCA200-00-D-5012

1. CONTRACT/PURCH. ORDER/ 

    AGREEMENT NO.

* If quantity accepted by the Government is same as

quantity accepted below quantity ordered and encircle.

DELIVERY/

16. 

14. SHIP TO

See Schedule

HC1013

DD Form 1155, JAN 1998 (EG)

PREVIOUS EDITION MAY BE USED.

SEE SCHEDULE

2. DELIVERY ORDER/ CALL NO.

0013

4

PAGE 1 OF

5. PRIORITY

CODE

8. DELIVERY FOB

DEST

X

OTHER

(See Schedule if other)

MARK IF BUSINESS IS

11.

X

SMALL

SMALL

DISADVANTAGED

WOMEN-OWNED

N68566

MARK ALL

PACKAGES AND

PAPERS WITH

 IDENTIFICATION

NUMBERS IN

BLOCKS 1 AND 2.

23. AMOUNT

27. SHIP NO.

28. DO VOUCHER NO.

PARTIAL

FINAL

32. PAID BY

33. AMOUNT VERIFIED

CORRECT FOR

31. PAYMENT

COMPLETE

34. CHECK NUMBER

PARTIAL

FINAL

35. BILL OF LADING NO.

40.

TOTAL

CONTAINERS

41. S/R ACCOUNT NO.

42. S/R VOUCHER NO.

ORDER FOR SUPPLIES OR SERVICES

3. DATE OF ORDER/CALL

2003 Sep 24

4. REQ./ PURCH. REQUEST NO.

DAEMZ30035

SEE ITEM 6

FACILITY

10. DELIVER TO FOB POINT BY (Date)

SEE SCHEDULE

12. DISCOUNT TERMS

13. MAIL INVOICES TO THE ADDRESS IN BLOCK

See Item 15

15. PAYMENT WILL BE MADE BY

CODE

DFAS PENSACOLA

MAIL TO: DITCO/AQSC4-FMO,  2300 EAST DRIV

SCOTT AFB IL 62225-5406

This delivery order/call is issued on another Govt. agency or in accordance with and subject to terms and conditions of above numbered contract.

TYPE

CALL

OF

PURCHASE

ORDER

SEE SCHEDULE

7. ADMINISTERED BY 

DISA/DITCO-SCOTT

2300 EAST DRIVE

SCOTT AFB IL 62225-5406

24. UNITED STATES OF AMERICA

TEL:

EMAIL:

iascottafb@scott.disa.mil

CONTRACTING / ORDERING OFFICER

quantity ordered, indicate by X.  If different, enter actual

BY:

KAREN E. KINCAID

If this box is marked, supplier must sign Acceptance and return the following number of copies:

NAME OF CONTRACTOR

SIGNATURE

TYPED NAME AND TITLE

(YYYYMMMDD)

DATE SIGNED

ACCEPTANCE. THE CONTRACTOR HEREBY ACCEPTS THE OFFER REPRESENTED BY THE NUMBERED PURCHASE 

ORDER AS IT MAY PREVIOUSLY HAVE BEEN OR IS NOW MODIFIED, SUBJECT TO ALL OF THE TERMS

AND CONDITIONS SET FORTH, AND AGREES TO PERFORM THE SAME.

Reference your quote dated

Furnish the following on terms specified herein.

REF:

20.

QUANTITY

ORDERED/

ACCEPTED*

21. UNIT

22. UNIT PRICE

DIFFERENCES

29.

30.

INITIALS


Section B - Supplies or Services and Prices

	ITEM NO
	SUPPLIES/SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	0001
	
	1
	Lot
	$379,929.00
	$379,929.00 

	
	Information Assurance Support Services

FFP

Provide Department of Defense Anti-Virus Product Protection Profile IAW attached SOW dated 14 Aug 2003 (IA Tracking No. 00181.00).  The period of performance is 365 calendar days (30 Sep 2003 through 28 Sep 2004).  Artel's revised proposal dated 24 Sep 2003 is incorporated by reference.  This is a Firm, Fixed Price Line Item.  The contractor shall invoice monthly in arrears for 12 months @ $31,660.75 each.

PURCHASE REQUEST NUMBER: DAEMZ30035

 
	

	
	
	

	
	

	

	
	NET AMT
	$379,929.00

	

	
	ACRN AA Funded Amount
	
	$379,929.00


FOB:  Destination

Section G - Contract Administration Data

ACCOUNTING AND APPROPRIATION DATA

	AA: 
	97X4930.5F20 000 C1013 0 068142 2F 255011 

	AMOUNT: 
	$379,929.00 


CLAUSES INCORPORATED BY FULL TEXT

Additional Accounting and Appropriation Data

AA:  97X4930.5F20 000 C1013 0 068142 2F 255011

CLIN/SubCLIN
Purchase Request Number
Obligated Amount

0001
DAEMZ30035
$379,929.00

DITCO POINTS OF CONTACT

CONTRACTOR POINT OF CONTACT

Contractor Name:  Artel, Inc.

TIN:  54-1390370

DUNS:  190644401

CAGE CODE:  0N511

Contractor POC:  Mac Brown, Contracts Manager

Email Address:  artel.disa.ia@artelinc.com

Phone Number:  703-620-1700

Fax Number:  703-620-4262

Electronic invoices may be sent to:
invoicereceipt@scott.disa.mil
Questions regarding invoices may be directed to (618) 229-9228.  Vendors may check the status of invoices at the following web site:

http://www.dfas.mil/money/vendor
CREDIT CARD METHOD OF PAYMENT 

If payment is to be made via credit card, contact the Contracting Officer listed above.

‘I ASSURE’ TASK ORDER (TO) STATEMENT OF WORK (SOW)
as of 14 Aug 2003

	Contract Number:
	DCA200-00-D-5012 

	Task Order Number:
	0013 

	IAssure Tracking Number:
	00181.00 

	Follow-on to IAssure Contract and Task Order Number:
	Not Applicable 


1.  Task Monitors (TMs).  

2.  Task Order Title.  Department of Defense (DoD) Anti-Virus Product Protection Profile

3.  Background.  Chief Information Assurance Executive (CIAE) maintains oversight for the DoD Enterprise wide Anti-Virus contract and has entered into partnership with the major product vendors to develop a standard protection profile for all anti-virus products to ensure compliance with National Information Assurance (IA) Acquisition Policy (NSTISSP No. 11).  As the U.S. Government continues its migration from the exclusive use of Government Off-the-Shelf (GOTS) products to a mix of Commercial Off-the-Shelf (COTS) and GOTS products for the protection of our national security systems, it becomes critical that users of those systems have a means to validate that IA products provide the advertised security functionality.  The objective of this task is to develop a Government Protection Profile, at the Evaluation Assurance Level (EAL) 4 augmented (EAL 4+), in accordance with NIAP Common Criteria (CC) Evaluation and Validation Scheme for IT Security, National Institute of Standards and Technology (NIST), and National Security Agency (NSA) guidance.

In order to fulfill the requirement, CIAE requires contractor support to accomplish the tasks necessary to validate and certify a Department of Defense (DoD) Anti-Virus Protection Profile version 1.

4.  Objectives.  The objective of this Statement of Work (SOW) is to will deliver an appropriately registered, approved, and certified version 1 of the PP. the contactor provides expert level analytical, system engineering, development, design, testing, validation, certification, and implementation of all activities required to produce a final Protection Profile (PP) IAW the NIAP Common Criteria Evaluation and Validation Scheme for IT Security.  The Contractor shall be experienced with the Common Criteria schema and development, design, and testing of standards as outlined in the Common Criteria documentation.

4.1 Expert knowledge of policies and process related to Common Criteria IA.

4.2 In-depth technical knowledge supporting program implementation and development efforts.

4.3 Knowledge and skills associated with industry standards for information security and Information Assurance professionals.

5.  Scope.   The contractor shall comply with the appropriate DoD-approved architectures, programs, standards, and guidelines, such as Defense Information Infrastructure (DII) Strategic Technical Guidance (STG), DII Common Operating Environment (COE), Defense Information Systems Network (DISN), and Shared Data Environment (SHADE).  Specific services addressed in this SOW are:

· Task Area 1 - Policy, Planning, Process, Program and Project Management Support
· Task Area 2 - Standards, Architecture, Engineering and Integration Support
6.  Specific Tasks.
6.1 - Task 1 - Contract-Level and TO Management.
6.1.1 - Subtask 1 - Integration Management Control Planning.  Provide the technical (task order level) and functional activities at the Contract Level needed for the Program Management of this SOW.  Include productivity and management methods such as Quality Assurance, Progress/status reporting, and Program Reviews at the Contract and Task Order level.  Provide the centralized administrative, clerical, documentation and related functions.

6.1.2 - Subtask 2 - TO Management.  Prepare a TO Management Plan describing the technical approach, organizational resources and management controls to be employed to meet the cost, performance and schedule requirements throughout TO execution.  Provide a monthly status report (MSR) monitoring the quality assurance, progress/status reporting, and program reviews applied to the TO.  The Contractor shall prepare automated Work Breakdown Structure (WBS) and project schedule for the overall task order to include detailed schedules for each subtask MSR. The contractor shall provide in the monthly status report (MSR) the following financial information: projected estimated Monthly hourly usage by the Task Order; projected estimated Monthly Cost of the Task Order; actual monthly hourly usage by the Task Order-Projected hourly usage by the Task Order for remaining period of performance; Actual Monthly Cost of the Task Order-Projected Cost of the Task Order for remaining period of performance; and the contractor shall also provide an explanation of differences between actual and projected expenditures.  All deliverables, which include software source code, executables, files, libraries, headers, scripts, or other computer product end items meant for installation on a computer, shall be delivered in electronic media that is compatible with DISA’s local area network tools.  Currently, DISA is using the following software products (list is subject to change and/or upgrade), office automation:  MS Office 2000; email: DMS or MS Office 2000 compatible; time management: MS Project; NetWare: Netscape.  

6.2 - Task 2 - Develop PP.  

6.2.1 - Subtask 1 – Anti-Virus Protection Profile Working Group.  The Contractor, under TM guidance, shall organize and host a working group with participation from vendor technical representatives and DoD IA professionals.  The contractor will develop a charter to ensure structured approach and active participation.

6.2.2 - Subtask 2 - Establish PP requirements and documentation.  The contractor will develop the PP IAW NIAP Common Criteria (CC) Evaluation and Validation Scheme for IT Security.  The development effort includes, but is not limited to: register the project in the Common Criteria Project Protection Profile Registry; (PPR); develop and circulate draft documentation; develop evaluation procedures; have the PP evaluated.

6.3 - Task 3 - Evaluation/Certification

6.3.1 - Subtask 1 - Phase Development.  The contractor will develop an evaluation plan containing a list of the required evaluation deliverables, a plan for their delivery, and a project plan for the evaluation.  Once the project plan is completed, the contractor will coordinate between the certification/validation body, the contactor’s chosen evaluation facility, and sponsor. 

6.3.2 - Subtask 2 - Evaluation.  The contactor will conduct the evaluation using the Common Evaluation Methodology (CEM).  These activities encompass all of the evaluator actions defined in the CC. Problem reports are raised to identify any deficiencies in the deliverables and the Evaluation Technical Report (ETR) is prepared during this phase.  The final deliverable of the evaluation phase is presentation of the final ETR, to the certification/validation body.  The ETR will contain sensitive information, and is therefore not intended as a public document. 

6.3.3 - Subtask 3 - Certification.  The contactor will coordinate all remaining actions required to obtain a final certification for the PP.  The contractor will deliver an appropriately registered, approved, and certified version 1 of the PP.  The PP will be posted IAW established CC procedures.

7.  Place of Performance.  Place of Performance: Contractor site.  Some work shall be performed at other DISA offices in the National Capital Region.  For work that is performed at a government site, the government will provide all necessary facilities.  Frequent coordination with Government action officers and identified vendor technical representatives located in the National Capital Region (NCR) shall be necessary.  Approval by the task monitor or alternate task monitor will be obtained prior to the Contractor performing any travel.  

8.  Period of Performance.  The period of performance shall be from date of award for 365 consecutive calendar days.   

9.  Delivery Schedule.  

	SOW Task#
	Deliverable Title
	CDRL/DID#
	Due Date
	Copies
	Distribution
	Frequency and Remarks

	6.1.1
	Plan
	A003/DI-MGMT-80347
	30 calendar days
	5
	Standard Distribution*
	Draft - 15

Final - 30

	6.1.2
	Report
	A008/DI-MGMT-80368
	
	2
	Two Copies to TM; Letter Only to KO
	Monthly, on 5th workday

	6.1.2
	Project Schedules
	Contractor-Determined Format (one electronic/one hardcopy)
	60 calendar days
	
	Standard Distribution*
	

	6.2.1
	Charter
	Contractor-Determined Format (one electronic/one hardcopy)
	45 calendar days
	2
	Two Copies to TM; Letter Only to KO
	Draft - 30

Final - 45

	6.2.1
	Meeting Minutes
	Contractor-Determined Format (one electronic/one hardcopy)
	
	2
	Two Copies to TM; Letter Only to KO
	Monthly, 10 days after meeting

	6.2.2
	Report
	Contractor-Determined Format (one electronic/one hardcopy)
	
	2
	Two Copies to TM; Letter Only to KO
	

	6.3.1
	Plan
	Contractor-Determined Format (one electronic/one hardcopy)
	
	2
	Two Copies to TM; Letter Only to KO
	

	6.3.2
	Report
	Contractor-Determined Format (one electronic/one hardcopy)
	
	2
	Two Copies to TM; Letter Only to KO
	

	6.3.3
	Report
	Contractor-Determined Format (one electronic/one hardcopy)
	
	2
	Two Copies to TM; Letter Only to KO
	

	* Standard Distribution:  1 copy of the transmittal letter with the deliverable to the Primary TM


10.  Security.  The security classification level expected for work performed under this SOW is up to UNCLASSIFIED.  Contractor personnel must be US Citizens and have an active DoD SECRET clearance.  The Contractor shall have an active Secret Clearance on file with DISA, and physical access to The Eagle Building, located at 5275 Leesburg Pike, Falls Church, VA, 22041.  DOD 5200.2-R, DOD Personnel Security Program, requires DOD military and civilian personnel, as well as DOD consultant and Contractor personnel, who perform work on sensitive automated information systems (ISs), be assigned to positions which are designated as one of two sensitivity levels (ADP-I, ADP-II).  These designations equate to Critical Sensitive and Non-Critical Sensitive.  The Contractor will assure that individuals assigned to the following sensitive positions, as determined by the Government, have completed the appropriate forms. 

All personnel working on this task will be in ADP-II positions and require a DOD National Agency Check plus Written Inquiries (DNACI) or National Agency Check plus Written Inquires (NACI) Single Scope Background Investigation.

The required investigation will be completed prior to the assignment of individuals to sensitive duties associated with the position.  The Contractor will forward their employee clearance information to: 

Defense Information Systems Agency

ATTN:
Maj Dan Alexander, Task Monitor, CIAE 


5275 Leesburg Pike 


Falls Church, VA 22041. 

DISA retains the right to request removal of Contractor personnel, regardless of prior clearance or adjudication status, whose actions, while assigned to this contract, clearly conflict with the interests of the Government.  The reason for removal will be fully documented in writing by the Contracting Officer.  When and if such removal occurs, the Contractor will, within five working days, assign qualified personnel to any vacancy created.  Contractor personnel, with access to DOD facilities, shall observe local DOD security policies and procedures. 

11.  Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI).  Contractor will be provided a desk, chair, computer, and other required office equipment (i.e. calculator, phone, etc.) by the Government while working at the government site.  The Contractor will be provided access to any past or current DoD directives, Program budget, acquisition, and schedule information required to complete the task.  Contractor will be required to receipt for equipment.  Receipt will identify specific quantities, serial numbers, and equipment description.

12.  Other Pertinent Information or Special Considerations.  


a. Identification of Possible Follow-on Work.  None


b. Identification of Potential Conflicts of Interest (COI).  None

c. Identification of Non-Disclosure Requirements.  Contractor will interact, review, and process material associated with contracts and vendors that requires non-disclosure of confidential, proprietary and/or contract sensitive information.


d. Packaging, Packing, and Shipping Instructions.  Packaging and marking of all deliverables shall be in accordance with best commercial practice necessary to ensure safe and timely delivery in accordance with applicable security requirements.  All data and correspondence submitted to the KO, COR or TM shall reference: the contract number, task order number, SOW number, and the names of the KO, the COR, and the TM.  All deliverables, which include software source code, executables, files, libraries, headers, scripts, or other computer product end items meant for installation on a computer, shall be delivered in electronic media that is compatible with DISA’s local area network tools.  Currently, DISA is using the following software products (list is subject to change and/or upgrade), office automation:  MS Office 2000; email: DMS or MS Office 2000 compatible; time management: MS Project; NetWare: Netscape.  


e. Inspection and Acceptance Criteria.  Unless indicted otherwise in individual task orders, final inspection and acceptance of all deliverables shall be performed at the place of delivery.  The Government requires a period not to exceed 30 days after receipt of the final deliverable items for inspection and acceptance or rejection, unless otherwise specified.  All deliverables must be submitted directly to the TM or his/her designated representative.  The TM will monitor the Contractor efforts to ensure technical suitability.  If the deliverable does not meet the specified criteria, it will be returned.  After notification that the deliverable did not meet the acceptance criteria, the Contractor shall re-submit the deliverable within 14 days.  Upon re-submission by the Contractor, the Government will apply the same acceptance criteria.  If the deliverable does not meet the acceptance criteria, a second time the Government might consider the Contractor as having deficient performance with respect to the subject task.  The Contractor shall permit the KO or designated representative access at any reasonable time to all records, data, and facilities used in the performance of services. 

13.  Section 508 Accessibility Standards.  The following Section 508 Accessibility Standard(s) (Technical Standards and Functional Performance Criteria) are applicable (if box is checked) to this acquisition.

Technical Standards
 FORMCHECKBOX 
 1194.21 - Software Applications and Operating Systems

 FORMCHECKBOX 
 1194.22 - Web Based Intranet and Internet Information and Applications

 FORMCHECKBOX 
 1194.23 - Telecommunications Products

 FORMCHECKBOX 
 1194.24 - Video and Multimedia Products

 FORMCHECKBOX 
 1194.25 - Self-Contained, Closed Products

 FORMCHECKBOX 
 1194.26 - Desktop and Portable Computers

 FORMCHECKBOX 
 1194.41 - Information, Documentation, and Support

The Technical Standards above facilitate the assurance that the maximum technical standards are provided to the Offerors.  Functional Performance Criteria is the minimally acceptable standards to ensure Section 508 compliance.  This block is checked to ensure that the minimally acceptable electronic and information technology (E&IT) products are proposed.

Functional Performance Criteria
 FORMCHECKBOX 
 1194.31 - Functional Performance Criteria

