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AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT

Except as provided herein, all terms and conditions of the document referenced in Item 9A or 10A, as heretofore changed, remains unchanged and in full force and effect.

15A. NAME AND TITLE OF SIGNER (Type or print)

30-105-04

EXCEPTION TO SF 30

APPROVED BY OIRM 11-84

STANDARD FORM 30 (Rev. 10-83)

Prescribed by GSA

FAR (48 CFR) 53.243

1.  The purpose of this modification is to incorporate by reference into this order Artel proposal modification dated 10 Sep 04 and Artel e-mail

 dated 12 Sep 04 which was submitted in response to revised SOW dated 08 Sep 04 which is an attachment to this modification.

2.  The total of the order is changed from $850,394.86 to $889,601.85, an increase of $39,206.99.

1. CONTRACT ID CODE

PAGE OF  PAGES

J

1

10

16A. NAME AND TITLE OF CONTRACTING OFFICER (Type or print)

16C. DATE SIGNED

BY

14-Sep-2004

16B. UNITED STATES OF AMERICA

15C. DATE SIGNED

15B. CONTRACTOR/OFFEROR

(Signature of Contracting Officer)

(Signature of person authorized to sign)

8. NAME AND ADDRESS OF CONTRACTOR  (No., Street, County, State and Zip Code)

9B. DATED (SEE ITEM 11)

X

DCA200-00-D-5012-0014

10B. DATED  (SEE ITEM 13)

X

9A. AMENDMENT OF SOLICITATION NO.

27-Jul-2000

11. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS

The above numbered solicitation is amended as set forth in Item 14.  The hour and date specified for receipt of Offer  

is extended,

is not extended.

Offer must acknowledge receipt of this amendment prior to the hour and date specified in the solicitation or as amended by one of the following methods: 

(a) By completing Items 8 and 15, and returning

copies of the amendment; (b) By acknowledging receipt of this amendment on each copy of the offer submitted;

or (c) By separate letter or telegram which includes a reference to the solicitation and amendment numbers.  FAILURE OF YOUR ACKNOWLEDGMENT TO BE 

RECEIVED AT THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN  

REJECTION OF YOUR OFFER.  If by virtue of this amendment you desire to change an offer already submitted, such change may be made by telegram or letter, 

provided each telegram or letter makes reference to the solicitation and this amendment, and is received prior to the opening hour and date specified.

12. ACCOUNTING AND APPROPRIATION DATA (If required)

See Schedule

13. THIS ITEM APPLIES ONLY TO MODIFICATIONS OF CONTRACTS/ORDERS.

IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14.

A. THIS CHANGE ORDER IS ISSUED PURSUANT TO:  (Specify authority) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE

 CONTRACT ORDER NO. IN ITEM 10A.

B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying 

office, appropriation date, etc.) SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(B).

C. THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF:

X

D. OTHER (Specify type of modification and authority)

Unilateral, Artel proposal modification dated 10 Sep 04

E. IMPORTANT:   Contractor

X

is not,   

is required to sign this document and return

copies to the issuing office.

14. DESCRIPTION OF AMENDMENT/MODIFICATION  (Organized by UCF section headings, including solicitation/contract subject matter

 where feasible.)

10A. MOD. OF CONTRACT/ORDER NO.

03

2. AMENDMENT/MODIFICATION NO.

5. PROJECT NO.(If applicable)

6. ISSUED BY

3. EFFECTIVE DATE

14-Sep-2004

CODE

DISA/DITCO-SCOTT

PO BOX 25857

SCOTT AFB IL 62225

HC1013

7. ADMINISTERED BY  (If other than item 6)

4. REQUISITION/PURCHASE REQ. NO.

CODE

HC1013

ARTEL INCORPORATED

1893 PRESTON WHITE DRIVE

RESTON VA 20191-5432

FACILITY CODE

0N511

CODE

iascottafb@scott.disa.mil

EMAIL:

TEL:

ANNE (KAREN) KELLER / CONTRACTING OFFICER


SECTION SF 30 BLOCK 14 CONTINUATION PAGE 

SUMMARY OF CHANGES  

SECTION A - SOLICITATION/CONTRACT FORM 

                The total cost of this contract was increased by $39,206.99 from $850,394.86 to $889,601.85. 

SECTION B - SUPPLIES OR SERVICES AND PRICES 

        CLIN 0001 

                The unit price amount has increased by $39,206.99 from $850,394.86 to $889,601.85. 

                The total cost of this line item has increased by $39,206.99 from $850,394.86 to $889,601.85. 

SECTION G - CONTRACT ADMINISTRATION DATA 

Accounting and Appropriation 

Summary for the Payment Office 

        As a result of this modification, the total funded amount for this document was increased by $39,206.99 from $850,394.86 to $889,601.85. 

CLIN 0001: 

        AA: 97X4930.5F20 000 C1013 0 068142 2F 255011 was increased by $39,206.99 from $850,394.86 to $889,601.85 

The following have been modified: 

Additional Accounting and Appropriation Data

AA:  97X4930.5F20 000 C1013 0 068142 2F 255011

CLIN/SubCLIN
Purchase Request Number
Obligated Amount

0001
DGEMZ49711                               NET INCREASE       $39,206.99

SECTION J - LIST OF DOCUMENTS, EXHIBITS AND OTHER ATTACHMENTS 

The following have been added by full text: 

        SOW DATED 08 SEP 04
IAssure Task Order Statement Of Work

Modification As of Date:  08 Sep 04

	Contract Number:
	DCA200-00-D-5012 

	Task Order Number:
	0014 

	IAssure Tracking Number:
	

	Follow-on to IAssure Contract and Task Order Number:
	Not Applicable 


1.  Task Monitors (TMs).  

a. Primary TM.
	Name:
	

	Organization:
	DISA, Chief Information Assurance Executive

	Address:
	Defense Information Systems Agency

5275 Leesburg Pike, AE2

Falls Church, VA 22041

	Phone Number:
	

	Fax Number:
	

	E-Mail Address:
	

	DODAAC:
	


b. Alternate TM.
	Name:
	

	Organization:
	DISA, Chief Information Assurance Executive

	Address:
	Defense Information Systems Agency

5275 Leesburg Pike, AE2

Falls Church, VA 22041

	Phone Number:
	

	Fax Number:
	

	E-Mail Address:
	

	DODAAC:
	


2.  Task Order Title.  Department of Defense (DoD) Information Assurance (IA) and Computer Network Defense (CND) Engineering and Management Support.

3.  Background.  Chief Information Assurance Executive (CIAE) maintains oversight for all Information Assurance activities within DISA and directly supports DoD IA initiatives.  This oversight requires active participation and guidance in developing DoD policy, programs, and program execution. 

Additionally, CIAE is the DoD lead for several Computer Network Defense (CND) groups and activities.  The DOD CND operations mission is to coordinate and direct the defense of DOD computer networks from unauthorized activity employing communications, law enforcement, counterintelligence, and Intelligence Community capabilities in response to specific or potential threats.  DISA provides support to the DOD CND as the CND System Integrator and CND Service Provider.

In order to fulfill its designated role, CIAE requires contractor support to accomplish the tasks necessary to fulfill the responsibilities outlined in applicable DoD Directives.

4.  Objectives.  The objective of this Statement of Work (SOW) is to acquire four (4) full time equivalent (FTE) contractor personnel providing expert level analytical and system engineering support for DoD IA and CND implementation.  The Contractor shall be experienced with the DoD/DISA Information Assurance requirements, network environment, industry computer security standards, and DoD Computer Network Defense initiatives.  The Contractor shall have specialized technical engineering and problem solving experience for IA and Computer Network Defense.  This specialized experience includes, but is not limited to: 

4.1 Expert knowledge of policies and process related to IA and CND implementation.

4.2 In-depth technical knowledge required supporting program implementation of the DoD Sensor Grid Plan and Program and associated situational awareness (Common Operational Picture (COP)) programs.

4.3 Knowledge and skills associated with industry standards for information security and Information Assurance professionals.

5.  Scope.   The contractor shall comply with the appropriate DoD-approved architectures, programs, standards, and guidelines, such as Defense Information Infrastructure (DII) Strategic Technical Guidance (STG), DII Common Operating Environment (COE), Defense Information Systems Network (DISN), and Shared Data Environment (SHADE).  Specific services addressed in this SOW are:

· Task Area 1 - Policy, Planning, Process, Program and Project Management Support
· Task Area 2 - Standards, Architecture, Engineering and Integration Support
6.  Specific Tasks.
6.1 - Task 1 - Contract-Level and TO Management.
6.1.1 - Subtask 1 - Integration Management Control Planning.  Provide the technical (task order level) and functional activities at the Contract Level needed for the Program Management of this SOW. Include productivity and management methods such as Quality Assurance, Progress/status reporting, and Program Reviews at the Contract and Task Order level.  Provide the centralized administrative, clerical, documentation and related functions.

6.1.2 - Subtask 2 - TO Management.  Prepare a TO Management Plan describing the technical approach, organizational resources and management controls to be employed to meet the cost, performance and schedule requirements throughout TO execution.  Provide a monthly status report (MSR) monitoring the quality assurance, progress/status reporting, and program reviews applied to the TO.  The Contractor shall prepare automated Work Breakdown Structure (WBS) and project schedule for the overall task order to include detailed schedules for each subtask MSR.  The contractor shall provide in the monthly status report (MSR) the following financial information: projected estimated Monthly hourly usage by the Task Order; projected estimated Monthly Cost of the Task Order; actual monthly hourly usage by the Task Order-Projected hourly usage by the Task Order for remaining period of performance; Actual Monthly Cost of the Task Order-Projected Cost of the Task Order for remaining period of performance; and the contractor shall also provide an explanation of differences between actual and projected expenditures.  All deliverables, which include software source code, executables, files, libraries, headers, scripts, or other computer product end items meant for installation on a computer, shall be delivered in electronic media that is compatible with DISA’s local area network tools.  Currently, DISA is using the following software products (list is subject to change and/or upgrade), office automation:  MS Office 2000; email: DMS or MS Office 2000 compatible; time management: MS Project; NetWare: Netscape.  

6.2 - Task 2 - Engineering Support:

6.2.1 - Subtask 1 - Tasked Engineering Support.  The Contractor shall have a thorough understanding of the evolution of DoD IA/CND Infrastructure system architectures, software, and hardware configurations in order to provide system engineering support.  The contractor shall provide engineering analysis of IA/CND initiatives engineering, documentation, training, and compliance criteria; support the management and maintenance of IA/CND compliance criteria; facilitate IA/CND development criteria working groups and provide updated criteria direction to developers with inputs to IA/CND policy and guidance.  The contractor shall support the TM by attending meetings that address issues related to the integration, configuration, and support of IA and CND initiatives.  

6.2.2 - Subtask 2 - Ad-hoc Engineering Analysis.  The Contractor shall respond to ad-hoc technical direction/assignments from the Task Monitor.  This Subtask includes, but is not limited to: contribute original ideas and proposals that improve DoD IA and CND posture, able to knowledgably brief senior DISA officials on the design, implementation, and operation of the DoD IA and CND efforts.  The contractor shall generate a Technical Report for work performed under this subtask.

6.3 - Task 3 - Development Documentation - The contractor shall assist in the development of baseline policy and technical documentation supporting IA and CND initiatives.  The contractor shall deliver a complete final document that incorporates all changes.  If, during the period of performance of this task, the document has not been affected by policy or program changes, the contractor shall not deliver the unaffected document.  The contractor shall include a breakdown in the Monthly Status Report showing how much of the labor applied to each of the subtasks specified under this task is attributable to rework.  This Task requires frequent interaction with the providers of the technical content.

6.4 - Task 4– Integrated Intrusion Detection Strategy Program Support.

6.4.1 Phase 1.  The Contractor shall assess the existing DOD Digital Enterprise to compile all DoD Digital Enterprise related information necessary to recommend an optimal security management and monitoring strategy.   The Contractor shall collaborate with DISA and other Contractors to discuss solutions and define the DoD Digital Enterprise Boundaries.  The Contractor shall collaborate with DISA to form a Study Team of Contractor and DISA Principals to discuss alternative approaches to realize the required capability.  The Contractor shall provide a study team with detailed knowledge and experience in their assigned assessment area, and Subject Matter Experts (SME) to provide vision, guidance, and technical insights.  Under the technical oversight of high-level SMEs, the team will focus their extensive IDS knowledge and skills in executing the assessment deliverables. The Contractor shall perform data collection to identify the components and organization of the DoD Digital Enterprise.  Data to be collected shall include all information necessary to recommend an optimal security management and monitoring strategy for the DoD Digital Enterprise.  These data will be compiled in the form of an enterprise model and will be captured using a tool that will enable configuration management of the enterprise model.  

6.4.1.1 – Subtask 1 – Publish a CND User Defined Operational Picture (UDOP) Plan that will enable the Warfighter to achieve an integrated shared situational awareness of network assets at all echelons of DoD operations. The Plan will define a roadmap to achieve a UDOP that provides local, intermediate, and DoD-wide situational awareness of CND activities, operations, and their impact; collaboration; and decision support. The UDOP is intended to leverage common data, views, and mechanisms for data sharing.  The UDOP Plan deliverable shall be completed in accordance with guidance set forth in the CND UDOP Plan Outline v1.6.  
6.4.1.2 Subtask 2 – – Develop and publish an Enterprise Sensor Grid (ESG) Plan.  This plan will provide a strategy that can be implemented to optimize DOD’s Enterprise Sensor Grid (ESG) management, monitoring (Intrusion Detection and Prevention), upgrade policies and procedures, and interoperability with other systems requiring or relying on Information Assurance (IA) protection mechanisms.  The scope will include NIPR, SIPR, and STEP.  

Specific goals for completion of this subtask include:

· Provide an Operational framework for deployment of IA protection mechanism (e.g., NIDs & HIDs, applications and events across the GIG)

· Provide a framework for budgeting processes to implement IA protection and Computer Network Defense (CND) capabilities

· Focus DOD Research and Development (R&D) efforts

· Facilitate the exchange of sensor related information/capabilities across the DOD community

· Facilitate making commercial IA solutions interoperable

· Facilitate the sharing of CND information across DoD

Detailed guidance for the content and format required for completion of Subtask 2 is set forth in the Enterprise Sensor Grid (ESG) Outline v2.6.  

DoD Digital Enterprise experts will be made accessible to the Contractor.  The Government will have 30 days to review and comment on the draft deliverable documents before the Contractor prepares the final delivery.  The place of performance for Task 4 will include Contractor site, Government site (for team coordination and meetings), and travel as required for sensor grid data collection.  

7.  Place of Performance.  Place of Performance for contractor personnel: Government site (2 personnel) and contractor site (2).  The majority of this work shall be performed at Skyline 7, 5275 Leesburg Pike, Falls Church, VA 22041.  The personnel supporting Task 4 will work at the contractor site and and at the Government site for team coordination and meetings.  Some work shall be performed at other DISA offices in the National Capital Region.  For work that is performed at a government site, the government will provide all necessary facilities.  Frequent coordination with Government action officers located in the National Capital Region (NCR) shall be necessary.  Some travel outside the NCR is anticipated for CND support.  In addition, travel to support Task 4 will involve frequent travel to contractor lab facilities in New Jersey.  Approval by the task monitor or alternate task monitor will be obtained prior to the Contractor performing any travel.  Anticipated long distance travel is:

	From
	To
	Nbr of Trips
	Nbr of People
	Nbr of Days

	NCR
	Omaha, NB
	5
	1
	3

	NCR
	Colorado Springs, CO
	5
	1
	3

	NCR
	Norfolk, VA
	5
	1
	2

	NCR
	Northern New Jersey
	28
	2
	2


8.  Period of Performance.  The period of performance shall be for 365 days starting on 30 Sep 2003 thru 28 Sep 2004.  The extended period of performance is 29 Sep 2004 through 16 November 2004.

9.  Delivery Schedule.  

	SOW Task#
	Deliverable Title
	CDRL/DID#
	Due Date
	Copies
	Distribution
	Frequency and Remarks

	6.1.1
	Plan
	A003/DI-MGMT-80347
	30 calendar days
	5
	Standard Distribution*
	Draft - 15

Final - 30

	6.1.2
	Report
	A008/DI-MGMT-80368
	
	2
	Two Copies to TM; Letter Only to KO
	Monthly, on 5th workday

	6.1.2
	Project Schedules
	Contractor-Determined Format (one electronic/one hardcopy)
	60 calendar days after contract award
	
	Standard Distribution*
	

	6.2.1
	Report
	Contractor-Determined Format (one electronic/one hardcopy)
	
	2
	Two Copies to TM; Letter Only to KO
	 

	6.2.2
	Report
	Contractor-Determined Format (one electronic/one hardcopy)
	
	2
	Two Copies to TM; Letter Only to KO
	

	6.3.1
	Report
	IAW DoD format or Contractor-Determined Format as applicable (one electronic/one hardcopy)
	
	2
	Two Copies to TM; Letter Only to KO
	

	6.4.1
	Draft Sensor Grid Engineering Plan 
	Contractor-Determined Format (one electronic/one hardcopy)
	7days prior to contract end date
	2
	Two Copies to TM; Letter Only to KO
	

	6.4.1
	Draft User Defined Operational Picture
	Contractor-Determined Format (one electronic/one hardcopy)
	7days prior to contract end date
	2
	Two Copies to TM; Letter Only to KO
	

	* Standard Distribution:  1 copy of the transmittal letter with the deliverable to the Primary TM


10.  Security.  The security classification level expected for work performed under this SOW is up to SECRET.  Contractor personnel must be US Citizens and have an active DoD SECRET clearance.  The Contractor shall have an active Secret Clearance on file with DISA, and physical access to The Eagle Building, located at 5275 Leesburg Pike, Falls Church, VA, 22041.  DOD 5200.2-R, DOD Personnel Security Program, requires DOD military and civilian personnel, as well as DOD consultant and Contractor personnel, who perform work on sensitive automated information systems (ISs), be assigned to positions which are designated as one of two sensitivity levels (ADP-I, ADP-II).  These designations equate to Critical Sensitive and Non-Critical Sensitive.  The Contractor will assure that individuals assigned to the following sensitive positions, as determined by the Government, have completed the appropriate forms. 

All personnel working on this task will be in ADP-II positions and require a DOD National Agency Check plus Written Inquiries (DNACI) or National Agency Check plus Written Inquires (NACI) Single Scope Background Investigation.

The required investigation will be completed prior to the assignment of individuals to sensitive duties associated with the position.  The Contractor will forward their employee clearance information to: 

Defense Information Systems Agency

ATTN:
DISA 


ATTN:  Programs and Oversight Branch, MP61


P.O Box 4502 


Arlington, VA 22204-4502

DISA retains the right to request removal of Contractor personnel, regardless of prior clearance or adjudication status, whose actions, while assigned to this contract, clearly conflict with the interests of the Government.  The reason for removal will be fully documented in writing by the Contracting Officer.  When and if such removal occurs, the Contractor will, within five working days, assign qualified personnel to any vacancy created.  Contractor personnel, with access to DOD facilities, shall observe local DOD security policies and procedures. 

11.  Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI).  Contractor will be provided a desk, chair, computer, and other required office equipment (i.e. calculator, phone, etc.) by the Government while working at this site.  The Contractor will be provided access to any past or current DoD directives, Program budget, acquisition, and schedule information required to complete the task.  Contractor will be required to receipt for equipment.  Receipt will identify specific quantities, serial numbers, and equipment description.

12.  Other Pertinent Information or Special Considerations.  


a. Identification of Possible Follow-on Work.  None


b. Identification of Potential Conflicts of Interest (COI).  None

c. Identification of Non-Disclosure Requirements.  Contractor will interact, review, and process material associated with contracts and vendors that requires non-disclosure of confidential, proprietary and/or contract sensitive information.


d. Packaging, Packing, and Shipping Instructions.  Packaging and marking of all deliverables shall be in accordance with best commercial practice necessary to ensure safe and timely delivery in accordance with applicable security requirements.  All data and correspondence submitted to the KO, COR or TM shall reference: the contract number, task order number, SOW number, and the names of the KO, the COR, and the TM.  All deliverables, which include software source code, executables, files, libraries, headers, scripts, or other computer product end items meant for installation on a computer, shall be delivered in electronic media that is compatible with DISA’s local area network tools.  Currently, DISA is using the following software products (list is subject to change and/or upgrade), office automation:  MS Office 2000; email: DMS or MS Office 2000 compatible; time management: MS Project; NetWare: Netscape.  


e. Inspection and Acceptance Criteria.  Unless indicted otherwise in individual task orders, final inspection and acceptance of all deliverables shall be performed at the place of delivery.  The Government requires a period not to exceed 30 days after receipt of the final deliverable items for inspection and acceptance or rejection, unless otherwise specified.  All deliverables must be submitted directly to the TM or his/her designated representative.  The TM will monitor the Contractor efforts to ensure technical suitability.  If the deliverable does not meet the specified criteria, it will be returned.  After notification that the deliverable did not meet the acceptance criteria, the Contractor shall re-submit the deliverable within 14 days.  Upon re-submission by the Contractor, the Government will apply the same acceptance criteria.  If the deliverable does not meet the acceptance criteria, a second time the Government might consider the Contractor as having deficient performance with respect to the subject task.  The Contractor shall permit the KO or designated representative access at any reasonable time to all records, data, and facilities used in the performance of services. 

13.  Section 508 Accessibility Standards.  The following Section 508 Accessibility Standard(s) (Technical Standards and Functional Performance Criteria) are applicable (if box is checked) to this acquisition.

Technical Standards
 FORMCHECKBOX 
 1194.21 - Software Applications and Operating Systems

 FORMCHECKBOX 
 1194.22 - Web Based Intranet and Internet Information and Applications

 FORMCHECKBOX 
 1194.23 - Telecommunications Products

 FORMCHECKBOX 
 1194.24 - Video and Multimedia Products

 FORMCHECKBOX 
 1194.25 - Self-Contained, Closed Products

 FORMCHECKBOX 
 1194.26 - Desktop and Portable Computers

 FORMCHECKBOX 
 1194.41 - Information, Documentation, and Support

The Technical Standards above facilitate the assurance that the maximum technical standards are provided to the Offerors.  Functional Performance Criteria is the minimally acceptable standards to ensure Section 508 compliance.  This block is checked to ensure that the minimally acceptable electronic and information technology (E&IT) products are proposed.

Functional Performance Criteria
 FORMCHECKBOX 
 1194.31 - Functional Performance Criteria

(End of Summary of Changes) 

(End of Summary of Changes) 

