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COMPUTER SCIENCES CORPORATION

3160 FAIRVIEW PARK DRIVE

FALLS CHURCH VA 22042-4516

JODY CHRISTOPHER

$448,840.00

CODE

52939

X

17. ACCOUNTING AND APPROPRIATION DATA/ LOCAL USE

36. I certify this account is correct and proper for payment.

6. ISSUED BY

CODE

9. CONTRACTOR  

CODE

18. ITEM NO.

19. SCHEDULE OF SUPPLIES/ SERVICES

26. QUANTITY IN COLUMN 20 HAS BEEN

SIGNATURE OF AUTHORIZED GOVT. REP.

DATE

DATE

SIGNATURE AND TITLE OF CERTIFYING OFFICER

INSPECTED

RECEIVED

ACCEPTED, AND CONFORMS TO THE

CONTRACT EXCEPT AS NOTED

37. RECEIVED AT

38. RECEIVED BY 

39. DATE RECEIVED

(YYYYMMMDD)

DCA200-00-D-5013

1. CONTRACT/PURCH. ORDER/ 

    AGREEMENT NO.

* If quantity accepted by the Government is same as

quantity accepted below quantity ordered and encircle.

DELIVERY/

16. 

14. SHIP TO

See Schedule

HC1013

DD Form 1155, JAN 1998 (EG)

PREVIOUS EDITION MAY BE USED.

SEE SCHEDULE

2. DELIVERY ORDER/ CALL NO.

0024

4

PAGE 1 OF

5. PRIORITY

CODE

8. DELIVERY FOB

DEST

X

OTHER

(See Schedule if other)

MARK IF BUSINESS IS

11.

SMALL

SMALL

DISADVANTAGED

WOMEN-OWNED

N68566

MARK ALL

PACKAGES AND

PAPERS WITH

 IDENTIFICATION

NUMBERS IN

BLOCKS 1 AND 2.

23. AMOUNT

27. SHIP NO.

28. DO VOUCHER NO.

PARTIAL

FINAL

32. PAID BY

33. AMOUNT VERIFIED

CORRECT FOR

31. PAYMENT

COMPLETE

34. CHECK NUMBER

PARTIAL

FINAL

35. BILL OF LADING NO.

40.

TOTAL

CONTAINERS

41. S/R ACCOUNT NO.

42. S/R VOUCHER NO.

ORDER FOR SUPPLIES OR SERVICES

3. DATE OF ORDER/CALL

2003 Sep 24

4. REQ./ PURCH. REQUEST NO.

DAPMZ30074

SEE ITEM 6

FACILITY

10. DELIVER TO FOB POINT BY (Date)

SEE SCHEDULE

12. DISCOUNT TERMS

13. MAIL INVOICES TO THE ADDRESS IN BLOCK

See Item 15

15. PAYMENT WILL BE MADE BY

CODE

DFAS PENSACOLA

MAIL TO: DITCO/AQSC4-FMO                 

SCOTT AFB IL 62225-5406

This delivery order/call is issued on another Govt. agency or in accordance with and subject to terms and conditions of above numbered contract.

TYPE

CALL

OF

PURCHASE

ORDER

SEE SCHEDULE

7. ADMINISTERED BY 

DISA/DITCO-SCOTT

2300 EAST DRIVE

SCOTT AFB IL 62225-5406

24. UNITED STATES OF AMERICA

TEL:

EMAIL:

iascottafb@scott.disa.mil

CONTRACTING / ORDERING OFFICER

quantity ordered, indicate by X.  If different, enter actual

BY:

ANNE (KAREN) KELLER

If this box is marked, supplier must sign Acceptance and return the following number of copies:

NAME OF CONTRACTOR

SIGNATURE

TYPED NAME AND TITLE

(YYYYMMMDD)

DATE SIGNED

ACCEPTANCE. THE CONTRACTOR HEREBY ACCEPTS THE OFFER REPRESENTED BY THE NUMBERED PURCHASE 

ORDER AS IT MAY PREVIOUSLY HAVE BEEN OR IS NOW MODIFIED, SUBJECT TO ALL OF THE TERMS

AND CONDITIONS SET FORTH, AND AGREES TO PERFORM THE SAME.

Reference your quote dated

Furnish the following on terms specified herein.

REF:

20.

QUANTITY

ORDERED/

ACCEPTED*

21. UNIT

22. UNIT PRICE

DIFFERENCES

29.

30.

INITIALS


Section B - Supplies or Services and Prices

	ITEM NO
	SUPPLIES/SERVICES
	MAX QUANTITY
	UNIT
	UNIT PRICE
	MAX AMOUNT

	0001
	
	1
	Each
	$448,840.00
	$448,840.00 

	
	Information Assurance Support Services

CPFF - IA contractor support for GCCS-J, PMO, APC11 as in accordance with SOW dated 15 Aug 03.  Period of performance of this order is from 25 Sep 03 thru 24 Sep 04 as in accordance with CSC revised proposal dated 24 Sep 03 which is incorporated by reference. There will be 12 monthly payments of $37,403.33.

PURCHASE REQUEST NUMBER: DAPMZ30074


	

	
	
TOT MAX PRICE
	$448,840.00 

	
	
CEILING PRICE
	

	
	ACRN AA Funded Amount
	$448,840.00


FOB:  Destination
Section G - Contract Administration Data

ACCOUNTING AND APPROPRIATION DATA

	AA: 
	97X4930.5F20 000 C1013 0 068142 2F 255011 

	AMOUNT: 
	$448,840.00 


CLAUSES INCORPORATED BY FULL TEXT

Additional Accounting and Appropriation Data

AA:  97X4930.5F20 000 C1013 0 068142 2F 255011

CLIN/SubCLIN
Purchase Request Number
Obligated Amount

0001                                MIPR DAPMZ30074                                                     $448,840.00

CONTRACTOR Point of Contact

Contractor Name:  

TIN:  

DUNS:  

CAGE CODE:  52939

Contractor POC:  

Email Address:  

Phone Number:  

Fax Number:  

Electronic invoices may be sent to:
invoicereceipt@scott.disa.mil
Questions regarding invoices may be directed to (618) 229-9228.  Vendors may check the status of invoices at the following web site:

http://www.dfas.mil/money/vendor
CREDIT CARD METHOD OF PAYMENT 

If payment is to be made via credit card, contact the Contracting Officer listed above.

‘I ASSURE’ TASK ORDER (TO) STATEMENT OF WORK (SOW)
15/AUG/2003
	Contract Number:
	

	Task Order Number:
	

	I Assure Tracking Number:
	00183.00

	Follow-on to IAssure Contract and Task Order Number:
	


1.  Task Monitors (TMs).  

2.  Task Order Title.  Information Assurance (IA) contractor support for GCCS-J, PMO, Plans and Acquisition Management Branch (APC11).

3.  Background.  The Plans and Acquisition Management Branch is responsible for strategic planning, development, implementation, maintenance, and the execution of processes and documents required for statutory responsibilities under the Clinger-Cohen Act of 1996 and the Computer Security Act of 1987.  GCCS-J is an Acquisition Category I Major Automated Information System (ACAT I MAIS) program and is subject to DoDD 5000.1, the Defense Acquisition System, that requires an IA Strategic Plan and is a DoD system that requires Certification and Accreditation (C&A) established by the DoD Information Technology Security Certification and Accreditation Process (DITSCAP), DODI 5200.40.  The Plans and Acquisition Management Branch also ensures that the GCCS-J program is consistent with the requirements of the Office of Management and Budget (OMB) Circular A-130 and DoDD 8500.1, Information Assurance (IA).

GCCS-J consists of hardware, software, procedures, standards, and interfaces that provide worldwide connectivity to over 635 sites and at all levels of command.  Built upon the Common Operating Environment (COE) infrastructure, GCCS-J integrates Joint and Service/Agency C2 mission capabilities, databases, web technology and office automation tools.  It provides an open system architecture that allows a diverse group of systems and commercial off-the-shelf (COTS) software packages to operate at any GCCS-J location.

4.  Objectives.  This task order is for IA services and will require a variety of skill sets relating to technical and non-technical Information Security (InfoSec) primarily for the planning, organizing, analyses, and the evaluation of policies and procedures for security considerations throughout the lifecycle development of GCCS-J.  The contractor shall be capable of directed and independent performance of verbal and written tasking within the scope of their responsibilities and produce verbal and written products for varied audiences ranging from Information Assurance Managers (IAMs), security engineers, system developers, to senior military personnel. The contractor will work closely with GCCS-J PMO in the development, implementation, and management of the GCCS-J system security program.  The contractor shall attend external meetings, conferences, technical exchanges, and working sessions as required by the GCCS-J PMO.  The contractor shall develop and maintain documentation that may be required to fulfill GCCS-J System Level Testing Environment vulnerability scanning and IAM functions.  This includes technical documentation, project summaries, status reports, briefings, correspondence, and other documentation as required. 

5.  Scope.  This task order applies to the GCCS-J Program Management Office (PMO), Plans and Acquisition Management Branch (APC11).  It will provide for technical and non-technical IA assistance necessary for the GCCS-J PMO.  The contractor shall provide functional and information assurance expertise where needed, and shall update the content of documents to maintain currency with evolving GCCS-J IA security policy, threats, vulnerabilities, emerging issues, and new procedures or processes as they apply.  Documents will include, but are not limited to, technical documentation and reports, IA policy and procedures.  The contractor shall assess these documents as per GCCS-J PMO direction.  This direction will typically include standard evaluation criteria such as soundness of technical approach, operational effectiveness, and a study of technical risks, etc.  The contractor shall assist in the development or revision of these documents upon request.  The contractor shall comply with appropriate GCCS-J procedures, standards, and guidelines, and be familiar with the DISA, Field Security Office (FSO), Security Technical Implementation Guides (STIGS), and the National Security Agency (NSA) System Network Attack Center (SNAC) network security guides.  The contractor shall also be familiar with the DITSCAP and the DoD information assurance vulnerability alert (IAVA) process.  This task requires close coordination and collaboration with DISA and overall GCCS-J IA efforts.  The contractor shall comply with the appropriate DoD-approved architectures, programs, standards, and guidelines, such as Defense Information Infrastructure (DII) Strategic Technical Guidance (STG), DII Common Operating Environment (COE), Defense Information Systems Network (DISN), and Shared Data Environment (SHADE).  Specific services addressed in this SOW are:

· Task Area 1 - Policy, Planning, Process, Program and Project Management Support
· Task Area 4 - Education, Training and Awareness, Certification and Accreditation and IA Support
6.  Specific Tasks.

Each performance requirement may contain the three elements below.  In each case, the elements taken together constitute the components of a performance requirement.

· Performance Requirement - A statement of the outcome or results expected of the contractor.  A performance requirement specifies what is to be done.  It does not specify how it is to be done.

· Performance Standard (PS) - The targeted level of acceptable performance for determining whether specific performance requirements have been accomplished. 

· Performance Measure (PM) - Expresses the method that shall be used by the Government to assess how well the contractor performs specified requirements as measured against the performance standards. 

The contractor shall be contractually obligated to perform every requirement in this Statement of Work.  Not every performance requirement has a related performance standard or assessment measure expressed in this document.  In such cases the performance standard or performance measure is either inherent in the requirement or performance is to be in accordance with standard commercial practice (that is performance substantially complies with customary trade practice).
6.1 - Task 1 – Contract-Level and TO Management.
6.1.1 - Subtask 1 – Integration Management Control Planning.  Provide the technical (task order level) and functional activities at the Contract Level needed for the Program Management of this SOW.  Include productivity and management methods such as Quality Assurance, Progress/status reporting, and Program Reviews at the Contract and Task Order level.  Provide the centralized administrative, clerical, documentation and related functions.

6.1.2 - Subtask 2 – TO Management.  Prepare a TO Management Plan describing the technical approach, organizational resources and management controls to be employed to meet the cost, performance and schedule requirements throughout TO execution.  Provide a monthly status report monitoring the quality assurance, progress/status reporting, and program reviews applied to the TO.  The contractor shall attend Contractor Performance Review (CPR) meetings and shall prepare the meeting CPR presentation briefs in accordance with DISA-standard format.

Deliverables:  

· Monthly Status Report/Management Plan of Action.

· Contractor Performance Review briefs.

6.2 - Task 2 – Technical/Non-Technical IA Support
6.2.1 - Subtask 1 – GCCS-J PMO IA Support.
Assist with Information Assurance document creation and maintenance of documentation required by the GCCS-J PMO.  Provide technical and non-technical expertise and support for security process improvement.  Provide technical security expertise and support to PMO management with the research and integration of new security technologies into the GCCS-J system environment.  This includes the following tasks.

· The contractor shall assist in creation and maintenance of GCCS-J process/procedure documents, such as Connection Approval Process and Configuration Management Plan documents, as required. 

PS:   Provide complete and accurate documentation in accordance with the program schedule.

PM:  Review documentation.

· The contractor shall coordinate with external organizations to develop Memoranda of Agreements/Memoranda of Understanding (MOA/MOU) as required to meet external interface and programmatic requirements IAW CJCSI 6731.01, Global Command and Control System Security Policy.  Contractor shall ensure that all agreements conform to the DISA standard and accurately reflect all applicable program/security issues.

PS:   Submit draft external organization interface MOA/MOU 30 calendar days after initial direction

PS:   Submit final 10 working days after all issues are resolved.

PM:  Signed final external organization interface MOA.  

· The contractor shall coordinate and submit planning documents, presentation material/ briefs, recorded minutes/issues and actions, status reports, and the like, for IA meetings and Information Assurance Working Integrated Product Team (IAWIPT) meetings.  The contractor shall draft and submit final IA meeting summary reports and IAWIPT meeting summary reports.
PS:   Provide draft planning documents, briefs, recorded minutes/issues and actions, and summary reports within one working day of the IA meeting and IAWIPT meeting.

PS:   Provide final summary reports, recorded minutes/issues and actions within three working days after IA meeting and IAWIPT meeting, and after members have responded to the draft.

PM:  Review documentation. 

Deliverables:

· Technical Reports, Status Reports, Summary Reports

· Processes, Procedures, Agreement Documents 

· Planning Documents, Presentation Documents, Briefing Documents

· Recorded Minutes /Issues and Actions from IA meetings and IAWIPT meetings.

6.2.2 - Subtask 2 – Participating in Security Test and Evaluation (ST&E) and work with

Security Engineers and System Developers.

Participate in testing when required and provide technical expertise and support in information technology security planning and evaluation of security risk assessments.  Consult with System Engineers and System Developers on security issues.  Support DISA, Field Security Operations (FSO) personnel on Vulnerability Management Security Readiness Reviews (SRRs) by planning and coordinating SRR testing.  Assist in the management of the Vulnerability Management System (VMS), SRR database to report corrective actions against security findings and to request extension(s) if unable to bring findings into compliance.  Compile individual release finding data into trend analyses reports, status and progress review spreadsheets, briefings, and the like.  This includes the following tasks.

· Provide a written risk mitigation reports that details specific C/ST&E findings found against GCCS-J assets in the Operational Support Facility (OSF), GCCS-J System Level Test Environment identifying risk mitigation strategies, corrective action, or recommended improvements.  Evaluate findings resulting from FSO or NSA penetration testing at operational site and establish/maintain mitigation plan for findings against the type-accredited system.

PS:   Provide complete and accurate documentation in accordance with the program schedule.

PM:  Review documentation.

Deliverables:

· Technical Reports

· Status/Progress Review Spreadsheet Documents

· Presentation and Briefing Documents

6.2.3. – Subtask 3 – Monitoring and Tracking Information Vulnerability Alerts/Bulletins  

and Technical Advisories.

Support the development and assist in the managing of the Information Assurance Vulnerability Alert (IAVA) process for acknowledgement and reporting of corrective “fix action” plans for the GCCS-J PMO using the VMS.  Consult with Security Engineers and System Developers to evaluate and determine if the vulnerability affects the GCCS-J system environment and define risk mitigation strategies required for corrective action.  The contractor shall assist in defining responses for the DoD Information Assurance Vulnerability Alerts/Bulletins/Technical Advisories  (IAVAs/IAVBs/TAs) process.  When required, the contractor shall disseminate the IAV notification via command channels to all program managers (Joint and/or C/S/A specific), system administrators, and all other personnel responsible for implementing and managing technical responses to IAV notifications.  In addition, when required, the contractor shall acknowledge receipt of the IAV notification, assist with conducting a risk assessment and determination of risk mitigating actions required for an individual IAV vulnerability and report compliance with an IAV notification via the appropriate web site within 30 calendar days of the date of the message, or as specified in the individual message.  This includes the following task. 

· The contractor shall provide formal and informal progress status reviews to inform the GCCS-J PMO on IAV management status, discuss any issues, and recommend courses of action pertaining to IAV management.  The contractor shall prepare status review documents, spreadsheets, briefings, technical reports, and conduct formal and informal progess reviews/briefings as required by the GCCS-J PMO.

            PS:   Provide complete and accurate documentation in accordance with the program 

            schedule.

            PM:  Review documentation.

Deliverables:

· Technical Reports

· Status/Progress Review Spreadsheet Documents

· Presentation and Briefing Documents

6.2.4. – Subtask 4 – Provides expert guidance of the DITSCAP. 
Be familiar with the DoD information certification and accreditation principles, practices, and documentation as outlined in DoD Instruction 5200.40, the DITSCAP.  Assist with the development and maintenance of the Systems Security Accreditation Agreement (SSAA) and supporting documentation required to gain DITSCAP type accreditation of the GCCS-J.  In addition to addressing things such as document format and content, this shall include the development and maintenance of appropriate appendices.  Evaluate system modifications embodied in planned future releases to forecast and effectively plan timely SSAA updates.  This includes the following task.

· The contractor shall provide technical support and assist the system certifier by collecting and maintaining program data required for preparation, maintenance, and approval of the GCCS-J SSAA in accordance with DoD Instruction 5200.40, Defense Information Technology Security Certification and Accreditation Process (DITSCAP).  This shall include, but is not be limited to, mission description and system identification, environmental description, system architectural description, security testing plans and procedures, GCCS-J security test results, system rules of behavior, contingency plan, security awareness and training plan, personnel and technical security controls and incident reporting.   

      PS:   Provide complete and accurate documentation in accordance with the program   

      schedule.

PS:  Define SSAA document update schedule integrated with version release schedule.

PM:  Review documentation.

PM: Review integrated schedule.

Deliverable:

· Technical Documentation and Reports
7.  Place of Performance.  The work will be performed at Government facilities, specifically at Skyline 7, Leesburg Pike, Falls Church, VA 22041.

8.  Period of Performance.  The period of performance for this task order is 365 calendar days from task order award. 

9.  Delivery Schedule.

	SOW Task#
	Deliverable Title
	CDRL/DID#
	Due Date
	Copies
	Distribution
	Frequency and Remarks

	6.1.1
	Plan
	A003/DI-MGMT-80347
	Date or calendar days after award or event
	1 soft
1 hard
	Standard Distribution*
	Draft – 15

Final - 30

	6.1.2
	Report
	A008/DI-MGMT-80368
	
	
	Two Copies to TM; Letter Only to KO
	Monthly, on 5th workday

	6.1.2
	CPR Meeting Presentation Briefs
	DISA-Standard Format
	As required in accordance with program schedule
	1 soft
1 hard
	Standard Distribution*
	Draft - 3 working days before the meeting

Final - 1 working days before the meeting

	6.2.1


	Technical, Status, Summary Reports, Process, Procedures, Agreement Documents, Planning Documentation, Presentation and Briefing Documents, Recorded Minutes
	Contractor-Determined Format
	As required in accordance with program schedule
	1 soft

1 hard
	Standard Distribution*
	Weekly 

Quarterly

Annually or as Required


	6.2.2
	Technical Reports, Status/Prog-ress Spreadsheet Documents,

Presentation and Briefing Documents 
	Contractor-Determined Format
	As required in accordance with program schedule
	1 soft

1 hard
	Standard Distribution*
	Weekly 

Quarterly

Annually or as Required 


	6.2.3
	Technical Reports, Status/Prog-ress Review Spreadsheet Documents, Presentation and Briefing Documents 
	Contractor-Determined Format
	As required in accordance with program schedule
	1 soft

1 hard
	Standard Distribution*
	Weekly 

Quarterly

Annually or as Required


	6.2.4
	Technical Documentation and Reports
	Contractor-Determined Format
	As required in accordance with program schedule
	1 soft

1 hard
	Standard Distribution*
	Weekly 

Quarterly

Annually or as Required


	* Standard Distribution:  1 copy of the transmittal letter with the deliverable to the Primary TM


10.  Security.  Access to classified information is required for this project up to the level of 

SECRET.  ADP Sensitivity Level 2 is required since contractors will be located in Government facilities and will be required to assess the DISA local area network (DISANET).

11.  Government-Furnished Equipment (GFE/Government-Furnished Information (GFI).  The Government will provide a workspace, DISANET LAN access, and telephone for the contractor’s use at the Government site.  Work performed at the contractor’s facility will not use GFE.  The government will provide access to the necessary documents pertaining to GCCS-J.
12.  Other Pertinent Information or Special Considerations.  


a.   Identification of Possible Follow-on Work.  

b. Identification of Potential Conflicts of Interest (COI).  

c. Identification of Non-Disclosure Requirements.  The government at the time of this SOW has identified no requirements however; the government reserves the right to require one at the appropriate time.
d. Packaging, Packing and Shipping Instructions.
e. Inspection and Acceptance Criteria.  

13.  Section 508 Accessibility Standards.  GCCS-J is a National Security System and is not required to comply with Section 508.  

