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AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT

Except as provided herein, all terms and conditions of the document referenced in Item 9A or 10A, as heretofore changed, remains unchanged and in full force and effect.

15A. NAME AND TITLE OF SIGNER (Type or print)

30-105-04

EXCEPTION TO SF 30

APPROVED BY OIRM 11-84

STANDARD FORM 30 (Rev. 10-83)

Prescribed by GSA

FAR (48 CFR) 53.243

1.  The purpose of this no cost modification is to incorporate into this order revised SOW dated 25 Feb 04 which changes the Primary TM

 and Alternate TM on this order to the following:

Primary:  James Priovolos                                  Alternate:  Marshall Robbins

               Department of Justice/CS                                     Department of Justice/CS

               P. O. Box 59110                                                    P. O. Box 59110

               Potomac, MD 20859-9110                                     Potomac, MD 20859-9110

               (p) 202-307-6890 (f) 202-307-6914                    (p) 202-307-6733 (f) 202-307-6914

               james.priovolos@usdoj.gov                                 marshall.robbins@usdoj.gov   

1. CONTRACT ID CODE

PAGE OF  PAGES

J

1

8

16A. NAME AND TITLE OF CONTRACTING OFFICER (Type or print)

16C. DATE SIGNED

BY

25-Feb-2004

16B. UNITED STATES OF AMERICA

15C. DATE SIGNED

15B. CONTRACTOR/OFFEROR

(Signature of Contracting Officer)

(Signature of person authorized to sign)

8. NAME AND ADDRESS OF CONTRACTOR  (No., Street, County, State and Zip Code)

9B. DATED (SEE ITEM 11)

X

DCA200-00-D-5014-0010

10B. DATED  (SEE ITEM 13)

X

9A. AMENDMENT OF SOLICITATION NO.

27-Jul-2000

11. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS

The above numbered solicitation is amended as set forth in Item 14.  The hour and date specified for receipt of Offer  

is extended,

is not extended.

Offer must acknowledge receipt of this amendment prior to the hour and date specified in the solicitation or as amended by one of the following methods: 

(a) By completing Items 8 and 15, and returning

copies of the amendment; (b) By acknowledging receipt of this amendment on each copy of the offer submitted;

or (c) By separate letter or telegram which includes a reference to the solicitation and amendment numbers.  FAILURE OF YOUR ACKNOWLEDGMENT TO BE 

RECEIVED AT THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN  

REJECTION OF YOUR OFFER.  If by virtue of this amendment you desire to change an offer already submitted, such change may be made by telegram or letter, 

provided each telegram or letter makes reference to the solicitation and this amendment, and is received prior to the opening hour and date specified.

12. ACCOUNTING AND APPROPRIATION DATA (If required)

13. THIS ITEM APPLIES ONLY TO MODIFICATIONS OF CONTRACTS/ORDERS.

IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14.

A. THIS CHANGE ORDER IS ISSUED PURSUANT TO:  (Specify authority) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE

 CONTRACT ORDER NO. IN ITEM 10A.

B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying 

office, appropriation date, etc.) SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(B).

C. THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF:

X

D. OTHER (Specify type of modification and authority)

Unilateral, Revised SOW dated 25 Feb 04

E. IMPORTANT:   Contractor

X

is not,   

is required to sign this document and return

copies to the issuing office.

14. DESCRIPTION OF AMENDMENT/MODIFICATION  (Organized by UCF section headings, including solicitation/contract subject matter

 where feasible.)

10A. MOD. OF CONTRACT/ORDER NO.

01

2. AMENDMENT/MODIFICATION NO.

5. PROJECT NO.(If applicable)

6. ISSUED BY

3. EFFECTIVE DATE

25-Feb-2004

CODE

DISA/DITCO-SCOTT

2300 EAST DRIVE

SCOTT AFB IL 62225-5406

HC1013

7. ADMINISTERED BY  (If other than item 6)

4. REQUISITION/PURCHASE REQ. NO.

CODE

See Item 6

ELECTRONIC DATA SYSTEMS CORPORATION

JEFF LIGHT

13600 EDS DRIVE

MAILSTOP A6ND48

HERNDON VA 20171-3225

FACILITY CODE

1U305

CODE

iascottafb@scott.disa.mil

EMAIL:

TEL:

ANNE (KAREN) KELLER / CONTRACTING OFFICER


SECTION SF 30 BLOCK 14 CONTINUATION PAGE 

SUMMARY OF CHANGES  

SECTION J - LIST OF DOCUMENTS, EXHIBITS AND OTHER ATTACHMENTS 

The following have been added by full text: 

        REVISED SOW DATED 25 FEB 04
‘I ASSURE’ TASK ORDER (TO) STATEMENT OF WORK (SOW)
as of 25 Feb 2004

	FeContract Number:
	(completed by the KO at time of TO award)

	Task Order Number:
	(completed by the KO at time of TO award)

	IAssure Tracking Number:
	(completed by the KO when complete package is received)

	Follow-on to IAssure Contract and Task Order Number:
	(If this is a follow-on order, as defined in Chapter 4.1.e(3), insert the contract number and the TO number to which it is a follow-on.  If this is not for a follow-on order, state “Not Applicable”)


1.  Task Monitors (TMs).  

a.  Primary TM.
	Name:
	

	Organization:
	Department of Justice

	Address:
	

	Phone Number:
	

	Fax Number:
	

	E-Mail Address:
	

	DODAAC:
	


b.  Alternate TM.
	Name:
	

	Organization:
	Department of Justice

	Address:
	DOJ/CS

PO BOX 59110

                                      Potomac, MD 20859-9110

	Phone Number:
	

	Fax Number:
	

	E-Mail Address:
	

	DODAAC:
	


2.  Task Order Title.  Technical and Operational Support Computer Services Unix Systems
3.  Background.  (a)  The Computer Services Staff (CS) provides common user Information Technology (IT) facilities and services to support Department of Justice (DOJ) activities on a national and international basis.  CS provides technical support for enterprise, distributed, client server, Internet, intranet, and an E-Mail gateway systems and provides technical advice and assistance for the Information Resources Management (IRM) oversight function.


(b)  The CS operates the Justice Data Centers (JDC) located in Rockville, Maryland and Dallas, Texas.  The JDCs provide application hosting, server housing and dial-up email and Internet access, for the DOJ components to fulfill their respective missions.  These data centers operate and maintain enterprise server platforms (ESP) and distributed systems platforms (DSP) services.  The CS Security Branch (CS/SB) provides administration and security support for UNIX and NT enterprise server platforms. 


(c)  CS’s primary business is application hosting for DOJ Component organizations on large IBM OS390, VM, and AIX Servers (ESP).  Additional UNIX-based, Windows and NT servers that perform DOJ mission critical functions are also housed at CSS.  These servers are required to be available and reliable 24 hours per day, 7 days per week.  Outages are scheduled with the user community to occur on a monthly basis for maintenance, upgrades, and new component (hardware and software) installations.

(d)  CS is currently enhancing its internal IDS presence.  Historically, CS has relied upon security software residing on the servers to provide security for its systems.  This is no longer appropriate.  CS will be upgrading its Dragon IDS system to protect its Enterprise Unix Servers.  These servers are running mission critical applications for the Bureau of Citizenship and Immigration Services.  These systems must be available 24x7x365.
4.  Objectives.  Provide immediate (on or about 1 September 2003) support for the installation of Dragon IDS and AIX and Solaris Unix systems at the Justice Data Centers.  Support for the operation of the current Computer Services Intrusion Detection System.  Upgrade and convert the current FreeBSD based network intrusion detection sensors to a Linux based solution.  Upgrade the current Intrusion Detection server to a new hardware and software platform.  Provide continued support for these operations and other related systems within the Justice Data Centers.
5.  Scope.  Specific services addressed in this SOW are:

· Task Area 1 -- Contract-Level and TO Management.
· Task Area 2 – Installation and Management Support for Checkpoint Firewall Systems
· Task Area 3 – Installation and Management Support for Unix Systems
The contractor shall comply with the appropriate DoD-approved architectures, programs, standards and guidelines, such as Defense Information Infrastructure (DII) Strategic Technical Guidance (STG), DII Common Operating Environment (COE), Defense Information Systems Network (DISN) and Shared Data Environment (SHADE).  Specific services addressed in this SOW are:
· Task Area 1 - Policy, Planning, Process, Program and Project Management Support
· Task Area 2 - Standards, Architecture, Engineering and Integration Support
· Task Area 3 - Solution Fielding/Installation and Operations
· Task Area 4 - Education, Training and Awareness, Certification and Accreditation and
IA Support
6.  Specific Tasks.
6.1 - Task 1 - Contract-Level and TO Management.
6.1 - Task 1 - Contract-Level and TO Management.
6.1.1 - Subtask 1 - Integration Management Control Planning.  Provide the technical (task order level) and functional activities at the Contract Level needed for the Program Management of this SOW. Include productivity and management methods such as Quality Assurance, Progress/status reporting, and Program Reviews at the Contract and Task Order level. Provide the centralized administrative, clerical, documentation and related functions.

6.1.2 - Subtask 2 - TO Management. Conduct an initial Technical Interchange Meeting (TIM) to ensure a common understanding between the contractor and the Government on the TO requirements.  Prepare a TO Management Plan describing the technical approach, organizational resources and management controls to be employed to meet the cost, performance and schedule requirements throughout TO execution.  Provide a monthly status report monitoring the quality assurance, progress/status reporting, and program reviews applied to the TO.  Conduct a monthly TO Management Review meeting to present the status report.

Deliverables:  
Technical Interchange Meeting, NLT 10 days after contract award.  TIM minutes  

and briefing/support materials in written documentation due within five (5) working days of the meeting.

Task Order Management Plan



Monthly Status Report, including financial status



Monthly TO Management Review Meeting
6.2 - Task 2 - Installation and Management Support for Dragon IDS Systems.
6.2.1 - Subtask 1 – IDS Installation and Management.   SEQ CHAPTER \h \r 1Serve as technical specialist on IDS issues and tasks to support the Computer Services IDS systems.  This includes planning, installation, configuration, testing and implementation of Dragon IDS, analysis and evaluation of new software products, processes and procedures.   SEQ CHAPTER \h \r 1Administering and implementing a Dragon IDS in a diverse network environment, including: incorporating fault-tolerance, load balancing, log review, and system optimization.
6.2.2 - Subtask 3 - Provide Security Advice and Guidance   SEQ CHAPTER \h \r 1Provide advice and assistance to other CS staff, management, and customers on complex technical problems and issues relating to operation and administration of the above firewalls.

6.2.3 - Subtask 4 – Provide Technical Documentation and Diagrams.  SEQ CHAPTER \h \r 1Develop technical documentation for IDS and Unix Systems maintained by CS in a format approved by CS.
Deliverables:  
Upgraded IDS monitoring the Enterprise Unix Systems with failover

Bi-weekly Status Reports

Technical Documentation and diagrams on IDS implementation

6.3 – Task 3 – Installation and Management Support for Unix Systems

6.3.1
Subtask 1 – Management of Unix System.   SEQ CHAPTER \h \r 1The Security Analyst (SA) shall administer Linux and/or Solaris UNIX systems, including: Operating system and software installation and maintenance, file system management, backup and recovery.  Support Solaris AIX, and Linux operating system environments and software products including (but not limited to): Enterasys Dragon Intrusion Detection Software, Perl and shell scripting, SSH Server, SUDO, CA E-Trust, and Big Brother.   SEQ CHAPTER \h \r 1The SA shall perform all software product installations, monitor all systems, system administration/support to include any required de-bugging/troubleshooting, follow DOJ specific internal procedures for change management controls and required documentation, configuration management, hardening of the Unix operating systems to ensure security lock downs are complete, respond to security alerts, apply security patches, systematically test systems for security vulnerabilities and perform Unix operating system optimization and administration in support of all of the software products used to support the CS network.
6.3.2
Subtask 2 – Convert FreeBSD Based Sensors to Linux  Convert the FreeBSD based intrusion detection sensors to Linux.  Install all new Linux based sensors in networks protecting the CS managed servers to include IBM Mainframe and AIX systems.  Provide documentation 
6.3.3  Subtask 3 – Upgrade Intrusion Detection Server.  Upgrade the current Solaris Ultra II system to redundant Sun 280R servers.  Provide mirroring capability between the two systems to ensure that the systems are current. 

6.3.4  Subtask 4 – Install and Maintain CA E-Trust on AIX Server Platform   Install, configure, and maintain Computer Associates E-Trust security software on an AIX platform.  The SA shall perform installation, debugging and troubleshooting of the installation of E-Trust on IBM AIX servers running Oracle.  The SA will be responsible for the configuration of the software in accordance with CS policies and procedures.  The SA will be responsible for maintaining the software to include upgrades and any necessary modifications to the base configuration.  The SA will provide and maintain documentation of the E-Trust configuration.   

Deliverables:  
Upgraded Intrusion Detection Server



Bi-weekly Status Reports



System Documentation and Diagrams



Linux based network intrusion detection sensors



IBM AIX Server E-Trust Implementation

7.  Place of Performance.  The primary place of performance will be the Justice Data Center - Washington, located at 1151-D Seven Locks Road, Rockville, MD  20854.  Some limited effort may be performed at the contractor’s facility. 

8.  Period of Performance.  The period of performance will be approximately 380 days beginning on 15 September 2003.

9.  Delivery Schedule.  

	SOW Task#
	Deliverable Title
	CDRL/DID#
	Due Date
	Copies
	Distribution
	Frequency and Remarks

	6.1.2
	TIM
	
	10 Working Days After TO Award
	
	
	

	6.1.2
	TIM Minutes
	Contractor-Determined Format
	5 Working Days after TIM
	
	Standard Distribution
	

	6.1.2
	Task Order Management Plan
	Contractor-Determined Format with Approval by TM
	Draft 14 calendar days after TIM

Final 14 days after receipt of comments
	
	Standard Distribution
	

	6.1.2
	Status Report
	Contractor-Determined Format with Approval by TM
	10 work days after the close of the Contractor’s Accounting Period
	
	Standard Distribution
	

	6.1.2
	TO Management Review
	Contractor-Determined Format with Approval by TM
	12 work days after the close of the Contractor’s Accounting Period
	
	Meeting at Customer Facility
	

	6.2.1
	Upgraded IDS Server
	
	TBD
	
	
	

	6.2.3
	Technical Documentation
	Format Available for Review at Customer Facility
	TBD
	
	Internal DOJ distribution only
	

	6.2.1
	Bi-Weekly Status Reports
	Format Available for Review at Customer Facility
	TBD
	
	Internal DOJ distribution only
	

	6.3.1
	Management of Unix Systems
	
	TBD
	
	
	

	6.3.2
	Convert Sensors to Linux
	
	TBD
	
	
	

	6.3.3
	Upgrade Intrusion Detection Sensor
	
	TBD
	
	
	

	6.3.4
	Install and Maintain E-Trust 
	
	TBD
	
	
	

	6.3
	Bi-weekly Status Reports
	Format Available for Review at Customer Facility
	TBD
	
	Internal DOJ Distribution
	

	6.3
	Technical Documentation
	Format Available for Review at Customer Facility
	TBD
	
	Internal DOJ Distribution
	


10.  Security.  All assigned contractor personnel are required to have at least a current NACI.

Security:  All individuals assigned to this contract will be U.S. citizens.   All personnel will be subject to a full field background investigation prior to employment.  DOJ retains the right to request removal of Contractor personnel, regardless of prior clearance or adjudication status, whose actions, while assigned to this contract, clearly conflict with the interests of the Government.  The reason for removal will be fully documented in writing by the Contracting Officer.  When and if such removal occurs, the Contractor will, within five (5) working days, assign qualified personnel to any vacancy(ies) thus created.

All application tools, processes, data/database/support files, and systems developed by the Contractor under this task order shall be considered Government property and shall be turned over to the Government at the end of this delivery order, or sooner as deemed appropriate by the Government.
11.  Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI).  Government-Furnished Information includes DOJ policies and procedures.   All contractor personnel performing work at the Government location will be furnished with the Government office environment.  This includes office space and furnishings, office supplies, personal computer, telephone support, and access to facsimile, photocopy, and presentation equipment

12.  Other Pertinent Information or Special Considerations.   


a.  Identification of Possible Follow-on Work.  There is funding available to continue this tasking into FY 2004.   We intend to continue this TO and possibly add a second contractor on the tasking.


b.  Identification of Potential Conflicts of Interest (COI).  There are neither existing nor potential COIs on this TO.


c.  Identification of Non-Disclosure Requirements.  The contractors will be required to sign a Non-disclosure agreement with the Department of Justice.  They will possibly accessing sensitive but unclassified Departmental information to include network diagrams, systems configurations, and systems vulnerabilities.


d.  Packaging, Packing and Shipping Instructions.  Not Applicable


e.  Inspection and Acceptance Criteria.  Not Applicable
13.  Section 508 Accessibility Standards.  The following Section 508 Accessibility Standard(s) (Technical Standards and Functional Performance Criteria) are applicable (if box is checked) to this acquisition.

Technical Standards
 FORMCHECKBOX 
 1194.21 - Software Applications and Operating Systems

 FORMCHECKBOX 
 1194.22 - Web Based Intranet and Internet Information and Applications

 FORMCHECKBOX 
 1194.23 - Telecommunications Products

 FORMCHECKBOX 
 1194.24 - Video and Multimedia Products

 FORMCHECKBOX 
 1194.25 - Self-Contained, Closed Products

 FORMCHECKBOX 
 1194.26 - Desktop and Portable Computers

 FORMCHECKBOX 
 1194.41 - Information, Documentation and Support

The Technical Standards above facilitate the assurance that the maximum technical standards are provided to the Offerors.  Functional Performance Criteria is the minimally acceptable standards to ensure Section 508 compliance.  This block is checked to ensure that the minimally acceptable electronic and information technology (E&IT) products are proposed.

Functional Performance Criteria
 FORMCHECKBOX 
 1194.31 - Functional Performance Criteria

(End of Summary of Changes) 

