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CONTRACT SECURITY CLASSIFICATION SPECIFICATION

(The requirements of the DoD Industrial Security Manual apply

to all security aspects of this effort.)

1.  CLEARANCE AND SAFEGUARDING

a.    FACILITY CLEARANCE REQUIRED

b.    LEVEL OF SAFEGUARDING REQUIRED

2.  THIS SPECIFICATION IS FOR: 

 (X and complete as applicable)

a.  PRIME CONTRACT NUMBER

b.  SUBCONTRACT NUMBER

c.  SOLICITATION OR OTHER NUMBER

DUE DATE

 (YYYYMMDD)

3.  THIS SPECIFICATION IS:

  (X and complete as applicable)

a.  ORIGINAL

 (Complete date in all cases)

REVISION NO.

c.  FINAL

 (Complete Item 5 in all cases)

DATE

 (YYYYMMDD)

b.  REVISED

     (Supersedes all

     previous specs)

DATE

 (YYYYMMDD)

DATE

 (YYYYMMDD)

4.  IS THIS A FOLLOW-ON CONTRACT?

YES

NO.  If Yes, complete the following:

  Classified material received or generated under

(Preceding Contract Number) 

is transferred to this follow-on contract.

5.  IS THIS A FINAL DD FORM 254?

YES

NO.  If Yes, complete the following:

     In response to the contractor's request dated

, retention of the classified material is authorized for the period of

6.  CONTRACTOR

  (Include Commercial and Government Entity (CAGE) Code)

a.   NAME, ADDRESS, AND ZIP CODE

b. CAGE CODE

c.  COGNIZANT SECURITY OFFICE

 (Name, Address, and Zip Code)

7.  SUBCONTRACTOR

a.   NAME, ADDRESS, AND ZIP CODE

b. CAGE CODE

c.  COGNIZANT SECURITY OFFICE 

(Name, Address, and Zip Code)

8.  ACTUAL PERFORMANCE

a.   LOCATION

b. CAGE CODE

c.  COGNIZANT SECURITY OFFICE 

(Name, Address, and Zip Code)

9.  GENERAL IDENTIFICATION OF THIS PROCUREMENT

10. CONTRACTOR WILL REQUIRE ACCESS TO:

11. IN PERFORMING THIS CONTRACT, THE CONTRACTOR WILL:

YES

NO

YES

NO

  a.   COMMUNICATIONS SECURITY (COMSEC) INFORMATION

  b.   RESTRICTED DATA

  c.   CRITICAL NUCLEAR WEAPON DESIGN INFORMATION

  d.   FORMERLY RESTRICTED DATA

  e.   INTELLIGENCE INFORMATION

        (1) Sensitive Compartmented Information (SCI)

        (2) Non-SCI

  f.    SPECIAL ACCESS INFORMATION

  g.   NATO INFORMATION

  h.   FOREIGN GOVERNMENT INFORMATION

  i.    LIMITED DISSEMINATION INFORMATION

  j.    FOR OFFICIAL USE ONLY INFORMATION

 k.   OTHER 

(Specify)

  a.   HAVE ACCESS TO CLASSIFIED INFORMATION ONLY AT ANOTHER

        CONTRACTOR'S  FACILITY OR A GOVERNMENT ACTIVITY

  b.   RECEIVE CLASSIFIED DOCUMENTS ONLY

  c.   RECEIVE AND GENERATE CLASSIFIED MATERIAL

  d.   FABRICATE, MODIFY, OR STORE CLASSIFIED HARDWARE

  e.   PERFORM SERVICES ONLY

  f.   HAVE ACCESS TO U.S. CLASSIFIED INFORMATION OUTSIDE THE U.S., 

       PUERTO RICO, U.S. POSSESSIONS AND TRUST TERRITORIES

  g.  BE AUTHORIZED TO USE THE SERVICES OF DEFENSE TECHNICAL INFORMATION  

       CENTER (DTIC) OR OTHER SECONDARY DISTRIBUTION CENTER

  h.   REQUIRE A COMSEC ACCOUNT

  i.    HAVE TEMPEST REQUIREMENTS

  j.    HAVE OPERATIONS SECURITY (OPSEC) REQUIREMENTS

  k.   BE AUTHORIZED TO USE THE DEFENSE COURIER SERVICE

  l.   OTHER

 (Specify)

DD FORM 254, DEC 1999

PREVIOUS EDITION IS OBSOLETE.


Section B - Supplies or Services and Prices

	ITEM NO
	SUPPLIES/SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	0001
	
	1
	Lot
	$652,411.36
	$652,411.36 NTE

	
	Information Assurance Support Services

T&M

Provide support to the Office of the Secretary of Defense Education Training & Awareness, System Readiness Review, and DOD Information Technology Security Certification and Accreditation Process IAW attached SOW dated 8 Sep 2003 (Tracking No. IA 00191.00).  The period of performance is 365 calendar days (21 Sep 2003 through 20 Sep 2004).  Pragmatics' proposal dated 15 Sep 2003 is incorporated by reference.  This is a Time-and-Materials line item.  The contractor shall invoice monthly for actual hours performed and/or reimbursable travel and materials (as applicable).  The amount shown for this line item is a not-to-exceed amount.

PURCHASE REQUEST NUMBER: DHAM30311


	

	
	
TOT ESTIMATED PRICE
	$652,411.36 NTE

	
	
CEILING PRICE
	

	
	ACRN AA Funded Amount
	$652,411.36


FOB:  Destination

Section G - Contract Administration Data

ACCOUNTING AND APPROPRIATION DATA

	AA: 
	97X4930.5F20 000 C1013 0 068142 2F 255011 

	AMOUNT: 
	$652,411.36 


CLAUSES INCORPORATED BY FULL TEXT

Additional Accounting and Appropriation Data

AA:  97X4930.5F20 000 C1013 0 068142 2F 255011

CLIN/SubCLIN
Purchase Request Number
Obligated Amount

0001
DHAM30311
$652,411.36

CONTRACTOR POINT OF CONTACT

Contractor Name:  Pragmatics, Inc.

TIN:  54-1145723

DUNS:  153874623

CAGE CODE:  41839

Contractor POC:  Mr. Paul Cohen

Email Address:  iamgr@pragmatics.com

Phone Number:  703-761-4033

Electronic invoices may be sent to:
invoicereceipt@scott.disa.mil
Questions regarding invoices may be directed to (618) 229-9228.  Vendors may check the status of invoices at the following web site:

http://www.dfas.mil/money/vendor
CREDIT CARD METHOD OF PAYMENT 

If payment is to be made via credit card, contact the Contracting Officer listed above.

“I ASSURE” TASK ORDER (TO) STATEMENT OF WORK (SOW)

08 September 2003

	Contract Number:
	

	Task Order Number:
	

	IAssure Tracking Number:
	00191.00

	Follow-on to IAssure Contract and Task Order Number:
	DCA200-00-D-5016/0004


1. Task Monitors (TMs)
2. Task Order Title:

            Office of the Secretary of Defense (OSD) Education Training & Awareness, System Readiness Review (SRR) and DOD Information Technology Security Certification and Accreditation Process (DITSCAP) Support.

3. Background:

This is a follow-on task in support of the Office of the Secretary of Defense (OSD) DoD Information Technology Security Certification and Accreditation Process (DITSCAP) Requirements.


In accordance with DOD Instruction 5200.40, DOD Information Technology Security Certification and Accreditation Process, OSD has become fully engaged in the conversion of its legacy accreditations (e.g., Automated Information Systems Security Plans (AISSP)) to the DITSCAP format.  As OSD continues to develop its independent network architecture, it is imperative that the OSD backbone and its inherent components are certified and accredited (C&A) through the DITSCAP.  DITSCAP establishes a DOD standard infrastructure-centric approach that provides the proper balance between operational support capability, acceptable risk, and life cycle costs to ensure the necessary informational support to fulfill the missions of all the entities that rely on the Defense Information Infrastructure (DII). The DITSCAP provides a process and set of activities for all Information Systems (IS).  The accreditation resulting from the DITSCAP will help to ensure that the benefits, risks, and costs are considered from both the local operational organization and the DII community perspective.


The OSD Chief Information Officer (CIO) mission is to lead OSD information technology (IT) efforts including every phase of DITSCAP implementation.  In support of this mission, this task order delineates contractor support required to assure that OSD information systems and technology are secure and meet all applicable certification and accreditation (C&A) requirements.  In attaining this goal, the contractor shall support the OSD Chief Information Officer (CIO), IA Manager and Information Technology Managers (ITMs) in the preparation, development, technical review, and certification of DITSCAP documentation for the OSD Backbone, and Automated Information Systems (AISs) prior to submission to the Designated Approving Authority (DAA).  Additionally, the contractor shall implement System Readiness Review (SRR) corrections for both known and future vulnerabilities.  The contractor shall also provide support to OSD in technical meetings, on-site observations, and the interpretation of all applicable federal and DOD security policies and procedures.

4. Objectives:

The contractor shall provide technical security expertise in the planning, preparing and executing of DITSCAP support for OSD AIS security accreditations for the OSD Backbone and its enclaves.  This includes providing an assessment of OSD’s current security posture, development of a work plan that demonstrates how the work will be done, and a schedule of events that describes the strategy that explains where the work will start and how long it will take to finish.

The contractor shall:

· Provide technical support to the OSD components in the rewrite of their Automated Information Systems Security Plans (AISSPs) to the DITSCAP-approved format.

· As required by the TM and/or ATM, provide resolution of new SRR fixes, if any, after network and system assessments.

· Provide a schedule of how long it will take to fix outstanding System Readiness Review (SRR) findings for each OSD component and the OSD Network.

· Provide resolution of all outstanding SRR findings, by either:

a. Implementation of SRR fixes

b. Preparation of waiver/exemption request(s) 

· Establish SRR Waiver Process guidelines and procedures, as needed.

· Provide documented summary of corrective actions taken for each open SRR finding, method to fix, and/or record of approved waiver/exemption.

· Implement new Security Technical Implementation Guidelines (STIGs) (e.g., WWW STIG) since last SRR that affect the OSD components and the OSD Network.

· Assist in the information assurance education, training and awareness within the OSD community by planning and developing online WEB based training programs.

· Research and prepare position or point paper recommendations regarding specific information assurance topics to the OSD CIO and additional duties as assigned.

5. Scope:

The contractor shall comply with the appropriate DOD-approved architectures, programs, standards and guidelines, as referenced in Appendix B.  Specific services addressed in this Task Order SOW are deliverable under the following Task Order SOW of the Information Assurance Information Technology Capabilities (‘I Assure) Contract (IA/ITCC):

· Task Area 1: Policy, Planning, Process, Program and Program Management Support

· Task Area 4: Education, Training and Awareness, Certification and Accreditation and IA Support

6. Specific Tasks:

6.1 Task 1 – DITSCAP Work Plan

The OSD DITSCAP work plan will provide a framework and schedule in order to meet Certification and Accreditation (C&A) and System Readiness Review (SRR) compliance requirements set forth in DoDI 5200-40, “DoD Information Technology Security Certification and Accreditation Process”.  The DITSCAP work plan will provide the technical and functional activities at the Contract Level needed for the Program Management of this SOW.  The following are objectives of the DITSCAP Work Plan: 

1) Conduct an assessment of OSD’s security posture as of 09/19/2003 Provide a gap-analysis which shows a) progress made to date on OSD’s DITSCAP and b) details the requirements that need to be addressed to complete the process

2) Devise a management plan to address all outstanding requirements identified,

3) On an as-needed basis, to be determined by the OSD IA Manager, fix all identified SRR findings IAW Management Plan and

4) Transition remaining legacy accreditation documentation to DITSCAP and prepare OSD components’ DITSCAP packages for submission to the OSD Certification Authority (CA) for certification and the Designated Approving Authority (DAA) for accreditation.

6.1.1 - Subtask 1 - Conduct an Assessment of OSD’s Security Posture as of 09/19/2003.

The contractor shall assess OSD’s current security posture and develop a Management Plan to demonstrate a) what needs to get done and b) a timeline to complete.  The assessment may include, if required, an analysis of the information provided as part of this SOW as well as interviews with the Installation Representative (IR), Task Monitor (TM), and Information Technology Managers (ITMs), if necessary.  An updated or verified written list of requirements for the OSD Network and its enclaves shall be developed from which the Management Plan will be developed (Section 6.1.2).

6.1.2 - Subtask 2 - Provide a gap-analysis which shows a) progress made to date on OSD’s DITSCAP and b) details the requirements that need to be addressed to complete the process.
The contractor shall provide a gap-analysis (MS Project) that shows what remains to complete the OSD DITSCAP exercise, i.e. documentation of OSD Backbone, OSD components, OSD Mission Essential IT Systems and other system identified on the OSD networks.  These SSAAs are to be coordinated by the contractor with the OSD CA (DISA FSO), as well as the applicable component ITM for accuracy and compliance to all Federal and DoD regulations and policies.

6.1.3 Subtask 3 - Devise a Management Plan to administer fixes to identified problems.
The contractor shall prepare and submit a Management Plan describing the actions, schedule, and resources required to complete the work described. The contractor shall review the organizational structure of OSD, and based on its technical assessment construct a Management Plan (e.g., Microsoft Project) to demonstrate how SRR fixes and C&A activities will be done for the OSD Network and each component.  This schedule shall be based on the completion of the OSD Backbone C&A activities first.  The OSD components’ SSAAs shall become a subset of the OSD Backbone accreditation and will be accomplished in the order of their expiring accreditations.  OSD Mission Essential IT Systems that qualifies as a separate system will be individual SSAAs that stand-alone.  

Once the OSD Backbone and its enclaves have completed C&A, the OSD Boundary will be submitted to the DAA for accreditation approval.  In parallel, SRR fixes and STIG fixes will be completed to improve OSD’s security posture.  The level of effort to complete the OSD Network Backbone and each component’s SRRs, STIGs, and DITSCAP documentation, as well as a timeframe for completion, shall be proposed by the contractor.

The Management Plan shall be updated and maintained throughout the TO.  MS Project is preferred.  OSD already has this software and is familiar with the features of the project.  It would enable the sharing of electronic project management information.  A macro view of the project as well as a directorate view is required.  The vendor and OSD shall use this tool throughout the project to monitor task completion and as necessary update actions, resources, and/or schedule.

The plan will also include or be supplemented with descriptive information about the: methodology and technical approach for accomplishing the task; organizational resources, structures, and interfaces; and management controls to be employed to meet the cost, performance and schedule requirements throughout TO execution. A monthly status report shall be provided to monitor quality assurance, progress/status reporting, and program reviews applied to the contract.  The Management Plan shall demonstrate that the following requirements are all included:

6.1.3.1 – Actions and Schedule 

Based on the information provided in the Management Plan, the contractor shall provide to the government either specific dates or clear information about the length and order of tasks to be accomplished for this SOW.

6.1.3.2 Methodology and technical approach for accomplishing the task

The contractor shall provide details that demonstrate how it plans to perform the SRR and DITSCAP activities for OSD.

6.1.3.3 Organizational resources, structure and interfaces 

The contractor shall determine the level of effort needed to complete all required taskings for the OSD Network, each OSD component including mission critical systems and other identified critical systems.  General information about common deliverables required for the OSD components is described in paragraphs 6.1.3 and 6.1.4.  Specific information about unique deliverables required by OSD are described in paragraphs 6.2.1 through 6.3.1.4.  Additionally, Tables 1 and 2 provide information about the current environment.  The contractor may use information to develop a Management Plan that includes actions, schedule, and resources as well as structure and interfaces.

· Table 1 provides an overview of OSD components and its IT resources, for the contractor to use as a baseline.

· Table 2 is the SRR open finding chart.  

6.1.3.4 Management Controls

The contractor will provide the following management controls: 1) Monthly Activity Reports, 2) Regular Contract Management Meetings, and 3) the use of Automated Tools.  Work products such as Monthly Activity Reports and meetings should be included in the PMP.

6.1.3.4.1 Monthly Activity Reports

The contractor shall submit, at the 1st of each month, a monthly activity report.  This report shall include, but is not limited to: a) a summary of accomplishments for the month, b) a copy of deliverables submitted to the government for acceptance, c) a percentage (%) of work accomplished during the month, d) a percentage (%) of work completed on the task to date, e) a narrative of known problems, and f) a projected schedule for next month’s activities.

6.1.3.4.2 Contractor Management Meetings

The contractor and government will hold a monthly Management Meeting.  The meeting will provide the government and the contractor an opportunity to discuss current taskings, provide additional guidance to the technical task management of the contract, and give the contractor an opportunity to ask questions pertinent to the successful completion of the task.

6.1.3.4.3 Use of Automated Tools

The contractor shall use standard Microsoft Project to facilitate tracking (e.g., change in schedule, milestone activities) by the government and contractor.

6.1.4 Subtask 4 - On an as-needed basis, to be determined by the OSD IA Director, fix all identified SRR findings IAW Management Plan.
As required by the government, the contractor shall provide a strategy to implement and document fixes to all identified System Readiness Review (SRR) findings.  The technical fixes and/or waivers produced by the contractor shall be developed in a fashion described in Section 6.2, and given to the government as a deliverable.  This strategy shall be described in the Management Plan, and will address the OSD Backbone, each OSD component individually.  The contractor assesses the total number of SRR Findings, their criticality, operating system(s), and what type of hardware is affected.  Based on this data, the contractor shall determine a timeframe for completion and schedule for the Backbone and each OSD components.

6.1.5 Subtask 5 - Transition legacy accreditation documentation to DITSCAP and prepare OSD’s DITSCAP package(s) for submission to the Designated Approving Authority (DAA) for approval.

The contractor shall continue to provide a strategy to transition OSD Components legacy Accreditations (e.g., Automated Information System Security Plans (AISSPs)) to the DITSCAP.  This strategy will be described in the Management Plan, and will address the OSD Backbone and each OSD Component individually.  Results from the SRR initiatives will be used by the contractor to validate the security posture of the OSD components. The contractor shall work with each OSD ITM to make their accreditation packages DITSCAP-compliant.  The contractor shall perform work on each directorate in a manner that accomplishes the documentation and results in submission to the CA (DISA FSO) for their technical review, and the DAA (OSD-CIO).  The contractor may propose some of the work simultaneously in order to complete the task effectively and efficiently.

6.2.  Task 2 – SRR Support. 

The Security Readiness Review (SRR) process evaluates the operational readiness of OSD as it relates to Information Systems Security (INFOSEC) and its ability to protect information resources and assets from attack and/or compromise.  The results of these SRR reports identify known vulnerabilities and weaknesses in the OSD Network.  


The objective of this task is to provide augmented technical support to the OSD components and the OSD Network, as requested, in the implementation and execution of SRR findings to their networks.  The contractor, at the direction of the TM, shall implement technical fixes to the site-specific networks and assist the OSD ITMs in the identification and preparation of SRR waivers.  The results of this work will be Appendix G of the SSAA.

6.2.1-Subtask 1 ‑ SRR Assessment


Based on its assessment of OSD’s infrastructure and technical findings provided to the contractor by the OSD IA Director (thru DISA Field Security Operations), the contractor shall provide technical support to each OSD component using the open findings from the SRR database.  The contractor shall determine a timeframe for completion and schedule for each OSD component.

6.2.2-Subtask 2 – SRR Technical Support

The contractor shall provide a documented summary of corrective actions taken for each open SRR finding, method to fix, and/or record of approved waiver. The contractor shall also implement new Security Technical Implementation Guidelines (STIGs) (e.g., WWW STIG) since last SRR that affect the OSD components and the OSD Network.

6.3 -Task 3 ‑ DITSCAP Support 

The objective of this task is to achieve full accreditation of the OSD Backbone, component enclaves and Mission Essential IT Systems using the current accreditation standard, DITSCAP.  This task will convert the accreditations for the OSD backbone, the OSD components’ major systems, as well as any Small Systems residing within the OSD Network, to one accreditation package of the OSD Boundary.

The accreditation process will be IAW DOD Instruction 5200.40, DOD Information Technology Certification and Accreditation Process, December 1997.  All SSAA support subtasks are referenced from DOD 8510.1-M, DITSCAP Application Manual.

6.3.1 ‑ System Security Authorization Agreement (SSAA) Support

As OSD’s Certification Authority (CA), the Defense Information Systems Agency (DISA) Field Security Office (FSO) will be engaged in the certification of the OSD Boundary.  The resulting System Security Authorization Agreement (SSAA) will serve as the Certification and Accreditation document for the OSD backbone as well as the OSD environment up to the OSD components.

The contractor shall continue to provide technical support to the OSD components in the rewrite of their Automated Information Systems Security Plans (AISSPs) to the System Security Authorization Agreements (SSAAs) (i.e. OSD components and their Mission Essential IT Systems).  The OSD components AISSPs will be revalidated and accredited as appendices of the OSD Boundary.

6.3.1.1 Subtask 1 - Phase 1, Definition


For the OSD Boundary, the stakeholders have been identified.  The OSD CIO is the DAA, DISA FSO is the CA, the Program Manager (PM) is Information Assurance Division, and the User Representative is the components ITM.  For the OSD components, the DAA, CA, and User Representative remain the same.  The PM for each directorate will be its Information Technology Manager.

For OSD’s Mission Essential IT Systems, a Program Official or Systems Owner will be identified as the User Representative and the DAA and CA remain the same.  


Legacy accreditation documentation will be used in the transition to SSAA format.  The contractor shall assist the ITM in accurately describing their information systems assets.  The completion of this task will produce a Phase 1 SSAA document.

6.3.1.2 Subtask 2 - Phase 2, Verification

In the Verification Phase, the contractor shall review the OSD components SSAA to ensure that the documentation depicts an accurate account of their information systems assets.  Security Test Plans and procedures have already been accomplished for each OSD component through the DISA Blue Team Assessments.  The CA is apprised of this, and SRR Test Results shall be provided to the contractor.

The completion of these tasks, in concert with the CA’s vulnerability assessment, will produce a Phase 2 SSAA.

6.3.1.3 Subtask 3 - Phase 3, Validation


The Validation Phase includes activities to assure the fully integrated system in its specific operating environment and configuration provides an acceptable level of residual risk.  Validation culminates in an approval to operate (ATO).

The Defense Information Systems Agency (DISA) Field Security Office (FSO) has been designated by OSD CIO as its Certification Authority (CA).  In this role, they are responsible for the Independent Verification and Validation (IV&V) of all OSD AISs.

The contractor shall incorporate the Certification Test and Evaluation (CT&E) results (e.g., SRR Results) from DISA FSO for the OSD Backbone, OSD component and mission critical systems into their SSAA documentation.

6.3.1.4 Subtask 4 - Phase 4, Post Accreditation


During the Post Accreditation Phase, OSD will continuously evaluate the security posture of its enterprise and maintain up to date SSAA’s throughout OSD.  OSD, in collaboration with DISA FSO, will continue to perform Blue Team Assessments to the OSD Boundary on an annual basis.  From these assessments, technical findings are identified that need to be properly fixed.  Additionally, new Security Technical Implementation Guidelines (STIGs) (e.g., WWW STIG) that affect the OSD Boundary will be implemented.  

The contractor shall provide as needed updates to each developed SSAA, and provide resolution support to both pre-existing and new SRR findings, by either: a) Implementation of SRR fixes or b) Preparation of waiver request(s).  

6.4 - Task 4 – Program Support

The contractor shall perform information system security (INFOSEC) programmatic support to the OSD CIO.  To perform such support, as determined in writing by the Task Monitor, the contractor shall be required to prepare position or point papers regarding specific Information Assurance (IA) topics, (e.g., network security vulnerabilities, mobile code, classification issues).

The Task Monitor (TM) will define in writing the scope, specifying the format and due date for the effort prior to issuing the requirement to the contractor.

6.5 - Task 5 – Security Management Tools

To effectively manage the IA Program, OSD CIO requires automated tools to assess risk and provide positive configuration control over the OSD security architectures.

6.5.1 Risk Assessment Tool

The contractor shall provide a customized tool to identify and deal with OSD IT security risks, at the Sensitive But Unclassified (SBU) and/or Classified level(s). The tool will be able to offer both qualitative and quantitative Risk Analysis and Reporting of information and/or physical security for the OSD Network Environment(s).

The Risk Assessment tool will be able to determine the level of vulnerability of each component and calculate risk (or loss probability) based on threat activity according to the vulnerability levels calculated.  This risk assessment approach shall include a consideration of the major factors in risk management: the value of the system or application, threats, vulnerabilities, and the effectiveness of current or proposed safeguards.  This will allow OSD CIO to independently access an organizations’ attendant risk on a recurring basis.

The tool shall be tailored for the OSD unclassified and/or classified environments.  It will be able to 1) Update Respondent Screen(s), 2) Update Assets and Inventory Lists, 3) Update threat list from the SSAA identified threats, 4) Update countermeasures list, 5) Update the vulnerabilities and 6) Pair new threats, vulnerabilities and countermeasures.

The risk assessment tool will incorporate Security Test & Evaluation (ST&E) results, as well as check compliance with Federal and DoD policies and procedures.

This satisfies the Certification Authority (CA) requirement to conduct a Risk Assessment of the security domain.

6.6 - Task 6 – OSD Operations DITSCAP Support

            OSD CIO provides Information Technology (IT) support services to the Office of the Secretary of Defense (OSD), including DITSCAP support for its Automated Information Systems (AISs).  In this role, OSD CIO will provide Certification and Accreditation (C&A) support (e.g., application of DISA Security Technical Implementation Guidelines (STIGs), implementation of System Readiness Review (SRR) findings, Risk Assessments, and other DITSCAP requirements) for the OSD components.

6.7 -Task 7 – Information Assurance Educations, Training and Awareness

      The contractor shall provide planning, development and implementation support for a web based IT security-awareness program for OSD end users. In accordance with but not limited to Computer Security Act of1987, OMB A-130, Appendix III, Security of Federal Automated Information Resources, NIST SP 800-16, Information Technology Security Awareness Requirements, and Presidential Decision Directive 63 Protecting America’s Critical Infrastructures, Government Information Systems Reform Act, and Section 508 of the Workforce Investment Act; Public Law 100-542 Telecommunications Accessibility Enhancement Act, DOD and OSD’s IT Security Policy.

7. Place of Performance:

The work shall be performed at Government sites in the Washington metropolitan area and/or contractor facilities in the Washington metropolitan area.  If the work is conducted at the government site, (3) work areas will be provided.

8. Period of Performance:

Three hundred and sixty-five (365) days from task order award.

9. Delivery Schedule

9.1 DITSCAP Conversion Schedule


Table 5 provides a listing of each OSD component and its component ITM.  Accreditation expiration dates will be provided at a later date.

Deliverables for the OSD DITSCAP Support will follow schedule provided in Table 4.  Deliverables will be provided to the OSD Technical Task Monitor (TTM), Mr. James Cummings.

10. Security:


All personnel require access to information up to the SECRET level.  For Task 6.5, OSD DITSCAP Support, all personnel require access to information up to the TOP SECRET level.  All individuals will be U.S. citizens.  The contractor shall follow the standards established in DOD 5200.2-R, DOD Personnel Security Program.

Contractor personnel, with access to DOD facilities, shall observe local DOD security policies and procedures.  The DD Form 254 Contract Security Classification Specification Form is part of Appendix B of the contract.  Access to government facilities will be granted on a need-to-know and a clearance basis.

11. Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI):
The Government will provide the Contractor with appropriate policy, guidance, access to pertinent government systems, and documentation.  The Government shall provide the documentation and background information necessary to perform the tasks.  This documentation includes, but is not limited to, the Defense Information Technology Security Certification and Accreditation Process (DITSCAP), the OSD component legacy accreditations, System Readiness Review (SRR) Reports and findings, and any other documentation associated with the OSD AISs.  The Government shall provide contractor personnel with access to the offices and facilities of OSD and other locations relevant to this effort.  The Government shall coordinate contractor visits with each organization to be visited, as applicable, and provide the contractor with a point of contact with whom to coordinate the details of any required visits.  Government-furnished office space and OSD standard configuration equipment will be provided for up to (3) individuals (standard government office environment). This includes office furnishings, office supplies, access to a personal computer, telephone support, facsimile, and access to photocopy and presentation equipment.



The contractor must identify any additional GFE/GFI within 14 calendar days following the initial TIM.  Additional GFI/GFE requirements will be identified on a task-by-task basis. As additional materials are required, the contractor will coordinate requirements with the Primary Task Monitor (TM) and Contracting Officer’s Representative (COR).  The Government will facilitate the contractor's access to the data required in support of this work effort.  Final disposition of GFE will be handled through the customer’s property management department.

12. Other Pertinent Information or Special Considerations
a. Identification of Possible Follow-on Work.
· Provide SKIF support as required for OSD components.

· Develop SSAAs for components supported by the OSD.

· Develop and conduct IA courses/briefings for OSD personnel.
b. Identification of Possible Conflicts of Interest.
There are currently no foreseen conflicts of interest.
c. Identification of Non-Disclosure Requirements.
None

d. Packaging, Packing and Shipping Instructions.
None

e. Inspection and Acceptance Criteria.
None

13. Section 508 Accessibility Standards.  

 

Technical Standards
 

 FORMCHECKBOX 
1194.21 - Software Applications and Operating Systems

 FORMCHECKBOX 
1194.22 - Web Based Intranet and Internet Information and Applications


 FORMCHECKBOX 
1194.23 - Telecommunications Products

 FORMCHECKBOX 
1194.24 - Video and Multimedia Products

 FORMCHECKBOX 
 1194.25 - Self-Contained, Closed Products

 FORMCHECKBOX 
 1194.26 - Desktop and Portable Computers

 FORMCHECKBOX 
 1194.41 - Information, Documentation and Support

 

The Technical Standards above facilitate the assurance that the maximum technical standards are provided to the Offerors.  Functional Performance Criteria is the minimally acceptable standards to ensure Section 508 compliance.  This block is checked to ensure that the minimally acceptable electronic and information technology (E&IT) products are proposed.
 

Functional Performance Criteria
 

  FORMCHECKBOX 
1194.31 - Functional Performance Criteria
 

OSD Supported Organizations (OSOs) SRR and DITSCAP Support


At the discretion of the government, the contractor shall provide technical support to all OSD Supported Organizations and facilities as prescribed in Sections 6.2 and 6.3 of the SOW.  If exercised, additional funds will be added to support this requirement.

TABLES

(As referenced in Task Order SOW)

TABLE 1

DELIVERY SCHEDULE
	SOW

Task#
	Deliverable Title
	CDRL/

DID#
	Due Date
	Copies
	Distribution
	Frequency & Remarks

	6.1
	DITSCAP Work Plan
	MS Project
	5 days after contract award
	1 HC

1 SC
	Standard

Distribution
	

	6.1.1
	Conduct an Assessment of OSD’s Security Posture as of 09/19/2003.


	MS Word
	5 days after contract award
	1 HC

1 SC
	Standard

Distribution
	

	6.1.2
	OSD Gap Analysis
	MS Word
	5 days after contract award
	1 HC

1 SC
	Standard

Distribution
	

	6.1.3
	Management Plan
	MS Word
	10 days after contract award
	1 HC

1 SC
	Standard

Distribution
	

	6.1.3.4.2
	Contractor/Govt Meetings
	MS Word/

MS Project
	10 days after meeting
	1 HC

1 SC
	Standard

Distribution
	Meeting minutes and schedule

	6.1.4
	SRR Strategy Document
	MS Word/

MS Project
	15 days after contract award
	1 HC

1 SC
	Standard

Distribution
	

	6.1.5
	OSD DITSCAP Transition Strategy
	MS Word/ MS Project
	15 days after contract award
	1 HC

1 SC
	Standard

Distribution
	

	6.1.6
	OSD Mission Essential Systems DITSCAP Transition Strategy
	MS Word/ MS Project
	30 days after contract award
	1 HC

1 SC
	Standard

Distribution
	

	6.2.1
	SRR Assessment
	MS Project
	30 days after SRR Strategy Document
	1 HC

1 SC


	Standard

Distribution
	

	6.2.2
	SRR Technical Report
	MS Word
	1st week of each month
	1 HC

1 SC


	
	

	6.3.1.1
	Phase 1 SSAA Support
	MS Word
	30 days from start of each OSD Component SSAA
	1 HC

1 SC


	Standard

Distribution
	Phase 1, SSAA

	6.3.1.2
	Phase 2, SSAA Support
	MS Word
	30 days from Phase 1, SSAA 
	1 HC

1 SC


	Standard

Distribution
	Phase 2, SSAA

	6.3.1.3
	Phase 3, SSAA Support
	MS Word
	10 days from Phase 2, SSAA
	1 HC

1 SC


	Standard

Distribution
	Phase 3, SSAA

	6.3.1.4
	Phase 4, SSAA Support
	MS Project
	15 days after assigned by TM
	1 HC

1 SC


	Standard

Distribution
	

	6.4
	Program Support
	TBD
	TBD
	1 HC

1 SC


	Standard

Distribution
	

	6.5.1
	Risk Assessment Tool
	TBD
	TBD
	
	
	Phase 4, SSAA

	6.7
	ET&A Program
	TBD
	TBD
	1 HC

1 SC
	Standard 

Distribution
	


TABLE 4

2The SRR Technical Reports will be submitted to the government as an attachment to the Monthly Activity Report.

Copies:

· Hard copy (HC)

· Soft copy (SC)

Standard Distribution
·  (1) copy of the transmittal letter and the deliverable to the Primary TM

TABLE 2

OSD ITM POINTS OF CONTACT

	Component
	Task Monitor
	AISSP

Expiration Date



	1) Assistant to the Secretary of Defense (Executive Secretariat)
	
	TBD

	2) Under Secretary of Defense for Acquisition, Technology & Logistics
	
	TBD

	3) Assistant Secretary of Defense (Networks and Information Integration)NII
	
	TBD

	4) Under Secretary of Defense for Intelligence
	
	TBD

	5) Assistant to the Secretary of Defense (Intelligence Oversight)
	
	TBD

	6) Under Secretary of Defense for Policy
	
	TBD

	7) Under Secretary of Defense (Comptroller)
	
	TBD

	8) Assistant Secretary of Defense (Legislative Affairs)
	
	TBD

	9) Under Secretary of Defense for Personnel & Readiness
	
	TBD

	10) Assistant Secretary of Defense (Health Affairs)
	
	TBD

	11) Assistant Secretary of Defense (Public Affairs)
	
	TBD

	12) Assistant Secretary of Defense (Reserve Affairs)
	
	TBD

	13) Director, Program Analysis & Evaluation
	
	TBD

	14) General Counsel of the Department of Defense
	
	TBD

	15) Director, Operational Test & Evaluation
	
	TBD

	16) Director, Administration & Management
	
	TBD

	17) Special Assistant to the Secretary of Defense for Gulf War Illness, Medical Readiness & Military Deployments
	
	TBD

	18) Office of the Secretary of Defense, Chief Information Officer
	
	TBD


TABLE 2

APPENDIX A

ACRONYMS

AIS
Automated Information System

AISSP


Automated Information System Security Program

CA


Certification Authority 

C&A


Certification and Accreditation

CIO


Chief Information Officer

CM


Configuration Management

COE


Common Operating Environment

COI


Conflict of Interest

COMSEC

Communications Security

CONOP

Concept of Operations

COR


Contractor Officer’s Representative

COTS


Commercial Off-the-Shelf

DAA


Designated Approving Authority

DII


Defense Information Infrastructure

DISA


Defense Information Systems Agency

DIOR


Directorate for Information Operations and Reports

DISN


Defense Information Systems Network

DITSCAP

DOD Information Technology Security Certification and Accreditation Process

DOD


Department of Defense

DOS


Disk Operating System

FSO


Field Security Operations

GFE


Government Furnished Equipment

GFI


Government Furnished Information

GOTS


Government-Off-The-Shelf

HC


Hard Copy

IA


Information Assurance

IATO


Interim Authority to Operate

IAW


In Accordance With

INFOSEC

Information Systems Security

IP


Internet Protocol

ISSM


Information Systems Security Manager

ISSO


Information Systems Security Officer

IT


Information Technology

IV&V


Independent Verification & Validation

KO


Contracting Officer

LAN


Local Area Network

MAN


Metropolitan Area Network

MVS


Multiple Virtual Storage

NIPRNet

Non-Secure Internet Protocol Router Network

NDI


Non-Developmental Item

OS


Operating System

OSD


Office of the Secretary of Defense

PM


Program Management

POC


Point of Contact

RE&F


Real Estate & Facilities

SECONOPS

Security Concept of Operations

SHADE

Shared Data Environment

SIPRNet

Secure Internet Protocol Router Network

SOW


Statement of Work

SRR


Security Readiness Review

SSAA


System Security Authorization Agreement

ST&E


Security Test & Evaluation

STG


Security Technical Guidance

TCP


Transmission Control Protocol

TIM


Technical Interchange Meeting

UPS


Uninterruptible Power Supply

UserID


User Identification

VMS


Virtual Memory System

WHS


Washington Headquarters Services




WHS Supported Organization

WAN


Wide Area Network

APPENDIX B

DOD-APPROVED ARCHITECTURES, PROGRAMS, STANDARDS AND GUIDELINES 
Federal Regulations:

Office of Management and Budget Circular A-130, “Management of Federal Resources,” November 30, 2000

Laws and Statutes:

Public Law 100-235, “Computer Security Act of 1987,” January 8, 1988

Public Law 106-344, 10 USCS § 2224, “Defense Information Assurance Program,” October 20, 2000

DoD Directives, Instructions and Manuals:

DoD Directive 8500.1, “Information Assurance,” October 24, 2002

DoD Directive 5200.1, “DoD Information Security Program,” December 13, 1996

DoD Directive 5200.40, “DoD Information Technology Security Certification and Accreditation Process (DITSCAP),” December 30, 1997

DoD Manual 8510.1, “Department of Defense Information Technology Security Certification and Accreditation Process (DITSCAP) Application Manual,” July 20, 2000

DoD Policies and Procedures:

Deputy Secretary of Defense Memorandum, “Department of Defense (DoD) Information Assurance Vulnerability Alert (IAVA),” December 30, 1999.

DoD-Approved Architectures:

Deputy Secretary of Defense Memorandum, “Department of Defense Chief Information Officer Guidance and Policy Memorandum No. 6-8510 ‘Department of Defense Global Information Grid Information Assurance’,” June 16, 2000

APPENDIX C
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