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AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT

Except as provided herein, all terms and conditions of the document referenced in Item 9A or 10A, as heretofore changed, remains unchanged and in full force and effect.

15A. NAME AND TITLE OF SIGNER (Type or print)

30-105-04

EXCEPTION TO SF 30

APPROVED BY OIRM 11-84

STANDARD FORM 30 (Rev. 10-83)

Prescribed by GSA

FAR (48 CFR) 53.243

1.  The purpose of this modification is to incorporate by reference into this order DigitalNet proposal modification dated 29 Apr 04 which was

 submitted in response to revised SOW dated 26 Apr 04 which is an attachment to this modification.

2.  The end of the period of performance of this order is changed to 31 October 2004.

3.  The total of the order is changed from $157,518.98 to $292,465.46, an increase of $134,946.48.

1. CONTRACT ID CODE
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16A. NAME AND TITLE OF CONTRACTING OFFICER (Type or print)

16C. DATE SIGNED

BY

03-May-2004

16B. UNITED STATES OF AMERICA

15C. DATE SIGNED

15B. CONTRACTOR/OFFEROR

(Signature of Contracting Officer)

(Signature of person authorized to sign)

8. NAME AND ADDRESS OF CONTRACTOR  (No., Street, County, State and Zip Code)

9B. DATED (SEE ITEM 11)

X

DCA200-00-D-5021-0015

10B. DATED  (SEE ITEM 13)

X

9A. AMENDMENT OF SOLICITATION NO.

27-Jul-2000

11. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS

The above numbered solicitation is amended as set forth in Item 14.  The hour and date specified for receipt of Offer  

is extended,

is not extended.

Offer must acknowledge receipt of this amendment prior to the hour and date specified in the solicitation or as amended by one of the following methods: 

(a) By completing Items 8 and 15, and returning

copies of the amendment; (b) By acknowledging receipt of this amendment on each copy of the offer submitted;

or (c) By separate letter or telegram which includes a reference to the solicitation and amendment numbers.  FAILURE OF YOUR ACKNOWLEDGMENT TO BE 

RECEIVED AT THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN  

REJECTION OF YOUR OFFER.  If by virtue of this amendment you desire to change an offer already submitted, such change may be made by telegram or letter, 

provided each telegram or letter makes reference to the solicitation and this amendment, and is received prior to the opening hour and date specified.

12. ACCOUNTING AND APPROPRIATION DATA (If required)

13. THIS ITEM APPLIES ONLY TO MODIFICATIONS OF CONTRACTS/ORDERS.

IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14.

A. THIS CHANGE ORDER IS ISSUED PURSUANT TO:  (Specify authority) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE

 CONTRACT ORDER NO. IN ITEM 10A.

B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying 

office, appropriation date, etc.) SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(B).

C. THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF:

X

D. OTHER (Specify type of modification and authority)

Unilateral, DigitalNet proposal modification dated 29 Apr 04

E. IMPORTANT:   Contractor

X

is not,   

is required to sign this document and return

copies to the issuing office.

14. DESCRIPTION OF AMENDMENT/MODIFICATION  (Organized by UCF section headings, including solicitation/contract subject matter

 where feasible.)

10A. MOD. OF CONTRACT/ORDER NO.

03

2. AMENDMENT/MODIFICATION NO.

5. PROJECT NO.(If applicable)

6. ISSUED BY

3. EFFECTIVE DATE

03-May-2004

CODE

DISA/DITCO-SCOTT

2300 EAST DRIVE

SCOTT AFB IL 62225-5406

HC1013

7. ADMINISTERED BY  (If other than item 6)

4. REQUISITION/PURCHASE REQ. NO.

CODE

See Item 6

DIGITALNET GOVERNMENT SOLUTIONS LLC

TYLER BROOKS-CRAFT

2525 NETWORK PLACE

HERNDON VA 20171-3514

FACILITY CODE

0GS16

CODE

iascottafb@scott.disa.mil

EMAIL:

TEL:

ANNE (KAREN) KELLER / CONTRACTING OFFICER


SECTION SF 30 BLOCK 14 CONTINUATION PAGE 

SUMMARY OF CHANGES  

SECTION G - CONTRACT ADMINISTRATION DATA 

The following have been modified: 

Additional Accounting and Appropriation Data

AA:  97X4930.5F20 000 C1013 0 068142 2F 255011


CLIN/SubCLIN
Purchase Request Number
Obligated Amount

0001                                DGEMZ49837                          NET INCREASE           $134,946.48

SECTION J - LIST OF DOCUMENTS, EXHIBITS AND OTHER ATTACHMENTS 

The following have been added by full text: 

        SOW DATED 26 APR 2004
I ASSURE’ TASK ORDER (TO)

STATEMENT OF WORK (SOW)
 As of  26 April 2004

	Contract Number:
	DCA200-00-D-5021

	Order Number:
	0015

	Tracking Number:
	

	Previous Order Number:
	


1.  POINTS OF CONTACT: 

    a.  Primary Task Monitor (TM):

	Name 
	

	Organization:
	 DISA/GE413

	Address:
	5275 Leesburg Pike

Falls Church, VA 22041-3801

	Phone No.:
	

	Fax No.:
	

	Internet Address:
	


    b.  Alternate Task Monitor (ATM):

	Name:
	

	Organization:
	 DISA/GE413

	Address:
	5275 Leesburg Pike

Falls Church, VA 22041-3801

	Phone No.:
	

	Fax No.:
	

	Internet Address:
	


2. ORDER TITLE: 

Standardized Tactical Entry Point (STEP) Information Assurance Tools (IA Tools) Security Support.  This is a SOW for a modification to I-Assure task order 00015 titled Information Assurance Support for the Deployed Joint Task Force Project.  Period of Performance (POP) 4 MAY 2004  through 31 OCT 2004

3. BACKGROUND:


The Defense Information Systems Agency (DISA), GIG Enterprise Services Engineering (GES-E) is engaged in an aggressive program of providing Information Assurance to the tactical commander supported by the Standardized Tactical Entry Points (STEP).  IA Tools provides firewall and intrusion detection systems as a part of DISA’s defense in depth.  This project went from concept to operational fielding in two years and is in the process of installing IA Tools to 15 STEP sites.  


The STEP IA project is not a static program.  It is evolving its hardware and software suite to insure that the project is responsive to the needs of the combatant commander and incorporates the latest and most cost effective tools into the SIPRNet and NIPRNet infrastructure.  During the course of IA Tool installation at the STEP sites, the project is being integrated into DISA’s Teleport Program.  These factors require quick reaction security support that is non-intrusive to IA Tools development and installation and is Defense Information Technology Security Certification and Accreditation Process (DITSCAP) compliant.
4.  OBJECTIVE:  


The Contractor will provide security support in security requirements analysis, security test planning and testing, configuration management, IAVA integration into the project, SIPR/NIPRNet connection approval processes, certification and accreditation, and DITSCAP documentation of the security aspects of site SOP, COOP and concept of operations.

5. SCOPE:

This task falls within the scope of the I Assure Contract Task Areas 1 and 4 as listed below.

· Task Area 1: Policy, Planning, Process, Program and Project Management Support

· Task Area 4: Education, Training and Awareness, Certification and Accreditation and IA support

6. SPECIFIC TASKS: 

6.1  Task 1 - Contract-Level and Task Order (TO) Management 

6.1.1  Subtask 1 - This subtask provides the technical (task order level) and functional activities at the Contract Level needed for the Program Management of this SOW. Included are productivity and management methods such as Quality Assurance, Progress/status reporting, and Program Reviews at the Contract and Task Order level. Provide the centralized administrative, clerical, documentation and related functions.

6.1.2  Subtask 2 - TO Management.  Prepare TO Management Plan describing the technical approach, organizational resources and management controls to be employed to meet the cost, performance and schedule requirements throughout TO execution.  Provide a Monthly Status Report (MSR) monitoring the quality assurance, progress/status reporting, and program reviews applied to the TO.  The monthly status report shall include the following financial information with regard to DISA-specific costs:

· Planned and actual labor hours used

· Planned and actual costs used for the reporting period

· Cumulative total of labor hours used and costs

· Explanation of any significant differences between planned and actual costs

Please provide a copy of the MSR to the TM, ATM, and the Business Office POCs provided in section 9.

6.2  Task 2: - Project security support to STEP IA Tools

6.2.1.  Subtask 1 - System Accreditation.  Contractor shall assist the government in obtaining an Approval to Operate (ATO) for the phase I and phase II installation suites and an initial Interim Approval to Operate (IATO) for the phase III suite of IA Tools followed by an ATO upon completion of applications security testing.  This support includes assisting in the security test planning and testing (which includes applications security testing); developing the DITSCAP phase III and IV System Security Authorization Agreement; coordinating senior level concurrence of security accreditation actions; and insuring that the corresponding SIPRNet/NIPRNet connection approvals for IA Tools are obtained for the IA Tools suite being installed at each site and that IA Tools are fully integrated into the SIPRNet/NIPRNet backbone architecture.  The contractor will assist the Regional Computer Emergency Response Teams (RCERTs)/Regional Network Operations and Security Centers (RNOSCs) in obtaining their required security accreditation and other DITSCAP documentation as appropriate.  

6.2.2  Subtask 2 - Teleport Integration.  The Contractor shall assist STEP IA Tools in securely integrating itself into the Teleport architecture.  This includes insuring security compatibility with Teleport and providing requested input to their DITSCAP submissions.

6.3   Task 3.  Deployment, Technical and Engineering Support.  The objective of this task is to assist the government team with managing the deployment of the STEP IA tools.  The contractor shall conduct the necessary analysis to determine which of the following have applicability to STEP IA deployment and coordinate with the necessary parties to ensure the deployments are completed successfully:

· Physical connections

· Location and identification of unclassified nodes

· Circuits, network maps (if unclassified)

· System components (Hardware/Software)

· System interfaces

· Detailed information exchange requirements

· Database maintenance for hardware and software lists

· IAVA and Security patches

7. PLACE OF PERFORMANCE


The majority of the contractor work shall be performed at the Government site within the National Capitol Region.  The Government may occasionally require the Contractor to travel outside the Washington metropolitan area.  Such travel will require prior Government approval.  The Contractor shall provide a trip report to the TM detailing the results of any official travel.  This report may be sent in either letter format or email and is due by the 5th workday after return from travel.  

8. PERIOD OF PERFORMANCE

The period of performance for this Task Order shall be 4 May 2004 – 31 October 2004 six (6) months from the date of contract award.

9.  DELIVERABLE/DELIVERY SCHEDULE

	SOW TASK
	DELIVERABLE TITLE
	DUE DATE
	DISTRIBUTION*
	FREQUENCY AND REMARKS

	6.1.1
	TO Management Plan
	As Required 
	(1) TM, (1) to Alternate TM, (1) to the Business Office 
	As Required.  Contractor Format MS Word 2000-compatible format

	6.1.2
	Monthly Status Report
	15th calendar day of every month
	(1) TM, (1) to Alternate TM, (1) to Business Office 
	15th calendar day of every month.  Contractor Format MS Word 2000-compatible format

	6.2.1
	SSAA
	As Required
	(1) TM, (1) to Alternate TM
	As Required.  Format is the DITSCAP/DISA format.

	6.2.1
	ST&E Test Plans and Procedures
	As Required
	(1) TM, (1) to Alternate TM
	As Required.  Contractor Format

	6.2.1
	IATO/ATO decision package
	As Required
	(1) TM, (1) to Alternate TM
	As Required.  DISA format

	6.2.1
	Site SIPR/NIPR connection approval request package 
	As Required
	(1) TM, (1) to Alternate TM
	As Required.  DISA Format

	6.2.2
	Teleport supporting documentation
	As Required
	(1) TM, (1) to Alternate TM
	As Required using Contractor format or that required by Teleport Program


*Standard Distribution 

· 1 copy of the transmittal without the deliverable to the Contracting Officer (KO/DITCO/DTS6)

· 1 copy of the transmittal letter and the deliverable to the Primary TM

** One copy of the Monthly Status Report to the Business Office 

10.  SECURTIY/CLEARANCE REQUIREMENTS:  All personnel require access to information at the Secret level at a minimum.  DOD 5200.2-R, DOD Personnel Security Program, requires DOD military and civilian personnel, as well as DOD consultant and contractor personnel, who perform work on sensitive automated information systems (ISs), be assigned to positions which are designated as one of two sensitivity levels (ADP-I, ADP-II).  These designations equate to Critical Sensitive and Non-Critical Sensitive.  The contractor will assure that individuals assigned to the following sensitive positions, as determined by the Government, have completed the appropriate forms.  All individuals will be U.S. citizens.

The required investigation will be completed prior to the assignment of individuals to sensitive duties associated with the position.

11. GOVERNMENT-FURNISHED EQUIPMENT (GFE)/GOVERNMENT-FURNISHED INFORMATION (GFI):  Government will provide the contractor’s office space, computer, office furnishings, office supplies, telephone support, facsimile, and access to photocopy and presentation equipment will be provided the contractor in conjunction with this SOW.  The Government shall provide the documentation and background information necessary to perform the tasks.  This documentation includes, but is not limited to, the DITSCAP, the Certification and Accreditation Handbook for Certifiers, the Introduction to Certification and Accreditation, the DISN Connection Security Requirements, and the DISAI 630-230-19.  The Government shall provide contractor personnel with access to the offices and facilities of DISA and other locations relevant to this effort.  The Government shall coordinate contractor visits with each organization to be visited, as applicable, and provide the contractor with a point of contact with whom to coordinate the details of any required visits.

12.  PACKAGING, PACKING, AND SHIPPING: See paragraph D1 of the “I Assure” contract.

13.  INSPECTION AND ACCEPTANCE: See section E1 of the “I Assure” contract.  

14.  OTHER PERTINENT INFORMATION OR SPECIAL CONSIDERATIONS: None

(End of Summary of Changes) 
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