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SCIENCE APPLICATIONS INTERNATIONAL CORP

DBA SAIC

10260 CAMPUS POINT DRIVE  BUILDING C

SAN DIEGO CA 92121-1578

MARVIN E. BRANHAM

$860,052.00

CODE

0T5L1

X

17. ACCOUNTING AND APPROPRIATION DATA/ LOCAL USE

36. I certify this account is correct and proper for payment.

6. ISSUED BY

CODE

9. CONTRACTOR  

CODE

18. ITEM NO.

19. SCHEDULE OF SUPPLIES/ SERVICES

26. QUANTITY IN COLUMN 20 HAS BEEN

SIGNATURE OF AUTHORIZED GOVT. REP.

DATE

DATE

SIGNATURE AND TITLE OF CERTIFYING OFFICER

INSPECTED

RECEIVED

ACCEPTED, AND CONFORMS TO THE

CONTRACT EXCEPT AS NOTED

37. RECEIVED AT

38. RECEIVED BY 

39. DATE RECEIVED

(YYYYMMMDD)

DCA200-00-D-5017

1. CONTRACT/PURCH. ORDER/ 

    AGREEMENT NO.

* If quantity accepted by the Government is same as

quantity accepted below quantity ordered and encircle.

DELIVERY/

16. 

14. SHIP TO

See Schedule

HC1013

DD Form 1155, JAN 1998 (EG)

PREVIOUS EDITION MAY BE USED.

SEE SCHEDULE

2. DELIVERY ORDER/ CALL NO.

0044

3

PAGE 1 OF

5. PRIORITY

CODE

8. DELIVERY FOB

DEST

X

OTHER

(See Schedule if other)

MARK IF BUSINESS IS

11.

SMALL

SMALL

DISADVANTAGED

WOMEN-OWNED

N68566

MARK ALL

PACKAGES AND

PAPERS WITH

 IDENTIFICATION

NUMBERS IN

BLOCKS 1 AND 2.

23. AMOUNT

27. SHIP NO.

28. DO VOUCHER NO.

PARTIAL

FINAL

32. PAID BY

33. AMOUNT VERIFIED

CORRECT FOR

31. PAYMENT

COMPLETE

34. CHECK NUMBER

PARTIAL

FINAL

35. BILL OF LADING NO.

40.

TOTAL

CONTAINERS

41. S/R ACCOUNT NO.

42. S/R VOUCHER NO.

ORDER FOR SUPPLIES OR SERVICES

3. DATE OF ORDER/CALL

2003 Oct 01

4. REQ./ PURCH. REQUEST NO.

DOJITSS04001

SEE ITEM 6

FACILITY

10. DELIVER TO FOB POINT BY (Date)

SEE SCHEDULE

12. DISCOUNT TERMS

13. MAIL INVOICES TO THE ADDRESS IN BLOCK

See Item 15

15. PAYMENT WILL BE MADE BY

CODE

DFAS PENSACOLA

MAIL TO: DITCO/AQSC4-FMO                 

SCOTT AFB IL 62225-5406

This delivery order/call is issued on another Govt. agency or in accordance with and subject to terms and conditions of above numbered contract.

TYPE

CALL

OF

PURCHASE

ORDER

SEE SCHEDULE

7. ADMINISTERED BY 

DISA/DITCO-SCOTT

2300 EAST DRIVE

SCOTT AFB IL 62225-5406

24. UNITED STATES OF AMERICA

TEL:

EMAIL:

iascottafb@scott.disa.mil

CONTRACTING / ORDERING OFFICER

quantity ordered, indicate by X.  If different, enter actual

BY:

KAREN E. KINCAID

If this box is marked, supplier must sign Acceptance and return the following number of copies:

NAME OF CONTRACTOR

SIGNATURE

TYPED NAME AND TITLE

(YYYYMMMDD)

DATE SIGNED

ACCEPTANCE. THE CONTRACTOR HEREBY ACCEPTS THE OFFER REPRESENTED BY THE NUMBERED PURCHASE 

ORDER AS IT MAY PREVIOUSLY HAVE BEEN OR IS NOW MODIFIED, SUBJECT TO ALL OF THE TERMS

AND CONDITIONS SET FORTH, AND AGREES TO PERFORM THE SAME.

Reference your quote dated

Furnish the following on terms specified herein.

REF:

20.

QUANTITY

ORDERED/

ACCEPTED*

21. UNIT

22. UNIT PRICE

DIFFERENCES

29.

30.

INITIALS


Section B - Supplies or Services and Prices

	ITEM NO
	SUPPLIES/SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	0001
	
	1
	Lot
	$860,052.00
	$860,052.00 

	
	Information Assurance Support Services

FFP

Provide Technical and Operational Support for the Department of Justice Computer Emergency Response Team (DOJCERT), in accordance with the attached Statement of Work, dated 23 Sep 2003 (IA Tracking No. 00194).  The Period of Performance is from 01 Oct 2003 through 30 Sep 2004.  SAIC Proposal No. 06-5090-71-2003-252R2 dated 25 Sep 2003 is incorporated by reference.

Firm Fixed Price (FFP) the contractor shall invoice 12 monthly payments @ $71,671.00

PURCHASE REQUEST NUMBER: DOJITSS04001

 
	

	
	
	

	
	

	

	
	NET AMT
	$860,052.00

	

	
	ACRN AA Funded Amount
	
	$860,052.00


FOB:  Destination

Section G - Contract Administration Data

ACCOUNTING AND APPROPRIATION DATA

	AA: 
	97X4930.5F20 000 C1013 0 068142 2F 255011 

	AMOUNT: 
	$860,052.00 


CLAUSES INCORPORATED BY FULL TEXT

Additional Accounting and Appropriation Data

AA:  97X4930.5F20 000 C1013 0 068142 2F 255011

CLIN/SubCLIN
Purchase Request Number
Obligated Amount

0001
DOJITSS04001
$860,052.00

DITCO POINT OF CONTACT

Contracting Officer
CONTRACTOR POINT OF CONTACT

Contractor Name:  Science Applications International Corp.

TIN:  95-3630868

DUNS:  148095086

CAGE CODE:  0T5L1

Contractor POC:  Max Jensen

Email Address:  max.jensen@saic.com

Phone Number:  703-275-2065
Electronic invoices may be sent to:
invoicereceipt@scott.disa.mil
Questions regarding invoices may be directed to (618) 229-9228.  Vendors may check the status of invoices at the following web site:

http://www.dfas.mil/money/vendor
‘I ASSURE’ TASK ORDER (TO) STATEMENT OF WORK (SOW)
as of 23 September, 2003
	Contract Number:
	DCA200-00-D-5017

	Task Order Number:
	0044

	IAssure Tracking Number:
	00194.00

	Previous Contract and Task Order Number:
	DCA200-00-D-5017 TO26


1.  Task Monitors (TMs).  

a.  Primary TM.
	Name:
	

	Organization:
	U.S. Department of Justice, IT Security Staff

	Address:
	P. O. Box 59110

Potomac, MD  20859-9110

1151- D Seven Locks Road

Rockville MD  20854

	Phone Number:
	

	Fax Number:
	

	E-Mail Address:
	


b.  Alternate TM.
	Name:
	

	Organization:
	U.S. Department of Justice, IT Security Staff

	Address:
	Patrick Henry Building

601 D Street, NW, Rm. 1600

Washington, DC  20530

	Phone Number:
	

	Fax Number:
	

	E-Mail Address:
	


2.  Task Order Title.  Technical and Operational Support for the Department of Justice Computer Emergency Response Team (DOJCERT)
3.  Background.  
The DOJCERT provides computer security incident response services to all Components of the U.S Department of Justice.  The services include the following:

· Initial incident handling;

· Incident assessment;

· Incident response; 

· Incident reporting; and

· Data call responsibilities and resulting Patch Management.

DOJCERT provides for enhanced incident response capability to the U.S. Department of Justice by implementation of the following actions:

· Evaluation of incident response plans developed by DOJ Components;

· Planning & coordination of exercises to evaluate response effectiveness;

· Support and provision for incident response training DOJ wide;

· Development of a Vulnerability Assessment Plan; and

· Perform coordination activities for Red Teaming exercises.

The initial incident handling service includes:  reviewing incident reports for completeness; researching and answering questions contained in inquiries; organizing steps for solution of the incident; contacting appropriate management and response personnel, and managing a status ticket for the incident.  The incident assessment service includes: determining the urgency needed for response to the incident; collecting information that will be helpful in determining a solution to the incident; soliciting the involvement of DOJ officials as appropriate; coordinating technical support from IT Security Staff when necessary; and issuing security notification bulletins as appropriate.  The incident response service includes:  implementing a solution to the incident; issuing follow-up security notifications; maintaining contact with the affected Component until all reporting is completed; forwarding important relevant information to all DOJ Components; and updating the status ticket for the incident.  The incident reporting service includes following DOJ procedures that depend upon whether the DOJCERT receives an inquiry or a report, and whether the report involves or does not involve national security information.

The services provided by the DOJCERT are essential both to the rapid detection and resolution of security incidents and to the protection of the Department of Justice from damage to its functions, data, and systems resulting from security incidents. The contractor is required to provide 24x7x365 mobile telephone access for all of the contractor staff.  The requested work is for the continuation of contractor support that is currently provided to the DOJCERT through the I-Assure contract vehicle.  It is essential that the successful contractor demonstrate the ability to provide support for these services in a manner that avoids adverse impact to the effectiveness and timeliness of the DOJCERT services.

Installation of patches for equipment/software is a critical step in the process of ensuring the integrity of a network enclave and protection against known attacks.  The contractor will develop a process to help ensure consistent and reliable means to manage and monitor the patch installation process.  This will enable the DOJCERT Program Manager to deliver vital patch management data/information to DOJ Management in a consistent report format for each data call that occurs.  

The contractor is responsible for supporting the collection and assimilation of data/statistics to assist the DOJ in its efforts to comply with the Federal Information Security Management Act (FISMA) requirements.  The contractor collects the information, analyzes and assimilates it, and collates it into a meaningful report for the review and approval of the DOJCERT Program Manager.  

The confidentiality, integrity, and availability of systems and network environments are greatly enhanced by performing periodic vulnerability assessments of these systems/environments.  A comprehensive vulnerability assessment will include both technical and non-technical approaches to finding and mitigating vulnerabilities within the enclave.  In order to properly plan for scheduled assessments for the DOJ Components, a Vulnerability Assessment Plan will be constructed with guidelines for working through the process.  The contractor will provide for the capabilities to perform both types of vulnerability assessments and generate appropriate reports for DOJ Management

Red Teaming is designed to gauge the defensive capability of the enclave against attempts to gain unauthorized access to the network.    The DOJCERT will provide for, at the minimum, coordination and monitoring of and de-confliction of penetration testing activities conducted by DOJ IT Security staff or a third party.  The DOJCERT will also help the Components assess the impact red teaming has on their network operations.     

4.  Objectives.  
Provide immediate (on 1 October 2003) support for the operation of the DOJCERT and for research and planning to support improvements to its operation.  Support for the operation of the DOJCERT will help enable timely response to incidents, effective analysis of trends, timely dissemination of incident information, vulnerability assessments for network enclaves within DOJ Components, and Red Teaming support and coordination for penetration testing of same enclaves.  The DOJCERT will also provide Incident Response Plan (IRP) templates to the Components.  The DOJCERT will standardize the process of handling data calls, which are measured responses of the Components to announced vulnerabilities and their respective recommended installation of patches.  Finally, the DOJCERT will provide support to data and statistics collection for the FISMA process.  Support for improvements to the DOJCERT’s operations will result in continuous improvement in its effectiveness and efficiency.

5.  Scope.  
Specific services addressed in this SOW are:

· Task Area 1 - Contract-Level and TO Management
· Task Area 2 - Operational Support
· Task Area 3 – Vulnerability Assessments & Analysis
· Task Area 4 – Penetration Testing 
6.  Specific Tasks.
6.1 - Task 1 - Contract-Level and TO Management.
6.1.1 - Subtask 1 - Integration Management Control Planning.  Provide the technical (task order level) and functional activities at the Contract Level needed for the Program Management of this SOW. Include productivity and management methods such as Quality Assurance, Progress/status reporting, and Program Reviews at the Contract and Task Order level. Provide the centralized administrative, clerical, documentation and related functions.

6.1.2 - Subtask 2 - TO Management. Conduct an initial Technical Interchange Meeting (TIM) to ensure a common understanding between the contractor and the Government on the TO requirements.  Prepare a TO Management Plan describing the technical approach, organizational resources and management controls to be employed to meet the cost, performance and schedule requirements throughout TO execution.  Provide a monthly status report monitoring the quality assurance, progress/status reporting, and program reviews applied to the TO.  Conduct a monthly TO Management Review meeting to present the status report.

Deliverables:  
Technical Interchange Meeting  

TIM Minutes 

Task Order Management Plan



Monthly Status Report, including financial status



Monthly TO Management Review

6.2 – Task 2 – Operational Support
6.2.1
Subtask 1 – Incident Coordination Support.  Provide support for review of incident reports for completeness.  Research and answer questions contained in inquiries.  Update status tickets related to incidents and close the tickets when the incident is resolved.  Issue appropriate security notifications to FBI, NIPC, FedCIRC, and SEPS as details of the incidents indicate.  Provide contingency staff support.  Issue relevant security alerts, product security bulletins, and other security information to the DOJ Components.  Support Components in evaluating the impacts of incidents.  Research vendor recommended strategies for mitigating vulnerabilities in the vendor’s systems. 

Deliverables:  
Virus Bulletins



Security Alerts



Product Security Bulletins



Security Clips
6.2.2
Subtask 2 – DOJCERT Technical and Management Support.  Provide customization of operational forms and databases as needed.  Periodically update DOJCERT policies and procedures.  Evaluate incident response plans for the Components.  Evaluate new CERT tools as requested.  Publish a monthly DOJCERT newsletter, containing articles that will be informative and help incident response professionals throughout the Department.  Conduct CERT research, write technical papers, and develop management tools, as may be assigned.  Plan and coordinate test exercises to assess incident response effectiveness.  Collect and collate data/statistics for FISMA reporting.

Deliverables:  
Monthly Technical Assessment Reports



Monthly DOJCERT newsletter



Management tools, and CERT tools reports and/or Technical Papers



FISMA Report

6.2.3
Subtask 3 – Security Patch Management.  Provide and support a plan for establishing patch management across the DOJ.  This plan will show how DOJCERT, in coordination with the IT Security Staff, will monitor and manage the orderly testing, installation, and configuration of patches across all Components within the DOJ.  Provide draft policy and procedures that outlines the necessary steps and processes required to track patch installation across all Components.  Perform an analysis of patch management software companies to see which products may be considered for use in the DOJ environment.  Review various COTS system (spreadsheet/database) for the DOJCERT to have a standardized means of tracking Component compliance with installation of critical patches.    

Deliverables: 
Patch Management Plan - Policy/Procedures



COTS Product Review/Study

6.3 – Task 3 – Vulnerability Assessments & Analysis
6.3.1
Subtask 1 - Vulnerability Assessments.   Design a strategy for providing vulnerability assessments for all major enclaves where one or more networks reside.  Explain strategy in a Vulnerability Assessment Plan.  Gather systems and network information from Components.  Develop a schedule in coordination with the Components and vulnerability assessment team.  Review and assess vulnerability assessments produced by non-DOJCERT entities.  Consult with Components about interpretation of vulnerability results.  Consolidate this information into vulnerability assessment reports.

Deliverables: 
Vulnerability Assessment Plan



Vulnerability Assessment Reports


6.4 – Task 4 – Red Team Support
6.4.1
Subtask 1 – Red Team De-confliction.  Develop a DOJ Red Team Plan that contains policy and procedures for monitoring and coordination of activities associated with penetration testing and the handling of incident calls, which may be associated with the ongoing tests.  Coordinate and document rules of engagement with IT Security Staff and Components before Red Team tests begin.  Support Components in assessing the impacts of Red Teaming results.    

6.4.2
Subtask 2 – Assist Components with network impact assessment.  Coordinate with Components and DOJCERT potential impacts to network environment(s) as a result of Red Teaming.  Monitor network performance during ongoing Red Team tests to determine actual impacts.  Report system outages and other related problems to DOJCERT and prepare formal report for management.   

7.  Place of Performance.  

The primary place of performance will be the Justice Data Center - Washington, located at 1151-D Seven Locks Road, Rockville, MD  20854.  Some limited effort may be performed at the contractor’s facility. 
8.  Period of Performance.  
The period of performance will be one fiscal year beginning 1 October 2003, and ending 30 September 2004.

9.  Delivery Schedule.  

	SOW Task#
	Deliverable Title
	CDRL/DID#
	Due Date
	Copies
	Distribution
	Frequency and Remarks

	6.1.2
	TIM
	
	10 Working Days After TO Award
	N/A
	N/A
	Task Start

	6.1.2
	TIM Minutes
	Contractor-Determined Format
	5 Working Days after TIM
	
	*Standard Distribution
	See Due Date

	6.1.2
	Task Order Management Plan
	Contractor-Determined Format with Approval by TM
	Draft 14 calendar days after TIM

Final 14 days after receipt of comments
	
	N/A
	One Time

	6.1.2
	Monthly Status Report, including financial status
	Contractor-Determined Format with Approval by TM
	14 Calendar days after the close of the Contractor’s Accounting Period. 
	
	*Standard Distribution
	

	6.1.2
	TO Management Review
	Contractor-Determined Format with Approval by TM
	14 Calendar days after the close of the Contractor’s Accounting Period
	
	Meeting at Customer Facility
	

	6.2.1
	Virus Bulletins
	Format provided by Symantec
	As security events indicate.  Estimated 100 per week.
	
	Distributed by Symantec for Internal DOJ use only
	Review only if severity dictates the need to do so 

	6.2.1
	Security Alerts
	Format Available for Review at Customer Facility
	As security events indicate.  Estimated 30 per month.
	
	Internal DOJ distribution only
	As approved by the Government TM

	6.2.1
	Product Security Bulletins
	Format Available for Review at Customer Facility
	As security events indicate.  Estimate is 75 per month.
	
	Internal DOJ distribution only
	As security alert emails come in that need to be distributed

	6.2.1
	Security Clips
	Format to be Determined by Contractor and TM
	As security events indicate.  Estimate is 1 per week.
	
	Internal DOJ distribution only
	As directed by the Government TM

	6.2.2
	Monthly Technical Assessment Reports
	Contractor-Determined Format with Approval by TM
	No more than (1) per month
	
	*Standard Distribution
	As directed by the Government TM

	6.2.2
	DOJCERT Newsletter
	Format Available for Review at Customer Facility
	(1) per month
	
	Internal DOJ distribution only
	As directed by the Government TM

	6.2.2
	Management Tools and CERT Tools Reports, and/or Technical Papers
	Contractor-Determined Format with Approval by TM
	No more than (1) per month.  Due the last Calendar Day of the month
	
	To Government TM

*Standard Distribution
	As directed by the Government TM

	6.2.2
	FISMA Report
	Format Available for Review at Customer Facility
	TBD
	
	N/A
	One Time

	6.2.3
	Patch Management Plan,

Policies and/or Procedures
	Contractor-Determined Format with Approval by TM
	(1) Plan – Initial Draft Issue due 3 Months after Contract start
	
	To Government TM

*Standard Distribution
	As directed by the Government TM

	6.2.4
	Data Calls
	Format TBD by completion of item 6.2.3 above
	TBD

No more than (1) per week 
	
	Internal DOJ distribution only
	When a vulnerability alert justifies the need

	6.3.1
	Vulnerability Assessment Plan
	Contractor-Determined Format with Approval by TM
	(1) Plan - Initial Draft Issue due 4 Months after Contract start
	
	To Government TM

*Standard Distribution
	

	6.3.1
	Vulnerability Assessment Reports
	Contractor-Determined Format with Approval by TM
	TBD
	
	To Government TM

*Standard Distribution
	When scheduled by customer

	6.3.1
	COTS Product review or Study
	Contractor-Determined Format with Approval by TM
	TBD
	
	To Government TM

*Standard Distribution
	

	* Standard Distribution:  1 copy of the transmittal letter with the deliverable to the Primary TM


10.  Security.  

All assigned contractor personnel are required to have at least a current NACI.
11.  Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI).  

Government-Furnished Information includes DOJ policies, DOJCERT policies and procedures.   All contractor personnel performing work at the Government location will be furnished with the Government office environment.  This includes office space and furnishings, office supplies, personal computer, telephone support, and access to facsimile, photocopy, and presentation equipment.  Government-owned equipment includes the mobile telephones and service purchased as part of this contract.
12.  Other Pertinent Information or Special Considerations.  

12.1.  Identification of Possible Follow-on Work.  

Not applicable.

12.2.  Identification of Potential Conflicts of Interest (COI).  There are neither existing nor potential COIs on this TO. 

13.  Section 508 Accessibility Standards.  Section 508 Accessibility Standards do not apply to this acquisition.  The following Section 508 Accessibility Standard(s) (Technical Standards and Functional Performance Criteria) are applicable (if box is checked) to this acquisition; none are checked for this acquisition.

Technical Standards
 FORMCHECKBOX 
 1194.21 - Software Applications and Operating Systems

 FORMCHECKBOX 
 1194.22 - Web Based Intranet and Internet Information and Applications

 FORMCHECKBOX 
 1194.23 - Telecommunications Products

 FORMCHECKBOX 
 1194.24 - Video and Multimedia Products

 FORMCHECKBOX 
 1194.25 - Self-Contained, Closed Products

 FORMCHECKBOX 
 1194.26 - Desktop and Portable Computers

 FORMCHECKBOX 
 1194.41 - Information, Documentation and Support

The Technical Standards above facilitate the assurance that the maximum technical standards are provided to the Offerors.  Functional Performance Criteria is the minimally acceptable standards to ensure Section 508 compliance.  This block is checked to ensure that the minimally acceptable electronic and information technology (E&IT) products are proposed.

Functional Performance Criteria
 FORMCHECKBOX 
 1194.31 - Functional Performance Criteria
