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Section B - Supplies or Services and Prices

	ITEM NO
	SUPPLIES/SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	0001
	
	1
	Lot
	$281,156.88
	$281,156.88 

	
	Information Assurance Support Services

FFP

Provide Department of Defense Public Key Infrastructure (PKI) Training Support in accordance with the attached Statement of Work dated 10 Oct 2003 (IA Tracking No. 00196).  The period of performance is 365 days from 05 Nov 2003 through 04 Nov 2004.  SAIC proposal dated 27 Oct 2003 is incorporated by reference.  This is a firm, fixed price line item.  The contractor shall invoice 12 monthly payments @ $23,429.74 each.

PURCHASE REQUEST NUMBER: DAEMZ41222

 
	

	
	
	

	
	

	

	
	NET AMT
	$281,156.88

	

	
	ACRN AA Funded Amount
	
	$281,156.88


FOB:  Destination

Section C - Descriptions and Specifications

SOW DATED 10 OCT 2003
Public Key Infrastructure (PKI) Training Support

Follow-On 

STATEMENT OF WORK (SOW)

As of 10 October 2003

	Contract Number: 
	DCA200-00-D-5017

	Order Number: 
	0045

	Tracking Number:
	00196.00

	Previous Order Number: 
	0028


1.  Points of Contact


a.  Primary Task Monitor (TM):

	Name:
	

	Organization:
	DISA, API23, Net Centric Assurance 

	Address:
	5275 Leesburg Pike

Falls Church, VA 22041

	Phone No.:
	

	Fax No.:
	

	Internet Address:
	



b.  Alternate Task Monitor (ATM):

	Name:
	

	Organization:
	DISA, API23, Net Centric Assurance

	Address:
	5275 Leesburg Pike

Falls Church,  VA 22041

	Phone No.:
	

	Fax No.:
	

	Internet Address:
	


2.  Order Title:  Department of Defense (DOD) Public Key Infrastructure (PKI) Training Support.

3.  Background:  The purpose of this statement of work is to support and provide expert PKI training for the Defense Information Systems Agency and other DOD components PKI systems on NIPRNet and SIPRNet platforms.  The DOD PKI operational services are critical to the development and implementation of the Target PKI and the DOD Defense-in-Depth technical strategy.  
4.  Objectives:  The objective of this action is to support the current DOD PKI implementations on both the SIPRNET and NIPRNET in the development and implementation of updates, new functions and features for the DOD PKI Systems.  The effort is to provide skilled, experienced instructors to train the DOD PKI community and perform related research and studies.
5.  Scope:  The contractor shall comply with the appropriate DOD-approved architectures, programs, standards and guidelines, such as Defense Information Infrastructure (DII) Strategic Technical Guidance (STG), DII Common Operating Environment (COE), Defense Information Systems Network (DISN) and Shared Data Environment (SHADE).  Specific services addressed in the SOW are:
Task Area 1:  Policy, Planning, Process, Program and Project Management Support

Task Area 2:  Education, Training, Certification Testing On-line and Awareness, and IA support

6.  Specific Tasks: The contract task areas that this delivery order will support include:

6.1
Task 1 - Contract–Level  and TO Management

6.1.1
Subtask 1 – Integration Management Control Planning.   Provide the task order level technical and contract level functional activities needed for the program management of this SOW.  This shall include productivity and management methods which will be implemented for Quality Assurance, Progress/Status reporting, and Program Reviews at the contract and task order level.  Additionally, this task shall provide the centralized administrative, clerical, documentation and related functions.

6.1.2
Subtask 2 – Task Order (TO) Management.  The contractor shall prepare a TO Management Plan describing the approach, organizational resources and management controls to be employed to meet the cost, performance and schedule requirements throughout TO execution. The contractor shall provide a Monthly Status Report (MSR) detailing actual and projected hours and the associated costs by labor category for the reporting period and an explanation of any/all differences between actual and projected costs.  Furthermore, the contractor shall monitor the quality assurance, progress/status reporting, cost and program reviews applied to the TO. 

6.2
Task Area 1 - Policy, Planning, Process, Program and Project Management Support

6.2.1
Subtask 1- Technical Interchange Meeting.
Within 10 calendar days of TO award, the contractor shall host  a Technical Interchange Meeting (TIM) via a tele-conference with the Government to ensure that there is a thorough and complete understanding of the TO requirements between the contractor and the Government.  Topics discussed will describe the approach, organizational resources and management controls to meet the cost, performance, and schedule requirements throughout the period of performance. The contractor shall provide minutes within ten calendar days of the TIM. 
6.3
Task Area 1 Education, Training, Awareness, Certification and IA Support 

6.3.1
Subtask 1: Classroom Training.  The contractor shall provide subject matter expertise  

(SME) support in the development and delivery of PKI education.  The instruction shall include but is not limited to:  Registration Authority (RA),  Local Registration Authority (LRA),  and Key Recovery Authority (KRA) training, on-line certification testing, and provide awareness information to the Government and their contractors.  The contractor shall update and maintain the PKI User Guide and Standard of Operation (SOP) and present as required by the Government.  The contractor shall develop, update and maintain the DOD PKI training materials to include but are not limited to:   the Basic Overview, End User, LRA, RA and KRA training materials.  The Government will provide GFI to the contractor for the development of the training materials.  The contractor shall provide support for scheduling, planning, set-up, execution, and follow-on activities related to the delivery of PKI RA/LRA/KRA training and  online certification testing.  The contractor shall provide additional support for reproduction and distribution of training materials, either through electronic or on-site delivery, as deemed necessary and appropriate by the Government.  The contractor shall maintain an RA/LRA /KRA Training Lab at the contractor’s facility.  The lab will consist of GFE/GFI as specified in Attachment A. The majority of the training sessions shall be held at the contractor’s site. In addition, the contractor shall support two (2) on-site training weeks.  A minimum of two instructors will be provided for the on-site classes.  Locations will be one (1) for CONUS such as San Diego and one (1) for OCONUS such as Heidelberg.  A total of five (5) PKI training sessions per month will be held, with a duration of 1 day per session.   Sessions shall be scheduled so that all 5 sessions per month are conducted during the same week.  If three or more training sessions are not used during the period of performance, the contractor might be required to support the PKI conference, which is held once a year in CONUS at no additional cost to the Government including travel cost.  An average number of eight (8) students are anticipated for each session. Dates will be provided by the Government and may change as necessary to accommodate the needs of the Government.  The contractor shall adhere to the specified dates unless otherwise directed by the Task Monitor, the Contracting Officer (CO), Contracting Officer’s Technical Representative (COTR), or other authorized Government personnel.  The proposed training dates are:

	Proposed Training

Schedule
	Location

	Nov 2003
	Contractor Facility within the NCR

	Dec 2003
	Contractor Facility within the NCR

	Jan 2004
	Contractor Facility within the NCR

	Feb 2004
	Contractor Facility within the NCR

	Mar 2004
	Contractor Facility within the NCR

	Apr 2004
	Contractor Facility within the NCR

	May 2004
	Contractor Facility within the NCR

	Jun 2004
	Contractor Facility within the NCR

	Jul 2004
	Contractor Facility within the NCR

	Aug 2004
	Contractor Facility within the NCR

	Sep 2004
	Contractor Facility within the NCR

	Oct 2004
	Contractor Facility within the NCR

	TBD On-Site Training:

Two (2) On-Site Training Weeks, Location To Be Decided

For Cost Estimate Purposes: 1 CONUS and 1 OCONUS


6.3.2  Subtask 2: LRA On-line Certification Test.  

The contractor shall provide support for developing, creating and grading the certification tests and providing answers to questions submitted by the students within forty eight hours (48) after the test. The contractor shall update the test questions in conjunction with new training materials posting newest versions of each on the web.  The contractor shall provide the answer key for the test questions to the Net Centric Assurance, Implementation/Sustainment Branch, API23 when any changes are made to the test questions. The contractor shall provide a monthly report on the number of on-line LRA Certifications taken, the test results, lessons learned, and FAQs.  The DOD PKI training and on-line certification testing deliverables and updates shall be developed in Government determined format.  The contractor shall be responsible for the Certificate Test On-Line hardware maintenance, the software license and updating training materials as required. 

 6.3.3  Subtask 3:  Administer and Support Key Recovery Agent (KRA) Self-Study Course. 

The contractor shall maintain materials and network systems required to provide a self-study capability for up to 30 qualified individuals who are authorized by the Government to take a KRA course via self-study.  The course will provide for hands-on exercises that students can perform in their normal work environment.  The contractor shall also provide an on-line KRA final exam in order to determine if the self-study participant has understood the concepts and policies presented in the self-study material.  The contractor shall provide support via email and phone for the self-study students.  Responses to student questions shall be provided as soon as possible, but no later than 48 hours after the question is received.  The contractor will provide a monthly report on the status of the KRA self-study participants, including any test results, lessons learned, and FAQs.  

7.  Place of Performance:


Primary Place of Performance.


Work will be performed at the contractor site within the National Capitol Region (NCR).  

7.1  Travel.  The contractor shall be required to travel locally in the National Capital Region.  Some short-term (1-7 day) CONUS and OCONUS travel may be required.  All travel will be for supporting the PKI  RA/LRA/KRA training of the DOD PKI systems in accordance with paragraph 6.0 of this SOW and in accordance with Joint Travel Regulations and its prevailing rates.

8.  Period of Performance:    

The period of performance for this Task Order is from award date for 365 calendar days.

9.  Deliverable/Delivery Schedule:  

The initial due dates for deliverables provided in this Task Order may be modified based upon the Technical Interchange Meeting (TIM) with the Technical Task Manager and/or other subsequent input from the Technical Task Manager.  The actual due dates for deliverables will be based upon the Plan of Accomplishment and any subsequent revisions to the Plan of Accomplishment.  All document deliverables on this delivery order will be delivered  electronically in an MS Word (Windows) and /or Power Point format. 

	Task
	Deliverable Title
	Format
	Due Date
	Copies
	Distribution 
	Frequency and Remarks

	6.1.2
	TO Management Plan
	 One electronic copy in Microsoft Word 
	Calendar Days after TIM meeting
	1
	Standard Distribution*
	Draft – 15

Final - 30

	6.1.2
	Monthly Status Report
	One electronic copy in Microsoft Word   
	Calendar days after contractor accounting period
	1
	Standard

Distribution*
	Final 14

	6.2.1
	TIM Minutes
	One electronic copy in Microsoft Word 
	Calendar days after TIM meeting
	1
	Standard

Distribution*
	Final -10

	6.3.1


	PKI Training Guide materials for End User, LRA, RA, KRA and

End User/SOP
	One electronic copy in Microsoft Word  
	Calendar days after TM notification
	1
	Standard

Distribution*
	 Final - 30

	6.3.1
	Status Report on KRA Self-Study Students
	One electronic copy in Microsoft Word  
	Monthly, on the 15th Calendar day
	1
	Standard Distribution*
	Monthly, on the 15th Calendar day

	6.3.2
	List of LRAs taken the Certification test on-line 
	One electronic copy in Microsoft Word
	Monthly on the 15th Calendar day
	1
	Standard Distribution
	Monthly, on the 15th Calendar day

	6.3.2
	Status report of the test results
	One electronic copy in Microsoft Word  
	 Monthly, on the 15th Calendar day
	1
	Standard Distribution
	Monthly, 15th Calendar day

	6.3.2
	FAQ from LRAs taken the Certification Test On-line
	One electronic copy in Microsoft Word  
	 Monthly, on the 15th Calendar day
	1
	Standard Distribution
	Monthly, 15th   Calendar days

	6.3.2
	Lesson Learned from the  Certification Test On-line
	One electronic copy in Microsoft Word  
	 Monthly, on the 15th Calendar day
	1
	Standard Distribution
	Monthly, 15th Calendar day

	6.3.2
	PKI LRA Certification Testing On-line Questions and Answer Key
	One electronic copy in Microsoft Word  
	5th Calendar day follow-up the updated training materials
	1
	Standard Distribution
	5th Calendar day follow-up the updated training materials


* Standard Distribution
1 copy of the transmittal letter without the deliverable to the Contracting Officer (KO/DITCO/DTS6)

1 copy of the transmittal letter and the deliverable to both the Primary and Alternate TM

Note 1: Cost and status reports are due 14 days after close of contractor’s accounting period. 

10.  Security: 

All personnel require access to information at the SECRET level.  The contractor shall follow the standards established in DOD 5200.2-R, DOD Personnel Security Program.  DOD 5200.2-R requires DOD military and civilian personnel, as well as DOD consultant and contractor personnel, who perform work on sensitive automated information systems (AISs), be assigned to positions, which are designated as one of two sensitivity levels (ADP-I, ADP-II).  These designations equate to Critical Sensitive and Non-Critical Sensitive.  The contractor shall assure that individuals assigned to the following sensitive positions, as determined by the Government, have completed the appropriate forms.  All individuals will be U.S. citizens.

Personnel supporting this task will be ADP-II positions and require a DOD National Agency Check plus written inquiries or a National Agency Check plus written inquiries.
The required investigation will be completed prior to the assignment of individuals to sensitive duties associated with the position.  The contractor shall forward their employee clearance information (completed SF 85P, Questionnaire for Positions of Public Trust, and two DD Forms 258 (Fingerprint cards) to: 


DISA Security Division 


ATTN: Personnel Security 


5111 Leesburg Pike, Suite 100


Falls Church, VA 22041-3206. 

DISA retains the right to request removal of contractor personnel, regardless of prior clearance or adjudication status, whose actions, while assigned to this contract, clearly conflict with the interests of the Government. The reason for removal will be fully documented in writing by the Contracting Officer. When and if such removal occurs, the contractor will, within 5 working days assign qualified personnel to any vacancy (ies) thus created.

Contractor personnel, with access to DOD facilities, shall observe local DOD security policies and procedures.  The DD Form 254 Contract Security Classification Specification Form is part of Appendix U of the contract.  Access to government facilities will be granted on a need-to-know and a clearance basis.

11.  Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI):

The Government-Furnished Equipment is listed in Attachment A, previously provided. 

The contractor must identify any additional GFE/GFI within 14 calendar days following the initial TIM.  Additional GFI/GFE requirements will be identified on a task-by- task basis. As additional materials are required, the contractor shall coordinate requirements with the Task Monitor and COR. The Government will facilitate the contractor’s access to the data required in support of this work effort.  GFI will include existing PKI and IASE Web Site URL course media; system security assessment plans, procedures and results for each delivered release of the DOD PKI and will be delivered at the TIM.  Final disposition of GFE will be handled in accordance with the government's property management procedures.

12.  Other Pertinent Information or Special Considerations:  

The contractor shall maintain a training facility capable of providing hands-on training for a minimum of 8 students within the NCR using GFE at Attachment A.

a.
Identification of Possible Follow-on Work.    

Upon completion of this task order it may be necessary for the contractor to perform follow-on work for the continued Life Cycle Management Activities per 6.3.1.

b.       
Identification of Potential Conflicts of Interest (COI). 

The primary burden is on the contractor to identify any organizational COI.  The Government will identify and evaluate such conflicts. 

c.
Identification of Non-Disclosure Requirements.

The contractor must execute the non-disclosure agreements when working with sensitive and/or proprietary information.  During the integration of the DOD PKI and Vendor proprietary software the Contractor must execute the non-disclosure agreement as it relates to the DOD PKI and its multiple commercial components.

13.  Section 508 Accessibility Standards.  The following Section 508 Accessibility Standard(s) (Technical Standards and Functional Performance Criteria) are applicable (if box is checked) to this acquisition.

Technical Standards
 FORMCHECKBOX 
 1194.21 - Software Applications and Operating Systems

 FORMCHECKBOX 
 1194.22 - Web Based Intranet and Internet Information and Applications

 FORMCHECKBOX 
 1194.23 - Telecommunications Products

X 1194.24 - Video and Multimedia Products

 FORMCHECKBOX 
 1194.25 - Self-Contained, Closed Products

 FORMCHECKBOX 
 1194.26 - Desktop and Portable Computers

X 1194.41 - Information, Documentation and Support

The Technical Standards above facilitate the assurance that the maximum technical standards are provided to the Offerors.  Functional Performance Criteria is the minimally acceptable standards to ensure Section 508 compliance.  This block is checked to ensure that the minimally acceptable electronic and information technology (E&IT) products are proposed.

Functional Performance Criteria
X 1194.31 - Functional Performance Criteria

Appendix A

GFE in Training Lab
	Description
	Manufacturer
	Part Number
	Serial Number

	Dell Dimension XPSD266
	Dell
	220-9062
	E0722

	Dell Dimension XPSD266
	Dell
	220-9062
	E072Y

	Dell Dimension XPSD266
	Dell
	220-9062
	E080D

	Dell Dimension XPSD266
	Dell
	220-9062
	E080G

	Keyboard
	Sun
	3201234-02
	9732655620

	Keyboard
	Sun
	3201272-01
	9948137950

	20 inch Monitor
	Sun
	3651335-01
	9739GI2557

	17 inch monitor
	Sun
	3651396-01
	9906KW0061

	Mouse
	Sun
	370-3631-02
	9Y63183M 03C

	SG-XTAP8MM-011A 20-40 GB 8MM Tape Drive (External)
	Sun
	595-4847-01
	014C1AF5

	Sun Ultra Enterprise II
	Sun
	600-5140-01
	834F2219

	Sun Ultra Enterprise II
	Sun
	600-6391-01
	016H25F1

	SignaSure Smartcard Reader Model 10SR
	Datakey
	607-0035-004
	00001A00

	SignaSure Smartcard Reader Model 10SR
	Datakey
	607-0035-004
	00001A08

	SignaSure Smartcard Reader Model 10SR
	Datakey
	607-0035-004
	00001AC9

	SignaSure Smartcard Reader Model 10SR
	Datakey
	607-0035-004
	00001ACC

	SignaSure Smartcard Reader Model 10SR
	Datakey
	607-0035-004
	00001AD3

	SignaSure Smartcard Reader Model 10SR
	Datakey
	607-0035-004
	00001ADB

	SignaSure Smartcard Reader Model 10SR
	Datakey
	607-0035-004
	00001ADF

	SignaSure Smartcard Reader Model 10SR
	Datakey
	607-0035-004
	00001AE8

	SignaSure Smartcard Reader Model 10SR
	Datakey
	607-0035-004
	00002025

	SignaSure Smartcard Reader Model 10SR
	Datakey
	607-0035-004
	000020A2

	SignaSure Smartcard Reader Model 10SR
	Datakey
	607-0035-004
	000020CC

	SignaSure Smartcard Reader Model 10SR
	Datakey
	607-0035-004
	00002137

	SignaSure Smartcard Reader Model 10SR
	Datakey
	607-0035-004
	000021BA

	SignaSure Smartcard Reader Model 10SR
	Datakey
	607-0035-004
	000021BD

	MousePort Compatible Mouse
	Microsoft
	63607
	03008737

	Keyboard
	DELL
	6780-D
	12743-917-0975

	PS/2 Compatible IntelliMouse
	Microsoft
	98952
	2605233-50000

	PS/2 Compatible IntelliMouse
	Microsoft
	98952
	2605521-50000

	Dell Dimension XPS D300 CPU
	Dell
	D300 CPU
	FMGYB

	Dell Dimension XPS D300 CPU
	Dell
	D300 CPU
	FMGYD

	Dell Dimension XPS D300 CPU
	Dell
	D300 CPU
	FMGYY

	Dell Dimension XPS D300 CPU
	Dell
	D300 CPU
	FMGZ0

	Dell QuietKey Keyboard
	Dell
	Dell Keyboard
	12710-833-2300

	Dell QuietKey Keyboard
	Dell
	Dell Keyboard
	12710-833-2353

	Dell QuietKey Keyboard
	Dell
	Dell Keyboard
	12710-834-5124

	Dell QuietKey Keyboard
	Dell
	Dell Keyboard
	12710-86F-5168

	Dell QuietKey Keyboard
	Dell
	Dell Keyboard
	12710-86F-5170

	Dell QuietKey Keyboard
	Dell
	Dell Keyboard
	12710-86F-5181

	Dell QuietKey Keyboard
	Dell
	Dell Keyboard
	12710-86F-5269

	Dell Monitor
	Dell
	Dell Monitor
	7122579

	Dell Monitor
	Dell
	Dell Monitor
	7122589

	Dell Monitor
	Dell
	Dell Monitor
	8203040

	Dell Monitor
	Dell
	Dell Monitor
	8203048

	Dell Monitor
	Dell
	Dell Monitor
	8265794

	Dell Monitor
	Dell
	Dell Monitor
	8265798

	Dell Monitor
	Dell
	Dell Monitor
	8265804

	Dell Monitor
	Dell
	Dell Monitor
	8265805

	HP LaserJet 4050N
	HP
	HP Printer
	J3113A

	Mitsumi PS/2 Compatible Mouse
	Mitsumi Electronics Corp
	Mitsumi Mouse
	0589434

	Mouse
	Sun
	NE SUN1
	LZA75104646

	PS/2 Compatible IntelliMouse
	Microsoft
	X03-60998
	1769507-00000

	PS/2 Compatible IntelliMouse
	Microsoft
	X03-60998
	5672096-00000

	PS/2 Compatible IntelliMouse
	Microsoft
	X03-60998
	5672116-00000

	PS/2 Compatible IntelliMouse
	Microsoft
	X03-60998
	5672134-00000


Section G - Contract Administration Data

ACCOUNTING AND APPROPRIATION DATA

	AA: 
	97X4930.5F20 000 C1013 0 068142 2F 255011 

	AMOUNT: 
	$281,156.88 


CLAUSES INCORPORATED BY FULL TEXT

Additional Accounting and Appropriation Data

AA:  97X4930.5F20 000 C1013 0 068142 2F 255011

CLIN/SubCLIN
Purchase Request Number
Obligated Amount

0001

DAEMZ41222


$281,156.88

DITCO POINT OF CONTACT

Contracting Officer
CONTRACTOR POINT OF CONTACT

Contractor Name:  Science Applications International Corp.

TIN:  95-3630868

DUNS:  148095086

CAGE CODE:  0T5L1

Contractor POC:  Max Jensen

Email Address:  max.jensen@saic.com

Phone Number:  703-275-2065

Electronic invoices may be sent to:
invoicereceipt@scott.disa.mil
Questions regarding invoices may be directed to (618) 229-9228.  Vendors may check the status of invoices at the following web site:

http://www.dfas.mil/money/vendor
