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AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT

Except as provided herein, all terms and conditions of the document referenced in Item 9A or 10A, as heretofore changed, remains unchanged and in full force and effect.

15A. NAME AND TITLE OF SIGNER (Type or print)

30-105-04

EXCEPTION TO SF 30

APPROVED BY OIRM 11-84

STANDARD FORM 30 (Rev. 10-83)

Prescribed by GSA

FAR (48 CFR) 53.243

1.  The purpose of this no-cost modification is to incorporate by reference into this order Veridian proposal modification dated 17 Jun 04

 which was submitted in response to attached revised SOWs dated 06 May 04 (PCII), 26 May 04 (Plans and Program Support), 08 Jun 04

 (Community Liaison Support) and KO-email dated 09 Jun 04 which requested conversion of $300K from labor to travel which is

 incorporated by reference.

2.  The total of the order remains unchanged at $13,420,194.00.

1. CONTRACT ID CODE

PAGE OF  PAGES

Y

1

35

16A. NAME AND TITLE OF CONTRACTING OFFICER (Type or print)

16C. DATE SIGNED

BY

25-Jun-2004

16B. UNITED STATES OF AMERICA

15C. DATE SIGNED

15B. CONTRACTOR/OFFEROR

(Signature of Contracting Officer)

(Signature of person authorized to sign)

8. NAME AND ADDRESS OF CONTRACTOR  (No., Street, County, State and Zip Code)

9B. DATED (SEE ITEM 11)

X

DCA200-00-D-5020-0020

10B. DATED  (SEE ITEM 13)

X

9A. AMENDMENT OF SOLICITATION NO.

27-Jul-2000

11. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS

The above numbered solicitation is amended as set forth in Item 14.  The hour and date specified for receipt of Offer  

is extended,

is not extended.

Offer must acknowledge receipt of this amendment prior to the hour and date specified in the solicitation or as amended by one of the following methods: 

(a) By completing Items 8 and 15, and returning

copies of the amendment; (b) By acknowledging receipt of this amendment on each copy of the offer submitted;

or (c) By separate letter or telegram which includes a reference to the solicitation and amendment numbers.  FAILURE OF YOUR ACKNOWLEDGMENT TO BE 

RECEIVED AT THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN  

REJECTION OF YOUR OFFER.  If by virtue of this amendment you desire to change an offer already submitted, such change may be made by telegram or letter, 

provided each telegram or letter makes reference to the solicitation and this amendment, and is received prior to the opening hour and date specified.

12. ACCOUNTING AND APPROPRIATION DATA (If required)

13. THIS ITEM APPLIES ONLY TO MODIFICATIONS OF CONTRACTS/ORDERS.

IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14.

A. THIS CHANGE ORDER IS ISSUED PURSUANT TO:  (Specify authority) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE

 CONTRACT ORDER NO. IN ITEM 10A.

B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying 

office, appropriation date, etc.) SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(B).

C. THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF:

X

D. OTHER (Specify type of modification and authority)

Unilateral, Veridian proposal dated 17 Jun 04

E. IMPORTANT:   Contractor

X

is not,   

is required to sign this document and return

copies to the issuing office.

14. DESCRIPTION OF AMENDMENT/MODIFICATION  (Organized by UCF section headings, including solicitation/contract subject matter

 where feasible.)

10A. MOD. OF CONTRACT/ORDER NO.

01

2. AMENDMENT/MODIFICATION NO.

5. PROJECT NO.(If applicable)

6. ISSUED BY

3. EFFECTIVE DATE

25-Jun-2004

CODE

DISA/DITCO-SCOTT

2300 EAST DRIVE

SCOTT AFB IL 62225-5406

HC1013

7. ADMINISTERED BY  (If other than item 6)

4. REQUISITION/PURCHASE REQ. NO.

CODE

See Item 6

VERIDIAN INFORMATION SOLUTIONS INC

SHARON RATCLIFFE

10455 WHITE GRANITE DRIVE, SUITE 400

OAKTON VA 22124-2764

FACILITY CODE

0GE30

CODE

iascottafb@scott.disa.mil

EMAIL:

TEL:

ANNE (KAREN) KELLER / CONTRACTING OFFICER


SECTION SF 30 BLOCK 14 CONTINUATION PAGE 

SUMMARY OF CHANGES  

SECTION J - LIST OF DOCUMENTS, EXHIBITS AND OTHER ATTACHMENTS 

The following have been added by full text: 

        SOW DATED 06 MAY 04
‘I ASSURE’ TASK ORDER (TO) 

STATEMENT OF WORK (SOW)
as of 06/May/2004
	Contract Number:
	DCA20000D5020

	Order Number:
	0020

	Tracking Number:
	

	Previous Order Number:
	

	Revision # / Date
	


1.0 Points of Contact


a. Primary Task Monitor (TM):
	Name:
	

	Organization:
	DHS/IAIP/IMRD

	Address:
	 Bldg 3, NAC, Washington, DC 

	Phone No.:
	

	Fax No.:
	

	Internet Address:
	



b. Alternate Task Monitor (ATM):
	Name:
	

	Organization:
	DHS/IAIP/IMRD

	Address:
	 Bldg 3, NAC, Washington, DC 

	Phone No.:
	

	Fax No.:
	

	Internet Address:
	


2.0 Order Title  INFORMATION MANAGEMENT AND REQUIREMENTS SUPPORT

3.0 Background
3.1  This Task Order (TO) Statement of Work (SOW) defines contractor support to provide technical advice and assistance services to the Information Management and Requirements Division (IMRD) within the Information Analysis Infrastructure Protection Directorate (IAIP) of the Department of Homeland Security (DHS).   Specifically in the area of technical and editorial writing, graphics design, information collections management, information process architecture development, information and product production, and information requirements analysis.  Each of these key areas represents a comprehensive and expert process requiring a dedicated staff for stability and continuity.  Anticipated increase in information requirements and product production combined with an exhaustive government personnel hiring process amplifies the need for this contractor activity.

 4.0  Objective:  The objective of this delivery order is for the contractor to perform a myriad of tasks in developing and implementing the plans and analysis outlined in the following paragraphs. 

Support shall be provided in the areas of information assurance analysis, document development, requirements development, to include recommendations for effective use and requirements for the watch, liaison with other public and private sector organizations, and other administrative support as required.

5.0 Scope:   The contractor shall comply with the appropriate approved DHS architectures, programs, standards and guidelines.  Specific services addressed in this SOW are:

Task Area 1:   Policy, Planning, Process, Program and Project Management Support, 

and

Task Area 3: Solution Fielding/Installation and Operations
6.0 Specific Tasks:

6.1 Task 1 - Contract-Level and TO Management 

6.1.1 Subtask 1 - Integration Management Control Planning. 

Provide the technical (task order level) and functional activities at the Contract Level needed for the Program Management of this SOW. Include productivity and management methods such as Quality Assurance, Progress/status reporting, and Program Reviews at the Contract and Task Order level.  Provide the centralized administrative, clerical, documentation and related functions.   

 6.1.2 Subtask 2 - TO Management. 

Prepare TO Management Plan describing the technical approach, organizational resources and management controls to be employed to meet the cost, performance and schedule requirements throughout TO execution. Provide a monthly status report monitoring the quality assurance, progress/status reporting, and program reviews applied to the TO.
6.2 Task 2 - Policy, Planning, Process, Program and Project Management Support

6.2.1 Subtask 1 – Project Management:  The Contractor shall provide the planning, direction, coordination, and control necessary to manage and accomplish all work contained in this SOW.   Specifically, the contractor shall provide all necessary policy, planning, process, program and project management support services to:

6.2.1.1 Product Development Team (10). This team consists of three analytical and technical writers, three graphic designers, one librarian, and three product development specialist.  The IMRD Technical Writing Staff will create and modify documentation; organize and translate information into clear written documentation; review and edit written documentation to improve clarity; communicate with DHS partners to support and identify audiences for submitted documents.  Provide "solution" documentation for problem resolution.  The technical writing staff will author, edit, and review communiqués using best practice technical writing techniques.  The technical writing staff will also manage the IMRD library.  The Graphic Designers (GD) creates interactive projects that include graphics, audio and video.  The GD creatively designs communication products for IMRD in a visual language.  The GD will do a variety of projects from designing web pages, brochures, catalogs, packaging, to organizing and formatting other printed documents for visual presentation. The GD works within the Technical Writing Staff.  

6.2.1.2 Product Review and Classification Team (3).  This team consists of one quality assurance (QA) specialist and two product classification specialists.  The QA specialist ensures products meet threshold, format and style standards.  Reviews product content in relation to previously released products to ensure a consistent message is being disseminated.  The product classification specialists work with legal council to ensure products are classified in accordance with all internal and external guidance and policy.  Ensures products are classified at the lowest possible level to facilitate dissemination to appropriate customers.

6.2.1.3  Product Dissemination Team (9).  This team disseminates, as appropriate, information analyzed internally within the Department, to other agencies of the Federal/State/Local Governments with responsibilities relating to homeland security, and to public/private sectors.  This team maintains the DHS library of products; ensuring the records are archived in accordance with all internal and external policies, manages DHS web pages on various websites (RISSNET, DHS Online, JRIES, etc.).  Additionally, they ensure products are posted, as appropriate and information is updated as required.  Works with the Design Team to develop state-of-the art web sites for DHS products.  

6.2.1.4 Information Collection Management Team (10).  This team will consist of a supervisor; Information Collection Manager (CM), five collections management specialists, and four information requirements analysts.  The contractors are responsible for the development of the collection management plan and system that will task collectors and coordinate the delivery of information to DHS.  This team has the primary responsibility to provide all-source collection management support to the Information Requirements (IR) Branch within IMRD.  The CM supports information requirements development, submission, and coordination through the approval/validation process.  The CM coordinates with the National Intelligence Community and across DHS sector, agencies, components, and disciplines regarding the submission and validation of National Intelligence and information requirements in support of DHS.  The CM prepares, submits, tracks, revises, and terminates DHS collection requirements.  The contractors analyze intelligence information system architectures, evaluates technological solutions to complex problems, developing doctrinally correct solutions, and providing recommendations. The contractors collaborate with all-source analysts to develop intelligence requirements and submit them through the IR Branch Chief for inclusion in the Requirements Management System (RMS).  In addition, the CM will work closely with the IR Branch Chief and DHS legal experts to negotiate use policies for data originating outside the division.

6.2.1.4.1. The collections management specialists will validate information requirements, implement/execute the collection management plan, and maintain the collection management system.  In addition, these individuals will support the initial development of this collection management plan by inventorying information sources internal and external to DHS, helping to define the data use policies for information originating outside the division, and establishing the collection management procedures for IMRD.

6.2.1.4.2.  The information requirements analyst will validate information requirements, develop a standing DHS operational, intelligence, and informational Request For Information (RFI) List, and assess what information resides within DHS that can be disseminated easily to customers.  Through the IMRD Director, the team will task internal DHS components for information needed by other DHS components, task intelligence community collectors, other government agencies, law enforcement, and the private sector for information needed by DHS components, and evaluate the information sent to DHS in response to the tasking.  In addition, these individuals will inventory information sources internal and external to DHS, helping to define the data use policies for information originating outside the division, and establishing the collection management procedures for IMRD.

6.2.1.5 Community Liaison Team (6). These six individuals will work and coordinate directly across sectors, agency, and component representatives within DHS.  They will identify customers’ information needs and transform them into information requirements and product requests.  Along with the Requirements Specialists, they will validate requests and assess the costs of developing the needed information.  It will be the responsibility of the community liaisons team to establish product expectations between the customers and the DHS producing components.  In addition, they will track information requests and delivery of final product from DHS components, evaluate final products for customer information requirement satisfaction, and provide feedback from customers to producers.

6.2.1.6 IMRD Homeland Security Operations Center (HSOC) Watch Team (20). This team consists of five information collection managers, five information collection specialists and ten product production specialists.  This team will be tasked organized with in the 24/7 Homeland Security Operations Center.  The IMRD HSOC Watch Team will establish and manage tools to assist the HSOC with processing time sensitive information requirements and products.  This team will develop and maintain information management and requirement procedures that are logical, respond to rapid and effective exchange of information, and effect timely preparation and dissemination.  The IMRD Watch Team will provide the HSOC with information collection management, information sharing and product production.

6.2.1.6.1 Function as IMRD Point-of-Contact during non-normal duty hours (0700-1800).  Outside normal duty hours, answer all calls forwarded from the main number (202) 282-8000.  Coordinate issues and contact the on-call IMRD government staff person, or other appropriate personnel, as needed.

6.2.1.6.2 Shift Summary Turn-over Report.  The contractor watch stander personnel shall maintain and provide to IMRD designated personnel and follow-on contractor watch-standers daily informal logs of activities on their shifts.

6.2.1.7 (PPO Modify – 5 May 04) Plans and Programs Support Team. This team provides support to the Information Analysis-Requirements (IA-R) Plans and Programs Office.  Specific support required is IT requirements development, Web engineering, Exercise Planning and Coordination, and Special Projects Support.
6.2.1.7.1 IT Requirements Development consist of documenting specific IT requirements for the IA-R, attending the IT Requirements Working Group, making recommendation to division senior leaders on IT tools and software, interfacing with other contracting and government IT professionals, and attending subject meetings.

6.2.1.7.2 Web Engineering support consist of developing web pages, web site content, making recommendations to division senior leaders on website development, interfacing with other contracting and government IT professionals, and attending subject meetings. 

6.2.1.7.3 Exercise Coordination/Planning Support consist of facilitating IA-R participation in all DHS exercises to include coordinating training, resources, documentation, scheduling, coordination with IA intelligence analyst and other DHS and interagency partners.  The Contractor shall facilitate integration of IA-R training requirements into DHS exercise and develop and maintain a 24-month exercise calendar to support planning and execution. 

6.2.1.7.4 Special Projects Support includes a wide variety of operationally focused tasks to include liaison duties to external interagency organizations such as the Terrorist Threat Integration Center or the FBI.  This support may include deployment in support of the IA-R mission to designated National Significant Security Events such as the Republican National Conference or to contingency locations in support of DHS exercises working extended hours.  The contractor may be tasked to surge personnel in support of special projects as not to affect the manpower resources required daily. 

 
6.2.2 Subtask 2 – Support Services

6.2.2.1 Research and Document Preparation.  

6.2.2.2 Set up conference bridges as needed to discuss ongoing issues 

6.2.2.3 Perform telephone/email contact as needed to alert IMRD participant representatives of urgent notifications.

6.2.2.4 Protection of Materials.  The contractor shall be responsible for organization and maintenance of all DHS documentation and support information and shall ensure that all materials are appropriately secured in facilities and containers provided by IMRD.

6.2.2.5 The contractor may be tasked to set up meetings, conferences, provide briefing support, and represent IMRD at meetings and conferences.  

6.3 Task 3 - Implementation.  Implementation of the deliverables will begin immediately after the final documents are reviewed and validated by the IMRD leadership and agreed to by the IA leadership.  Based on the breath and scope of each plan/strategy additional/less contractor support may be required at some point in time in the future.

7.0 Place of Performance.  Principal place of performance is the Department of Homeland Security, Nebraska Avenue Complex, Washington DC 20393.  There may be times when contractors are required to work at the GSA building at 7th and D St, Washington DC 20393 or perform duties while in TDY status.  Additionally, in the interim as DHS renovates their facilities contractors working with non-sensitive unclassified information may be asked to telecommute.

8.0 Period of Performance.  The period of performance for this tasking is one (1) year after task order award.

9.0 Deliverable/Delivery Schedule:  

	SOW Task#
	Deliverable Title
	CDRL/DID#
	Due Date
	**   

Copies
	Distr                                                           o
	Frequency and Remarks

	6.1.1

6.1.2
	Monthly Report
	MS Word
	Final -5 th day of each month 
	1
	TM,ATM
	One time Monthly

	6.2.6.3
	Meeting Reports
	
	As 

Required
	1
	TM, ATM
	As Required

	6.2.2.4
	Collection Management Plan
	MS Word
	Draft- 90 days after kickoff

Final-120 days after kickoff
	1
	TM, ATM
	As Required

	6.2.2.4

6.2.2.5
	Information Sharing Strategy
	MS Word
	Draft- 90 days after kickoff

Final-120 days after kickoff
	1
	TM, ATM
	As Required

	6.2.2.5
	Community Liaison Plan
	MS Word
	Draft- 90 days after kickoff

Final-120 days after kickoff
	1
	TM, ATM
	As Required

	6.2.2.1

6.2.2.3
	Product Dissemination Technology Solution
	MS Word
	Draft- 90 days after kickoff

Final-120 days after kickoff
	1
	TM, ATM
	As Required

	6.2.2.1

6.2.2.3
	Contact Database Tool
	MS Word
	Draft- 90 days after kickoff

Final-120 days after kickoff
	1
	TM, ATM
	As Required

	6.2.2.1

6.2.2.3
	Product Archival Solution
	MS Word
	Draft- 90 days after kickoff

Final-120 days after kickoff
	1
	TM, ATM
	As Required


*Standard Distribution:  1 copy of the transmittal letter without the deliverable to the Contracting Officer (KO/DITCO/DTS6) and 1 copy of the transmittal letter and the deliverable to the Primary TM and Alternate TM

**The Contractor shall provide all final document deliverables in soft copy and hard copy as specified below.  Daily, weekly, interim, informal deliverables and working-copy products required for on-going general support may be provided by email or disk, as arranged.  The Government may impose a maximum page limit on all deliverables, if it chooses.  Soft copy (three each deliverable):  Developed using the current DISANet version of Microsoft Word, PowerPoint and/or other DISA standard application software.  Provided on a 3” high-density floppy disk (if space permits) or CD-ROM.  If more than one deliverable is provided at the same time, deliverables may be included on the same disk or CD-ROM.  Hard copy (one each deliverable):  Typewritten on 8½” x 11” white paper, single-spaced, 12 pitch “Times New Roman” font, printed double-sided, format at the discretion of the contractor.  The contractor shall not use spiral binding or other binding that interferes with photocopying. 

10.0 Schedule.  The Contractor shall perform this task from the date of the fully executed Task Order (anticipated to be 15 November 2003 through 14 November 2004). 

11.0 Title of Documentation.  Not required for this Task Order. 

12.0 Government Provided Equipment/Office.  The contractor shall be given government space at a DHS facility and have the ability to work at offsite when required. Spaces may be utilized at the contractor’s facility with the concurrence of the Government.    The Contractor will require information technology support, within the Contractor’s facilities, from IAIP.  With prior government approval, the contractor will have the ability to purchase essential equipment and supplies to support the IMRD mission. These items will be the property of the U.S. Government and be purchased solely for the use of the supporting contractor.12.1 Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI):  The Government will furnish the contractor with the following equipment access in support of this task order:

Work space, with one unclassified and two classified DHS workstations

Containers for storage of documentation and references

Access to a photocopier

Access to printers (B/W and Color)

Access to a scanner

Access to a classified/unclassified telephone/fax

The Government will furnish information to assist the contractor in completing the tasks.  This will include, but not be limited to, copies of all relevant documentation pertaining to the DHS, and IMRD personnel contact information, and DHS and IAIP procedures.

13.0 DATA.  The Government has unlimited rights to all deliverables of this Task Order. 

14.0 Travel.  Contractor personnel are not authorized to travel on Government invitational travel orders.  Required travel will be identified to the greatest extent possible prior to requesting quotes from the contractors.  Travel will be funded by the requiring organization and identified as a separate line item on the task order.  All travel must be approved in advance by the COR(s).

15.0 Security Instructions.  This task requires a TOP SECRET security clearance with SCI access.  

15.1. Top Secret Clearance.  For the 12 month period of performance, the contractor must provide personnel cleared at a minimum to the U.S. Secret level.  Follow-on efforts beyond this initial trial period will require Top Secret Sensitive Compartmented Information (SCI) access.

15.2 The Government will provide cleared contractor personnel access to appropriate DHS facilities. The Government will provide the contractor escorted entry to controlled areas that are controlled beyond the level of access required by this task.  All contractor personnel should be capable of obtaining a TOP SECRET clearance with SCI access.  All contractor personnel shall wear badges or nameplates that identify the company or contractor for which they work while performing any work related activity on Government facilities.

16.0 Duty Hours.  Duty hours are normal Federal Government duty hours of 0800 – 1700, Monday through Friday.  However, IMRD covers a 14 hour day with an early day shift from 0600-1500, a day shift from 0800-1700, and a late shift from 1200-2000.  Additionally, contractors may be hired or tasked to augment the IMRD HSOC Watch Desk.  The IMRD Watch Desk is manned 24/7 with three 8 hours shifts; 0600-1430; 1400-2230; 2200-0630.

17.0 Essential Services.  Specific services under this task order are essential and some services are not for performance during crisis.  Contractors assigned to or augmenting the IMRD HSOC Watch Desk are considered essential.

18.0 Packaging, Packing, and Shipping. Refer to I-Assure contract.

19.0 Inspection and Acceptance: 
19.1 Acceptance criteria.  The Task Monitor (TM) and/or Alternate Task Monitor (ATM) will review all draft and final deliverables to ensure accuracy, functionality, completeness, professional quality, and overall compliance within the guidelines/requirements of the delivery order.  The contractor shall ensure the accuracy and completeness of all deliverables in accordance with referenced policy, regulations, laws, and directives.  Reports and presentations shall be concise and clearly written.  Errors, misleading or unclear statements, incomplete or irrelevant information, and/or excessive rhetoric, repetition, and “padding”, or excessive length if a page limit is imposed, shall be considered deficiencies and will be subject to correction by the contractor at no additional cost to the Government.  Unless otherwise indicated, the government will require 20 workdays to review and comment on deliverables.  If the deliverable does not meet the noted criteria, the Government will return it.

19.2 Rejection Procedures.  A rejected deliverable will be handled in the following manner:

- After notification that the deliverable did not meet the acceptance criteria the contractor shall resubmit updated/corrected version 10 workdays after receipt of government comments.

- Upon re-submission by the contractor the Government will reapply the same acceptance criteria. If the deliverable does not meet the acceptance criteria a second time the government might consider the contractor as having deficient performance with respect to the subject task.

20.0 Other Pertinent Information or Special Considerations: 

20.1 Identification of Possible Follow-on Work.  Upon the acceptable outcome of this task order, follow-on work would be a permanent IMRD support within the Information Management Branch and the Information Requirements Branch.  



20.2 Identification of Potential Conflicts of Interest (COI).  There have been no COI identified for this task order.

20.3 Identification of Non-Disclosure Requirements.  Some material will contain proprietary, sensitive, or classified data from various public or private sources.  All contractor personnel performing work for the IMRD Watch Desk function must sign non-disclosure agreements.

20.4 Intellectual Property Rights.  All specified draft and final deliverables become the property of NCS. The details of any and all security countermeasures that the contractor may develop under this contract, including software, will become the property of NCS. 

20.5 Manning. Duty Shift Work.  All Contractors assigned to the IMRD HSOC Watch Team shall perform work for 8 hours per day, 5 days per week, during the hours of 0600-1400, 1400-2200, and 2200-0600, Monday thru Sunday.  There will be occasions when other contractors from the Collections Management Team and the Product Development and Dissemination Teams will be assigned to the IMRD HSOC Watch Team. The IMRD HSOC Watch Team will have 5 people on duty at all times.  When not assigned to the IMRD HSOC Watch Team all contractors will cover a normal duty shift between the hours of 0700-1800, 8 hours per day, Monday thru Friday.

20.6 Travel.  The contractor should expect to incur minimal or no travel costs for this effort, as only limited local travel in the metropolitan Washington, D.C. area may be needed.

20.7 Estimated Cost.  The estimated cost for this 12 month effort is $13,663,000.

20.8 (PCII Modify – 4 May 04) Protected Critical Infrastructure Information 
CONTRACT MODIFICATION:

Non-Disclosure of Protected Critical Infrastructure Information

1. The parties have agreed to this contract modification to implement a Rule promulgating new regulations at Title 6 Code of Federal Regulations Section 29.8(c) to govern procedures for handling critical infrastructure information.  The regulations detailed in the Rule, which was effective upon publication pursuant to Section 808 of the Congressional Review Act, were promulgated pursuant to Title II, Section 214 of the Homeland Security Act of 2002, known as the “Critical Infrastructure Information Act of 2002” (CII Act).

2. The Contractor shall not request, obtain, maintain or use Protected CII without a prior written certification from the Protected CII Program Manager or a Protected CII Officer that conforms to the requirements of Section 29.8(c) of the regulations in the Rule.

3. The Contractor shall comply with all requirements of the Protected CII (PCII) Program set out in the CII Act, in the implementing regulations published in the Rule, and in the PCII Procedures Manual as they may be amended from time to time, and shall safeguard Protected CII in accordance with the procedures contained therein. 

4. The Contractor shall ensure that each of its employees, consultants, and subcontractors who work on the PCII Program have executed Non-Disclosure Agreements (NDAs) in a form prescribed by the PCII Program Manager.   The Contractor shall ensure that each of its employees, consultants and subcontractors has executed a NDA and agrees that none of its employees, consultants or sub-contractors will be given access to Protected CII without having previously executed a NDA.

        SOW DATED 08 JUN 04
‘I ASSURE’ TASK ORDER (TO) 

STATEMENT OF WORK (SOW)
as of 08 Jun 04
	Contract Number:
	(completed by KO at time of TO award)

	Order Number:
	(completed by KO at time of TO award)

	Tracking Number:
	00197.00

	Previous Order Number:
	Not Applicable

	Revision # / Date
	Rev 3 / 5 November 2003


4.0 Points of Contact


a. Primary Task Monitor (TM):
	Name:
	

	Organization:
	DHS/IAIP/IMRD

	Address:
	 Bldg 3, NAC, Washington, DC 

	Phone No.:
	

	Fax No.:
	

	Internet Address:
	



b. Alternate Task Monitor (ATM):
	Name:
	

	Organization:
	DHS/IAIP/IMRD

	Address:
	 Bldg 3, NAC, Washington, DC 

	Phone No.:
	

	Fax No.:
	

	Internet Address:
	


5.0 Order Title  INFORMATION MANAGEMENT AND REQUIREMENTS SUPPORT

6.0 Background
3.1  This Task Order (TO) Statement of Work (SOW) defines contractor support to provide technical advice and assistance services to the Information Management and Requirements Division (IMRD) within the Information Analysis Infrastructure Protection Directorate (IAIP) of the Department of Homeland Security (DHS).   Specifically in the area of technical and editorial writing, graphics design, information collections management, information process architecture development, information and product production, and information requirements analysis.  Each of these key areas represents a comprehensive and expert process requiring a dedicated staff for stability and continuity.  Anticipated increase in information requirements and product production combined with an exhaustive government personnel hiring process amplifies the need for this contractor activity.

 4.0  Objective:  The objective of this delivery order is for the contractor to perform a myriad of tasks in developing and implementing the plans and analysis outlined in the following paragraphs. 

Support shall be provided in the areas of information assurance analysis, document development, requirements development, to include recommendations for effective use and requirements for the watch, liaison with other public and private sector organizations, and other administrative support as required.

5.0 Scope:   The contractor shall comply with the appropriate approved DHS architectures, programs, standards and guidelines.  Specific services addressed in this SOW are:

Task Area 1:   Policy, Planning, Process, Program and Project Management Support, 

and

Task Area 3: Solution Fielding/Installation and Operations
6.0 Specific Tasks:

6.1 Task 1 - Contract-Level and TO Management 

6.1.1 Subtask 1 - Integration Management Control Planning. 

Provide the technical (task order level) and functional activities at the Contract Level needed for the Program Management of this SOW. Include productivity and management methods such as Quality Assurance, Progress/status reporting, and Program Reviews at the Contract and Task Order level.  Provide the centralized administrative, clerical, documentation and related functions.   

 6.1.2 Subtask 2 - TO Management. 

Prepare TO Management Plan describing the technical approach, organizational resources and management controls to be employed to meet the cost, performance and schedule requirements throughout TO execution. Provide a monthly status report monitoring the quality assurance, progress/status reporting, and program reviews applied to the TO.
6.2 Task 2 - Policy, Planning, Process, Program and Project Management Support

6.2.1 Subtask 1 – Project Management:  The Contractor shall provide the planning, direction, coordination, and control necessary to manage and accomplish all work contained in this SOW.   Specifically, the contractor shall provide all necessary policy, planning, process, program and project management support services to:

6.2.1.1 Product Development Team (10). This team consists of three analytical and technical writers, three graphic designers, one librarian, and three product development specialist.  The IMRD Technical Writing Staff will create and modify documentation; organize and translate information into clear written documentation; review and edit written documentation to improve clarity; communicate with DHS partners to support and identify audiences for submitted documents.  Provide "solution" documentation for problem resolution.  The technical writing staff will author, edit, and review communiqués using best practice technical writing techniques.  The technical writing staff will also manage the IMRD library.  The Graphic Designers (GD) creates interactive projects that include graphics, audio and video.  The GD creatively designs communication products for IMRD in a visual language.  The GD will do a variety of projects from designing web pages, brochures, catalogs, packaging, to organizing and formatting other printed documents for visual presentation. The GD works within the Technical Writing Staff.  

6.2.1.2 Product Review and Classification Team (3).  This team consists of one quality assurance (QA) specialist and two product classification specialists.  The QA specialist ensures products meet threshold, format and style standards.  Reviews product content in relation to previously released products to ensure a consistent message is being disseminated.  The product classification specialists work with legal council to ensure products are classified in accordance with all internal and external guidance and policy.  Ensures products are classified at the lowest possible level to facilitate dissemination to appropriate customers.

6.2.1.3  Product Dissemination Team (9).  This team disseminates, as appropriate, information analyzed internally within the Department, to other agencies of the Federal/State/Local Governments with responsibilities relating to homeland security, and to public/private sectors.  This team maintains the DHS library of products; ensuring the records are archived in accordance with all internal and external policies, manages DHS web pages on various websites (RISSNET, DHS Online, JRIES, etc.).  Additionally, they ensure products are posted, as appropriate and information is updated as required.  Works with the Design Team to develop state-of-the art web sites for DHS products.  

6.2.1.4 Information Collection Management Team (10).  This team will consist of a supervisor; Information Collection Manager (CM), five collections management specialists, and four information requirements analysts.  The contractors are responsible for the development of the collection management plan and system that will task collectors and coordinate the delivery of information to DHS.  This team has the primary responsibility to provide all-source collection management support to the Information Requirements (IR) Branch within IMRD.  The CM supports information requirements development, submission, and coordination through the approval/validation process.  The CM coordinates with the National Intelligence Community and across DHS sector, agencies, components, and disciplines regarding the submission and validation of National Intelligence and information requirements in support of DHS.  The CM prepares, submits, tracks, revises, and terminates DHS collection requirements.  The contractors analyze intelligence information system architectures, evaluates technological solutions to complex problems, developing doctrinally correct solutions, and providing recommendations. The contractors collaborate with all-source analysts to develop intelligence requirements and submit them through the IR Branch Chief for inclusion in the Requirements Management System (RMS).  In addition, the CM will work closely with the IR Branch Chief and DHS legal experts to negotiate use policies for data originating outside the division.

6.2.1.4.1. The collections management specialists will validate information requirements, implement/execute the collection management plan, and maintain the collection management system.  In addition, these individuals will support the initial development of this collection management plan by inventorying information sources internal and external to DHS, helping to define the data use policies for information originating outside the division, and establishing the collection management procedures for IMRD.

6.2.1.4.2.  The information requirements analyst will validate information requirements, develop a standing DHS operational, intelligence, and informational Request For Information (RFI) List, and assess what information resides within DHS that can be disseminated easily to customers.  Through the IMRD Director, the team will task internal DHS components for information needed by other DHS components, task intelligence community collectors, other government agencies, law enforcement, and the private sector for information needed by DHS components, and evaluate the information sent to DHS in response to the tasking.  In addition, these individuals will inventory information sources internal and external to DHS, helping to define the data use policies for information originating outside the division, and establishing the collection management procedures for IMRD.

6.2.1.5 Community Liaison Team (6). These six individuals will work and coordinate directly across sectors, agency, and component representatives within DHS.  They will identify customers’ information needs and transform them into information requirements and product requests.  Along with the Requirements Specialists, they will validate requests and assess the costs of developing the needed information.  It will be the responsibility of the community liaisons team to establish product expectations between the customers and the DHS producing components.  In addition, they will track information requests and delivery of final product from DHS components, evaluate final products for customer information requirement satisfaction, and provide feedback from customers to producers.

6.2.1.5.1 (IA-L Modify – 9 May 04) The Community Liaison Team (now the IA Liaison Division) requires three additional senior personnel with TS/SCI clearances who will represent IA mission requirements within three high priority stakeholder communities:  the Intelligence Community (1 each); International partners (1 each), and State County Local and Tribal Law Enforcement communities (1 each).  These individuals should be respected members of the respective stakeholder community who will proactively and continuously seek, develop, improve, and maintain relationships to enhance IA’s mission.  All liaison division members are working to extend the reach of the organization by developing information sharing relationships with our partners.  These individuals must have excellent communication skills and be able to interact at the most senior levels of organizations while pursuing activities on behalf of IA.  Additionally request one administrative specialist to work offsite and support the Community Liaison Team with travel coordination, and voucher preparation, and other administrative duties as required.
6.2.1.6 IMRD Homeland Security Operations Center (HSOC) Watch Team (20). This team consists of five information collection managers, five information collection specialists and ten product production specialists.  This team will be tasked organized with in the 24/7 Homeland Security Operations Center.  The IMRD HSOC Watch Team will establish and manage tools to assist the HSOC with processing time sensitive information requirements and products.  This team will develop and maintain information management and requirement procedures that are logical, respond to rapid and effective exchange of information, and effect timely preparation and dissemination.  The IMRD Watch Team will provide the HSOC with information collection management, information sharing and product production.

6.2.1.6.1 Function as IMRD Point-of-Contact during non-normal duty hours (0700-1800).  Outside normal duty hours, answer all calls forwarded from the main number (202) 282-8000.  Coordinate issues and contact the on-call IMRD government staff person, or other appropriate personnel, as needed.

6.2.1.6.2 Shift Summary Turn-over Report.  The contractor watch stander personnel shall maintain and provide to IMRD designated personnel and follow-on contractor watch-standers daily informal logs of activities on their shifts.

6.2.1.7 (PPO Modify – 5 May 04) Plans and Programs Support Team. This team provides support to the Information Analysis-Requirements (IA-R) Plans and Programs Office.  Specific support required is IT requirements development, Web engineering, Exercise Planning and Coordination, and Special Projects Support.

6.2.1.7.1 IT Requirements Development consist of documenting specific IT requirements for the IA-R, attending the IT Requirements Working Group, making recommendation to division senior leaders on IT tools and software, interfacing with other contracting and government IT professionals, and attending subject meetings.

6.2.1.7.2 Web Engineering support consist of developing web pages, web site content, making recommendations to division senior leaders on website development, interfacing with other contracting and government IT professionals, and attending subject meetings. 

6.2.1.7.3 Exercise Coordination/Planning Support consist of facilitating IA-R participation in all DHS exercises to include coordinating training, resources, documentation, scheduling, coordination with IA intelligence analyst and other DHS and interagency partners.  The Contractor shall facilitate integration of IA-R training requirements into DHS exercise and develop and maintain a 24-month exercise calendar to support planning and execution. 

6.2.1.7.4 Special Projects Support includes a wide variety of operationally focused tasks to include liaison duties to external interagency organizations such as the Terrorist Threat Integration Center or the FBI.  This support may include deployment in support of the IA-R mission to designated National Significant Security Events such as the Republican National Conference or to contingency locations in support of DHS exercises working extended hours.  The contractor may be tasked to surge personnel in support of special projects as not to affect the manpower resources required daily. 

 
6.2.2 Subtask 2 – Support Services

6.2.2.1 Research and Document Preparation.  

6.2.2.2 Set up conference bridges as needed to discuss ongoing issues 

6.2.2.3 Perform telephone/email contact as needed to alert IMRD participant representatives of urgent notifications.

6.2.2.4 Protection of Materials.  The contractor shall be responsible for organization and maintenance of all DHS documentation and support information and shall ensure that all materials are appropriately secured in facilities and containers provided by IMRD.

6.2.2.5 The contractor may be tasked to set up meetings, conferences, provide briefing support, and represent IMRD at meetings and conferences.  

6.3 Task 3 - Implementation.  Implementation of the deliverables will begin immediately after the final documents are reviewed and validated by the IMRD leadership and agreed to by the IA leadership.  Based on the breath and scope of each plan/strategy additional/less contractor support may be required at some point in time in the future.

7.0 Place of Performance.  Principal place of performance is the Department of Homeland Security, Nebraska Avenue Complex, Washington DC 20393.  There may be times when contractors are required to work at the GSA building at 7th and D St, Washington DC 20393 or perform duties while in TDY status.  Additionally, in the interim as DHS renovates their facilities contractors working with non-sensitive unclassified information may be asked to telecommute.

8.0 Period of Performance.  The period of performance for this tasking is one (1) year after task order award.

9.0 Deliverable/Delivery Schedule:  

	SOW Task#
	Deliverable Title
	CDRL/DID#
	Due Date
	**   

Copies
	Distr                                                           o
	Frequency and Remarks

	6.1.1

6.1.2
	Monthly Report
	MS Word
	Final -5 th day of each month 
	1
	TM,ATM
	One time Monthly

	6.2.6.3
	Meeting Reports
	
	As 

Required
	1
	TM, ATM
	As Required

	6.2.2.4
	Collection Management Plan
	MS Word
	Draft- 90 days after kickoff

Final-120 days after kickoff
	1
	TM, ATM
	As Required

	6.2.2.4

6.2.2.5
	Information Sharing Strategy
	MS Word
	Draft- 90 days after kickoff

Final-120 days after kickoff
	1
	TM, ATM
	As Required

	6.2.2.5
	Community Liaison Plan
	MS Word
	Draft- 90 days after kickoff

Final-120 days after kickoff
	1
	TM, ATM
	As Required

	6.2.2.1

6.2.2.3
	Product Dissemination Technology Solution
	MS Word
	Draft- 90 days after kickoff

Final-120 days after kickoff
	1
	TM, ATM
	As Required

	6.2.2.1

6.2.2.3
	Contact Database Tool
	MS Word
	Draft- 90 days after kickoff

Final-120 days after kickoff
	1
	TM, ATM
	As Required

	6.2.2.1

6.2.2.3
	Product Archival Solution
	MS Word
	Draft- 90 days after kickoff

Final-120 days after kickoff
	1
	TM, ATM
	As Required


*Standard Distribution:  1 copy of the transmittal letter without the deliverable to the Contracting Officer (KO/DITCO/DTS6) and 1 copy of the transmittal letter and the deliverable to the Primary TM and Alternate TM

**The Contractor shall provide all final document deliverables in soft copy and hard copy as specified below.  Daily, weekly, interim, informal deliverables and working-copy products required for on-going general support may be provided by email or disk, as arranged.  The Government may impose a maximum page limit on all deliverables, if it chooses.  Soft copy (three each deliverable):  Developed using the current DISANet version of Microsoft Word, PowerPoint and/or other DISA standard application software.  Provided on a 3” high-density floppy disk (if space permits) or CD-ROM.  If more than one deliverable is provided at the same time, deliverables may be included on the same disk or CD-ROM.  Hard copy (one each deliverable):  Typewritten on 8½” x 11” white paper, single-spaced, 12 pitch “Times New Roman” font, printed double-sided, format at the discretion of the contractor.  The contractor shall not use spiral binding or other binding that interferes with photocopying. 

10.0 Schedule.  The Contractor shall perform this task from the date of the fully executed Task Order (anticipated to be 15 November 2003 through 14 November 2004). 

11.0 Title of Documentation.  Not required for this Task Order. 

12.0 Government Provided Equipment/Office.  The contractor shall be given government space at a DHS facility and have the ability to work at offsite when required. Spaces may be utilized at the contractor’s facility with the concurrence of the Government.    The Contractor will require information technology support, within the Contractor’s facilities, from IAIP.  With prior government approval, the contractor will have the ability to purchase essential equipment and supplies to support the IMRD mission. These items will be the property of the U.S. Government and be purchased solely for the use of the supporting contractor.

12.1 Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI):  The Government will furnish the contractor with the following equipment access in support of this task order:

Work space, with one unclassified and two classified DHS workstations

Containers for storage of documentation and references

Access to a photocopier

Access to printers (B/W and Color)

Access to a scanner

Access to a classified/unclassified telephone/fax

The Government will furnish information to assist the contractor in completing the tasks.  This will include, but not be limited to, copies of all relevant documentation pertaining to the DHS, and IMRD personnel contact information, and DHS and IAIP procedures.

13.0 DATA.  The Government has unlimited rights to all deliverables of this Task Order. 

14.0 Travel.  Contractor personnel are not authorized to travel on Government invitational travel orders.  Required travel will be identified to the greatest extent possible prior to requesting quotes from the contractors.  Travel will be funded by the requiring organization and identified as a separate line item on the task order.  All travel must be approved in advance by the COR(s).

15.0 Security Instructions.  This task requires a TOP SECRET security clearance with SCI access.  

15.1. Top Secret Clearance.  For the 12 month period of performance, the contractor must provide personnel cleared at a minimum to the U.S. Secret level.  Follow-on efforts beyond this initial trial period will require Top Secret Sensitive Compartmented Information (SCI) access.

15.2 The Government will provide cleared contractor personnel access to appropriate DHS facilities. The Government will provide the contractor escorted entry to controlled areas that are controlled beyond the level of access required by this task.  All contractor personnel should be capable of obtaining a TOP SECRET clearance with SCI access.  All contractor personnel shall wear badges or nameplates that identify the company or contractor for which they work while performing any work related activity on Government facilities.

16.0 Duty Hours.  Duty hours are normal Federal Government duty hours of 0800 – 1700, Monday through Friday.  However, IMRD covers a 14 hour day with an early day shift from 0600-1500, a day shift from 0800-1700, and a late shift from 1200-2000.  Additionally, contractors may be hired or tasked to augment the IMRD HSOC Watch Desk.  The IMRD Watch Desk is manned 24/7 with three 8 hours shifts; 0600-1430; 1400-2230; 2200-0630.

17.0 Essential Services.  Specific services under this task order are essential and some services are not for performance during crisis.  Contractors assigned to or augmenting the IMRD HSOC Watch Desk are considered essential.

18.0 Packaging, Packing, and Shipping. Refer to I-Assure contract.

19.0 Inspection and Acceptance: 
19.1 Acceptance criteria.  The Task Monitor (TM) and/or Alternate Task Monitor (ATM) will review all draft and final deliverables to ensure accuracy, functionality, completeness, professional quality, and overall compliance within the guidelines/requirements of the delivery order.  The contractor shall ensure the accuracy and completeness of all deliverables in accordance with referenced policy, regulations, laws, and directives.  Reports and presentations shall be concise and clearly written.  Errors, misleading or unclear statements, incomplete or irrelevant information, and/or excessive rhetoric, repetition, and “padding”, or excessive length if a page limit is imposed, shall be considered deficiencies and will be subject to correction by the contractor at no additional cost to the Government.  Unless otherwise indicated, the government will require 20 workdays to review and comment on deliverables.  If the deliverable does not meet the noted criteria, the Government will return it.

19.2 Rejection Procedures.  A rejected deliverable will be handled in the following manner:

- After notification that the deliverable did not meet the acceptance criteria the contractor shall resubmit updated/corrected version 10 workdays after receipt of government comments.

- Upon re-submission by the contractor the Government will reapply the same acceptance criteria. If the deliverable does not meet the acceptance criteria a second time the government might consider the contractor as having deficient performance with respect to the subject task.

20.0 Other Pertinent Information or Special Considerations: 

20.1 Identification of Possible Follow-on Work.  Upon the acceptable outcome of this task order, follow-on work would be a permanent IMRD support within the Information Management Branch and the Information Requirements Branch.  



20.2 Identification of Potential Conflicts of Interest (COI).  There have been no COI identified for this task order.

20.3 Identification of Non-Disclosure Requirements.  Some material will contain proprietary, sensitive, or classified data from various public or private sources.  All contractor personnel performing work for the IMRD Watch Desk function must sign non-disclosure agreements.

20.4 Intellectual Property Rights.  All specified draft and final deliverables become the property of NCS. The details of any and all security countermeasures that the contractor may develop under this contract, including software, will become the property of NCS. 

20.5 Manning. Duty Shift Work.  All Contractors assigned to the IMRD HSOC Watch Team shall perform work for 8 hours per day, 5 days per week, during the hours of 0600-1400, 1400-2200, and 2200-0600, Monday thru Sunday.  There will be occasions when other contractors from the Collections Management Team and the Product Development and Dissemination Teams will be assigned to the IMRD HSOC Watch Team. The IMRD HSOC Watch Team will have 5 people on duty at all times.  When not assigned to the IMRD HSOC Watch Team all contractors will cover a normal duty shift between the hours of 0700-1800, 8 hours per day, Monday thru Friday.

20.6 Travel.  The contractor should expect to incur minimal or no travel costs for this effort, as only limited local travel in the metropolitan Washington, D.C. area may be needed.

20.7 Estimated Cost.  The estimated cost for this 12 month effort is $13,663,000.

20.8 Non-Disclosure of Protected Critical Infrastructure Information

The parties have agreed to this contract modification to implement an interim rule promulgating new regulations at Title 6 Code of Federal Regulations Section 29.8 © to govern procedures for handling critical infrastructure information.  The regulations detailed in the interim rule, which was effective upon publication pursuant to Section 808 of the Congressional Review Act, were promulgated pursuant to Title II, Section 214 of the Homeland Security Act of 2002, known as the “Critical Infrastructure Information Act of 2002” (CII Act).

The Contractor shall not request, obtain, maintain or use Protected CII without a prior written certification from the Protected CII Program Manager or a Protected CII Officer that conforms to the requirements of Section 29.8(c) of the regulations in the Interim Rule.

The Contractor shall comply with all requirements of the Protected CII (PCII) Program set out in the CII Act, in the implementing regulations published in the Interim Rule, and in the PCII Procedures Manual as they may be amended from time to time, and shall safeguard Protected CII in accordance with the procedures contained therein. 

5. The Contractor shall ensure that each of its employees, consultants, and subcontractors who work on the PCII Program have executed Non-Disclosure Agreements (NDAs) in a form prescribed by the PCII Program Manager.   The Contractor shall ensure that each of its employees, consultants and subcontractors has executed a NDA and agrees that none of its employees, consultants or sub-contractors will be given access to Protected CII 3 without having previously executed a NDA.
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8.0 Order Title  INFORMATION MANAGEMENT AND REQUIREMENTS SUPPORT

9.0 Background
3.1  This Task Order (TO) Statement of Work (SOW) defines contractor support to provide technical advice and assistance services to the Information Management and Requirements Division (IMRD) within the Information Analysis Infrastructure Protection Directorate (IAIP) of the Department of Homeland Security (DHS).   Specifically in the area of technical and editorial writing, graphics design, information collections management, information process architecture development, information and product production, and information requirements analysis.  Each of these key areas represents a comprehensive and expert process requiring a dedicated staff for stability and continuity.  Anticipated increase in information requirements and product production combined with an exhaustive government personnel hiring process amplifies the need for this contractor activity.

 4.0  Objective:  The objective of this delivery order is for the contractor to perform a myriad of tasks in developing and implementing the plans and analysis outlined in the following paragraphs. 

Support shall be provided in the areas of information assurance analysis, document development, requirements development, to include recommendations for effective use and requirements for the watch, liaison with other public and private sector organizations, and other administrative support as required.

5.0 Scope:   The contractor shall comply with the appropriate approved DHS architectures, programs, standards and guidelines.  Specific services addressed in this SOW are:

Task Area 1:   Policy, Planning, Process, Program and Project Management Support, 

and

Task Area 3: Solution Fielding/Installation and Operations
6.0 Specific Tasks:

6.1 Task 1 - Contract-Level and TO Management 

6.1.1 Subtask 1 - Integration Management Control Planning. 

Provide the technical (task order level) and functional activities at the Contract Level needed for the Program Management of this SOW. Include productivity and management methods such as Quality Assurance, Progress/status reporting, and Program Reviews at the Contract and Task Order level.  Provide the centralized administrative, clerical, documentation and related functions.   

 6.1.2 Subtask 2 - TO Management. 

Prepare TO Management Plan describing the technical approach, organizational resources and management controls to be employed to meet the cost, performance and schedule requirements throughout TO execution. Provide a monthly status report monitoring the quality assurance, progress/status reporting, and program reviews applied to the TO.
6.2 Task 2 - Policy, Planning, Process, Program and Project Management Support

6.2.1 Subtask 1 – Project Management:  The Contractor shall provide the planning, direction, coordination, and control necessary to manage and accomplish all work contained in this SOW.   Specifically, the contractor shall provide all necessary policy, planning, process, program and project management support services to:

6.2.2.1 Product Development Team (10). This team consists of three analytical and technical writers, three graphic designers, one librarian, and three product development specialist.  The IMRD Technical Writing Staff will create and modify documentation; organize and translate information into clear written documentation; review and edit written documentation to improve clarity; communicate with DHS partners to support and identify audiences for submitted documents.  Provide "solution" documentation for problem resolution.  The technical writing staff will author, edit, and review communiqués using best practice technical writing techniques.  The technical writing staff will also manage the IMRD library.  The Graphic Designers (GD) creates interactive projects that include graphics, audio and video.  The GD creatively designs communication products for IMRD in a visual language.  The GD will do a variety of projects from designing web pages, brochures, catalogs, packaging, to organizing and formatting other printed documents for visual presentation. The GD works within the Technical Writing Staff.  

6.2.2.2 Product Review and Classification Team (3).  This team consists of one quality assurance (QA) specialist and two product classification specialists.  The QA specialist ensures products meet threshold, format and style standards.  Reviews product content in relation to previously released products to ensure a consistent message is being disseminated.  The product classification specialists work with legal council to ensure products are classified in accordance with all internal and external guidance and policy.  Ensures products are classified at the lowest possible level to facilitate dissemination to appropriate customers.

6.2.2.3  Product Dissemination Team (9).  This team disseminates, as appropriate, information analyzed internally within the Department, to other agencies of the Federal/State/Local Governments with responsibilities relating to homeland security, and to public/private sectors.  This team maintains the DHS library of products; ensuring the records are archived in accordance with all internal and external policies, manages DHS web pages on various websites (RISSNET, DHS Online, JRIES, etc.).  Additionally, they ensure products are posted, as appropriate and information is updated as required.  Works with the Design Team to develop state-of-the art web sites for DHS products.  

6.2.2.4 Information Collection Management Team (10).  This team will consist of a supervisor; Information Collection Manager (CM), five collections management specialists, and four information requirements analysts.  The contractors are responsible for the development of the collection management plan and system that will task collectors and coordinate the delivery of information to DHS.  This team has the primary responsibility to provide all-source collection management support to the Information Requirements (IR) Branch within IMRD.  The CM supports information requirements development, submission, and coordination through the approval/validation process.  The CM coordinates with the National Intelligence Community and across DHS sector, agencies, components, and disciplines regarding the submission and validation of National Intelligence and information requirements in support of DHS.  The CM prepares, submits, tracks, revises, and terminates DHS collection requirements.  The contractors analyze intelligence information system architectures, evaluates technological solutions to complex problems, developing doctrinally correct solutions, and providing recommendations. The contractors collaborate with all-source analysts to develop intelligence requirements and submit them through the IR Branch Chief for inclusion in the Requirements Management System (RMS).  In addition, the CM will work closely with the IR Branch Chief and DHS legal experts to negotiate use policies for data originating outside the division.

6.2.2.4.1. The collections management specialists will validate information requirements, implement/execute the collection management plan, and maintain the collection management system.  In addition, these individuals will support the initial development of this collection management plan by inventorying information sources internal and external to DHS, helping to define the data use policies for information originating outside the division, and establishing the collection management procedures for IMRD.

6.2.2.4.2.  The information requirements analyst will validate information requirements, develop a standing DHS operational, intelligence, and informational Request For Information (RFI) List, and assess what information resides within DHS that can be disseminated easily to customers.  Through the IMRD Director, the team will task internal DHS components for information needed by other DHS components, task intelligence community collectors, other government agencies, law enforcement, and the private sector for information needed by DHS components, and evaluate the information sent to DHS in response to the tasking.  In addition, these individuals will inventory information sources internal and external to DHS, helping to define the data use policies for information originating outside the division, and establishing the collection management procedures for IMRD.

6.2.2.5 Community Liaison Team (6). These six individuals will work and coordinate directly across sectors, agency, and component representatives within DHS.  They will identify customers’ information needs and transform them into information requirements and product requests.  Along with the Requirements Specialists, they will validate requests and assess the costs of developing the needed information.  It will be the responsibility of the community liaisons team to establish product expectations between the customers and the DHS producing components.  In addition, they will track information requests and delivery of final product from DHS components, evaluate final products for customer information requirement satisfaction, and provide feedback from customers to producers.

6.2.2.6 IMRD Homeland Security Operations Center (HSOC) Watch Team (20). This team consists of five information collection managers, five information collection specialists and ten product production specialists.  This team will be tasked organized with in the 24/7 Homeland Security Operations Center.  The IMRD HSOC Watch Team will establish and manage tools to assist the HSOC with processing time sensitive information requirements and products.  This team will develop and maintain information management and requirement procedures that are logical, respond to rapid and effective exchange of information, and effect timely preparation and dissemination.  The IMRD Watch Team will provide the HSOC with information collection management, information sharing and product production.

6.2.2.6.1 Function as IMRD Point-of-Contact during non-normal duty hours (0700-1800).  Outside normal duty hours, answer all calls forwarded from the main number (202) 282-8000.  Coordinate issues and contact the on-call IMRD government staff person, or other appropriate personnel, as needed.

6.2.2.6.2 Shift Summary Turn-over Report.  The contractor watch stander personnel shall maintain and provide to IMRD designated personnel and follow-on contractor watch-standers daily informal logs of activities on their shifts.

6.3.2 Subtask 2 – Support Services

6.3.2.1 Research and Document Preparation.  

6.3.2.2 Set up conference bridges as needed to discuss ongoing issues 

6.3.2.3 Perform telephone/email contact as needed to alert IMRD participant representatives of urgent notifications.

6.2.6.2 Protection of Materials.  The contractor shall be responsible for organization and maintenance of all DHS documentation and support information and shall ensure that all materials are appropriately secured in facilities and containers provided by IMRD.

6.2.6.3 The contractor may be tasked to set up meetings, conferences, provide briefing support, and represent IMRD at meetings and conferences.  

6.3 Task 3 - Implementation.  Implementation of the deliverables will begin immediately after the final documents are reviewed and validated by the IMRD leadership and agreed to by the IA leadership.  Based on the breath and scope of each plan/strategy additional/less contractor support may be required at some point in time in the future.

7.0 Place of Performance.  Principal place of performance is the Department of Homeland Security, Nebraska Avenue Complex, Washington DC 20393.  There may be times when contractors are required to work at the GSA building at 7th and D St, Washington DC 20393 or perform duties while in TDY status.  Additionally, in the interim as DHS renovates their facilities contractors working with non-sensitive unclassified information may be asked to telecommute.

8.0 Period of Performance.  The period of performance for this tasking is one (1) year after task order award.

9.0 Deliverable/Delivery Schedule:  

	SOW Task#
	Deliverable Title
	CDRL/DID#
	Due Date
	**   

Copies
	Distr                                                           o
	Frequency and Remarks

	6.1.1

6.1.2
	Monthly Report
	MS Word
	Final -5 th day of each month 
	1
	TM,ATM
	One time Monthly

	6.2.6.3
	Meeting Reports
	
	As 

Required
	1
	TM, ATM
	As Required

	6.2.2.4
	Collection Management Plan
	MS Word
	Draft- 90 days after kickoff

Final-120 days after kickoff
	1
	TM, ATM
	As Required

	6.2.2.4

6.2.2.5
	Information Sharing Strategy
	MS Word
	Draft- 90 days after kickoff

Final-120 days after kickoff
	1
	TM, ATM
	As Required

	6.2.2.5
	Community Liaison Plan
	MS Word
	Draft- 90 days after kickoff

Final-120 days after kickoff
	1
	TM, ATM
	As Required

	6.2.2.1

6.2.2.3
	Product Dissemination Technology Solution
	MS Word
	Draft- 90 days after kickoff

Final-120 days after kickoff
	1
	TM, ATM
	As Required

	6.2.2.1

6.2.2.3
	Contact Database Tool
	MS Word
	Draft- 90 days after kickoff

Final-120 days after kickoff
	1
	TM, ATM
	As Required

	6.2.2.1

6.2.2.3
	Product Archival Solution
	MS Word
	Draft- 90 days after kickoff

Final-120 days after kickoff
	1
	TM, ATM
	As Required


*Standard Distribution:  1 copy of the transmittal letter without the deliverable to the Contracting Officer (KO/DITCO/DTS6) and 1 copy of the transmittal letter and the deliverable to the Primary TM and Alternate TM

**The Contractor shall provide all final document deliverables in soft copy and hard copy as specified below.  Daily, weekly, interim, informal deliverables and working-copy products required for on-going general support may be provided by email or disk, as arranged.  The Government may impose a maximum page limit on all deliverables, if it chooses.  Soft copy (three each deliverable):  Developed using the current DISANet version of Microsoft Word, PowerPoint and/or other DISA standard application software.  Provided on a 3” high-density floppy disk (if space permits) or CD-ROM.  If more than one deliverable is provided at the same time, deliverables may be included on the same disk or CD-ROM.  Hard copy (one each deliverable):  Typewritten on 8½” x 11” white paper, single-spaced, 12 pitch “Times New Roman” font, printed double-sided, format at the discretion of the contractor.  The contractor shall not use spiral binding or other binding that interferes with photocopying. 

10.0 Schedule.  The Contractor shall perform this task from the date of the fully executed Task Order (anticipated to be 15 November 2003 through 14 November 2004). 

11.0 Title of Documentation.  Not required for this Task Order. 

12.0 Government Provided Equipment/Office.  The contractor shall be given government space at a DHS facility and have the ability to work at offsite when required. Spaces may be utilized at the contractor’s facility with the concurrence of the Government.    The Contractor will require information technology support, within the Contractor’s facilities, from IAIP.  With prior government approval, the contractor will have the ability to purchase essential equipment and supplies to support the IMRD mission. These items will be the property of the U.S. Government and be purchased solely for the use of the supporting contractor.12.1 Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI):  The Government will furnish the contractor with the following equipment access in support of this task order:

Work space, with one unclassified and two classified DHS workstations

Containers for storage of documentation and references

Access to a photocopier

Access to printers (B/W and Color)

Access to a scanner

Access to a classified/unclassified telephone/fax

The Government will furnish information to assist the contractor in completing the tasks.  This will include, but not be limited to, copies of all relevant documentation pertaining to the DHS, and IMRD personnel contact information, and DHS and IAIP procedures.

13.0 DATA.  The Government has unlimited rights to all deliverables of this Task Order. 

14.0 Travel.  Contractor personnel are not authorized to travel on Government invitational travel orders.  Required travel will be identified to the greatest extent possible prior to requesting quotes from the contractors.  Travel will be funded by the requiring organization and identified as a separate line item on the task order.  All travel must be approved in advance by the COR(s).

15.0 Security Instructions.  This task requires a TOP SECRET security clearance with SCI access.  

15.1. Top Secret Clearance.  For the 12 month period of performance, the contractor must provide personnel cleared at a minimum to the U.S. Secret level.  Follow-on efforts beyond this initial trial period will require Top Secret Sensitive Compartmented Information (SCI) access.

15.2 The Government will provide cleared contractor personnel access to appropriate DHS facilities. The Government will provide the contractor escorted entry to controlled areas that are controlled beyond the level of access required by this task.  All contractor personnel should be capable of obtaining a TOP SECRET clearance with SCI access.  All contractor personnel shall wear badges or nameplates that identify the company or contractor for which they work while performing any work related activity on Government facilities.

15.3 SECURITY REQUIREMENTS
 
 

GENERAL
The Department of Homeland Security (DHS) has determined that performance of this contract requires that the Contractor, subcontractor(s), vendor(s), etc. (herein known as Contractor), requires access to classified National Security Information (herein known as classified information) and sensitive but unclassified (SBU) information. Classified information is Government information which requires protection in accordance with Executive Order 12958, Classified National Security Information, and supplementing directives.  SBU is unclassified information for official use only. Contractor employees that do not have a security clearance and require access to SBU information will be given a suitability determination.  *Please see below the requirements for suitability determination outlined in the security language for SBU contracts.
 

The Contractor will abide by the requirements set forth in the DD Form 254, Contract Security Classification Specification, included in the contract, and the National Industrial Security Program Operating Manual (NISPOM) for the protection of classified information at its cleared facility, if applicable, as directed by the Defense Security Service.  If the Contractor has access to classified information at a DHS or other Government Facility, it will abide by the requirements set by the agency.

 

EMPLOYMENT ELIGIBILITY
The Contractor must agree that each employee working on this contract will have a Social Security Card issued and approved by the Social Security Administration.  The Contractor shall be responsible to the Government for acts and omissions of his own employees and for any Subcontractor(s) and their employees.

 

Subject to existing law, regulations and/ or other provisions of this contract, illegal or undocumented aliens will not be employed by the Contractor, or with this contract.  The Contractor will ensure that this provision is expressly incorporated into any and all Subcontracts or subordinate agreements issued in support of this contract.

 

CONTINUED ELIGIBILITY 
DHS reserves the right and prerogative to deny and/ or restrict the facility and information access of any Contractor employee whom DHS determines to present a risk of compromising sensitive Government information to which he or she would have access under this contract.

 

The Contractor will report any adverse information coming to their attention concerning contract employees under the contract to DHS’ Security Office.  Reports based on rumor or innuendo should not be made.  The subsequent termination of employment of an employee does not obviate the requirement to submit this report.  The report shall include the employees’ name and social security number, along with the adverse information being reported.

 

The Security Office must be notified of all terminations/ resignations within five days of occurrence.  The Contractor will return any expired DHS issued identification cards and building passes, or those of terminated employees to the COTR.  If an identification card or building pass is not available to be returned, a report must be submitted to the COTR, referencing the pass or card number, name of individual to whom issued, the last known location and disposition of the pass or card.

 

*SUITABILITY DETERMINATION
DHS shall have and exercise full control over granting, denying, withholding or terminating unescorted government facility and/or sensitive Government information access for Contractor employees, based upon the results of a background investigation. DHS may, as it deems appropriate, authorize and make a favorable entry on duty  (EOD) decision based on preliminary security checks.  The favorable EOD decision would allow the employees to commence work temporarily prior to the completion of the full investigation.  The granting of a favorable EOD decision shall not be considered as assurance that a full employment suitability authorization will follow as a result thereof. The granting of a favorable EOD decision or a full employment suitability determination shall in no way prevent, preclude, or bar the withdrawal or termination of any such access by DHS, at any time during the term of the contract.  No employee of the Contractor shall be allowed unescorted access to a Government facility without a favorable EOD decision or suitability determination by the Security Office.  Contract employees assigned to the contract not needing access to sensitive DHS information or recurring access to DHS’ facilities will not be subject to security suitability screening.

 

Contract employees awaiting an EOD decision may begin work on the contract provided they do not access sensitive Government information.  Limited access to Government buildings is allowable prior to the EOD decision if the contractor is escorted by a Government employee.  This limited access is to allow contractors to attend briefings, non-recurring meetings and begin transition work.

 

 

BACKGROUND INVESTIGATIONS
Contract employees (to include applicants, temporaries, part-time and replacement employees) under the contract, needing access to sensitive information, shall undergo a position sensitivity analysis based on the duties each individual will perform on the contract.  The results of the position sensitivity analysis shall identify the appropriate background investigation to be conducted.  All background investigations will be processed through the Security Office.  Prospective Contractor employees shall submit the following completed forms to the Security Office through the COTR no less than 30 days before the starting date of the contract or 30 days prior to entry on duty of any employees, whether a replacement, addition, subcontractor employee, or vendor:

 

 

 

1.                  Standard Form 85P, “Questionnaire for Public Trust Positions” 

 
2.                  FD Form 258, “Fingerprint Card”  (2 copies)
 
3.                  Conditional Access to Sensitive But Unclassified Information

            Non-Disclosure Agreement

 

4.         Disclosure and Authorization Pertaining to Consumer Reports

            Pursuant to the Fair Credit Reporting Act

 
 
Required forms will be provided by DHS at the time of award of the contract.  Only complete packages will be accepted by the Security Office.  Specific instructions on submission of packages will be provided upon award of the contract.

 

Be advised that unless an applicant requiring access to sensitive information has resided in the US for three of the past five years, the Government may not be able to complete a satisfactory background investigation.  In such cases, DHS retains the right to deem an applicant as ineligible due to insufficient background information.

 

The use of Non-U.S. citizens, including Lawful Permanent Residents (LPRs), is not permitted in the performance of this contract for any position that involves access to or development of any DHS IT system.  DHS will consider only U.S. Citizens and LPRs for employment on this contract.  DHS will not approve LPRs for employment on this contract in any position that requires the LPR to access or assist in the development, operation, management or maintenance of DHS IT systems.  By signing this contract, the contractor agrees to this restriction.  In those instances where other non-IT requirements contained in the contract can be met by using LPRs, those requirements shall be clearly described.

 

CONTINUED ELIGIBILITY 
If a prospective employee is found to be ineligible for access to Government facilities or information, the COTR will advise the Contractor that the employee shall not continue to work or to be assigned to work under the contract.

 

The Security Office may require drug screening for probable cause at any time and/ or when the contractor independently identifies, circumstances where probable cause exists.

 

The Contractor will report any adverse information coming to their attention concerning contract employees under the contract to DHS’ Security Office.  Reports based on rumor or innuendo should not be made.  The subsequent termination of employment of an employee does not obviate the requirement to submit this report.  The report shall include the employees’ name and social security number, along with the adverse information being reported.

 

The Security Office must be notified of all terminations/ resignations within five days of occurrence.  The Contractor will return any expired DHS issued identification cards and building passes, or those of terminated employees to the COTR.  If an identification card or building pass is not available to be returned, a report must be submitted to the COTR, referencing the pass or card number, name of individual to whom issued, the last known location and disposition of the pass or card.

 

EMPLOYMENT ELIGIBILITY
The Contractor must agree that each employee working on this contract will have a Social Security Card issued and approved by the Social Security Administration.  The Contractor shall be responsible to the Government for acts and omissions of his own employees and for any Subcontractor(s) and their employees.

 

Subject to existing law, regulations and/ or other provisions of this contract, illegal or undocumented aliens will not be employed by the Contractor, or with this contract.  The Contractor will ensure that this provision is expressly incorporated into any and all Subcontracts or subordinate agreements issued in support of this contract.

 

SECURITY MANAGEMENT
The Contractor shall appoint a senior official to act as the Corporate Security Officer.  The individual will interface with the Security Office through the COTR on all security matters, to include physical, personnel, and protection of all Government information and data accessed by the Contractor.

 

The COTR and the Security Office shall have the right to inspect the procedures, methods, and facilities utilized by the Contractor in complying with the security requirements under this contract.  Should the COTR determine that the Contractor is not complying with the security requirements of this contract, the Contractor will be informed in writing by the Contracting Officer of the proper action to be taken in order to effect compliance with such requirements.

 

The following computer security requirements apply to both Department of Homeland Security (DHS) operations and to the former Immigration and Naturalization Service operations (FINS).  These entities are hereafter referred to as the Department.

 

INFORMATION TECHNOLOGY SECURITY CLEARANCE
When sensitive government information is processed on Department telecommunications and automated information systems, the Contractor agrees to provide for the administrative control of sensitive data being processed and to adhere to the procedures governing such data as outlined in DHS IT Security Program Publication DHS MD 4300.Pub..  Contractor personnel must have favorably adjudicated background investigations commensurate with the defined sensitivity level.

Contractors who fail to comply with Department security policy are subject to having their access to Department IT systems and facilities terminated, whether or not the failure results in criminal prosecution.  Any person who improperly discloses sensitive information is subject to criminal and civil penalties and sanctions under a variety of laws (e.g., Privacy Act).

 

INFORMATION TECHNOLOGY SECURITY TRAINING AND OVERSIGHT
All contractor employees using Department automated systems or processing Department sensitive data will be required to receive Security Awareness Training.  This training will be provided by the appropriate component agency of DHS.  

 

Contractors who are involved with management, use, or operation of any IT systems that handle sensitive information within or under the supervision of the Department, shall receive periodic training at least annually in security awareness and accepted security practices and systems rules of behavior.  Department contractors, with significant security responsibilities, shall receive specialized training specific to their security responsibilities annually.  The level of training shall be commensurate with the individual’s duties and responsibilities and is intended to promote a consistent understanding of the principles and concepts of telecommunications and IT systems security.

 

All personnel who access Department information systems will be continually evaluated while performing these duties.  Supervisors should be aware of any unusual or inappropriate behavior by personnel accessing systems.  Any unauthorized access, sharing of passwords, or other questionable security procedures should be reported to the local Security Office or Information System Security Officer (ISSO)

 
 
16.0 Duty Hours.  Duty hours are normal Federal Government duty hours of 0800 – 1700, Monday through Friday.  However, IMRD covers a 14 hour day with an early day shift from 0600-1500, a day shift from 0800-1700, and a late shift from 1200-2000.  Additionally, contractors may be hired or tasked to augment the IMRD HSOC Watch Desk.  The IMRD Watch Desk is manned 24/7 with three 8 hours shifts; 0600-1430; 1400-2230; 2200-0630.

17.0 Essential Services.  Specific services under this task order are essential and some services are not for performance during crisis.  Contractors assigned to or augmenting the IMRD HSOC Watch Desk are considered essential.

18.0 Packaging, Packing, and Shipping. Refer to I-Assure contract.

19.0 Inspection and Acceptance: 
19.1 Acceptance criteria.  The Task Monitor (TM) and/or Alternate Task Monitor (ATM) will review all draft and final deliverables to ensure accuracy, functionality, completeness, professional quality, and overall compliance within the guidelines/requirements of the delivery order.  The contractor shall ensure the accuracy and completeness of all deliverables in accordance with referenced policy, regulations, laws, and directives.  Reports and presentations shall be concise and clearly written.  Errors, misleading or unclear statements, incomplete or irrelevant information, and/or excessive rhetoric, repetition, and “padding”, or excessive length if a page limit is imposed, shall be considered deficiencies and will be subject to correction by the contractor at no additional cost to the Government.  Unless otherwise indicated, the government will require 20 workdays to review and comment on deliverables.  If the deliverable does not meet the noted criteria, the Government will return it.

19.2 Rejection Procedures.  A rejected deliverable will be handled in the following manner:

- After notification that the deliverable did not meet the acceptance criteria the contractor shall resubmit updated/corrected version 10 workdays after receipt of government comments.

- Upon re-submission by the contractor the Government will reapply the same acceptance criteria. If the deliverable does not meet the acceptance criteria a second time the government might consider the contractor as having deficient performance with respect to the subject task.

20.0 Other Pertinent Information or Special Considerations: 

20.1 Identification of Possible Follow-on Work.  Upon the acceptable outcome of this task order, follow-on work would be a permanent IMRD support within the Information Management Branch and the Information Requirements Branch.  



20.2 Identification of Potential Conflicts of Interest (COI).  There have been no COI identified for this task order.

20.3 Identification of Non-Disclosure Requirements.  Some material will contain proprietary, sensitive, or classified data from various public or private sources.  All contractor personnel performing work for the IMRD Watch Desk function must sign non-disclosure agreements.

20.4 Intellectual Property Rights.  All specified draft and final deliverables become the property of NCS. The details of any and all security countermeasures that the contractor may develop under this contract, including software, will become the property of NCS. 

20.5 Manning. Duty Shift Work.  All Contractors assigned to the IMRD HSOC Watch Team shall perform work for 8 hours per day, 5 days per week, during the hours of 0600-1400, 1400-2200, and 2200-0600, Monday thru Sunday.  There will be occasions when other contractors from the Collections Management Team and the Product Development and Dissemination Teams will be assigned to the IMRD HSOC Watch Team. The IMRD HSOC Watch Team will have 5 people on duty at all times.  When not assigned to the IMRD HSOC Watch Team all contractors will cover a normal duty shift between the hours of 0700-1800, 8 hours per day, Monday thru Friday.

20.6 Travel.  The contractor should expect to incur minimal or no travel costs for this effort, as only limited local travel in the metropolitan Washington, D.C. area may be needed.

20.7 Estimated Cost.  The estimated cost for this 12 month effort is $13,663,000.

20.8 Non-Disclosure of Protected Critical Infrastructure Information

The parties have agreed to this contract modification to implement an interim rule promulgating new regulations at Title 6 Code of Federal Regulations Section 29.8 © to govern procedures for handling critical infrastructure information.  The regulations detailed in the interim rule, which was effective upon publication pursuant to Section 808 of the Congressional Review Act, were promulgated pursuant to Title II, Section 214 of the Homeland Security Act of 2002, known as the “Critical Infrastructure Information Act of 2002” (CII Act).

The Contractor shall not request, obtain, maintain or use Protected CII without a prior written certification from the Protected CII Program Manager or a Protected CII Officer that conforms to the requirements of Section 29.8(c) of the regulations in the Interim Rule.

The Contractor shall comply with all requirements of the Protected CII (PCII) Program set out in the CII Act, in the implementing regulations published in the Interim Rule, and in the PCII Procedures Manual as they may be amended from time to time, and shall safeguard Protected CII in accordance with the procedures contained therein. 

The Contractor shall ensure that each of its employees, consultants, and subcontractors who work on the PCII Program have executed Non-Disclosure Agreements (NDAs) in a form prescribed by the PCII Program Manager.   The Contractor shall ensure that each of its employees, consultants and subcontractors has executed a NDA and agrees that none of its employees, consultants or sub-contractors will be given access to Protected CII 3 without having previously executed a NDA.

(End of Summary of Changes) 

