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AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT

Except as provided herein, all terms and conditions of the document referenced in Item 9A or 10A, as heretofore changed, remains unchanged and in full force and effect.

15A. NAME AND TITLE OF SIGNER (Type or print)

30-105-04

EXCEPTION TO SF 30

APPROVED BY OIRM 11-84

STANDARD FORM 30 (Rev. 10-83)

Prescribed by GSA

FAR (48 CFR) 53.243

a.  The purposes of this modification are as follows:

    (1) To replace part of the funding on document number DGEMZ41227 with DGEMZ49743.  (See Section G.)  

    (2) To remove Contract Line Item 0002 from the task order.

    (3) To change the period of performance on Contract Line Item 0001 from 121 to 326 calendar days. 

    (4) To incorporate by reference SRA's revised proposal dated 29 Apr 2004.  The revised proposal was submitted in response to the

 Government's revised SOW dated 23 Apr 2004, attached.  The total order amount is increased from $635,571.00 to $2,662,220.00, an

 increase of $2,026,649.00.   The period of performance is extended through 30 Dec 2004 and now reads:   09 Feb 2004 through 30 Dec

 2004. 

b.  All other terms and conditions remain unchanged.

1. CONTRACT ID CODE
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1

32

16A. NAME AND TITLE OF CONTRACTING OFFICER (Type or print)

16C. DATE SIGNED

BY

25-May-2004

16B. UNITED STATES OF AMERICA

15C. DATE SIGNED

15B. CONTRACTOR/OFFEROR

(Signature of Contracting Officer)

(Signature of person authorized to sign)

8. NAME AND ADDRESS OF CONTRACTOR  (No., Street, County, State and Zip Code)

9B. DATED (SEE ITEM 11)

X

DCA200-00-D-5018-0019

10B. DATED  (SEE ITEM 13)

X

9A. AMENDMENT OF SOLICITATION NO.

27-Jul-2000

11. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS

The above numbered solicitation is amended as set forth in Item 14.  The hour and date specified for receipt of Offer  

is extended,

is not extended.

Offer must acknowledge receipt of this amendment prior to the hour and date specified in the solicitation or as amended by one of the following methods: 

(a) By completing Items 8 and 15, and returning

copies of the amendment; (b) By acknowledging receipt of this amendment on each copy of the offer submitted;

or (c) By separate letter or telegram which includes a reference to the solicitation and amendment numbers.  FAILURE OF YOUR ACKNOWLEDGMENT TO BE 

RECEIVED AT THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN  

REJECTION OF YOUR OFFER.  If by virtue of this amendment you desire to change an offer already submitted, such change may be made by telegram or letter, 

provided each telegram or letter makes reference to the solicitation and this amendment, and is received prior to the opening hour and date specified.

12. ACCOUNTING AND APPROPRIATION DATA (If required)

13. THIS ITEM APPLIES ONLY TO MODIFICATIONS OF CONTRACTS/ORDERS.

IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14.

A. THIS CHANGE ORDER IS ISSUED PURSUANT TO:  (Specify authority) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE

 CONTRACT ORDER NO. IN ITEM 10A.

B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying 

office, appropriation date, etc.) SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(B).

C. THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF:

X

D. OTHER (Specify type of modification and authority)

Unilateral; Acceptance of SRA 29 Apr 2004 Proposal

E. IMPORTANT:   Contractor

X

is not,   

is required to sign this document and return

copies to the issuing office.

14. DESCRIPTION OF AMENDMENT/MODIFICATION  (Organized by UCF section headings, including solicitation/contract subject matter

 where feasible.)

10A. MOD. OF CONTRACT/ORDER NO.

02

2. AMENDMENT/MODIFICATION NO.

5. PROJECT NO.(If applicable)

6. ISSUED BY

3. EFFECTIVE DATE

25-May-2004

CODE

DISA/DITCO-SCOTT

2300 EAST DRIVE

SCOTT AFB IL 62225-5406

HC1013

7. ADMINISTERED BY  (If other than item 6)

4. REQUISITION/PURCHASE REQ. NO.

CODE
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SYSTEMS RESEARCH AND APPLICATIONS CORP

4300 FAIR LAKES COURT

FAIRFAX VA 22033-4232

JANET GOLDEN

FACILITY CODE

6R517
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EMAIL:
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KAREN E. KINCAID / CONTRACTING OFFICER


SECTION SF 30 BLOCK 14 CONTINUATION PAGE 

SUMMARY OF CHANGES  

SECTION G - CONTRACT ADMINISTRATION DATA 

The following have been added by full text: 

Additional Accounting and Appropriation Data

AA:  97X4930.5F20 000 C1013 0 068142 2F 255011

CLIN      Funding Number           Action on This Modification                        Obligated Amount

Reference Block 14.a.1:

0001       DGEMZ41227              Decrease Obligation from $409,803.92

                                                      to $93,623.91, a decrease of $316,180.01            ($316,180.01)

0001       DGEMZ49743              Increase Obligation $316,180.01                              $316,180.01

0001       DGEMZ41227              Decrease Incremental Funds $225,767.08               (225,767.08)

0001       DGEMZ49743              Increase Obligation $225,767.08                              $225,767.08

Reference Block 14.a.4:

0001       DGEMZ49743              Increase Obligation $1,145,575.17                      $1,145,575.17

0001       DGEMZ59743              $390,877.76 Subject To Availability                                 $0.00

0001        H98230V0040059       Increase Obligation $490,196.07                             $490,196.07

SECTION J - LIST OF DOCUMENTS, EXHIBITS AND OTHER ATTACHMENTS 

The following have been added by full text: 

        SOW DATED 23 APR 2004
I ASSURE TASK ORDER (TO)

Global Directory Services (GDS)

System Engineering and Implementation Support

SRA FY04 Follow On

STATEMENT OF WORK 
As of   23 April 2004
	Contract Number:
	DCA200-00-D-5018

	Order Number:
	Task Order# 0019

	Tracking Number:
	

	Previous Order Number:
	DCA200-00-D-5018/0014


1. Points of Contact:


a.  Primary Task Monitor (TM):

	Name:
	

	Organization:
	NE27

	Address:
	5275 Leesburg Pike

Falls Church, VA  22041

	Phone No.:
	

	Fax No.:
	

	Internet Address:
	



b.  Alternate TM.  

	Name:
	

	Organization:
	NE27

	Address:
	5275 Leesburg Pike

Falls Church, VA  22041

	Phone No.:
	

	Fax No.:
	

	Internet Address:
	


2. Order Title: Department of Defense (DoD) Global Directory Service (GDS) System Engineering and Implementation Support
3. Background – Public Key Infrastructure (PKI): The DoD is undergoing a modernization of its information infrastructure.  The objective is to better achieve joint strategic and tactical requirements for the future in the most cost-effective manner.  Vital to success is the establishment of a secure means of moving a variety of information resources - data, voice, and imaging in order to support strategic, operational, and administrative functions in both peacetime and throughout periods of national crisis.  One critical component to effective information assurance is the implementation of a PKI.  A DoD PKI will act as a foundation to support a variety of DoD applications to verify identification and authentication of individuals, verify the integrity and originator of data, and provide data confidentiality.
The DoD PKI will establish a centralized infrastructure for key management, issuance and management of digital credentials,inclusive of revocation of compromised and expired certificates and maintenance of accurate certificate data.  The infrastructure will include a directory service, responsible for the archival of certificates and revocation data, and will provide the tools and procedures for registration of personnel.  The DoD PKI directory service will be provided by GDS.

Global Directory Service (GDS): GDS provides a DoD-wide directory service existing on both the NIPRnet and SIPRnet network platforms. Agencies, Services, Combatant Commands and Application providers are implementing individual directories to meet their respective needs.  Each of these efforts is viewed by GDS as an existing or potential Designated Data Source (DDS) for inclusion within the GDS. Integration of data from each DDS and provision of a DoD-wide common user/application interface is a benefit provided by GDS.  This common interface will have the capability to provide multiple views of the Directory information depending on the user's query and access privileges.  Because information is owned and maintained by multiple authoritative sources, local directories will continue to exist.  The GDS will serve to integrate appropriate subsets of data from the existing directories, providing a single search capability for the user.  The GDS must be scaleable to meet the needs of the entire DoD.  These needs include directory services for joint and coalition forces, mobile forces including network extensions, directory services for PKI-enabled applications and directory access control for some portion of the directory information.  Standards and protocols used for directory access, directory replication and directory-enabled applications are evolving.  The GDS will use widely implemented, standards-based Commercial-Off-The-Shelf (COTS) products and services to the maximum extent possible to minimize government development and associated sustainment costs.  A major objective of this task order is to facilitate the development and implementation of the GDS in the form of architectures, topologies, engineering analysis, prototypes, integration, operational deployment and sustainment.

The current GDS architecture consists of a metadirectory, a master directory, replicated GDS directories, and support components (e.g., firewalls).  Metadirectory technologies obtain and correlate information from multiple DDSs and update the GDS.  In the target GDS architecture, data will be available at multiple locations to provide optimal system availability and performance.  The initial GDS capability provides name, e-mail address, a DoD PKI key encryption certificate (for encryption of message traffic), telephone number, and unique identifier for each person in addition to certificate revocation data to conduct certificate validation checking. The GDS will be a DoD-wide repository of contact information for DoD military, DoD civilians, and selected contractor personnel.

4. Objectives:  The objective of this task order is to provide Information Technology (IT) engineering and technical services in support of the Defense Information Systems Agency (DISA).  The purpose of this document is to detail resources required to perform system engineering and implementation, custom code development, configuration management, quality assurance/system evaluation, documentation, security certification, system deployment, and operational maintenance support to the Global Directory Service (GDS) Project Management Office.
5. Scope: The Contractor shall comply with the appropriate DoD-approved architectures, programs, standards and guidelines, such as Defense Information Infrastructure (DII),  Defense Information Systems Network (DISN), Global Information Grid (GIG), and Shared Data Environment (SHADE).  Specific services addressed in this SOW are:
· Task Area 1:  Policy, Planning, Process, Program and Project Management Support

· Task Area 2:
Standards, Architecture, Engineering, and Integration Support

· Task Area 3:
Solution Fielding/Installation and Operations
· Task Area 4:  Education, Training and Awareness, Certification and Accreditation, and IA Support
6. Specific Tasks:

6.1 Task 1: 

Contract–Level and Task Order Management

6.1.1 Subtask 1:
Integration Management Control Planning

Provide the technical (task order level) and functional activities at the Contract Level needed for the Program Management of this SOW. Include productivity and management methods such as Quality Assurance, Progress/status reporting, and Program Reviews at the Contract and Task Order level.

Provide overall system integration management and control planning, in direct support of the GDS Project Management Office (PMO).  The Contractor shall be responsible for integrating the GDS system development and implementation actions with all other activities that are underway. This will include the system and security architecture research, planning, analysis, testing and documentation actions, all development and acceptance testing actions, all standards and non-US environment plans and programs, the deployment to second and multiple GDS sites, and all other Government and Contractor activities that are designated by the GDS PMO to be included in the Project.  The Contractor shall use a detailed GDS Project Work Breakdown Schedule (WBS) in conjunction with regular management control meetings, to ensure all organizations and activities involved in support of the GDS development are coordinated and integrated into one overall view.

Completion of this subtask requires the definition of productivity and management methods, implementation of a support structure for the execution of defined methods, and enforcement of personnel compliance. Productivity and management methods include a Quality Assurance Program and conducting Contract and Task Order level Program Reviews.  Support structure elements provide the centralized administrative, clerical, documentation and related functions.

The quality assurance program shall ensure the required quality, functionality, and utility are delivered, are cost effective to maintain, and are maintained throughout the life of the contract.  The Contractor shall collect and analyze quality assurance data in support of decisions in the areas of system engineering and maintenance.  Systems engineering and maintenance decisions are in the areas of system requirements, satisfaction assessments, technology insertion, scenario studies, maintainability, and continuous improvement.  The goal of the program is to ensure products of high quality and utility are consistently implemented.

6.1.2 Subtask 2: 
TO Management

Prepare TO Management Plan describing the technical approach, organizational resources and management controls to be employed to meet the cost, performance and schedule requirement throughout TO execution. 

The Management Plan shall be updated as required during the performance of this task to reflect changes and further definition of program criteria and milestones.  All modifications to the Management Plan shall be submitted to the Government for approval before execution.  The Management Plan shall serve as the vehicle that establishes firm delivery dates for incremental deliverables.  The Management Plan shall detail the coordinated interaction between system development and integration activities and the maintenance of existing GDS capabilities.  

The Contractor shall provide a Work Breakdown Schedule (WBS) and submit it to the Government for approval.  This chart will outline all resources working against this task, major tasks, individual tasks assigned and level of effort (LOE) for task completion.

Upon completion of this task order, the Contractor shall provide an informal report outlining lessons learned.  This report shall include areas of improvement in the engineering and administrative processes and policies within the GDS PMO.  This is a non-technical report.  Where applicable, these constructive suggestions will be incorporated into the PMO processes and policy.  The PMO shall provide an acceptance/non-acceptance letter to the contractor rating Quality of Product and Service, Timeliness of Performance, Business Relations, and Customer Satisfaction.  Details on these areas of evaluation are outlined in Section 7.

6.2
Task 2:
Policy Planning Process Program and Project Management Support

6.2.1
Subtask 1:
In-Process Review(s)

The Contractor shall conduct a monthly Program Management Review (PMR) with bi-weekly In-Process Review (IPR) complete with a coordinated agenda, briefing materials, and documented minutes of the IPR.  Attendance at the IPRs will include the Government, the Contractor, and other individuals/organizations as designated by the Government.  The first IPR shall be held within 30 days after contract award with the remaining IPR schedule documented in the Task Order Management Plan.  Each PMR shall address financial and schedule status, proposed changes to the Master Schedule, technical accomplishments, issues and risks, and planned activities.  Each IPR shall address schedule status, technical accomplishments, issues and risks, and planned activities.  Reviews provide the appropriate forum for an interchange between the government and contractor during the execution of the task order and support the review of system and security architecture proposals, review of the system, unit, and functional test results amongst other relevant topics.  The IPRs shall also address selected technical and programmatic topics as directed by the Government.  The Contractor shall submit monthly Program Cost/Schedule Status Reports, and quarterly Contract Funds Status Reports.  The Monthly Status Reports shall provide projected and actual monthly costs of the Task Order and an explanation of differences between actual and projected.  The status report shall monitor the quality assurance, progress/status reporting, and program reviews applied to the TO.

Special emphasis shall be placed on risk management immediately prior to major program decision points (major milestones), prior to deployment of capability, and as part of planning for each capability increment.  As part of each major project review, the Contractor shall brief the major risks anticipated for at least the next twelve months of the project and the risk mitigation plans for dealing with each.  

6.2.2
Subtask 2: 
Project Configuration Management


The objective of this subtask is to ensure effective and thorough configuration management is implemented and maintained by the GDS Development Contractor.   This task includes documentation generation, configuration item version control and archive (infrastructure and system software with associated documentation items), and all phases of system integration configuration management required to support Capability Maturity Model (CMM) Level 2/3.
The Contractor is responsible for the technical configuration management of the GDS baseline (developmental, operational, and archive).  This function ensures that the system baseline is maintained IAW the procedures established for baseline maintenance (e.g., Capability Maturity Model Integration standards), and will abide by all of the procedures documented in the GDS Configuration Management Plan.  Configuration Management Activities include:

· Generation of documentation suite as required for definition of Capability Increment

· Management of the software development (if required) and integration environments

· Schedule for and host activities related to GDS Capability Increment release

· Conduct Test Readiness Reviews (TRRs)

· Participation in Government Acceptance Test(s) and Audits

· Maintenance of system baseline integrity and version archive for potential recovery and reverse engineering efforts

The Contractor shall maintain compliance with the GDS Configuration Management Plan (CMP).  Maintenance of the physical/logical procedures and associated documentation will continue to be an iterative process as the system requirements and support technologies mature, and the system moves through a natural life cycle.  The Contractor shall establish a standard and emergency release schedule, accept system enhancements and associated documentation from system engineers, ensure a complete delivery, and conduct archive activities.  New system enhancements / modifications shall not compromise the existing system baseline in such a manner that a retrograde to a previous functioning version cannot be accomplished.

The Contractor shall conduct physical and functional control audits for each GDS Capability Increment release to ensure documentation maintenance is coordinated with system maintenance.  The Contractor shall ensure that required documentation is delivered in the proper format with system fixes  and/or enhancements and that documentation configuration management procedures are followed IAW the GDS Configuration Management Plan.  The Contractor shall be responsible for the generation of system documentation as required by the GDS Configuration Management Plan (CMP) in support of Capability Increment release(s).

6.2.3
Subtask 3: 
Directory Service Policy Definition.

The Contractor shall assist the government with definition, development, coordination, and implementation of a Directory Service Policy complementary yet independent of the Global Information Grid (GIG).   Critical components of the Directory Service Policy shall include, but not be limited to an overview of the GDS system architecture in support of data translation and merger, data management and distribution, and data integrity strategies inclusive of the use of unique identifiers (i.e., EDI-PI).  The Directory Service Policy shall be coordinated with all DoD components participating in directory service implementation / management and shall provide documentation of management guidance, agreements formulated, and directory implementation guidance.  At a minimum the policy shall address issues associated with the merger, management, and distribution of DoD PKI and authoritative data from Combatant Commands, Service, and Agency data sources.  The Directory Service Policy Definition detailed actions shall be documented and monitored via the overall GDS Project WBS.

The Contractor shall assist the government with definition and development of an Electronic Data Interchange-Personnel Identifier (EDI-PI) strategy as a component of the Directory Service Policy.  The Contractor shall coordinate EDI-PI implementation efforts with the Defense Manpower Data Center (DMDC) and be familiar with the implementation of the EDI-PI within the Defense Enrollment Eligibility Reporting System (DEERS) and the forthcoming Access Data Repository (ADR). The Contractor shall demonstrate an understanding of the interfaces within DMDC responsible for providing EDI-PI and updated EDI-PI information (such as resolving a person having multiple EDI-PIs within DEERS).  Unique identification of entities within the directory for the purpose of data integrity maintenance during the exchange and merger of data is not limited to human entities.  As DoD PKI evolves to issuance of device and organization certificates the Contractor shall assist the Government in identification of designated source(s) and a strategy for unique identification / naming of device and organization entities.  The Contractor shall expand the Directory Service Policy to address proliferation of this strategy to Combatant Commands, Service, and Agency authoritative data sources to ensure persistence of data integrity.  The EDI-PI Strategy actions shall be documented and monitored via the overall GDS Project WBS.

The Contractor shall ensure that the GDS security and functional requirements, the GDS System and Security Architecture, and the Directory Service Policy are complementary and complete.  The Contractor shall report to the GDS Project Management Officer (PMO) and coordinate with the GDS Lead Engineer during execution of this subtask.  The Contractor shall ensure that GDS requirements and technical approach evolve in parallel with policy decisions achieved during coordination and staffing of the Directory Service Policy, using the GDS Project WBS as the coordination and planning mechanism.

6.3
Task 3: 
Standards, Architecture, Engineering, and Integration Support

6.3.1
Subtask 1: 
System Engineering Team (SET) Support

The Contractor shall support and be an active participant on the GDS System Engineering Team.  The Contractor shall document, technically assess, make recommendations, and conduct lab evaluations of all GDS Configuration Change Requests (CCR) / Defect Reports (DR).  The contractor shall provide space for all SET meetings that will be held on an as needed basis.  The Contractor shall produce records of all GDS SET meetings, including synopses of all technical discussions, and lists of all open action items.  The Contractor shall submit a Memorandum for Record within 3 business days of each SET meeting, to the GDS PMO.

6.3.2   Subtask 2:   GDS System and Security Architecture Definition

System Architect Designation.  The Contractor shall integrate system development actions with an individual designated with responsibility as the “System Architect”.    In the interest of effective coordination between the System Architect and the Contractor, specific tasking for the System Architect is detailed herein.

Coordination between System Architect and Contractor.  The Contractor shall establish and maintain a close working relationship between development and system architecture actions, using the GDS Project WBS as the key planning and execution tool.  The System Architect shall collaborate with the GDS Lead Engineer for technical guidance, and shall coordinate all actions and decisions with the Contractor for any activity that affects the overall GDS system development.  The System Architect’s tasks shall be summarized by the Contractor within the GDS program overall WBS.   The System Architect shall participate in technical exchange meetings; review all issues associated with GDS attainment of documented system/security requirements and aid the PMO in arriving at a resolution strategy. 

System Architect Tasking:  

· The System Architect shall review the current GDS architecture, assess the full set of approved system requirements, and shall develop a proposed architecture that rapidly accelerates deployment of the system to a second and then multiple sites while ensuring requirements and performance metrics are met or exceeded.  The System Architect shall collaborate fully with the GDS Development Contractor to ensure all future architecture decisions are fully integrated with GDS Performance Metrics planning and implementation.  The System Architect shall investigate all viable technology options and shall present multiple architecture diagrams complete with assessments of the merits and risks of each approach.  The System Architect will lead the effort to define, model, and document the objective architecture and a series of transitional architecture(s).  Methods and standards used to model and document the system architecture shall be established by the System Engineering Team with all documentation resulting from subtask execution maintained in accordance with the GDS Configuration Management Plan.

· The System Architect shall attend System Engineering Team and Joint Directory Service Working Group (JDSWG) meetings to coordinate architectural issues.  Recommended Configuration Change Requests (CCR) will be assessed by the System Architect and the assessment provided to the GDS Lead Engineer and PMO.   The System Architect shall document and coordinate the GDS System and Security Architecture.  This will be accomplished through participation in design and engineering meetings with members of the GDS PMO, and other associated technical personnel.  During these design sessions, the system architect will identify architecture issues and engage the participants in discussion of possible solutions.  The process will attempt to attain consensus, and the results will be used to generate System Decision papers.  The System Decision papers will be coordinated with all parties and used to update and revise the GDS system architecture.  The System Architect should draw on expertise in commercial, industry, foreign and other government Public Key Infrastructures and Directory Service to design and lead implementation of future GDS Architecture(s). 

· A key element of moving from an architectural model to a full system design is the definition and design of interfaces between the various system components (to include application, device, and processes interfacing with the directory service as a user).  The System Architect shall be responsible for developing and documenting the system architecture for all external and internal interfaces, including all interfaces with Designated Data Sources (DDSs); all interfaces with the Key Management Infrastructure (KMI), and interfaces with external PKIs such as the Federal Bridge Certification Authority (FBCA). 

· The architecture shall include provisions for Interim External Certificate Authorities (IECAs)/External Certificate Authorities (ECAs), full system security accreditation, additional distribution directories, replication services, worldwide directory synchronization, load balancing and automated failover mechanisms, performance enhancements, inclusion of Electronic Data Interchange Personnel Identifier (EDI-PI), and support for Coalition, Allied, Tactical, and band-width restricted users.  The architecture shall consider documented requirements for data integrity and data synchronization and shall incorporate those within the system architecture.

· The GDS architecture shall also include detailed plans for the migration of the DoD PKI directories to GDS, automated CRL updates within the GDS, GDS certificate validation, and the suggested phasing and deployment schedule for implementation.  The GDS System Architecture document shall be updated to reflect these plans, and submitted for Government approval.  The Contractor shall review the current GDS architecture and develop detailed design documentation necessary for the transition of the PKI Directories to the GDS Directory.    Once the Government has approved the new architecture and implementation plan, all related system and security documentation shall be updated as required.

· All system requirements generated during the Government’s requirements verification and validation process shall be incorporated into the system architecture and design.  The GDS SET shall jointly validate the detailed requirements allocation against the requirements baseline. The System Architect shall ensure that the detailed requirement set for each component is complete, consistent, and testable.  The System Architect and Contractor shall provide system architecture and detailed design documentation as required by the GDS PMO and this task order.   Periodic System Design Reviews will validate the system architecture and detailed design.  These will cover, but will not be limited to, requirements addressed within the design, application programming interface(s), user interface(s), error handling, performance, constraints, toolkits required, security components, and risk areas.

6.3.3
Subtask 3: 
System / Security Architecture Implementation


The Contractor shall be responsible for implementation of the Government approved system and security architecture within a controlled lab environment for the purpose of architecture validation, evaluation, and evolution.  The Contractor shall perform development testing including unit, integration, interoperability, performance, and security assessments.  Additional evaluation for formal Government Acceptance shall be conducted by the Joint Interoperability Test Command (JITC).  Modifications to the system or security architecture to achieve successful implementation will be documented in the system architecture diagram / model / documentation.  Execution of this task shall result in enhanced system implementation and updates to the existing Detailed System Design Documentation.  Additional technical manuals (e.g., Administrator Guide, Installation Procedures, etc.) shall be updated and delivered upon notification of the Task Manager.    

Execution of this subtask requires the contractor to establish a lab with sufficient hardware, software, and network connectivity to conduct system development, evaluation, practice deployment, and configuration management.  The Government and System Engineering Team will determine hardware and software required for the lab, including Government Furnished Equipment (GFE) items.  The Contractor will purchase equipment identified by the System Engineering team.  The Contractor shall maintain a diagram of the lab with network and hardware characteristics, machine configuration and software inventory, and designated use for each lab component.  Modifications to the lab shall be configuration managed to monitor the impact of changes upon the operation and performance of the system and security architecture.

The Contractor shall design, develop, and implement enhancements to the GDS web interface and schema in response to a Government approved GDS system architecture model.  Specific enhancements shall be outlined in the mapping of functional requirements to system configuration components provided by the System Architect.  Examples include enhancements to the user search and display interface and/or the extension of schema under the guidance of the System Architect.

Upon evaluation of the GDS architecture if it is determined that additional hardware or software is needed for the operational environment and/or the lab, the contractor shall provide to the government a list of the equipment needed.   Upon review and approval by the Government the Contractor is authorized to purchase the hardware and software.  The Contractor shall submit a written request for authorization to purchase along with 3 quotes (or a sole source statement if it is a direct purchase) to the government.  The COR/TM will coordinate with the Contracting Officer for concurrence in all purchases.
6.3.4
Subtask 4: 
Commercial Product Evaluation

This subtask encompasses evaluations for both directory service products, as well as other Commercial Off The Shelf (COTS) products required to support directory functions, including (but not limited to): Relational Database Management Systems (RDBMS), X.500 directory products, alternate meta directory solutions for the GDS, security tools, etc.  There is an urgent need to evaluate all alternatives to the current GDS COTS directory service product.  The Contractor shall place the highest priority on such an evaluation, and shall submit a plan of action to conduct such an evaluation to the GDS PMO within 30 days of award.

 The Contractor shall support Commerce Business Daily “Sources Sought” for requests for information on the availability of COTS products that adhere to the commercial standards for the above mentioned capabilities. The Contractor shall assist with the evaluation of industry responses.

A structured approach for comparison of the vendors’ product features against the GDS criteria shall be established and used as the basis for subsequent evaluations delivered to the Government.  The Contractor shall participate in a thorough evaluation of the vendor responses to include identification of those technical features that may require validation through laboratory testing, prototyping or pilot projects, and the limitations of current market products.  The results of the analysis shall be documented in an evaluation report.  The report shall also identify and justify all recommended testing, show how testing will be integrated with the GDS technical approach, and identify where commercial products cannot meet GDS requirements.  Selected COTS products will be formally tested for compliance with GDS requirements.  The evaluation shall include hands-on experience with the products obtained in a controlled test environment.  All testing will be documented in a test report, with a recommendation for product selection included. The Contractor shall participate in the hands on evaluation of products considered within their scope of technical subject matter expertise (e.g., specifically those products serving as a component of the GDS security architecture or resulting in an impact to the security architecture).  Evaluation of products not directed by the Task Monitor is considered outside the scope of the task order and shall not be expensed to the contract.

6.3.5
Subtask 5: 
Data Integrity Assurance

The Contractor shall be responsible for definition of data integrity standards, measures, monitoring, and implementation guidance.  Formal requirements submitted for GDS shall be reviewed and augmented as necessary to ensure that system architecture and design strategies are required to implement measures designed to insure data integrity is maintained.  The Contractor shall identify the boundaries of GDS responsibility for data integrity, potential fail points, and methods for monitoring integrity status. The designated individual shall ensure that the data is not altered in any unintended manner by a GDS architecture component or a malicious attack.  Engineering guidance shall define the mechanisms to protect directory data from unauthorized modification and define the method for detection of data integrity loss. Compliance with the GDS Data Integrity Policy / Engineering Guidance will be assessed by the designated individual on each capability increment submitted for Government Acceptance Test.

6.3.8
Subtask 8: 
Industry Interaction.

The Contractor shall assist the Government with planning and execution of GDS participation in industry and government forums, meetings, working groups and conferences, as directed by the Task Monitor.  The purpose of these will be to present GDS development status updates to interested users or GDS commercial product vendors.  The Contractor shall develop a detailed schedule of activities that must be completed in preparation for the events.  The activities may include, but are not limited to: making arrangements for meeting facilities or display space, development of agendas, preparing mailings, training materials, and other information to be disseminated to interested parties, preparation of presentation materials, providing administrative and technical support for the event and other related activities required to ensure event success.  The contractor is authorized to provide a list to the government of materials that must be purchased for demonstrations and conferences.  Upon review and approval by the government the contractor is authorized to purchase the materials.

This subtask also requires the contractor’s support and participation in the Joint Directory Service Working Group (JDSWG).  The JDSWG will meet periodically, possibly in a contractor provided conference space within the National Capital Region (NCR).  Attendance varies from 25 to 50 people.

The Contractor will further be responsible for development and presentation of GDS demonstrations in combination with other DISA programs, as capabilities of these programs evolve.  These demonstrations will be presented as the Task Monitor directs, at government and industry conferences, and when requested by senior DoD officials.  These presentations should showcase the capabilities of the GDS and its interoperability with other programs as well as demonstrate the end-user experience.


6.3.9    Subtask 9:    Product Knowledge and Service Support.

The contractor shall offer consultative input and assistance to the DISA PKI Team, the PKI System Integrator, Mitre, the PKI PMO, etc with the implementation, deployment and integration of Netscape products within the DoD PKI. Additionally, the contractor shall provide expert consultative service to queries from the DISA PKI Lead Engineer,  and document all such exchanges via email with copy to the Task Monitor (TM).   Integration actvities for this task include necessary software analysis, code development and testing for required functionality, commonality and interoperability.  The Netscape products currently being used by DoD PKI are Certificate Management System [CMS], Directory Server, Enterprise Server, Communicator Web Browser, and Personal Security Manager [PSM] plug in to Communicator. Any effort associated with this task shall be documented in the appropriate section of the contractor's Status Report.  E-mail exchanges in response to government technical queries shall be reported in the appropriate section of the contractor's Status Report.  

The priority in this task area will be product migration assistance to the DISA PKI Team and the system integrator as the PKI performs the following product migration

· CMS 4.2sp1 to CMS 6.1sp4

· Directory Server 4.12 to Directory Server 6.1.1

· Enterprise Server 4.1sp8 to Enterprise Server 6.1sp2

· Communicator 4.7x/PSM 1.4 to Netscape 7/Mozilla

The upgrade to CMS 6.1 will also provide an opportunity for the DoD PKI to utilize new features.  CMS 6.1 replaces the Java Web Server front end of CMS 4.2sp1 with a Netscape Enterprise Server 6.1sp2 front end.  CMS 6.1 also replaces the v4.12 Netscape Directory Server in CMS 4.2sp1 with a v6.1.1 Netscape Directory Server.  These changes will enable the DoD PKI to provide more granular privilege management and also potentially provide the functionality to replicate the internal directory to improve availability and scalability.

Another new feature of CMS 6.1 includes a more flexible certificate framework, known as the profile framework.  The profile framework can potentially replace the policy framework currently in place at DoD and will ease the introduction of new certificate formats, such as those required by the Defense Messaging Service [DMS], or others.

The Contractor shall provide assistance and leadership in the implementation of these upgrades, and others that may arise.  The contractor shall respond promptly to any and all inquiries from the DISA PKI staff and the system integrator on the above products and will summarize the responses in the Monthly Status report.

         The Contractor shall provide integration support specific to the architectural design, implementation, and operation of the GDS with respect to Netscape components.  Components include Directory Server, Web Server, Certificate Authority, and may include additional products as the architecture evolves.  Services include technical support and access to Netscape product engineering.  The Contractor shall provide integration support at the request of the GDS Lead Engineer, or the GDS System Engineering Team, and document all such exchanges via email with a courtesy copy to the GDS Program Manager as well as the Task Monitor (TM).     The contractor shall provide additional support for our performance monitoring and developmental efforts associated with PKI/Common Access Card (CAC) and its evolution.  Contractor shall work within the large-scale operations environment and develop “hooks” to application and network level monitoring tools as well as tool selection.  In addition, these efforts shall have broad applicability to our future net centric services model.  Contractor shall explore and provide developmental efforts to improve the Netscape products deployed within the DoD GDS.  Contractor shall develop computer software code, product configurations, procedures, analysis, and documentation to support current and future GDS/PKI releases which satisfy the system’s overall stability, availability and functional requirements.

6.3.10     Subtask 10:  Directory Architecture Design.

The Contractor shall participate in technical exchange meetings; review issues associated with GDS attainment of documented requirements, and aid the PMO in arriving at a resolution strategy in the form of high-performance and scalable directory architecture.   At the onset of this task, the Contractor shall meet with the GDS Lead Engineer, GDS System Architect, and System Engineering Team to jointly review and assess documented system requirements.  The Contractor shall be an active participant in all aspects of system architecture definition and shall serve as the subject matter expert for Netscape components to include the Directory Server, Web Server, and Web Browser.  Execution of this task will result in the definition of directory architecture and shall be included within the GDS System and Security Architecture Document under control of the GDS System Architect.  The Contractor shall investigate all viable implementation and deployment options and shall be prepared to present multiple architecture diagrams complete with assessments of the merits and risks of each approach.  The System Engineering Team shall establish methods and standards used to model and document the directory architecture with all documentation resulting from task execution maintained in accordance with the GDS Configuration Management Plan.  The Contractor shall attend System Engineering Team meetings as required to coordinate architectural issues.  The Contractor shall document recommended architecture changes in the form of Configuration Change Requests (CCR) and shall participate in the assessment of CCR(s) relative to Netscape components and configuration.

Installable software developed by the contractor is to be delivered on CD-ROM media, and/or via secure email attachment, in packaged form such as java JAR files or other appropriate setup package format.  Source code and documentation covering installation and operation is required for each deliverable.  Software deliverables are to be shipped, sent or securely emailed to the GDS Lead Engineer, GDS integration contractor, or other government agency or organization as directed by DISA.
Specific areas considered within the realm of this task include but are not limited to the following:

· Directory Data Design

· Directory Schema Design

· Directory Namespace Design

· Directory Topology Design 

(use of multi-mastering, replicas, access and border directories, load balancing solutions, and optimal placement within network infrastructure designed to achieve documented requirements for scalability of users and directory objects)

6.3.11    Subtask 11: Immediate Integration Software Development and System Monitoring/Performance.

The Contractor shall develop computer software(code), product configurations, procedures,  analysis and/or documentation to support current PKI release functionality improvements and emergent fixes including but not limited to items such as:

(1)  Examine CA architecture and stability and propose options to improve system performance 

(2)  Investigate and implement solutions to better monitor alarms, performance impacts, review and analysis of various logs, and thresholds. 

(3)  Identify and eliminate single points of failure at the application level.

(4)  Identification of planned Netscape Product Enhancements that correct critical deficiencies that need to be invoked on the operational system.

(5) Continue supporting the Windows 2000 logon Capability for each CAC. This involves interpretation of the OEM specifications, coordination of outside testing resources, and the resolution of unforeseen technical challenges.

(6)  The contractor shall continue to input the designated DoD Authoritative Source database entries (The DoD Authoritative Source for registration names is an Oracle 8 database located at the DMDC in Monterey, CA.  There are a few million entries in the database.) into the DoD PKI directories along with the appropriate certificate information per specific guidance from the DISA PKI Lead Engineer.

(7) Development of specific applications for infrastructure support such as:

 Automatic log retrieval and parsing for errors/threat patterns; more sensitive system monitoring, and issuance statistics gathering and reporting.
In addition, tools are required to assist in the troubleshooting of operational issues, and the integration and operational testing of applications developed by  the contractor and product patches from Netscape Product Engineering.  Tools that have been developed or are under development are as follows

· VO Authentication/CRMF certificate request Perl application.

This application simulates hardware certificate requests being submitted by DMDC Issuance Portals to the operational DoD PKI CAs.   The contractor will port this tool to Java to improve its efficiency and functionality and provide this tool to DoD PKI engineers and the DoD PKI integrator, for use in troubleshooting, and integration and operational testing.

· Log/Data Transfer Application

This application will enable the automated, secure transfer of data from the PKI enclaves to external locations to assist in the analysis of issues.

· Logcount.pl

This Perl application parses a CMS audit log and develops a report on the number of hardware and software certificates issued, and the number of revocations, by VO or agent

The contractor shall assist in system integration and testing of new Netscape functionally and enhancements at the integration contractor’s PKI test lab and Security Solution Assessment at National Security Agency as necessary.  The contractor shall develop a Development Test Plan suitable to support development and integration testing for the existing PKI release modifications, and as required for future PKI releases.  When required, the contractor shall work directly with the integration contractor to support or perform testing. In all cases the contractor shall provide instructions in a format approved by the DoD PKI Lead Engineer. The Plan shall include, but is not limited to, the following deliverables:

1) .jar files or appropriate file format along with installation instructions.

2) Delivery of install scripts as part of any code or patches delivered

3) Development Test plans. 

4) Requirements Documentation to support new or updated functionality.

5) Inputs to System Architecture and Test Plans

6) Inputs to the Configuration Management System (Rational) for the PKI

         This will include the development of test plans, implementation plans, and implementation instructions.  All testing and implementation documentation, as well as testing results, will be provided to the DISA PKI team prior to commencement of implementation.

The Contractor shall provide integration support of existing Directory Access Protocol (DAP) and Lightweight Directory Access Protocol (LDAP) directory servers deployed throughout the DoD.   The Contractor shall assist the GDS System Engineering Team in development of integration strategies between GDS and other directory services as Memorandums of Agreement (MOA) are negotiated through the Project Management Office and shall assist in implementation as necessary.

Other tools will also be developed, as needed, at the direction of the DISA PKI and GDS Teams. 

6.3.12 
Subtask 12:  PKI Application Development-New functionality.
In the immediate-term, the contractor will continue supporting the implementation of the following applications that have been developed by the contractor –

· Auto Key Recovery

· Windows 2000 Smart Card Logon Policy Extension

· VO Management Scripts

· CMS Internal Directory/Publishing Directory Re-mapper [also known as the Directory synchronization application]

· CMS Internal Directory Date Re-mapper

· CMS/DRM Re-escrow application

· Authentication Modules to replace the existing authentication modules originally developed for DoD PKI Release 1 [idauth and emailauth]— to include changes necessary for Phase I of the enhanced registration capability

The contractor shall  migrate all of these applications for use with CMS 6.1, the latest release of CMS.  The application programming interface [API] for CMS changed slightly between CMS 4.2sp1 and CMS 6.1, and the java runtime environment [JRE] has been upgraded from v1.1.8 [CMS 4.2sp1] to v1.4 [CMS 6.1], so the applications will be modified to reflect these changes.

 Contractor shall develop computer software (code), product configurations, procedures, analysis and/or documentation to support future PKI releases to improve functional, system stability and availability including but not limited to items such as: 

(1) Migration of DRM 4.1 store keys to DRM 4.2, and evaluate merging multiple DRMs (CAC Beta, R2, and R3), as feasible.
(2) SCEP registration to support Ipsec/VPNs. This includes but is not limited to: evaluate standards, security,  server-side support, and certificate profile support.

(3) Implementation of the capability to automatically archive Root CRLs.

(4) Continue to coordinate scalability/functionality testing with ActivCard and Sun to include DoD CA components in end-to-end system testing to be conducted in at the Sun iForce Lab in Menlo, Park CA. 

(6) Continue testing the components expected to be part of a future DoD PKI release- CMS, DS, Web/Enterprise servers,et.al.  Testing will concentrate on the Pin-based authentication and other features shipped with CMS including Registration Manager to determine how they can be used to replace the GOTS authentication module developed by SAIC. 

(7) Assist with migrating the PKI Directory to a Private Authoritative Source for PKI information and facility input of PKI Directory information in to the Global Directory Service that will ultimately act as the Public Directory for PKI data(user and CRL).

(8) Detailed migration strategy testing of both current CMS 4.2/Directory 4.12 and projected CMS 6.1/Directory 6.1.1 DoD PKI (without COE) environments in conjunction with Netscape Product  Engineering.

(9) Development/customization of updated  authentication interfaces for software issuance (replacement of autoauth and emailauth with modules more tightly coupled to COTS interfaces)

(10) Investigate the feasibility of modifying server/device certificate registration process to make it more streamlined, and allow for it to be accomplished by an agent with lesser privilege than an RA.

       6.3.13  Subtask 13: Directory High-Availability/Fail-over/Restore Design.

The Contractor shall assist the GDS System Engineering Team in the design, implementation, and evaluation of high-availability directory architecture.   Execution of this task shall include assistance in the design, implementation, evaluation, and documentation of a fail-over and restoration strategy complete with operational support procedures.

The Contractor shall perform a reliability and availability engineering analysis of the GDS.  The analysis shall identify and recommend solutions, in an analysis report, to eliminate single point failures within the GDS Enclave(s).  The objective of the analysis is to recommend solutions to sustain a high availability of continuous services at the operational GDS Enclave(s), to include hardware and software processes.  The analysis report shall address requirements for redundancy of the GDS master/access directories, address requirements for on-line backup of the master directory, and compute the mathematical availability rating for the operational GDS Enclave(s). 

6.3.14      Subtask 14: Directory Security Design.

         The Contractor shall assist the System Architect in the design, implementation, and evaluation of the GDS Security Architecture relative to Netscape components, explicitly the Directory Server, Web Server and embedded components.  The security architecture shall encompass security of the GDS architecture to ensure data integrity, access control to data and directory functions based upon Identification & Authentication, and confidentiality requirements.

6.4
Task 4: 
Solution Fielding/Installation and Operation

6.4.1
Subtask 1: 
GDS System Management.

The Contractor shall integrate GDS into the infrastructure of the operational locations to fully exploit application and system management tools / resources covered by the GDS Service Level Agreement (SLA).   The intent is to leverage existing tools and subject matter experts to implement a system management approach for GDS. The system management capability shall be capable of supporting Information Assurance Vulnerability Alerts (IAVAs) as they are distributed, either through forwarding of information or distribution and implementation of patches/fixes.  The system management solution shall be documented in the GDS Concept of Operations, covered within the GDS-DECC SLA, and addressed within the GDS Roadmap.  The solution will be fully integrated with the GDS Performance Metrics solution.

6.4.2
Subtask 2: 
Capability Increment Deployment 

GDS Capability Increments are defined and scheduled for release via the GDS Configuration Control Board (CCB) and under the supervision of the Configuration Manager.  The Contractor shall prepare a bill of materials (BOM) necessary to support the deployment of a GDS capability increment.  The Contractor shall schedule with the Government a site survey to finalize the BOM and deployment schedule.
The Contractor shall conduct a site survey to finalize the BOM and to determine site requirements in support of a GDS deployment.  Site requirements include, but are not limited to, training support, hardware/software/network equipment, and environmental (e.g., power and air conditioning).  The Contractor shall provide a Site Survey Report.

The Contractor shall prepare a detailed plan and Capability Increment Deployment Schedule of activities required in support of the deployment.  The Contractor shall show the critical path of activities on the schedule.  The Contractor shall demonstrate in this schedule of activities that the impact to GDS customers will be minimized during the deployment.  The Contractor shall update the BOM when the government has agreed to the plan and schedule.

The Contractor shall, when directed by the Task Monitor, be responsible for all activities involved in the procurement, acceptance, inventory, burn-in and shipping of hardware and software necessary to support each GDS deployment.  This will include generation or maintenance of all required system and security documentation to include the SSAA.  The Contractor shall work with the Government at the deployed site and coordinate all on-site activities for installation, system and security testing, and system upgrades.  The Contractor shall prepare a Capability Increment Deployment Inventory Report that identifies each item included in the deployment package.

The contractor shall develop and implement a 3DNS-based solution for global load balancing of GDS CRL and User certificate access.  This task will include coordination with multiple DoD sites for DNS changes, communication with the end-user community to understand new URLs, and forwarding of end-users to the new URLs.
The contractor shall develop, install, and deploy a modified GDS environment to support distributed CRL access to the Mechanicsburg and Ogden sites.  This task will include the installation of the Netscape Directory Server and the CRL Web Interface to support the CRLs, as well as configuring the systems with a separate configuration instance.  In addition, the systems will be configured for future implementations by including the DoD, ID, and Smart Card Login instances.  Installation instructions will be developed such that local site personnel can deploy these systems. 
6.4.3 Subtask 3: Web Development

The contractor shall be responsible for making enhancements to the GDS web site, in order to improve ease of use of downloading DoD PKI certificates.  This involves the creation of scripts/code that will allow a user to click a button that will automatically download certificates into the user’s browser and/or e-mail application. Enhancements may also include the addition of text, graphics, and/or links to other web sites to provide users with additional information for the purposes of ease of use.  The contractor shall collect requirements for the enhancements and submit a draft design to the government.  Upon government approval the contractor shall incorporate all comments, test the design in the test environment, and develop installation procedures.  Upon approval of the installation procedures the contractor shall demonstrate the design to the government, collect and incorporate any additional government comments, and deliver the code for release to the government.

The contractor shall be further responsible under this subtask, when directed by the task monitor, to research emerging technologies and recommending options for further  improvments to the GDS web pages, and  user’s experience.  

6.4.4 Subtask 4:  Designated Data Source (DDS) Liaison, Coordination, Connection, Testing and Replication Services

The Contractor shall support the government in the negotiation and establishment of Memorandums of Agreement (MOAs) / Service Level Agreements (SLAs) with each Designated Data Source (DDS).  The Contractor shall provide the technical expertise to negotiate the details of the connections, protocols, format, and periodicity, to be used for the automated data transfer.  Maintenance of the MOA/SLA shall be done as GDS capabilities are enhanced to add additional protocol, connectivity support so that all connections are using the most secure method supported by standards and COTS products.  

The Contractor shall conduct connectivity and data transfer tests with the DDSs sufficient to validate the terms of the MOAs and SLAs.  Contractor testing shall be documented in test plans and test reports that are submitted formally to the GDS PMO.  The Contractor shall further assist the GDS PMO with the maintenance of reliable replication services to and from each DDS.  In this regard, the Contractor shall assign an engineer on the Contractor team who will coordinate between the GDS PMO Test Officer, and DDS technical staff for all connectivity, data transfer, replication and service outage technical issues.   The Contractor shall also ensure the effective implementation and operation of a Common Data Interface (CDI) between the GDS and DDSs.
6.4.5 Subtask 5:  Public Key Enable the GDS Rational Server

The Contractor shall Public Key Enable the GDS Rational Server to require users to present a valid DoD PKI certificate for access.  This will allow access to authorized users, while denying access to unauthorized users.

6.4.6  Subtask 6:  Deployment Support.
The contractor shall assist the Government in addressing PKI deployment issues, as coordinated with the government’s integration contractor. Assistance shall also be required to address system performance issues as they arise.  Deployment support shall be performed per specific guidance from the DISA PKI Lead Engineer. The contractor shall continue to support the capabilities developed under section 4.7 such as LDAP entry creation/mapper, WebGuard servlet, and the functionality to streamline the VO additions/ privilege management process. The contractor will also support additional operational patches to support other operational issues as identified by the contractor, integration contractor, or Government to meet critical operational needs and approved by the Task Monitor will also be required. Weekly updates are to be provided to the Task Monitor and to the DoD PKI Lead Engineer on status of system/product changes are to be provided via email,  web-based reporting tool or configuration management tool as agreed to by the Task Monitor and documented in the Management Plan.  
The contractor shall lead the implementation of the Auto Key Recovery application at the Chambersburg DECC and Denver DECC.  The implementation will follow the steps described in the Implementation Plan developed for the Auto Key Recovery application .  

The Contractor shall assist the Government in resolution of GDS Capability Increment deployment issues as coordinated with the GDS integration contractor.  Assistance shall also be required to address operational performance issues as they occur.  Deployment support shall be performed per specific guidance from the GDS Lead Engineer and coordination with the GDS System Engineering Team.
6.4.7  Subtask 7:  Operations and Maintenance Support: 

The contractor shall be required to travel to the Defense Electronic Commerce Center (DECC) Detachment at Chambersburg or at Denver to assist in the implementation of new functionality, monitor performance and suggest enhancements to the DoD PKI Operational environment, to include interfaces to the Global Directory Service, as well as provide operational support at the DECC’s in support of new DoD PKI and GDS releases.    Travel to the DECC’s may also be required to analyze product performance and support the introduction of monitoring tools, log analysis and configuration, and installation of associated product upgrades or patches. A trip report will be provided to the Task Monitor, PKI and GDS Lead Engineers within one week of completion of travel.

The contractor shall also perform analysis weekly on the logs provided by the Government and determine appropriate settings, product configurations and/or patches needed to improve system performance.  This analysis shall include the development of configuration management scripts, for the operational environments running once or as needed on the CA and Directory boxes. They will compare the configuration files for the CA’s and the Directories against a “master” configuration files. Feedback is to be provided to the Lead Engineers and Task Monitor or other personnel/organizations as requested by the Government. Format for the logs and the resulting feedback is to be determined at the initial Technical Interchange Meetings and documented in the Management Plan.  

The contractor shall also track any trouble tickets opened by the DECC’s, Integrator or the Program Team on contractors products and/or code developed.  The contractor will provide weekly status of the resolution of those trouble tickets to the Task Monitor and Lead Engineers in a format that supports the DoD PKI’s configuration management process and will be documented in the Management Plan.

The contractor is tasked to support system scalability, availability and Continuity of Operations Planning (COOP) as needed by the government. This support will require the contractor’s technical expertise to develop system design approaches, critical analysis of product scalability/availability, inputs to planning, testing and implementing a reliable, scalable system that supports daily operations and implementation of plans for the continuity operations.    The contractor will provide inputs to support the COOP as requested by the Government in a format agreed to by the Task Monitor and documented in the Management Plan.

- -

6.4.8 Subtask 8:  Platform Integration and Testing.

The contractor shall integrate the Netscape products with all other PKI and or GDS components on Government Furnished Equipment [GFE] Sun Enterprise platforms, and perform both unit test of components and integrated system testing at an approved secure facility.  The configuration and testing of the platforms will be to specifications developed by the DISA PKI and GDS Teams, and will be conducted in consultation with the PKI and GDS integrators.

The expectation, based upon discussions with the PKI Program Manager, is that the products to be integrated will be the new 6.x versions of the Netscape products; that is CMS 6.1, Directory Server 6.1.1, and Enterprise Server 6.1sp2.  The platform integration of Release 3 components [CMS 4.2sp1, Directory 4.12, Enterprise Server 4.1sp8] will be provided if issues arise with the integration and testing of the new 6.x versions of the Netscape products.

The integrated and tested platforms will be delivered to the DECCs for deployment.  The contractor shall assist the PKI integrator, GDS integrator, and DECC system administrators in the deployment at the DECCs, as needed.

6.4.9 Subtask 9:  Research and Developmental Efforts.

The contractor shall conduct research and provide developmental efforts to improve the Netscape products deployed within the DoD Public Key Infrastructure, and Global Directory Service. Contractor shall develop computer software (code), product configurations, procedures, analysis and/or documentation to support current and/or future PKI and GDS releases, which will continue to satisfy the systems overall functional, system stability and availability requirements.

The contractor will provide support for our performance monitoring and developmental efforts associated with PKI/CAC and its evolution.  Contractor shall work within the large-scale operations environment and develop 'hooks' to application and network level monitoring tools as well as tool selection.  In addition these efforts shall have broad applicability to our future net centric services model.
6.5
Task 5:
Education, Training and Awareness, Certification and Accreditation, 


and IA Support
6.5.1
Subtask 1: 
Unit, Development, Integration and DITSCAP Testing and Evaluation

The Contractor shall be responsible for the development of Capability Increment System Acceptance Test Procedures for each GDS deployment.  Once the GDS is deployed at two or more locations, the system acceptance test shall include procedures for evaluation of the interoperability of the system and equipment between each of the GDS sites.  System Acceptance Testing shall be part of both the development test cycle, and the formal Government Acceptance Testing conducted by the JITC.  

The testing shall also ensure that existing capabilities are not degraded by the addition of new sites.  The Contractor shall work with the Government and coordinate all on-site activities for system acceptance testing.  The Contractor shall be responsible for the execution of assigned test and evaluation activities outlined in the GDS Test and Evaluation Master Plan (TEMP), to include but not be limited to directory synchronization testing, evaluation of backup and failover procedures and execution between multiple government GDS locations, and full system evaluation prior to a Capability Increment release for deployment.  The Contractor shall have the test procedures completed at least 30 days prior to scheduling of all test/evaluation activities.  The Contractor shall provide a formal test report within 30 days of completion of a test/evaluation activity.  The GDS Project Work Breakdown Schedule shall establish specific delivery dates for each set of test procedures and test report.

The Contractor shall be responsible for the development of all required documentation as part of the DoD Information Technology Security Certification and Accreditation Process (DITSCAP).  The Contractor shall provide on-site support during the execution of System/Security Test & Evaluation activities.  When directed by the Task Monitor, the Contractor shall be responsible for assisting the Program Office with the transition to full NIAP product and system compliance. 

6.5.2
Subtask 2:
Intrusion Alerts and Vulnerability Assessment (IAVA) Support

The DoD Computer Emergency Response Team (DoD-CERT) mission is to protect, defend, and restore the integrity and availability of the essential elements and applications of the DII.  The DoD-CERT disseminates Information Assurance Vulnerability Alerts (IAVAs) to Combatant Commanders , Service and Agency points of contact.  There are three types of notifications: IAVA, IAVB, and Technical advisory.  The IAVA alert is generated when the vulnerability is most severe and corrective action is of the highest priority.  The IAVB, Information Assurance Vulnerability Bulletin, is generated when the vulnerability does not post immediate threat to DoD systems, but is significant enough that non-compliance with the corrective action could escalate the threat.  The Technical Advisory is generated when the vulnerability exists but is categorized as low risk.  

The Contractor shall be responsible for monitoring IAVA, IAVB, and Technical Advisories issued by the DoD-CERT, assessment of the impact and potential threat to the GDS, and implementation of corrective actions, within the timeframes allotted by the DoD-CERT, and via a repeatable and documented process, to maintain optimal information assurance thresholds. 

7.  Quality and Compliance:

Quality service and products are the goals of both the Government and the Contractor.  Open and frank communication between the two parties is paramount to attainment of this goal and will provide opportunities to proactively address problem areas, identify successful areas to sustain, and identify business process improvements.

Contractor performance will be evaluated in four specific areas:

· Quality of Product and Service

· Timeliness of Performance

· Business Relations

· Customer Satisfaction

Specific performance evaluation criteria are identified below.

QUALITY OF PRODUCT AND SERVICE

· Compliance with contract requirements

· Completeness of shipment

· Delivery of correct product

· Delivery of quality product

· Delivery of product at an acceptable level of performance

· Equipment failures

· Delivery of defective equipment

· Accuracy of reports

· Effective logistics support

· Quality of replacement parts

· Configuration/integration capability

· Meeting cost estimates

· Adequacy of technology refreshment updates

· Adequacy of technical expertise and appropriate allocation to task support

· Proactive problem recognition and resolution

TIMELINESS OF PERFORMANCE

· Delivery dates met

· Discrepancies expeditiously resolved

· Warranty response time acceptable

· Reports meet due dates

BUSINESS RELATIONS

· Effective contract management

· Effectively managing contract resources

· Responsive to contract requirements

· Effectively resolving performance problems

· Reasonable/cooperative

· Prompt notification of problems

· Flexible

· Reliable

· Responsive to direction

· Implementation of quality improvements

· Innovative solutions

CUSTOMER SATISFACTION

· Completeness of shipments

· Operability of equipment and system upon receipt

· Quality of Product

· Accurateness of Documentation

8.  Place of Performance:

8.1 
Primary Place of Performance

Work will be performed at the contractor site within the National Capitol Region (NCR).  In addition to local travel to Government and industry facilities, site visits to Government and industry facilities in CONUS and OCONUS may be required.

8.2 
Travel

The contractor shall be required to travel locally in the National Capital Region.  Short-term (1-7 day duration) CONUS/OCONUS travel may be required with current travel planning outlined in the following table.  All required travel will be done in support of GDS system installation and maintenance in accordance with paragraph 6.0 of this SOW and with the joint travel regulations and its prevailing rates.  The projected travel, as tasked by the TM includes the following locations:
	Destination
	Number of

Personnel
	Number of Days
	Number of

Trips
	Purpose

	New Orleans, LA
	3
	5
	1
	PKI Conference

	
	
	
	
	

	Dallas, TX
	2
	5
	1
	DMS Semi-Annual Conference

	Chambersburg, PA
	5
	3
	13
	Installation of new/expanded GDS Capabilities/equipment

	2nd Site
	3
	4
	2
	Installation of new/expanded GDS Capabilities/equipment

	Ft. Huachuca, (Tucson) AZ
	3
	5
	2
	Joint Interoperability Test Command (JITC) Evaluation

	TBD
	1
	4
	2
	C/S/A Conferences

	Monterey, CA
	1
	3
	2
	Installation Support

	Denver, CO
	1
	3
	5
	Installation Support


The Task Monitor and Contracting Officer’s Representative (COR) must approve additional travel.

9. 
Period of Performance:

The period of performance for this Task Order is  326 days from date of award, incrementally funded.
10. 
Deliverable/Delivery Schedule:

The initial due dates for deliverables provided in this Delivery Order Definition may be modified by the Technical Task Manager at IPRs and/or other subsequent input from the Technical Task Manager.  The actual due dates for deliverables will be based upon the Task Order Management Plan and any subsequent revisions to the Task Order Management Plan.  All document deliverables on this delivery order will be delivered in hardcopy and electronically in an MS Word (Windows) or MS PowerPoint (Windows) format.

	SOW Task
	Deliverable Title
	FormatFormat
	Due Date
	Copies
	Distribution 
	Frequency and Remarks

	6.1.2
	Task Order Management Plan
	Contractor Format  (one electronic and one hard copy)
	Calendar days after TO Award
	2
	Standard

Distribution*
	Draft – 45

Final – 60

	6.1.2
	GDS Project Work Breakdown Schedule (WBS)
	Contractor Format  (one electronic and one hard copy)
	Calendar days after TO Award
	2
	Standard

Distribution*
	Draft – 30

Final – 45

Updates:  Monthly, at the first GDS IPR of the month.

	6.1.2
	Lessons Learned
	Contractor Format  (one electronic and one hard copy)
	Upon completion of task order
	2
	Two Copies to TM; Letter Only to KO
	

	6.2.1
	Contract Program Management Review(s)


	Contractor Format  (one electronic and one hard copy)
	
	2
	Standard

Distribution*
	Monthly, on 10th Business day

	6.2.1
	Monthly Status Report
	Contractor Format  (one electronic and one hard copy)
	
	3
	Standard

Distribution*
	Component of Contract PMR

	6.2.1
	Program Cost / Schedule Status Report
	Contractor Format  (one electronic and one hard copy)
	
	2
	Standard

Distribution*
	Component of Contract PMR

	6.2.1
	Contract Funds Status
	Contractor Format  (one electronic and one hard copy)
	
	2
	Standard

Distribution*
	Quarterly, in conjunction with scheduled Contract PMR

	6.2.1
	IPR Agenda & Minutes
	Contractor Format  (one electronic and one hard copy)
	
	2
	Two Copies to TM; Letter Only to KO
	Weekly, on workday following IPR

	6.2.4
	
	
	
	
	
	

	6.2.4
	Capability Increment Release Documentation
	Contractor Format  (one electronic and one hard copy)
	As required by the GDS CMP
	2
	Standard

Distribution*
	In conjunction with each scheduled Capability Increment Release

	6.3.1
	System Engineering Team meeting Memorandum For Record (MFR)
	Contractor Format  (one electronic and one hard copy)
	As required by SET meetings
	2
	Standard Distribution*
	Within 3 business days of SET meeting

	6.3.2
	GDS System and Security Architecture
	Contractor Format  (one electronic and one hard copy)
	Calendar days after TM notification
	2
	Standard

Distribution*
	Draft – 60

Final –90

	6.3.2
	System Decision Papers
	Contractor Format  (one electronic and one hard copy)
	As required by engineering decisions
	2
	Standard Distribution*
	Within 5 calendar days of engineering decision

	6.3.2
	Requirements document for the transition of PKI to GDS
	Contractor Format  (one electronic and one hard copy)
	Calendar days after TM notification
	2
	Standard Distribution*
	Draft – 60

Final –90

	6.3.3
	Detailed System Design Document
	Contractor determined format
	Calendar days after completion / approval of system design plans.
	2
	Standard

Distribution*
	Draft – 30

Final – 45

	6.3.3
	Web Page Enhancements
	
	Upon each applicable Capability Increment deployment
	2
	Standard

Distribution*
	In conjunction with Capability Increment deployment

	6.3.4
	Directory Service COTS Product Alternatives Evaluation
	Contractor Format  (one electronic and one hard copy)
	30 days following TO award
	2
	Standard

Distribution*
	Updated as required by TO Monitor

	6.3.4
	Commercial Product Evaluation Report
	Contractor Format  (one electronic and one hard copy)
	As directed by TO
	2
	Standard Distribution*
	Draft – 30

Final – 45



	6.3.5
	GDS Data Integrity Policy / Engineering Guidance
	Contractor Format  (one electronic and one hard copy)
	Calendar days after TO award
	2
	Standard Distribution*
	Draft – 45

Final – 90



	6.3.6
	Data Aggregation White Paper
	Contractor Format  (one electronic and one hard copy)
	Calendar days after TO award
	2
	Standard Distribution*
	Draft – 45

Final – 90



	6.3.7
	GDS-KMI Interface Implementation
	
	Schedule driven by KMI-GDS negotiation
	
	
	

	6.3.8
	Industry Forum Materials
	Contractor Format  (one electronic and one hard copy)
	Calendar days after TM notification
	2
	Standard

Distribution*
	Draft – 30

Final –45

	6.3.8
	Conference Demonstration Materials
	
	As required by Conference dates
	
	
	

	6.3.9
	Engineering Analysis
	
	
	2
	Standard Distribution*
	Required as needed by Government

	6.3.10
	Directory Architecture Design
	
	Calendar days after DO award
	2
	Standard Distribution*
	Draft – 60

Final – 90

	6.3.11
	Technical Integration Inputs
	
	
	2
	Standard Distribution*
	Required as needed by Government 

	6.3.12
	Software Patches and Upgrades
	
	
	2
	Standard Distribution*
	Required as needed by Government

	6.3.13
	Fail-over / Restoration Strategy
	
	Calendar days after DO award
	2
	Standard Distribution*
	Draft –90

Final – 120



	6.3.13
	Reliability / Availability Engineering Analysis
	
	Calendar days after DO award
	2
	Standard Distribution*
	Draft – 120

Final – 150



	6.3.14
	Directory Security Design
	
	Calendar days after DO award
	2
	Standard Distribution*
	Draft – 60

Final – 90



	6.4.1
	Service Level Agreement (SLA) Support
	
	As required by the PMO
	
	
	In conjunction with new PMO service agreement negotiation.

	6.4.2
	Bill Of Materials (BOM)
	Contractor Format  (one electronic and one hard copy)
	Calendar days after TM notification
	2
	Standard 

Distribution*
	Draft – 30

Final -45

	6.4.2
	Site Survey Report
	Contractor Format  (one electronic and one hard copy)
	Calendar days after Trip
	2
	Standard

Distribution*
	10th workday following return from trip

	6.4.2
	Capability Increment Deployment Schedule
	Contractor Format  (one electronic and one hard copy)
	Upon each Capability Increment deployment
	2
	Standard 

Distribution*
	–In conjunction with Capability Increment deployment

	6.4.2
	Capability Increment  Deployment Inventory Report
	Contractor Format  (one electronic and one hard copy)
	Calendar days after last item received
	2
	Standard 

Distribution*
	10th workday following receipt of last item ordered

	6.4.3
	Web Design Document
	Contractor Determined Format
	Calendar Days after TM notification
	2
	Standard Distribution *
	30 days after contract modification award

	6.4.3
	Installation Procedures
	Contractor Determined Format
	Calendar Days after TM notification
	2
	Standard Distribution *
	60 days after contract modification award

	6.4.3
	Web Code
	As appropriate
	Calendar Days after TM notification
	2
	Standard Distribution*
	90 days after contract modification award

	6.4.6
	Configuration Change Request
	
	
	2
	Standard Distribution*
	Required as needed by Government 

	6.4.7
	Operations and Maintenance Support
	
	
	2
	Standard Distribution*
	Trip Reports due on week after competing travel.  Log Analysis due weekly, Trouble Ticket Status due weekly.  System Availability and COOP Inputs due as required by Lead Engineers

	6.5.1
	DITSCAP Documentation

(SSAA) 
	Contractor determined format
	IAW Schedule from Paragraph 6.4.3 
	2
	Standard

Distribution*
	IAW Schedule from Paragraph 6.4.3

	6.5.1
	Capability Increment System Acceptance Test Procedures
	Contractor Format  (one electronic and one hard copy)
	Calendar days after TM notification
	2
	Standard 

Distribution*
	Draft – 30

Final -45

	6.5.1
	Capability Increment System Acceptance Test Report
	Contractor Format  (one electronic and one hard copy)
	Calendar days after test completion
	2
	Standard 

Distribution*
	Draft – 15

Final –30

	6.5.2
	IAVA Implementation
	
	As required by issuance of an IAVA
	
	
	As required by issuance of an IAVA and within response timelines.


Standard Distribution
· 1 copy of the transmittal letter and the deliverable to the Primary TM.  One copy of the MSR to the API Business Office, Acquisition Liaison, JoAnn Johnson
11.
Security:

All contractor personnel shall be U.S. citizens, and shall possess at least a SECRET security clearance.  All contractor personnel require access to information at the SECRET level.

The contractor shall follow the standards established in DoD 5200.2-R, DoD Personnel Security Program.  DoD 5200.2-R requires DoD military and civilian personnel, as well as DoD consultant and contractor personnel, who perform work on sensitive automated information systems (AISs), be assigned to positions that are designated as one of two sensitivity levels (ADP-I, ADP-II).  These designations equate to Critical Sensitive and Non-Critical Sensitive.  The contractor shall assure that individuals assigned to the following sensitive positions, as determined by the Government, have completed the appropriate forms.  All individuals will be U.S. citizens.

Personnel supporting this task will be ADP-II positions and require a DoD National Agency Check plus written inquiries or a National Agency Check plus written inquiries.

The required investigation will be completed prior to the assignment of individuals to sensitive duties associated with the position.  The contractor shall forward their employee clearance information (completed SF 85P, Questionnaire for Positions of Public Trust, and two DD Forms 258 (Fingerprint cards) to: 

DISA Security Division 

ATTN: Personnel Security 

5275 Leesburg Pike

Falls Church, VA 22041-3206. 

Contractor personnel, with access to DoD facilities, shall observe local DoD security policies and procedures.  The DD Form 254 Contract Security Classification Specification Form is part of Appendix U of the contract.  Access to government facilities will be granted on a need-to-know and a clearance basis.

12.
Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI):

Any hardware or software procured under this contract shall remain property of the Government, and shall be returned to the Government as specified by the TM at the conclusion of the contract.  

Additional GFI/GFE requirements will be identified on a task-by-task basis. As additional materials are required, the contractor shall coordinate requirements with the Task Monitor and COR. The Government will facilitate the contractor’s access to the data required in support of this work effort.  GFI will include existing GDS documentation and the current web site data.  Final disposition of GFE will be handled in accordance with the government's property management procedures.  All GFI will be available upon request.  

13.
Packaging, Packing, and Shipping: See paragraph D.1 of the ‘I Assure‘ contract.
14.
Inspection and Acceptance: See section E.1 of the ‘I Assure’ contract.
15.
Other Pertinent Information or Special Considerations:

The contractor will provide procurement support in accordance to the Government FAR rules and regulations for procurement of equipment and supplies including compliance with Section 508 of the Rehabilitation Act.  All product procurement shall be in accordance with government procurement policies and regulations, and after the products are procured, the contractor shall adhere to government property accounting/management policies and regulations in handling government properties.  

a.
Identification of Possible Follow-on Work.

Upon completion of this task order it may be necessary for the contractor to perform follow-on work for the continued support of GDS per 6.0

b.
Identification of Potential Conflicts of Interest (COI).
The primary burden is on the contractor to identify any organizational COI.  The Government will identify and evaluate such conflicts. 

c.
Identification of Non-Disclosure Requirements.

The contractor must execute the non-disclosure agreements when working with sensitive and/or proprietary information.  During the integration of the GDS and Vendor proprietary software the Contractor must execute the non-disclosure agreement as it relates to the GDS and its multiple commercial components.

13.  Section 508 Accessibility Standards.  The following Section 508 Accessibility Standard(s) (Technical Standards and Functional Performance Criteria) are applicable (if box is checked) to this acquisition.

Technical Standards
 FORMCHECKBOX 
 1194.21 - Software Applications and Operating Systems

 FORMCHECKBOX 
 1194.22 - Web Based Intranet and Internet Information and Applications

 FORMCHECKBOX 
 1194.23 - Telecommunications Products

 FORMCHECKBOX 
 1194.24 - Video and Multimedia Products

 FORMCHECKBOX 
 1194.25 - Self-Contained, Closed Products

 FORMCHECKBOX 
 1194.26 - Desktop and Portable Computers

 FORMCHECKBOX 
 1194.41 - Information, Documentation and Support

The Technical Standards above facilitate the assurance that the maximum technical standards are provided to the Offerors.  Functional Performance Criteria is the minimally acceptable standards to ensure Section 508 compliance.  This block is checked to ensure that the minimally acceptable electronic and information technology (E&IT) products are proposed.

Functional Performance Criteria
 FORMCHECKBOX 
 1194.31 - Functional Performance Criteria

(End of Summary of Changes) 

