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AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT

Except as provided herein, all terms and conditions of the document referenced in Item 9A or 10A, as heretofore changed, remains unchanged and in full force and effect.

15A. NAME AND TITLE OF SIGNER (Type or print)

30-105-04

EXCEPTION TO SF 30

APPROVED BY OIRM 11-84

STANDARD FORM 30 (Rev. 10-83)

Prescribed by GSA

FAR (48 CFR) 53.243

a.  The purpose of this modification is to incorporate by reference TASC's revised proposal dated 24 Aug 2004 into the task order.  The

 revised proposal was submitted in response to the Government's revised Statement of Work dated 09 Aug 2004, attached.  Incorporation of

 this revised proposal changes the total order amount from $3,125,255.80 to $3,559,849.90, an increase of $434,594.10.

b.  The period of performance remains unchanged as 29 Dec 2003 through 28 Oct 2004.  All other terms and conditions remain unchanged.

1. CONTRACT ID CODE

PAGE OF  PAGES

Y

1

21

16A. NAME AND TITLE OF CONTRACTING OFFICER (Type or print)

16C. DATE SIGNED

BY

27-Aug-2004

16B. UNITED STATES OF AMERICA

15C. DATE SIGNED

15B. CONTRACTOR/OFFEROR

(Signature of Contracting Officer)

(Signature of person authorized to sign)

8. NAME AND ADDRESS OF CONTRACTOR  (No., Street, County, State and Zip Code)

9B. DATED (SEE ITEM 11)

X

DCA200-00-D-5019-0021

10B. DATED  (SEE ITEM 13)

X

9A. AMENDMENT OF SOLICITATION NO.

27-Jul-2000

11. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS

The above numbered solicitation is amended as set forth in Item 14.  The hour and date specified for receipt of Offer  

is extended,

is not extended.

Offer must acknowledge receipt of this amendment prior to the hour and date specified in the solicitation or as amended by one of the following methods: 

(a) By completing Items 8 and 15, and returning

copies of the amendment; (b) By acknowledging receipt of this amendment on each copy of the offer submitted;

or (c) By separate letter or telegram which includes a reference to the solicitation and amendment numbers.  FAILURE OF YOUR ACKNOWLEDGMENT TO BE 

RECEIVED AT THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN  

REJECTION OF YOUR OFFER.  If by virtue of this amendment you desire to change an offer already submitted, such change may be made by telegram or letter, 

provided each telegram or letter makes reference to the solicitation and this amendment, and is received prior to the opening hour and date specified.

12. ACCOUNTING AND APPROPRIATION DATA (If required)

13. THIS ITEM APPLIES ONLY TO MODIFICATIONS OF CONTRACTS/ORDERS.

IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14.

A. THIS CHANGE ORDER IS ISSUED PURSUANT TO:  (Specify authority) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE

 CONTRACT ORDER NO. IN ITEM 10A.

B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying 

office, appropriation date, etc.) SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(B).

C. THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF:

X

D. OTHER (Specify type of modification and authority)

Unilateral; Acceptance of TASC 24 Aug 2004 Proposal

E. IMPORTANT:   Contractor

X

is not,   

is required to sign this document and return

copies to the issuing office.

14. DESCRIPTION OF AMENDMENT/MODIFICATION  (Organized by UCF section headings, including solicitation/contract subject matter

 where feasible.)

10A. MOD. OF CONTRACT/ORDER NO.

07

2. AMENDMENT/MODIFICATION NO.

5. PROJECT NO.(If applicable)

6. ISSUED BY

3. EFFECTIVE DATE

27-Aug-2004

CODE

DISA/DITCO-SCOTT

2300 EAST DRIVE

SCOTT AFB IL 62225-5406

HC1013

7. ADMINISTERED BY  (If other than item 6)

4. REQUISITION/PURCHASE REQ. NO.

CODE

See Item 6

TASC INC

55 WALKERS BROOK DRIVE

READING MA 01867-3297

JOSEPH D'AGOSTINO

FACILITY CODE

4A457

CODE

iascottafb@scott.disa.mil

EMAIL:

TEL:

KAREN E. KINCAID / CONTRACTING OFFICER


SECTION SF 30 BLOCK 14 CONTINUATION PAGE 

SUMMARY OF CHANGES  

SECTION G - CONTRACT ADMINISTRATION DATA 

The following have been added by full text: 

Additional Accounting and Appropriation Data

AA:  97X4930.5F20 000 C1013 0 068142 2F 255011

CLIN/SubCLIN
Purchase Request Number
Obligated Amount

0001

NMIPR049207251


$434,594.10

SECTION J - LIST OF DOCUMENTS, EXHIBITS AND OTHER ATTACHMENTS 

The following have been added by full text: 

        STATEMENT OF WORK 9 AUG 04
 ‘I ASSURE’ TASK ORDER (TO)

STATEMENT OF WORK (SOW)

09 August 2004 

	Contract Number:
	DCA200-00-D-5019

	Order Number:
	0021

	Tracking Number:
	IA 00203.00

	Expiring Order Number:
	0017


1. Points of Contact

a.  Primary Task Monitor (TM): 
	Name:
	

	Organization:
	DISA/GE413

	Address:
	5275 Leesburg Pike, Falls Church, VA 22041

	Phone No.:
	

	Fax No.:
	

	Internet Address:
	



b.  Alternate Task Monitor (ATM):
	Name:
	

	Organization:
	DISAS/GE413

	Address:
	5275 Leesburg Pike, Falls Church, VA 22041

	Phone No.:
	

	Fax No.:
	

	Internet Address:
	


2. Order Title: Joint CERT Database (JCD), Joint Threat Incident Database (JTID), DOD  CERT Incident Database (DCID), and Law Enforcement and Counter Intelligence (LE/CI) Databases, or the Global Incident Reporting & Analysis Database Suite. (GIRADS)

3. Background: The Joint Task Force for Global Network Operations (JTF-GNO) is responsible for determining when the Department of Defense (DOD) is under a computer network attack or is experiencing a computer network incident with strategic implications.  JTF-GNO coordinates and directs the response to that attack.  An attack with strategic implications is one that affects DOD’s ability to project, deploy, or employ forces.  The JTF-GNO executes its mission through DOD service components and other communities such as the Law Enforcement and Intelligence Community. The Joint CERT Database (JCD) is a centralized database initiated by both the JTF-GNO and the DOD Computer Emergency Response Team (DOD CERT), and technically managed by DISA/API.  DISA provides technical management as well as developmental oversight.  JCD/JTID/DCID and LE/CI development meets requirements established by DODD-6510 and other DOD directives. 

The purpose of this project is to implement a set of incident repository systems that support the JTF-GNO, DOD-CERT as well as the C/S/A.  The result of this effort provides a capability for fusing/combining all-source intelligence, threat, and incident data then disseminating the resulting information to all authorized users/customers. The set of applications shall provide a predictive capability that allows the Computer Network Operations (CNO) community to make short and long-range predictions, planning, and risk mitigation actions when and where possible.  The system shall assist the intelligence community in analyzing on-going incidents and modeling the threat intentions and capabilities.  The entire set of application systems shall be scalable to support future requirements. Service and Agency CERTs extract data from their production system database(s) and upload the data into either an unclassified version of JCD or a SIPRNet version (depending upon the network connectivity).  JCD is currently capable performing both data collection and management; future implementations will use new and emerging technologies to enhance its’ capability.  JCD provides for data querying and the capability to report and/or upload DOD network incident data.  This common joint database system provides rapid and secure retrieval of information for decision support analysis.  

The primary operational requirement for the JTID development effort is to provide the JTF-GNO and JTID users the capability to globally collect and communicate intelligence information to Combatant Commanders and service components.  JTID v2.0 is operational on the SIPRNet and, will under this effort, be deployed on JWICS network in support of the JTF-GNO's J2.  As JTID matures, the need for tuning, enhancements, and the incorporation of unanticipated requirements, as well as on-going operational maintenance and administration, requires developmental and analysis work.

Chairman of the Joint Chiefs of Staff Instruction 6510.01C 1 May 2001 directs The Director of DISA to “establish and operate a DOD CERT to centrally coordinate actions involving GIG security incidents.”  This requires the development of a database to support this requirement.  The Joint CERT Database (JCD) provides that capability for the JTF-GNO and the services.   CJCSI 6510 requires the DOD CERT to provide “technical assistance and CND operations support … for any DOD component that does not establish … a CERT.” DOD CERT provides support to the Combatant Commanders and is closely integrated with DOD’s Regional CERTs and to DOD customers that do not operate CERTs.  Currently, DOD CERT uses the DOD CERT Incident Database (DCID) to collect data about CERT related incidents DOD wide.  DCID is deployed as a master database at the DOD CERT with web access by the RCERTs, Combatant Commanders, agencies and other DOD customers.  It provides for data collection, management, the capability to query data and generate reports, and the ability to pass incident reports to both JCD and the Trouble Management System (TMS).  As part of the DISA IA Database suite, DCID will evolve into a fully capable modeling and predictive tool.

Law Enforcement and Counter Intelligence (LE/CI) Databases are data repositories that support JTF-GNO’s Law Enforcement and Counter Intelligence Centers in a manner consistent with JCD, JTID, and DCID that, if authorized, allows for the sharing of incident related data.  The development of an LE/CI database set continues under this SOW.

The JCD, JTID, DCID, and the LE/CI databases set shall be referenced in this SOW as the “application set.”

4. Objectives:   The purpose of this project is to implement a set of incident repository systems that support the JTF-GNO, DOD-CERT as well as the C/S/A.  The result of this effort provides a capability for fusing/combining all-source intelligence, threat, and incident data then disseminating the resulting information to all authorized users/customers. The set of applications shall provide a predictive capability that allows the Computer Network Operations (CNO) community to make short and long-range predictions, planning, and risk mitigation actions when and where possible.  The system shall assist the intelligence and the law enforcement communities in analyzing on-going incidents and modeling threat intentions and capabilities.  The entire set of application systems shall be scalable to support future requirements. 

5. Scope:  This document applies to the integration and development of the applications addressed above.  The contractor shall provide engineering and technical services including development, integration, installation, and maintenance throughout the project development process.  The contractor shall provide information assurance expertise where needed, particularly in requirements gathering.  

Application Set Work Breakdown Structure (WBS): 

The WBS for this project will consist of the following activities:

Specify the applications requirements

Develop a design that satisfies the identified requirements

Implement the proposed design

Evaluate (against user defined requirements), and demonstrate the overall system designs

Deploy, administer and maintain the delivered systems

The contractor shall comply with the appropriate DOD-approved architectures, programs, standards and guidelines, such as Defense Information Infrastructure (DII), Security Technical Implementation Guide (STIG), DII Common Operating Environment (COE), Defense Information Systems Network (DISN), and Shared Data Environment (SHADE). Specific services addressed in this SOW are:

· Task Area 1: Policy, Planning, Process, Program and Project Management Support

· Task Area 2: Standards, Architecture, Engineering and Integration Support

· Task Area 3: Solution Fielding/Installation and Operations

6. Specific Tasks:
6.1
Task 1 - Contract-Level and Task Order (TO) Management: 

6.1.1 Subtask 1.1 - Integration Management Control Planning:  Provide the technical (task order level) and functional activities at the Contract Level needed for the Program Management of this SOW.  The contractor shall provide technical expertise for review, re-engineering if required, acquisition, financial reporting, solution fielding, strategic and operational planning, training, operations, and customer support as described within this SOW.  Processes will be in accordance with DOD, National, and Agency guidelines.  This shall include productivity and management methods such as Quality Assurance, progress/status reporting, and Program Reviews at the Contract and Task Order level.  Provide the centralized administrative, clerical, documentation, and related functions.
6.1.2   Subtask 1.2.   The Contractor shall host a Technical Interchange Meeting (TIM) to ensure a mutual understanding between the contractor and the Government on the TO requirements.  The contractor shall describe the technical approach and the organizational resources and management controls to meet the cost, performance, and schedule requirements throughout the period of performance.  

Deliverables:

1. Technical Interchange Meeting, NLT 10 working days after task order award

2. TIM Briefing/support materials in written format NLT three (3) working days before the meeting.

3. TIM Minutes and briefing/support materials in written format NLT five (5) working days after the meeting.

6.1.3   Subtask 1.3 - TO Management: The contractor shall perform the daily activities required for successful program completion, including but not limited to, management and status reporting, quality assurance monitoring, configuration management, and security management.  The Contractor shall develop and deliver a Management Plan/Plan of Accomplishment (MP/POA) fifteen (15) days after award that describes the technical approach, organizational resources and management controls to be employed to meet the cost, performance, and overall schedule requirements throughout TO execution.  The plan will include the description of management controls, key activity milestones, deliverables, schedules, assumptions, additional government furnished equipment/government furnished information (GFE/GFI) as required, and other relevant information.  The contractor shall not begin the development effort without the MP/POA being approved by the Government. 

The contractor shall maintain and update the application set milestone/deliverable schedule in contractor format, and provide a weekly schedule review to the government not to exceed one hour.


The contractor shall submit a weekly status report consisting of an executive summary covering the status of activities of the previous week.  Further, the contractor shall provide status on work progress and a listing of potential management/technical problems encountered that may impact cost/schedule, and other information as deemed important to the TO.

Deliverables:

1. MP/POA Draft, draft due 15 working days after Technical Interchange Meeting

2. MP/POA Final, due 5 working days after receipt of comments

3. Milestone/Schedule updates, due weekly

4. Weekly Status Report

6.1.4   Subtask 1.4   Monthly Status Reports.  The contractor shall submit a monthly status report consisting of an executive summary covering the activities and funding status of the previous month.  The contractor shall include a detailed summary of the technical activities in all task areas grouped by major project areas and will include a status of funds for the task order.  Further, the contractor shall provide status on work progress, a funding profile that matches the appropriate monthly payment invoice, program schedule data, a list of potential management/technical problems encountered that may impact cost/schedule, and other information as deemed important to the TO.  The reports shall be submitted five days after the contractor accounting period.  The Monthly Status Report shall include a labor hour breakdown to include, but not limited to, Software Engineering hours, Technical Support hours, Software Configuration hours, Management/ Quality Assurance hours, DBA Support hours, AIS Security Support hours, Documentation hours, and Research and Training hours and actual and projected monthly cost.  Additionally, the Contractor shall provide an explanation of differences between actual and projected expenditures. 

Deliverable: Monthly Status Reports, due five (5) working days after the Contractor’s accounting period.

6.1.5   Subtask 1.5   Contractor shall provide In-Progress Reviews (IPR).  These reviews will address the information contained in the Monthly Status Reports, and a review of all changes and developments to the JCD/JTID/DCID and LE/CI architectures.  Depending on contract performance other information may be included in the IPR.  The contractor shall provide briefings slides to the Government TM two (2) working days prior to the scheduled IPR.

Deliverable: 

1. Briefing Package is due two (2) days prior to the IPR

2. Meeting Minutes due NLT three (3) working days after the IPR
6.2   Task 2   Engineering, Maintenance and Documentation Updates. 

The contractor shall provide systems engineering and engineering support.  This effort includes, but is not limited to designing, developing and prototyping database and web services applications; prototyping hardware/software tools; modifying and improving existing IA products; conducting site visits for product implementation, problem solving/correction, and installation of products; participating in technical reviews during selection, development, and testing of components; designing and developing prototype hardware/software tools; assessing and testing technology; and providing technical support in assessing the function, security, vulnerability, usefulness, and potential applications of current and future technology, available from commercial, government, or other sources. 

 As part of this task, the contractor shall update the existing application database set (JCD/JTID/DCID and LE/CI) documentation at each software release, to keep them current with system upgrades.  The contractor may be required to attend meetings to include Requirements Meetings, Status Meetings, Technical Interchange Meetings, Technical Working Group Meetings and Configuration Control Board Meetings and shall take meeting minutes in support of the application set, as required and directed by the TM.  In addition, the contractor shall procure 1 year of maintenance for the JCD NetScreen encryptor located at DISA HQ. 

Deliverables:


1. Application Documents and/or Document upgrades.  

i. Updated Data Element Dictionary, Schema, Release Notes and User’s Manual are due 5 working days prior to the installation of a new release.

ii. Other Documentation, including but not limited to the System Architecture Diagram, Configuration Management Plan, documents required for system accreditation or supporting the application set and enhancements.  Documents and Updates to existing documents are due 20 working days following implementation of an application upgrade.

2. Meeting Minutes, as required, due three (3) working days after Meeting

3. NetScreen Maintenance 

6.2.1 Subtask 2.1.  Requirements Analysis and Updated Business Rules Matrix.  As part of this task, the contractor shall perform requirements analysis for the application set. The contractor will address the database modeling requirements, initial data interchange, data structures, and schemas necessary to capture and present CNO threat information.  The result of the requirements analysis and enhancements conducted under Task 2 shall be updated in the Business Rules Matrices.

Deliverable: Updated Business Rules Matrices, as required, to be tracked under individual JCD/JTID/DCID and LE/CI systems SOW paragraphs.

6.2.2  Subtask 2.2 Application Suite Development and Test Lab. The contractor shall establish and maintain a development lab environment at contractor site that duplicates the DISA HQ JCD and DCID operational configurations to ensure optimal JCD and DCID application functionality. The contractor shall update the System architecture diagram, as described in SOW paragraph 6.2, so that it depicts the operational configuration. The contractor shall, from time-to-time report on the ongoing operations of the Development lab and, at the direction of the TM, conduct demonstrations for VIPs and other as designated by the TM.  
Deliverable:  IA DB Suite Development Lab Report(s)

6.2.3 Subtask 2.3 IA DB Suite Data Distribution. JCD provides for data querying and the capability to report and/or upload DOD network incident data.  This common joint database system provides rapid and secure retrieval of information for decision support analysis.  JCD is currently capable of performing both data collection and management; future implementations will use new and emerging technologies to enhance this capability.  This task addresses the DISA community’s need to receive data from the Application Set for creating tools to analyze and/or to visualize incident data.  The contractor shall develop a technical solution that provides a common operational method for distribution of the application set data, as directed by the TM. The result of this effort provides a capability for fusing/combining all-source intelligence, threat, and incident data then disseminating the resulting information to all authorized users/customers. The system will assist the intelligence community in analyzing on-going incidents and modeling the threat intentions and capabilities.  

Deliverable:  IA DB Suite Updated XML documents, as required.

6.3 Task 3  JCD Development

6.3.1 Subtask 3.1 JCD Databases Maintenance, Upgrade and Operation.  The contractor shall update and perform required maintenance to ensure application stability and performance.  The objective of this task is to provide for patch, upgrade and enhancements deployment, as required, and the day-to-day operations of the JCD as part of the application database set.  This includes the periodic monitoring of the data feeds (NIPRNet, SIPRNet, and JWICS if applicable), maintenance of the systems – except where performed by the DBAs – bug fixes, and the implementation of application enhancements approved by the Government. 

As part of this task, the contractor shall perform requirements analysis for the application set.  The result of the requirements analysis and enhancements conducted under Task 2 shall be updated in the Requirements (Business Rules – BRs) Matrices. 

The contractor shall develop patches, fixes and enhancements to the JCD, and upon authorization by the Government, deploy approved changes/upgrades to the JCD database.  The contractor shall conduct such analysis as required to ensure end user acceptance of the JCD interface, outputs, and overall usability. 

The contractor shall address the database modeling requirements, initial data interchange, data structures, and schemas necessary to capture and present CNO threat information.  This deliverable will consist of the database schema (ERD) and data dictionary for the JCD application.  The data element dictionary shall, for each data element, list a definition, possible entries to include Standard Data Lists (SDLs) if necessary, and whether entities are null or not null.  The contractor shall develop or update documentation for the JCD database (Installation Guide, Design documents, Functional Test Package and Report, and User Manual).  IA DB Suite Document upgrades (System Architecture Diagram, Configuration Management Plan) supporting the application set and enhancements are found in SOW Paragraph 6.2. 

Deliverables:


1. JCD patches, upgrades, enhancements

2. JCD Application Change Request/Problem Reports

3. JCD Installation Guide Updates, as required

4. JCD Release Notes

5. Updated JCD Business Rules (BR) Requirements Matrix
6. JCD Database Design Documents Updates (Schema – ERD and Data Element Dictionary)

7. Functional Test Package (includes BRs, Release Notes, ‘fixed’ PR/CR reports)

8. Functional Test Report

9. JCD Users Manual Updates

6.4   Task 4   JTID Development 

6.4.1 Subtask 4.1  JTID Databases Maintenance, Upgrade and Operation.   The objective of this task is to maintain the JTID application as required by end-user evaluation following new version deployment.   The contractor shall update and perform required maintenance to ensure application stability and performance.  This task provides for patch, upgrade and enhancements deployment, as required, and the day-to-day operations of the JTID as part of the application database set.  This includes the periodic monitoring of the data feeds (NIPRNet, SIPRNet, and JWICS if applicable), maintenance of the systems – except where performed by the DBAs – bug fixes, and the implementation of application enhancements approved by the government.  

As part of this task, the contractor shall perform requirements analysis for the application set.  The result of the requirements analysis and enhancements conducted under Task 2 shall be updated in the Requirements (Business Rules – BRs) Matrices. 

The contractor shall develop patches, fixes and enhancements to the JTID, and upon authorization by the Government, deploy approved changes/upgrades to the JTID database.  

As part of performance enhancement effort of the system the contractor shall provide some additional required tools (S/W &H/W). The contractor shall install, configure, and do the initial implementation and maintenance of the tools. The list of H/W and the S/W items are listed under the deliverables. 

The contractor shall conduct analysis as required to ensure end user acceptance of the JCD  interface, outputs, and overall usability. 

The contractor shall address the database modeling requirements, initial data interchange, data structures, and schemas necessary to capture and present CNO threat information.  This deliverable will consist of the database schema (ERD) and data dictionary for the JTID application.  The data element dictionary shall, for each data element, list a definition, possible entries to include Standard Data Lists (SDLs) if necessary, and whether entities are null or not null.  The contractor shall develop or update documentation for the JTID database (Installation Guide, Design documents, Functional Test Package and Report, and User Manual).  Database document upgrades (System Architecture Diagram, Configuration Management Plan) supporting the application set and enhancements are found in SOW Paragraph 6.2. 

Deliverables:


1. JTID patches, upgrades, enhancements

2. JTID Application Change Request/Problem Reports

3. JTID Installation Guide Updates, as required

4. JTID Release Notes

5. Updated JTID Business Rules (BR) Requirements Matrix
6. JTID Database Design Documents Updates (Schema – ERD and Data Element Dictionary)

7. Functional Test Package (includes BRs, Release Notes, ‘fixed’ PR/CR reports)

8. Functional Test Report

9.  JTID Users Manual Updates

	Sharepoint Portal

	Sharepoint Portal (S/W)

	

	IDE Developer LVL1 (Support service)

	IDE Developer LVL2 (Support Service)

	Software (500 Users) (Licenses)

	CD Media only

	Media IDE Servers Prod.

	Media IDE Servers Lab

	 

	

	

	

	COGNOS Report.Net

	Hardware

	Consulting

	Software License

	

	

	Tools

	Peter Blum Controls 

	.Net code generator

	Oracle Analysis Tool DBA Ver

	Oracle Analysis Tool Dev Ver

	 


6.4.2 Subtask 4.2 JTID Deployment to the Joint World-Wide Intelligence Communication System (JWICS): The objective of this task is to deploy version X of JTID to the JWICS.  The contractor shall conduct the necessary analysis to determine which of the following have applicability to JTID deployment to JWICS:

· Physical connections,

· Location and identification of unclassified nodes,

· Circuits, network maps (if unclassified),

· System components (Hardware/Software),

· System interfaces (including C2G specifications),

· Certification and network security processes,

· Detailed information exchange requirements. 

The contractor shall make the necessary effort to ensure connectivity with the components across the SIPRNet and the JWICS network, establishing routine data passing between the SIPRNet JTID master and the JWICS JTID replicated database.  

Deliverables:


1.  Implementation and Deployment of JTID application on JWICS 


2.  JTID JWICS System Architecture (if unclassified)
6.4.3 Subtask 4.3 JTID Deployment to the Allies: The objective of this task is to deploy version X of JTID to the Allies.  The contractor shall deploy JTID to the Allies as directed by the TM. This task will require travel as approved and directed by the TM.

Deliverables:


1.  Implementation and Deployment of JTIDvX application to Allies 

6.5 Task 5 DCID Development, Maintenance, Upgrade and Operation.   

The objective of this task is to maintain the DCID application as required by end-user evaluation following new version deployment.   The contractor shall update and perform required maintenance to ensure application stability and performance.  This task provides for patch, upgrade and enhancements deployment, as required, and the day-to-day operations of the DCID as part of the application database set.  This includes the periodic monitoring of the data feeds (JCD, TMS, etc), maintenance of the systems – except where performed by the DBAs – bug fixes, and the implementation of application enhancements approved by the government.  

As part of this task, the contractor shall perform requirements analysis for the application set.  The result of the requirements analysis and enhancements conducted under Task 2 shall be updated in the Business Rules Matrices, Schema, Data Element Dictionary, Release Notes, and User Manual.  The contractor shall develop patches, fixes and enhancements to the DCID, and upon authorization from the government, deploy approved changes/upgrades to the DCID database.  The contractor shall conduct such analysis as required to ensure end user acceptance of the DCID interface, outputs, and overall usability.  The contractor shall address the database modeling requirements, initial data interchange, data structures, and schemas necessary to capture and present CNO threat information.  This deliverable will consist of the database Schema (ERD), Business Rules Matrices, Release Notes, User’s Manual and data dictionary for the DCID application.  The data element dictionary shall, for each data element, list a definition, possible entries to include Standard Data Lists (SDLs) if necessary, and whether entities are null or not null.  The contractor shall develop or update documentation for the DCID database (Installation Guide, Design documents, Functional Test Package and Report).  IA DB Suite Document upgrades (System Architecture Diagram, Configuration Management Plan) supporting the application set and enhancements are found in SOW Paragraph 6.2. 

Deliverables:


1. DCID patches, upgrades, enhancements

2. DCID Application Change Request/Problem Reports

3. DCID Installation Guide Updates, as required

4. DCID Release Notes

5. Updated DCID Business Rules (BR) Requirements Matrix
6. DCID Database Design Documents Updates (Schema – ERD and Data Element Dictionary)

7. Functional Test Package (includes BRs, Release Notes, ‘fixed’ PR/CR reports)

8. Functional Test Report

9. DCID User’s Manual Updates

6.6 Task 6  Law Enforcement and Counter Intelligence (LE/CI) Databases Maintenance, Upgrade and Operation.   The objective of this task is to maintain the LE/CI applications as required by end-user evaluation following new version deployment.   This task provides for patch, upgrade and implementation of Government approved application enhancements, as required.  As part of this task, the contractor shall perform requirements analysis for the application set.  The result of the requirements analysis and enhancements conducted under Task 2 shall be updated in the Requirements (Business Rules – BRs) Matrix.  The contractor shall develop patches, fixes and enhancements to the LE/CI systems, and upon authorization by the Government, deploy approved changes/upgrades to the LE/CI databases.  The contractor shall conduct analysis as required to ensure end user acceptance of the LE/CI interfaces, outputs, and overall usability. 

The contractor shall address the database modeling requirements, initial data interchange, data structures, and schemas necessary to capture and present CNO threat information.  This deliverable will consist of the database schema (ERD) and data dictionary for the LE/CI applications.  The data element dictionary shall, for each data element, list a definition, possible entries to include Standard Data Lists (SDLs) if necessary, and whether entities are null or not null.  The contractor shall develop or update documentation for the LE/CI databases (Installation Guide, Design documents, Functional Test Package and Report, User Manual, Release Notes, Business Rules Matrix, Data Dictionary and Schema).  IA DB Suite Document upgrades (System Architecture Diagram, Configuration Management Plan) supporting the application set and enhancements are found in SOW Paragraph 6.2. 
The contractor shall, upon authorization from the Government, deploy approved changes/ upgrades to the LE/CI Databases and interface enhancements to the DOD-CERT/JTF-GNO operational architecture to accommodate LE/CI fields as applicable.  

Deliverables:


1. LE/CI patches, upgrades, enhancements

2. LE/CI Application Change Request/Problem Reports

3. LE/CI Installation Guide Updates, as required

4. LE/CI Release Notes

5. Updated LE/CI Business Rules (BR) Requirements Matrix
6. LE/CI Database Design Documents Updates (Schema – ERD and Data Element Dictionary)

7. Functional Test Package (includes BRs, Release Notes, ‘fixed’ PR/CR reports)

8. Functional Test Report

9. LE/CI User’s Manual Updates

6.7   Task 7   Transition to current version of the Database Management System (DBMS).  The application set is currently deployed on Oracle 8i.  The contractor shall develop a plan to transition the application set to the most current version of Oracle (or the DBMS specified by the Government) at the time of transition.

Deliverable:
Application Set Transition Plan

6.8   Task 8   Database Administration Support: The contractor shall provide on-site Database Administrator (DBA) support.  The DBA responsibilities shall include but not be limited to database management (table creation, archive, backup, restoration, maintenance of users accounts, preparation of weekly database status to be included in the monthly status report [6.1.4   Subtask 1.4].  The DBAs shall be responsible for monitoring the regularly scheduled transfer of data between NIPRNet and SIPRNet and between SIPRNet and JWICS networks. The contractor shall establish, as required, a method for obtaining DBA support during non-duty hours.

Deliverable:  DBA support as required by the Government and specified by the TM.

6.8.1 Subtask 8.1: Operational and Maintenance Support.  The contractor shall provide system engineering, operational and maintenance support for the application set.  This support shall include, but not be limited to, the resolution of issues associated with customer functional requirements identified during analysis activities, issues arising from data feeds, and support for new data feeds.  The Contractor shall prepare and maintain a DBA Issues Log which will provide a detailed accounting of all major trouble calls and any problems/issues experienced with a database or data feed during the weekly reporting period.  

Deliverable:  DBA Issues Log, due weekly, starting 10 working days after the TIM.

6.8.2 Subtask 8.2: Continuity of Operations Plan (COOP) Support.  The contractor shall update, maintain and implement the Government approved Continuity of Operations Plan (COOP) including hardware, software, and data feeds requirements.  The contractor shall travel to proposed COOP site(s) and develop a site survey for the implementation and deployment of the COOP.   The contractor shall install the COOP system as a proof-of-concept at the DISA Eagle building for the purpose of testing the COOP architecture. The contractor shall install and/or assist in the installation of the system at the COOP site, to include providing engineering support to establish connectivity and maintain the COOP site.  The Government will provide hardware to implement the COOP.  The contractor shall purchase any additional required hardware and software identified in the COOP plan as approved and directed by the TM.  Government approval is required prior to the purchase of any equipment on this task order. 

Deliverables:

1. Updated COOP Plan

2. Site Survey(s)

3. COOP Hardware & Software, as required

4. COOP Installation(s) and Test Reports

6.9   Task 9   Systems Engineering and Technical Assistance (SETA): The objective of this task is to ensure that sufficient SETA labor is available for both anticipated and unanticipated tasks. The contractor shall provide technical support for use as directed by the TM.  This support will be performed in accordance with the context of this SOW or as modified.

7. Place of Performance: 

7.1 Primary Place of Performance.  The contractor shall perform the majority of work for this development at the Contractor’s facility.  With the exception of DBA support, and system installation deployments, minimal work will be performed at Government sites. 

7.2 Travel.  The contractor shall be required to travel locally in the Metropolitan Washington, DC, and Northern Virginia areas.  Some short-term (1-3days) travel will be required to other sites for site surveys, installations, system testing or maintenance or for requirements analysis.   All travel must be approved by theTM prior to the trip and all travel will support the development IAW paragraph 6.0 of the SOW.   Travel will be in accordance with the Joint Travel Regulation and its prevailing rates. 

# of Trips
                To/From



# of Days
# of Contractors

2-3
COOP Site
3-4
1-2

Varies
Local travel for JCD TWG
1-2
3-6
Varies
CONUS travel for JTID CCB
3-4
3-5

1-3
Travel for JTID deployment
2-5
2-4
8. Period of Performance:  The period of performance for this task order will be 305 calendar days after task order award.  The estimated start date is 15 Dec 2003; actual period of performance dates will be specified in the resulting task order award. 

9. Deliverable/Delivery Schedule:

	SOW Task#
	Deliverable Title
	Format
	Due Date
	Distribution
	Frequency and Remarks

	6.1.2.
	Technical Interchange Meeting
	Contractor

Format
	10 working days after award
	Standard 

Distribution*
	Final

	6.1.2
	TIM Briefing slides
	Contractor Format

PowerPoint
	3 working days before TIM
	TM
	Final

	6.1.2.
	TIM Minutes
	Contractor

Format

MS Word 2000
	5 working days after TIM
	Two copies to TM Letter only to KO
	Final

	6.1.3
	Management Plan/POA
	Contractor

Format

MS Word 2000
	DRAFT 15 working days after award. FINAL 5 working days after DRAFT approval
	Standard 

Distribution*
	Draft/

Final 

	6.1.3
	Milestone / Schedule
	Contractor Format
	First due with Management Plan
	Standard Distribution*
	Weekly

	6.1.3
	Weekly Status Report
	Contractor Format
	
	Standard Distribution
	Final

	6.1.4
	Monthly Status Report
	Contractor

Format
	5 Working days after contractor accounting period
	Two copies to TM Letter only to KO

**
	Monthly

	6.1.5
	In-Progress Review
	Contractor Format
	First due 20 Working days after award
	
	Monthly

	6.1.5
	IPR Briefing Package
	Contractor Format

MS PowerPoint
	2 Days prior to IPR
	Standard Distribution*
	Monthly

	6.1.5
	IPR Minutes
	Contractor Format MS Word
	3 Working days after IPR
	Standard 

Distribution*
	Monthly

	6.2
	IA DB Suite Document Upgrades (System Architecture Diagram, Configuration Management Plan)
	Contractor Format
	60 working days following implementation of upgrade
	Standard 

Distribution*
	Final

	6.2
	Meeting Minutes
	Contractor Format
	7 working days after meeting
	Standard 

Distribution*
	Final

	6.2
	NetScreen Maintenance
	24x7 support
	365 days
	
	

	6.2.1
	Updated Business Rules
	Contractor Format
	(See individual systems for details)
	
	

	6.2.2
	Development Lab Report
	Contractor Format
	As Required
	Standard Distribution
	Final

	6.2.3
	XML Document
	Contractor Format
	As Required
	Standard Distribution
	Draft/

Final

	6.3
	Meeting Minutes
	Contractor Format
	7 working days after meeting
	Standard 

Distribution*
	Final

	6.3
	Deployment of JCD patches, upgrades, enhancements
	Contractor Format
	Per Milestone Schedule
	Standard 

Distribution*
	Final

	6.3
	JCD Application Change Request/Problem Reports
	Contractor Format
	Per Milestone Schedule
	Standard 

Distribution*
	Final

	6.3
	JCD Installation Guide Updates
	Contractor Format
	30 working days following implementation of upgrade
	Standard 

Distribution*
	Draft/

Final

	6.3
	JCD Release Notes
	Contractor Format
	30 working days following implementation of upgrade
	Standard 

Distribution*
	Final

	6.3
	Updated JCD Business Rules (BR) Requirements Matrix
	Contractor Format
	30 working days following implementation of upgrade
	Standard 

Distribution*
	Final

	6.3
	JCD Database Design Documents Updates (Schema – ERD and Data Element Dictionary)
	Contractor Format
	30 working days following implementation of upgrade
	Standard 

Distribution*
	Draft/

Final

	6.3
	Functional Test Package (includes BRs, Release Notes, ‘fixed’ PR/CR reports)
	Contractor Format
	Prepared for Functional Test per Milestone Schedule
	Standard 

Distribution*
	Final

	6.3
	Functional Test Report
	Contractor Format
	7 working days following Functional Test
	Standard 

Distribution*
	Final

	6.3
	JCD User’s Manual Updates
	Contractor Format
	30 working days following implementation of upgrade
	Standard 

Distribution*
	Draft/

Final



	6.4
	Deployment of JTID patches, upgrades, enhancements
	Contractor Format
	Per Milestone Schedule
	Standard 

Distribution*
	Final

	6.4
	JTID Application Change Request/Problem Reports
	Contractor Format
	Per Milestone Schedule
	Standard 

Distribution*
	Final

	6.4
	JTID Installation Guide Updates
	Contractor Format
	30 working days following implementation of upgrade
	Standard 

Distribution*
	Draft/

Final

	6.4
	JTID Release Notes
	Contractor Format
	30 working days following implementation of upgrade
	Standard 

Distribution*
	Final

	6.4
	Updated JTID Business Rules (BR) Requirements Matrix
	Contractor Format
	30 working days following implementation of upgrade
	Standard 

Distribution*
	Final

	6.4
	JTID Database Design Documents Updates (Schema – ERD and Data Element Dictionary)
	Contractor Format
	30 working days following implementation of upgrade
	Standard 

Distribution*
	Draft/

Final

	6.4
	Functional Test Package (includes BRs, Release Notes, ‘fixed’ PR/CR reports)
	Contractor Format
	Prepared for Functional Test per Milestone Schedule
	Standard 

Distribution*
	Final

	6.4
	Functional Test Report
	Contractor Format
	7 working days following Functional Test
	Standard 

Distribution*
	Final

	6.4
	JTID User’s Manual Updates
	Contractor Format
	30 working days following implementation of upgrade
	Standard 

Distribution*
	Draft/

Final

	6.4.2
	Implementation and Deployment of JTIDvX application on JWICS 

JTIDvX JWICS System
	Contractor Format
	Per Milestone Schedule
	Standard 

Distribution*
	Final

	6.4.2
	JTIDvX JWICS System Architecture (if unclassified)
	Contractor Format
	60 working days following implementation of upgrade
	Standard 

Distribution*
	Draft/

Final

	6.4.3
	Implementation and Deployment of JTIDvX application to Allies 
	Contractor Format
	Per Milestone Schedule
	Standard 

Distribution*
	Final

	6.5
	Preliminary Feasibility Study 
	Contractor Format
	180 days following deployment of DCID
	Standard 

Distribution*
	Draft/

Final

	6.5
	Hardware and software for deployment of DCID Phase II
	
	
	
	

	6.5
	Site Survey of target DISA Regional CERTS for DCID Deployment
	Contractor Format
	30 working days following site visit
	Standard 

Distribution*
	Draft/

Final

	6.5
	Deployment of DCID Phase II
	Contractor Format
	
	
	

	6.5.1
	Deployment of DCID patches, upgrades, enhancements
	Contractor Format
	Per Milestone Schedule
	Standard 

Distribution*
	Final

	6.5.1
	DCID Application Change Request/Problem Reports
	Contractor Format
	Per Milestone Schedule
	Standard 

Distribution*
	Final

	6.5.1
	DCID Installation Guide Updates
	Contractor Format
	30 working days following implementation of upgrade
	Standard 

Distribution*
	Draft/

Final

	6.5.1
	DCID Release Notes
	Contractor Format
	30 working days following implementation of upgrade
	Standard 

Distribution*
	Final

	6.5.1
	Updated DCID Business Rules (BR) Requirements Matrix
	Contractor Format
	30 working days following implementation of upgrade
	Standard 

Distribution*
	Final

	6.5.1
	DCID Database Design Documents Updates (Schema – ERD and Data Element Dictionary)
	Contractor Format
	30 working days following implementation of upgrade
	Standard 

Distribution*
	Draft/

Final

	6.5.1
	Functional Test Package (includes BRs, Release Notes, ‘fixed’ PR/CR reports)
	Contractor Format
	Prepared for Functional Test per Milestone Schedule
	Standard 

Distribution*
	Final

	6.5.1
	Functional Test Report
	Contractor Format
	7 working days following Functional Test
	Standard 

Distribution*
	Final

	6.5.1
	DCID User’s Manual Updates
	Contractor Format
	30 working days following implementation of upgrade
	Standard 

Distribution*
	Draft/

Final

	6.6
	Deployment of LE/CI patches, upgrades, enhancements
	Contractor Format
	Per Milestone Schedule
	Standard 

Distribution*
	Final

	6.6
	LE/CI Application Change Request/Problem Reports
	Contractor Format
	Per Milestone Schedule
	Standard 

Distribution*
	Final

	6.6
	LE/CI Installation Guide Updates
	Contractor Format
	30 working days following implementation of upgrade
	Standard 

Distribution*
	Draft/

Final

	6.6
	LE/CI Release Notes
	Contractor Format
	30 working days following implementation of upgrade
	Standard 

Distribution*
	Final

	6.6
	Updated LE/CI Business Rules (BR) Requirements Matrix
	Contractor Format
	30 working days following implementation of upgrade
	Standard 

Distribution*
	Final

	6.6
	LE/CI Database Design Documents Updates (Schema – ERD and Data Element Dictionary)
	Contractor Format
	30 working days following implementation of upgrade
	Standard 

Distribution*
	Draft/

Final

	6.6
	Functional Test Package (includes BRs, Release Notes, ‘fixed’ PR/CR reports)
	Contractor Format
	Prepared for Functional Test per Milestone Schedule
	Standard 

Distribution*
	Final

	6.6
	Functional Test Report
	Contractor Format
	7 working days following Functional Test
	Standard 

Distribution*
	Final

	6.6
	LE/CI User’s Manual Updates
	Contractor Format
	30 working days following implementation of upgrade
	Standard 

Distribution*
	Draft/

Final

	6.7
	Application Set Transition Plan
	Contractor Format
	As required
	Standard 

Distribution*
	Final

	6.8
	DBA Support
	Contractor Format
	As required by the government and specified by the TM
	
	

	6.8.1
	DBA Issues Log
	As Required Contractor Format
	Initial due 10 working days after TIM
	2 Copies to TM

Letter only to KO
	Weekly

	6.8.2
	COOP Plan
	Contractor Format
	Per Milestone Schedule
	Standard 

Distribution*
	Final

	6.8.2
	Site Survey
	Contractor Format
	Per Milestone Schedule
	Standard 

Distribution*
	Final

	6.8.2
	COOP H/W, S/W
	Contractor Format
	As required, Per Milestone Schedule
	Standard 

Distribution*
	Final


*Standard Distribution
· 1 copy of the transmittal letter and the deliverable to the Primary TM.

** Copy of Monthly Status Report to the Business Office Acquisition Liaison, JoAnn Johnson,.
· Deliverables will be provided in contractor-determined format

· Deliverables will be provided as follows: 1 hardcopy, one softcopy. Softcopy for reports, minutes, white papers, etc., will be in MS Word. Softcopy for briefings will be in MS PowerPoint. Softcopy for Milestone Schedules will be in MS Word or MSProject.
10. Security/Clearance Requirements:  DOD 5200.2-R Personnel Security Program, requires DOD Military and civilian personnel, as well as DOD consultant and contractor personnel, who perform work on automated information systems (AISs), be assigned to positions which are designated as one of two sensitivity levels (ADP-I, ADP-II).  These designations equate to Critical Sensitive and Non-Critical Sensitive.  The contractor will assure that individuals assigned to the following sensitive positions, as determined by the Government, have completed the appropriate forms.  All individuals will be U.S. citizens.  

The program manager, task managers, developers, system administrators, and site surveyors are ADP-I positions and require access to TOP SECRET/SCI.  Other personnel, including subordinate contractors, supporting this task are ADP-II positions and require access to SECRET.  The required investigation will be completed before the assignment of individuals to sensitive duties associated with the positions.  

DISA retains the right to request removal of contractor personnel, regardless of prior clearance or adjudication status, whose actions, while assigned to this contract, clearly conflict with the interests of the Government.  The reason for removal will be fully documented in writing by the Contracting Officer.  When and if such removal occurs, the contractor will, within 5 working days, assign qualified personnel to any vacancy created.

11. Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI): Government furnished information (GFI) includes: existing JCD Configuration Management Plan (CMP); CERT/JTF-GNO JCD/JTID System Requirements Specification (dated 25 Feb 00); the JCD/JTID Requirements (dated 10 May 00) (and appendices), and documentation of the prototype Joint Threat Incident Database (developed by JTF-GNO).

All Government-Furnished Equipment (GFE) will be returned to the Government TM at the completion of this task order.  The following GFE will be provided for use by the contractor:  

  1.  Dell Inspiron 8000, 1GH, 512Mb, CDRW/DVD notebook computer  
Service Code 27668394721

  2.  Dell Inspiron 8000, 1GH, 512Mb, CDRW/DVD notebook computer  
Service Code 5416841953

  3.  Dell Inspiron 8000, 1GH, 512Mb, CDRW/DVD notebook computer  
Service Code 14607700705

  4.  Dell Inspiron 8000, 1GH, 512Mb, CDRW/DVD notebook computer  
Service Code 18121457377

  5.  Dell Inspiron 8100, 1GH, 512Mb, CDRW/DVD notebook computer  
Service Code 11938797361

  6.  Dell notebook docking station




Dell SN#  MX-0544KE-410011-16I-077R

  7.  Dell notebook docking station




Dell SN#  MX-0544KE-410011-16I-026Q

  8.  Dell notebook docking station




Dell SN#  MX-0544KE-410011-16C-023Z

  9.  Dell notebook docking station




Dell SN#  MX-0544KE-410011-161-0008

10. Dell notebook docking station




Dell SN#  MX-0544KE-410011-101-010X

11. Dell Trinitron P1110, 21" 24dpi Monitor

SN#  5763746 DS/N JP-091MCW-47743-15A-0XHY

12. Dell Trinitron P1110, 21" 24dpi Monitor

SN#  5763746 DS/N JP-091MCW-47743-15A-0XJ2

13. Dell Trinitron P1110, 21" 24dpi Monitor

SN#  5763746 DS/N JP-091MCW-47743-15A-0XHZ

14. Dell Trinitron P1110, 21" 24dpi Monitor

SN#  5763746 DS/N JP-091MCW-47743-15A-10MX

15. Dell Trinitron P1110, 21" 24dpi Monitor

SN#  5763746 DS/N MX-06D251-47741-183-703Q

16. Dell Latitude CPI notebook computer

SN#  00066920-12800-04C-0706

17. Dell Latitude CPI notebook computer

SN#  00066920-12800-04C-0711

12. Packaging, Packing, and Shipping: Packaging, packing and shipping will be in accordance with paragraph D.1 of the IAssure contract.
13. Inspection and Acceptance: The parts of JTID that reside on the SIPRNET and on JWICS will be accredited to the appropriate levels.  JTID will satisfy DII COE and JTA requirements if appropriate.  

14. Other Pertinent Information or Special Considerations:  Special considerations include expertise in Oracle database management, and an understanding of Joint CERT Database 

community operations. 

a.  Identification of Possible Follow-on Work.  Possible follow-on work includes additional development to meet future requirements.

b.  Identification of Potential Conflicts of Interest (COI). Not Applicable. 
c. Identification of Non-Disclosure Requirements.  There is no proprietary data involved.  At Government sites, contractor will have access to JCD and JTID incident data and analyst comments that are appended to the incident data.  The incident data will be sensitive-but-unclassified or SECRET.  The comments will be sensitive-but-unclassified, SECRET, or TOP SECRET.

d. Enhanced Skills Training.  In the event the contractor would like to attend training that would provide benefit to the work being performed under this task order, the contractor may request the TM approve attendance on a case-by-case basis.  In the event the TM approves, the contractor will be responsible for paying all tuition, per diem and travel costs, but may bill the labor hours to attend to this task order. 

15.  Section 508 Accessibility Standards.  The following Section 508 Accessibility Standard(s) (Technical Standards and Functional Performance Criteria) are applicable (if box is checked) to this acquisition.

Technical Standards
 FORMCHECKBOX 
 1194.21 - Software Applications and Operating Systems

 FORMCHECKBOX 
 1194.22 - Web Based Intranet and Internet Information and Applications

 FORMCHECKBOX 
 1194.23 - Telecommunications Products

 FORMCHECKBOX 
 1194.24 - Video and Multimedia Products

 FORMCHECKBOX 
 1194.25 - Self-Contained, Closed Products

 FORMCHECKBOX 
 1194.26 - Desktop and Portable Computers

 FORMCHECKBOX 
 1194.41 - Information, Documentation and Support

The Technical Standards above facilitate the assurance that the maximum technical standards are provided to the Offerors.  Functional Performance Criteria is the minimally acceptable standards to ensure Section 508 compliance.  This block is checked to ensure that the minimally acceptable electronic and information technology (E&IT) products are proposed.

Functional Performance Criteria
 FORMCHECKBOX 
 1194.31 - Functional Performance Criteria

(End of Summary of Changes) 

