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AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT

Except as provided herein, all terms and conditions of the document referenced in Item 9A or 10A, as heretofore changed, remains unchanged and in full force and effect.

15A. NAME AND TITLE OF SIGNER (Type or print)

30-105-04

EXCEPTION TO SF 30

APPROVED BY OIRM 11-84

STANDARD FORM 30 (Rev. 10-83)

Prescribed by GSA

FAR (48 CFR) 53.243

a.  The purpose of this modification is to incorporate by reference Northrop Grumman's revised proposal dated 17 Jun 2004.  The revised

 proposal was submitted in response to the Government's revised Statement of Work dated 09 Jun 2004 (attached).  Incorporation of the

 revised proposal and SOW increases the total order amount by $63,700.00, from $627,447.00 to $691,147.00.   The revised invoicing

 schedule is as follows:  Jan 04 $74,000; Feb 04 $74,000; Mar 04 $74,000; Apr 04 $74,000; May 04 $50,000; Jun 04 $50,000; Jul 04

 $50,000; Aug 04 $50,000; Sep 04 $45,000; Oct 04 $45,000; Nov 04 $45,000; Dec 04 $60,147.    

b.  The period of performance for the order remains unchanged as 06 Dec 2003 through 05 Dec 2004.  All other terms and conditions remain

 unchanged.

1. CONTRACT ID CODE

PAGE OF  PAGES

J

1

10

16A. NAME AND TITLE OF CONTRACTING OFFICER (Type or print)

16C. DATE SIGNED

BY

17-Jun-2004

16B. UNITED STATES OF AMERICA

15C. DATE SIGNED

15B. CONTRACTOR/OFFEROR

(Signature of Contracting Officer)

(Signature of person authorized to sign)

8. NAME AND ADDRESS OF CONTRACTOR  (No., Street, County, State and Zip Code)

9B. DATED (SEE ITEM 11)

X

DCA200-00-D-5015-0008

10B. DATED  (SEE ITEM 13)

X

9A. AMENDMENT OF SOLICITATION NO.

27-Jul-2000

11. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS

The above numbered solicitation is amended as set forth in Item 14.  The hour and date specified for receipt of Offer  

is extended,

is not extended.

Offer must acknowledge receipt of this amendment prior to the hour and date specified in the solicitation or as amended by one of the following methods: 

(a) By completing Items 8 and 15, and returning

copies of the amendment; (b) By acknowledging receipt of this amendment on each copy of the offer submitted;

or (c) By separate letter or telegram which includes a reference to the solicitation and amendment numbers.  FAILURE OF YOUR ACKNOWLEDGMENT TO BE 

RECEIVED AT THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN  

REJECTION OF YOUR OFFER.  If by virtue of this amendment you desire to change an offer already submitted, such change may be made by telegram or letter, 

provided each telegram or letter makes reference to the solicitation and this amendment, and is received prior to the opening hour and date specified.

12. ACCOUNTING AND APPROPRIATION DATA (If required)

See Schedule

13. THIS ITEM APPLIES ONLY TO MODIFICATIONS OF CONTRACTS/ORDERS.

IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14.

A. THIS CHANGE ORDER IS ISSUED PURSUANT TO:  (Specify authority) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE

 CONTRACT ORDER NO. IN ITEM 10A.

B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying 

office, appropriation date, etc.) SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(B).

C. THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF:

X

D. OTHER (Specify type of modification and authority)

Unilateral; Acceptance of 17 Jun 04 Proposal

E. IMPORTANT:   Contractor

X

is not,   

is required to sign this document and return

copies to the issuing office.

14. DESCRIPTION OF AMENDMENT/MODIFICATION  (Organized by UCF section headings, including solicitation/contract subject matter

 where feasible.)

10A. MOD. OF CONTRACT/ORDER NO.

04

2. AMENDMENT/MODIFICATION NO.

5. PROJECT NO.(If applicable)

6. ISSUED BY

3. EFFECTIVE DATE

17-Jun-2004

CODE

DISA/DITCO-SCOTT

2300 EAST DRIVE

SCOTT AFB IL 62225-5406

HC1013

7. ADMINISTERED BY  (If other than item 6)

4. REQUISITION/PURCHASE REQ. NO.

CODE

See Item 6

NORTHROP GRUMMAN DEFENSE MISSION SYSTEMS

INC

DBA DEFENSE MISSION SYSTEMS

12005 SUNRISE VALLEY DRIVE

RESTON VA 20191

JEANNE THOMAS

FACILITY CODE

1V4X9

CODE

iascottafb@scott.disa.mil

EMAIL:

TEL:

KAREN E. KINCAID / CONTRACTING OFFICER


SECTION SF 30 BLOCK 14 CONTINUATION PAGE 

SUMMARY OF CHANGES  

SECTION A - SOLICITATION/CONTRACT FORM 

                The total cost of this contract was increased by $63,700.00 from $627,447.00 to $691,147.00. 

SECTION B - SUPPLIES OR SERVICES AND PRICES 

        CLIN 0001 

                The unit price amount has increased by $63,700.00 from $627,447.00 to $691,147.00. 

                The total cost of this line item has increased by $63,700.00 from $627,447.00 to $691,147.00. 

SECTION G - CONTRACT ADMINISTRATION DATA 

Accounting and Appropriation 

Summary for the Payment Office 

CLIN 0001: 

        AA: 97X4930.5F20 000 C1013 0 068142 2F 255011 was increased by $63,700.00 from $627,447.00 to $691,147.00 

The following have been added by full text: 

Additional Accounting and Appropriation Data

AA:  97X4930.5F20 000 C1013 0 068142 2F 255011

CLIN
Funding Number                  Status of Funds
Obligated Amount

0001
DSIM46601                          Available Now                              $63,700.00

SECTION J - LIST OF DOCUMENTS, EXHIBITS AND OTHER ATTACHMENTS 

The following have been added by full text: 

        SOW
‘IASSURE’ TASK ORDER 9TO) STATEMENT OF WORK (SOW)

as of  09 June 2004
	Contract Number:
	DCA200-00-D-5015 MERGEFIELD sContractNumber 

	Task Order Number:
	0008 MERGEFIELD sContractTaskNumber 

	IAssure Tracking Number:
	IA 00204 MERGEFIELD sTrackingNumber 

	Follow-on to IAssure Contract and Task Order Number:
	DCA200-00-D-5015, T.O. 0006    MERGEFIELD sParentContractTask 


1.  Task Monitors (TMs).  

a.  Primary TM.
	Name:
	

	Organization:
	DISA/CIO/COA

	Address:
	5600 Columbia Pike, Falls Church, VA  22041-2705

	Phone Number:
	

	Fax Number:
	

	E-Mail Address:
	

	DODAAC:
	


b.  Alternate TM.
	Name:
	

	Organization:
	DISA/CIO/COA

	Address:
	5600 Columbia Pike, Falls Church, VA  22041-2705

	Phone Number:
	

	Fax Number:
	

	E-Mail Address:
	

	DODAAC:
	


2.  Task Order Title.  DISA Accreditation Support:  
3.  Background:

    a.  This is a logical follow-on to Task Order 0004 and will provide firm-fixed price support in executing information assurance (IA) efforts to perfrom accreditation support support for DISAs two Designating Approving Authorities (DAA) - the Principal Director for GIG Operations and the DISA Chief Information Officer.
   b.  The Defense Information Systems Agency (DISA), Information Assurance Division of the Chief Information Officer's mission is to lead DISA's Information Assurance Implementation by developing effective security policies and processes, establishing training and awareness programs, and accrediting current and 21st century technology assets.  In support of this mission, this task delineates Contractor support in assuring that DISA information systems and technology are secure and meet all applicable accreditation requirements.  In attaining this goal, the Contractor shall support the CIO Information Assurance Division review of accreditation documentation for all DISA Designating Approving Authorities – the Chief Information Officer and the Principal Director for GIG Operations, participation in technical meetings, on-site observations, and preparation of technical papers for Department of Defense (DOD) Information Systems.  The Contractor must also possess an understanding of how to determine when security discrepancies exist through knowledge of Federal/DOD laws and security policies, as well as current technologies and architectures.  These include understanding the comprehension of DISA’s mission, tasks and deliverables for process improvement, and overall risk management.  

4.  Objectives:  The Contractor shall provide technical security expertise in planning, preparing and executing accreditation support for security accreditation activities for Department of Defense (DOD) Information Systems. This work includes the review of Accreditation Plans, Risk Analysis, Security Concept of Operations, Security Test and Evaluation Plan/s and Procedures/s, and security documentation such as System Security Authorization Agreements.  This work also includes assessing the information system and/or technology security posture for compliance with policies and directives, participation in technical meetings, and the preparation of technical papers.

The Contractor shall:


-
Research and prepare accreditation technical white papers, identifying shortfalls in security policy, technology, and management.

-
Research and prepare draft security papers as tasked.

-
Research and prepare position or point paper recommendations regarding specific information systems security topics to the DAA.

-
Provide technical and programmatic support to the DISA Chief Information Officer through compliance and oversight visits and development of oversight criteria.

-
Provide technical and programmatic support to the DISA Chief Information Officer for the review and development of training standards.

-
Identify improvements for the accreditation process to lessen: processing time; the amount of paperwork; and resources required, to include bench marking and other process improvement activities.

-
Provide support to establish and maintain a DISA accreditation continuity of operations function.

5.  Scope.  Support Services:  I ASSURE Education, Training, and Awareness, Certification, and IA Support.

· Task Area 1:  6.1 - Contract-Level and Task Order (TO) Management

· Task Area 2:  6.2 - Accreditation Support

· Task Area 3:  6.3 - Program Support 
· Task Area 4:  6.4 – Accreditation Process Development Support

6.  Specific Tasks:
 6.1
Task 1 - Contract-Level and TO Management 

 6.1.1      Subtask 1 - Integration Management Control Planning. 

Provide the technical (task order level) and functional activities at the Contract Level needed for the Program Management of this SOW. Include productivity and management methods such as Quality Assurance, Progress/status reporting, and Program Reviews at the Contract and Task Order level. Provide the centralized administrative, clerical, documentation and related functions.
                                                                                                                                                       

a. Subtask 2 - TO Management. 
Prepare TO Management Plan describing the technical approach, organizational resources and       management controls to be employed to meet the cost, performance and schedule requirements throughout TO execution. Provide a monthly status report monitoring the quality assurance, progress/status reporting, and program reviews applied to the TO (as appropriate to the specific nature of the SOW).  

Deliverables - A070 Management Plan, #6.1-1

A073 Contractor’s Progress, Status and Management

          Report, #6.1-2


6.2  Task 2 - Accreditation Support


Definition of Accreditation:  A formal declaration by the Designated Approving Authority (DAA) that the Information System (IS) is approved to operate in a particular security mode by using a prescribed set of safeguards.  Accreditation is the official management authorization for operation of an automated information system (AIS) and is based on the certification process as well as other management considerations.  The accreditation statement affixes security responsibility with the DAA and shows that due care has been taken for security.

The DISA has two Designated Approving Authorities: 1.)The CIO is the DAA for all DISA systems associated with the DISA information system (DISA IS) and 2.)The Principal Director for GIG Operations is the DAA for all DISA information systems that support the Department of Defense Global Information GRID(GIG). (The term DAA, throughout this document, will refer to both DISA DAAs). The objective of this task is to achieve full accreditation of DISA sites, defense enterprise computing centers (DECCs)/detachments/regional control centers(RCCs), (PEs)/processing elements, networks, enclaves, information systems, and applications. In addition, full accreditation of major systems, other smaller DISA information systems (ISs)  will be required.  This task is to achieve full accreditation for all unaccredited major DISA sites/enclaves/Iss/applications.  This will provide support to the DISA DAAs by ensuring DISA and cognizant GIG information systems are accredited on an initial and cyclical basis.  The contractor shall assist in the development, implementation, and management processes that support the accreditation of all DISA sites/networks/enclaves/ISs/applications worldwide.  Also, the contractor will provide accreditation support to the Principal Director for GIG Operations as appropriate for his DAA responsibilities. 

The contractor shall provide on-site accreditation support to the CIO's formal accreditation reviews.  This will include the analysis of specific threats and countermeasures, make recommendations for policy and process improvements, and assess the security posture for DISA. 

To provide this support the contractor team will require expertise in the following areas:  1.) network(LAN, MAN, WAN, GIG), mainframe, supermini, and micro-computer architectures; 2.) 

analysis of DOS, Novell, Windows NT,, OS/390, UNISYS, MVS, VMS, and UNIX based platforms and Compartmented Mode Workstation (CMW) technology; 3.) commercial off-the-shelf software security products, such as RACF, ACF-2, and Top Secret, as well as firewalls and network protocols such as TCP/IP, IBM, UNISYS and network (ex. SIPRNet and NIPRNet) routers; 4.) evaluate Unclassified, Unclassified But Sensitive, Classified to TOP SECRET and Multi-Level Secure environments; 5.) Database applications; 6.) Hypertext Markup Language; 7.) Oracle; 8.) JAVA; 9.) developing WEB applications;  10.) Enclave/Firewall configuration and security; and 11.) Vulnerability Management (to include IAVA notices, security technical implementation guides (STIGs) and ports and protocol filtering). 

The governing security policy will be the DISA Instruction 630-230-19, Information Systems Security Program, (most current), and implementation of DOD Directive 8500.1, DOD Instruction 8500.2, DOD Directive 4630.5, DOD Instruction 4630.8, CJCSM 6510.01, and CJCSI 6211.02B.  The accreditation process will be the Defense Information Technology Security Certification and Accreditation Process (DITSCAP), (most current).

The contractors also shall function as the certification and accreditation database administrator, that is they grant/remove access, review the audit trail, etc.  

 Specific support shall include:

-
Execute review/evaluate test and evaluation plans and procedures,

-
Execute review/evaluation of information technology accreditation packages,

-
Perform risk assessment and INFOSEC management recommendations, 

-
Provide a Final recommendation accreditation report including a statement of residual risks,
-
Perform duties as certification and accreditation database administrator.

Deliverables - A001 Information Systems Accreditation

       



Document, #6.2-1
A001 Information Systems Accreditation

              Document, #6.2-2

A001 Information Systems Accreditation

              Document, #6.2-3

A001 Information Systems Accreditation

              Document, #6.2-4

A001 Information Systems Accreditation

              Document, #6.2-5

6.2.1  Support the Director of the GIG OPS Designating Approving Authority (GS DAA).  

Provide full-time support through the life of the task order (06 Dec 2004) for the Director of the GIG OPS Designating Approving Authority (GO DAA).   Support required is the same as identified in paragraph 6.2


6.3  Task 3 - Program Support

The contractor shall perform information system security programmatic support to the DISA Designated Approving Authority.  To perform such support, as determined in writing by the Task Monitor, the contractor shall be required to prepare position or point papers regarding specific information systems security topics.  The contractor shall be expected to prepare a maximum of three (3) position papers of security issues, and three (3) position papers. 

The Task Monitor(TM) will define in writing the scope, specify the format, and due date for the effort prior to issuing the requirement to the contractor.

-
In accordance with the SOW and at the request of the Task Monitor, research and prepare position papers for IS security training requirements no more than ten (10) pages in length single spaced.  

-
In accordance with the SOW and at the request of the Task Monitor, research and prepare accreditation point/position papers no more than ten (10) pages in length single-spaced. 

· In accordance with the SOW and at the request of the Task Monitor, research and prepare draft
 information systems security papers. 

Deliverables - A030 Training Program Development & Management

                                       Plan, #6.3-1







    A001 Information Systems Security Accreditation

                                      Document, #6.3-2

                        A001 Information Systems Security Accreditation

                                      Document, #6.3-3

6.4   Task 4 - Accreditation Process Development Support

This task is to identify improvements for the current accreditation process in order to reduce: processing time; amount of paperwork; and resources required and increase effectiveness.  The contractor shall provide support as follows: 

-
Review current accreditation processes and benchmark with industries. 

-
Research and prepare recommendations for accreditation process improvements to include the development of accreditation and/or other relevant metrics.

Deliverables - A001 Information Systems Security Accreditation

                                       Document, #6.4-1
                        A001 Information Systems Security Accreditation
                                      Document, #6.4-2

7.  Place of Performance:  


The work shall be performed, primarily at DISA 5600 Columbia Pike, Fairfax, VA, and at Government sites in the Washington metropolitan area.  Travel to other government sites may occur as required outside of the Washington Metropolitan area.  

8.  Period of Performance:  

a.  The period of performance will be 365 days after task order award.  Projected start date is 06 December 2003.  Dates of period of performance will be specified in the resulting task order. 

b.  The period of performance for the changes in paragraph 6.2.1 will be 172 days, 18 June 2004 through 06 December 2004. 

9.  Deliverable/Delivery Schedule:
	SOW Task#
	Deliverable Title
	CDRL/DID#
	Due Date
	Copies
	Distribution
	Frequency and Remarks

	6.1.2
	Management Plan,#6.1-2
	DI-MGMT-80004
	Draft 7 working days & Final 15 working days after TO award
	1
	Primary

Distribution A
	Draft - 7

Final - 15

	6.1.2
	Progress Report,#6.1-2
	DI-MGMT-80227
	Monthly in writing on the 10th working day
	2
	Primary

Distribution A
	Monthly- 10th working day

	6.2-1
	Test and Evaluation Test Plan and Procedures Review and Evaluation,#6.2-1
	DI-ADMN-80239
	14 working days from TM written notification 
	1
	Primary

Distribution A
	14 working days from TM written notification

	6.2-2
	System Security Authorization Agreement Review and Evaluation,#6.2-2
	DI-ADMN-80239
	14 working days from TM written notification 
	1
	Primary

Distribution A
	14 working days from TM written notification

	6.2-3
	Risk Assessment Review and Evaluation,#6.2-3
	DI-ADMN-80239
	14 working days from TM written notification 
	1
	Primary

Distribution A
	14 working days from TM written notification

	6.2-4
	Risk Assessment Review and Evaluation,#6.2-4
	DI-ADMN-80239
	14 working days from TM written notification 
	1
	Primary

Distribution A
	14 working days from TM written notification

	6.2-5
	certification and accreditation database administrator,#6.2-5
	DI-ADMN-80239
	14 working days from TM written notification
	1
	Primary

Distribution A
	14 working days from TM written notification

	6.3-1
	Point/Posi-tion Papers D (3) ,#6.3-1
	DI-ILSS-81070
	21 working days from TM written notification 
	1
	Primary

Distribution A
	21 working days from TM written notification.


D Prepare criteria for INFOSEC training or assess accreditation areas for a total of 2 assessments.

	6.3-2
	Position Papers E  (3), #6.3-2
	DI-ADMIN-80239
	21 working days from TM written notification
	1
	Primary

Distribution A
	21 days from TM written notification

E For accreditation areas 

	6.3-3
	Draft Papers (3), #6.3-2
	DI-ADMIN-80239
	30 working days from TM written notification
	1
	Primary

Distribution A
	30 days from TM written notification



	6.4-1
	Accreditation Improvement Review and Evaluation to Include Metrics F,#6.4-1
	DI-ADMN-80239
	21 working days from TM written notification 
	1
	Primary

Distribution A
	21 working days from TM written notification

F Research and prepare position/point papers in the area of the accreditation process.

	6.4-2
	Accreditation Process Tools Review and Evaluation G,#6.4-2
	DI-ADMN-80239
	30 working days from TM written notification 
	1
	Primary

Distribution A
	30 working days from TM written notification

G Review and evaluate current and leading edge accreditation tools.


A Primary Distribution
· 1 copy of the transmittal letter and the deliverable to the Primary TM

· Final distribution shall be digital format compatible with the DISANet suite of software.  Deliverables shall be in Microsoft Word, PowerPoint, Access and Oracle/Sequel as requested.   
 

10.  Security:  All personnel working on this task must have the appropriate clearance.  DoD 5200.2-R, DoD Personnel Security Program, requires DoD military and civilian personnel, as well as DoD consultants and contractor personnel, who perform work on sensitive automated information systems (ISs), to be assigned to positions which are designed at one of the three sensitivity levels (ADP-I, ADP-II, ADP-III).  These designations equate to Critical Sensitive, Noncritical Sensitive, and Nonsensitive.  The contractor shall assure that individuals assigned to the following sensitive positions, as determined by the Government, have completed the appropriate forms.

ADP-I:
 N/A.  ADP-I designated positions require a Single Scope Background Investigation (SSBI).  

ADP-II: Task Order Manager, Intermediate IA Functional Analyst, and Junior IA Functional Analyst personnel are designated, as ADP-II and shall possess a current SECRET clearance.

No access to documents higher than those classified as SECRET will be required during the term of this delivery order.

On-site contractors will conform to DISA security standards.

11.  Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI):  The Government shall provide the documentation, background information, equipment, and office space necessary to perform the tasks.  This documentation includes, at a minimum, the DITSCAP, the Certification and Accreditation Handbook for Certifiers, the Introduction to Certification and Accreditation, NCSC-TG-032 Accreditors Guideline 16 December 1996, CJCSI 6211.02B, CJSCM 6510.01, DODD 4630.5, DODI 4630.8, the DISN Connection Security Requirements, Security Technical Implementation Guides (STIGs), Information Assurance Vulnerability Alert (IAVA) policy/documents and the DISAI 630-230-19. The Government shall provide contractor personnel with office space to include desk, chairs, workstation, DISANet LAN account, access to facsimile machines, photocopiers, LAN printers, telephone and general office supplies.  The Government shall provide contractor personnel with access to the offices and facilities of DISA and other locations relevant to this effort.  The Government shall coordinate contractor visits with each organization to be visited, as applicable, and provide the contractor with a point of contact with whom to coordinate the details of any required visits.

12.  Other Pertinent Information or Special Considerations:  

    a.  Identification of Possible Follow-on Work.   Annual follow-on work is expected.

b.  Identification of Potential Conflicts of Interest (COI).  None identified.  


c.  Identification of Non-Disclosure Requirements.  All information in DISA system security authorization agreements (SSAAs), the DISA certification and accreditation (C&A) database, and presented/discussed at meetings is identified as sensitive and/or proprietary information.   Paragraph H.10 of the contract applies.


d.  Packaging, Packing and Shipping Instructions.  See paragraph D.1 of the "I Assure" contract.


e.  Inspection and Acceptance:  See paragraph E.1 of the "I Assure" contract.

13.  Section 508 Accessibility Standards.  The following Section 508 Accessibility Standard(s) (Technical Standards and Functional Performance Criteria) are applicable (if box is marked with “x”) to this acquisition.  NOTE:  No boxes are checked for this requirement.

Technical Standards
	
	1194.21 - Software Applications and Operating Systems

	
	1194.23 - Telecommunications Products

	
	1194.24 - Video and Multimedia Products

	
	1194.25 - Self-Contained, Closed Products

	
	1194.26 - Desktop and Portable Computers

	
	1194.41 - Information, Documentation and Support


The Technical Standards above facilitate the assurance that the maximum technical standards are provided to the Offerors.  Functional Performance Criteria is the minimally acceptable standards to ensure Section 508 compliance.  This block is checked to ensure that the minimally acceptable electronic and information technology (E&IT) products are proposed.

Functional Performance Criteria
	
	1194.31 - Functional Performance Criteria


(End of Summary of Changes) 

