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Section B - Supplies or Services and Prices
	ITEM NO
	SUPPLIES/SERVICES
	MAX QUANTITY
	UNIT
	UNIT PRICE
	MAX AMOUNT

	0001
	IAssure Support Services - Base Period
	1
	Lot
	$1,644,692.80
	$1,644,692.80 NTE

	
	T&M

Provide Enterprise Operations Center Support to the Federal Bureau of Investigation in accordance with attached revised statement of work dated 13 Feb 2004 (IAssure Tracking No. IA215).  The period of performance for the base period is 221 calendar days (12 Mar 2004 through 18 Oct 2004).  DigitalNet’s proposal (Alternative #2) dated 20 Feb 2004 is incorporated by reference.  This is a time-and-materials line item.  The contractor shall invoice monthly for actual hours performed and/or reimbursable travel and materials (as applicable).  The amount shown for this line item is a not-to-exceed amount.

PURCHASE REQUEST NUMBER: A4I402449


	

	
	
TOT MAX PRICE
	$1,644,692.80 NTE

	
	
CEILING PRICE
	

	
	ACRN AA Funded Amount
	$1,644,692.80


FOB:  Destination

	ITEM NO
	SUPPLIES/SERVICES
	MAX QUANTITY
	UNIT
	UNIT PRICE
	MAX AMOUNT

	0002
	IAssure Spt Svc - Option Period 1
	1
	Lot
	$2,919,858.98
	$2,919,858.98 NTE

	OPTION
	T&M

Provide Enterprise Operations Center Support to the Federal Bureau of Investigation in accordance with attached revised statement of work dated 13 Feb 2004 (IAssure Tracking No. IA215).  The period of performance for this  option period is 365 calendar days (19 Oct 2004 through 18 Oct 2005).  DigitalNet's proposal (Alternative #2) dated 20 Feb 2004 is incorporated by reference.  This is a time-and-materials line item.  The contractor shall invoice monthly for actual hours performed and/or reimbursable travel and materials (as applicable).  The amount shown for this line item is a not-to-exceed amount.


	

	
	
TOT MAX PRICE
	$2,919,858.98 NTE

	
	
CEILING PRICE
	

	
	Funded Amount
	$0.00


FOB:  Destination

	ITEM NO
	SUPPLIES/SERVICES
	MAX QUANTITY
	UNIT
	UNIT PRICE
	MAX AMOUNT

	0003
	IAssure Spt Svc - Option Period 2
	1
	Lot
	$2,994,862.17
	$2,994,862.17 NTE

	OPTION
	T&M

Provide Enterprise Operations Center Support to the Federal Bureau of Investigation in accordance with attached revised statement of work dated 13 Feb 2004 (IAssure Tracking No. IA215).  The period of performance for this  option period is 365 calendar days (19 Oct 2005  through 18 Oct 2006).  DigitalNet’s proposal (Alternative #2) dated 20 Feb 2004 is incorporated by reference.  This is a time-and-materials line item.  The contractor shall invoice monthly for actual hours performed and/or reimbursable travel and materials (as applicable).  The amount shown for this line item is a not-to-exceed amount.


	

	
	
TOT MAX PRICE
	$2,994,862.17 NTE

	
	
CEILING PRICE
	

	
	Funded Amount
	$0.00


FOB:  Destination

Section G - Contract Administration Data
ACCOUNTING AND APPROPRIATION DATA

	AA:
	97X4930.5F20 000 C1013 0 068142 2F 255011

	AMOUNT:
	$1,644,692.80


CLAUSES INCORPORATED BY FULL TEXT

Additional Accounting and Appropriation Data
AA:  97X4930.5F20 000 C1013 0 068142 2F 255011

CLIN/SubCLIN
Purchase Request Number
Obligated Amount

0001
A4I402449
$1,644,692.80

DITCO Points of Contact
Issuing Contracting Officer
Name:

Organization:  DISA/DITCO-Scott (PL8232)

Phone No.:

E-Mail:

Administering Contracting Officer
Name:

Organization:  DISA/DITCO-Scott (PL8232)

Phone No.:

E-Mail:

Contractor Point of Contact

Contractor Name:  DigitalNet Government Solutions, LLC

TIN:

DUNS:  175301720

CAGE Code:  OGS16

Contractor POC:

E-Mail Address:

Phone Number:

Fax Number:

Electronic invoices may be sent to invoicereceipt@scott.disa.mil.  Questions regarding invoices may be directed to (618) 229-9228.  Vendors may check the status of invoices at the following web site:

http://www.dfas.mil/money/vendor
CREDIT CARD METHOD OF PAYMENT.  If payment is to be made via credit card, contact the Contracting Officer listed above.

I ASSURE TASK ORDER (TO) STATEMENT OF WORK (SOW)
as of 13 Feb 2004 (per RFP Amd 01)
	Contract Number:
	DCA200-00-D-5021

	Task Order Number:
	0018

	IAssure Tracking Number:
	IA 00215.00

	Follow-on to IAssure Contract and Task Order Number:
	Not applicable


1.  Task Monitors (TMs).
a.  Primary TM.
	Name:
	

	Organization:
	DOJ-FBI

	Address:
	935 Pennsylvania Avenue N.W., Room 9964

Washington, DC  20535

	Phone Number:
	

	Fax Number:
	

	E-Mail Address:
	


b.  Alternate TM.
	Name:
	

	Organization:
	DOJ-FBI

	Address:
	935 Pennsylvania Avenue N.W., Room 9540

Washington, DC  20535

	Phone Number:
	

	Fax Number:
	

	E-Mail Address:
	


2.  Task Order Title.  Enterprise Operations Center Support

3.  Background.  The FBI is the principal investigative arm of the United States Department of Justice (DOJ).  The mission of the FBI is to: 1) uphold the law through the investigation of violations of federal criminal statues; 2) protect the United States from hostile intelligence efforts; 3) provide assistance to other federal, state and local law enforcement agencies; and 4) perform these responsibilities in a manner that is faithful to the Constitution and the laws of the United States.  The Information Resources Division (IRD), Customer Relations Management Section (CRMS), Enterprise Operations Center Unit (EOCU), within the Federal Bureau of Investigation (FBI) provides comprehensive support services to global customers on a 24 x 5 basis through central management and control of the FBI’s Information Technology (IT) Systems.  Currently, EOCU does not have an adequate staff to sustain these initiatives and, therefore, must seek contractor support to supplement the staff.  More specifically, EOCU manages the FBI networks and systems to include; switches, routers, encryptors, servers, desktop computers, associated applications, and password administration.  The EOC is logically one independent work center but physically located at in two locations; FBI Headquarters in Washington, DC (EOCU) and Fort Monmouth, New Jersey (EOC/FM).  The Enterprise Operations Center (EOC) provides direct IT support to FBIHQ, FBI Field Offices, Resident Agencies, Off-Sites, and Legal Attaches (LEGATs) worldwide.

The EOC provides IT support through both proactive and reactive methods.  The EOC’s System Administrators and the Network Services personnel provide proactive IT support using various Enterprise Management System (EMS) Tools.  The Customer Support (Help Desk) staff provides reactive IT support.  If an FBI employee or contractor encounters an IT problem, he/she calls the FBI’s IT support number and speaks to an EOC’s Customer Support specialist.  In turn, the Customer Support staff opens a call ticket using Peregrine’s ServiceCenter software and attempt to resolve the issue using their IT knowledge and EMS tools.  If the problem cannot be resolved by Customer Support they have three options.  (1) If it is classified as a network issue, a problem ticket is opened to the EOCU’s Network Services group.  If the Network Services group cannot resolve the problem or the issue is not related to the network, the problem ticket is reassigned to one of the FBI’s Tier 3 support groups to resolve.  (2) if the problem is related to a system or server(s), the ticket is reassigned to the System Administrator group.  If they cannot resolve the problem, they reassign the ticket to one of the many Tier 3 IT support groups to resolve the problem.  (3) If the problem is not related to the Network, System or Server, the ticket is reassigned directly to one of the FBI’s 200 IT assignment groups for resolution.
4.  Objectives.  This task order will provide IT specialist resources in the five specific areas, defined in the next section, to support the FBI EOC.   The EOC is responsible for providing level 1 and level 2 information technical support to IT operations to include servers, Active Directory, Exchange email, routers, switches, hubs, application support, and desktop services to the all FBI users.  In addition, EOC is also responsible for the configurations and operations of the EMS tools that the EOC uses to support the FBI’s infrastructure.

5.  Scope.  The scope of this contract is to acquire additional IT support resources to supplement the current EOCU staff in order to support the EOCU’s 24 x 5 technical support operation.  The contractor is required to work a minimum of 40 hours per week on one of the three EOC shifts that cover a 24 hour support day.  The expectation is that this contract shall have cleared personnel with requisite experience, knowledge and skills to support the EOC’s mission and requirements.  It is expected that this group of IT experts shall resolve 80% of the problems that the EOC receives and triage the remaining 20% to the appropriate Tier 3 support group to resolve in a timely manner.  This group is also responsible for using the EMS tools to proactively monitor the entire infrastructure, thus minimizing the reactive problem that could occur.  Specific services addressed in this SOW are:

· Task 1 - HelpDesk (Customer Service) Support
· Task 2 - Network Services Support
· Task 3 - System Administration Support
· Task 4 - Security Management Support
· Task 5 - Knowledge/Solutions Management Support
· Task 6 - Management Support
6.  Specific Tasks and Functions of Support.  The contract personnel are divided into five functional support areas, identified in sections 6.1, 6.2, 6.3, 6.4, 6.5 and 6.6.  All positions require full-time contractor personnel with FBI Top Secret (TS), Sensitive Compartmented Information (SCI) facility access to the FBI’s EOC facility.  Since the EOC is a twenty-four hour, five day per week (24 x 5) support operation located at FBI’s Headquarters facility, the contract support personnel must be flexible to work all three shifts during this contract.  In the rare instance that weekend EOC support is required, the contractors must be able to also provide weekend support.  The three shifts that the contractor must provide coverage are as follows: (1) day shift-8:00 AM to 4:30 PM), (2) night shift-4:00 PM to 12:30 AM, and (3) midnight shift-12:00 AM-8:30 AM.  Each of these shifts require eight (8) hours of operations support with a thirty (30) minute meal time off-the-clock and two (2) fifteen 15 minute breaks on-the-clock.  This contract with the FBI’s EOCU requires a minimum of eighteen (18) cleared contractor personnel to fulfill the five functional support areas.  The minimum number of contract personnel, required education and experience, and the specific tasks are identified below by functional area in the next section.  The FBI may require the contractor to adjust their work schedules on a case-by-case basis in order to provide weekend operational support.

6.1 - Help Desk Support.
6.1.1  The FBI requires a minimum of seven (7) contract support resources for this function.

6.1.2  Education and General Experience.  This position desires Information Technology professionals that possess a Bachelor degree in computer science, computer information systems or the equivalent through a combination of education, certifications and work experience.  This position requires a minimum of five years of experience, of which at least three years must be specialized.  Specialized experiences include: knowledge of PC operating systems as well as networking, e-mail standards, and experience in supporting the help desk.  General experience includes information systems development and other work in the client/server field or related fields.  Must demonstrate the ability to communicate orally and in writing with a positive customer service attitude and have past experience with providing HelpDesk Tier 1 support.  The individual must all have good training and presentation skills.  He/she must be proficient with the following software tools:  ServiceCenter, Microsoft Word, Microsoft PowerPoint, Microsoft Access and Microsoft Excel, NetCool, HP OpenView, Crystal Reports, Cisco Works and Internet Explorer.  Certifications in Network+, MCSE, A+ are a plus.

6.1.3  Specific Tasks.

· Provide telephonic Information Technology support to 28,000 FBI and contractor personnel.

· Receive calls, troubleshoot, and triage trouble tickets.

· Change and reset passwords.

· Provide software application assistance.

· Resolve problems within 30 minutes or escalate to other support entities.

· Perform remote control to the desktop to assist the end-user.  

· Provide customers status of their tickets.

· Generate reports and metrics for management.

· Maintain the integrity of the source tables in the ServiceCenter database.  

· Serves as the primary support interface to the FBIHQ end user and Field Offices (FO’s) IT Specialists (ITS’s) and Electronic Technicians (ET).  

· Provide support to the FO end-user if their local ITS or ET is unavailable. 

6.2 - Network Services Support.
6.2.1  The FBI requires a minimum of five (5) contract support resources for this function.

6.2.2  Education and General Experience.  This position desires Information Technology professionals that possesses a Bachelor degree in computer science, computer information systems or the equivalent through a combination of education, certifications and work experience.  Requires a minimum of seven years of experience in installing and support networks, network capabilities and configurations.  Must be able to troubleshoot network problems and resolve them independently with the remote tools available in the EOC.  Familiar with engineering documentation, network configurations and topologies, TCP/IP, Frame Relay, bridges, hubs and routers.  He/she must also be proficient with the following software tools; Microsoft Office, ServiceCenter, NetCool, HP OpenView, NetIQ, Crystal Reports, Cisco Works and Internet Explorer.  Certifications in Network+ and CCNA are a required.

6.2.3  Specific Tasks.

· Monitor router/switch status, respond to alarms, and react to associated problems routed by the EOC Customer Support staff.

· If remote access to network devices cannot be managed, provide telephonic support to the local FO support staff.

· Use the General Dynamic’s Manager (GEM) software to determine the operability of the network Taclane crypto devices.
· Assist System Administrators with network directories, reports and scheduled events.

· Use Cisco Works 2000 and HP OpenView to monitor and manage the status of the network for alarms, alerts, warnings and errors.

· Work with MCI to bring new sites online.

· Monitor the Video Teleconferencing routers.

· Troubleshoot and resolve network problems relating to oversees FBI facilities.

· -Take corrective action to resolve SAN issues.

· Logically add SAN drives and volume sets.

· -Perform remote control to the servers to troubleshoot and resolve network issues.

· Receive and resolve escalated problems transferred from technical assistance specialists.

6.3  System Administration (Server) Support.
6.3.1  The FBI requires a minimum of two (3) contract support resources for this function.

6.3.2  Education and General Experience.  This position desires Information Technology professionals that possess a Bachelor degree in computer science, computer information systems or the equivalent through a combination of education, certifications and work experience.  This position requires a minimum of 6 years of experience in administrating UNIX, Windows NT, Windows 2000, Windows XP operating systems.  General experience includes operations experience on a large-scale computer system or a multi-server local area network.  He/she must be proficient with the following software tools; Microsoft Outlook, Microsoft 2000 and Microsoft XP, ServiceCenter, NetCool, HP OpenView, NetIQ Apps Manager, NetIQ Ops Manager, Crystal Reports, Cisco Works and Internet Explorer.  Certifications in Network+, MCSE, A+ are a plus.

6.3.3  Specific Tasks.

· Provide proactive and remote monitoring and management of all FBI enterprise wide servers.
· Provide proactive remote monitoring and management of FBI applications/systems.
· Take corrective action to ensure operability of all servers, switches, and routers, and systems are fully operational.
· Provide user administration for several EMS tools.

· Responsible for the configurations of the EOC’s EMS software.

· Manage knowledge scripts for Net IQ.

· Perform software distribution in coordination with configuration management policies and procedures.

· Manage the databases, backups, software platforms and systems that encompass the EMS architecture.

· Manage organizational units (file storage quotas, mailbox quotas, home directories, delegation of authority, and passwords).

· Administer & manage the IT inventory collection program using Asset Insight and its database.

· Schedule and change site backup routines.

· Deploy enterprise-wide anti-virus policies.

6.4 - Security Management Support.
6.4.1  The FBI requires a minimum of two (2) contract support resources for this function.

6.4.2  Education and General Experience.  This position desires Information Technology professionals that possess a Bachelor degree in computer science, computer information systems or the equivalent through a combination of education, certifications and work experience.  This position requires a minimum of seven years of experience in defining computer security requirements for high-level applications, evaluation of approved security product capabilities, and developing solution to multiple security problems.

6.4.3  Specific Tasks.

· Use the GEM software to monitor the network encryption devices to ensure the FBI networks are secure.  

· Work closely with the FBI security manager to administer key management of the FASTLANE and TACLANE encryptors.

· Responsible for providing user administration of EOC’s EMS tools, such as, the Cisco Secure Access Control Server (ACS and RSA ACE) for Cisco devices (routers and switches) and CiscoWorks.

· Review Tripwire reports to ensure no changes have been made against the baseline.  

· Manage Private I and WebDog to collect the system logs for the Cisco PIX firewall.

· Responsible for maintaining current virus definitions and antivirus engine updates.

· Use McAfee ePolicy Orchestrator to control the configuration of VirusScan and NetShield on all workstations and Windows servers. 

· Monitor the Solaris security audit logs files that are generated by devices on the  EMS -VLAN.

· Monitor the transfer of files on all three FBI networks (Sensitive But Unclassified, Secret, Top Secret).

· Execute utilities that combine the daily Solaris files into a single daily file.

· Use NetIQ and NetCool to monitor and identify all security-related alerts filtered and providing security concerns to Enterprise Security Operations Center (ESOC).

· Assist the Information Systems Security Officer (ISSO) with maintaining the security of the FBI’s networks and systems.

· Utilize Asset Insight reports to ensure that all desktops and servers have tested and approved software.

· Ensure that the enterprise wide anti-virus policies are current and operational.

· Monitor for anti-virus alerts.

· Create, update and distribute pertinent documentation to the ESOC for Security violations and security issues.

6.5  Knowledge/Solutions Management Support.
6.5.1  The FBI requires one (1) contract support resource for this function.

6.5.2  Education and General Experience.  This position desires Information Technology professionals that possess a Bachelor degree in computer science, computer information systems or the equivalent through a combination of education, certifications and work experience.  He/she must have at least 5 years of experience working on an IT support help desk and with good oral, written, and interpersonal skills.  This position requires analyses and excellent writing skills of various degrees related to IT.  This position also requires and individual who has past experience working with knowledge base solution systems.  Integration and support knowledge with Peregrine Systems Get Answer web enables database is must in order to configure and provide support in the EOC.  This position requires an individual who is proficient with Get Answers, Get Services, Microsoft Office suite, Crystal Reports, and Internet Explorer.  Excellent communication and a comprehensive knowledge of information systems management and support are a must.

6.5.3  Specific Tasks.

· Install, Configure and Administer Peregrine Systems’ Get Answers knowledge system.

· Interface Get Answers with the FBI’s ServiceCenter help desk application.

· Coordinate problem resolution procedures with FBI IT support personnel.

· Generate call scripts and problem resolution documentation.

· Review, edit, and add information to the IT Solutions database.

· Ensure integrity of Get Answers knowledge database.

6.6  Management Support.
6.6.1  Specific Tasks.

· Submit Monthly Invoice for previous month’s on-site support.

· Invoices itemized by resource with the hours of on-site support.

· Management/administrative control of contract personnel.

· Monthly meeting with Technical Manager (TM) and Alternate TM.

7.  Place of Performance.  All efforts under this Statement of Work shall be performed in the J. Edgar Hoover Building, FBI Headquarters, Washington, DC or, in case of crisis, the EOCU personnel may be required to work at an FBI remote location to ensure continued operations support.

8.  Period of Performance.
· Base period of performance shall be for a total of 221 calendar days.  

· Option Period 1 of performance shall be for a total of 365 calendar days.  

· Option Period 2 of performance shall be for a total of 365 calendar days. 

9.  Delivery Schedule.
	SOW Task#
	Deliverable Title
	CDRL/DID#
	Due Date
	Copies
	Distribution
	Frequency and Remarks

	6.6
	Expenditure Report by Resource
	
	5th workday of the month
	1
	TM and Alt-TM 

Letter to TO
	Monthly

	* Standard Distribution:  1 copy of the transmittal letter with the deliverable to the Primary TM


10.  Security.  The contract will be issued with a DD 254 for contract classification to the contractor.  Security requirements will be specified for facility and personnel security requirements.  All contractor personnel requiring access to FBI facilities or performing work under this Statement of Work shall: (1) be U.S. citizens; (2) possess or have clearance in hand within 10 days of contract award, at a minimum level of Top Secret (TS); with Sensitive Compartment Information (SCI) request form completed; and (3) submit all forms for proper adjudication of such accesses.  In addition, contractor personnel will be subjected to a polygraph and drug test performed in accordance with DOJ and FBI policy prior to granting such security clearances and accesses.  All tasks must be performed within the FBI/EOCU facility; therefore, the prime contractor must obtain a TS clearance with SCI access.  If the contractor cannot obtain the FBI SCI facility access to work in the EOC office, no support to the identified above tasks can be provided under this contract.

11.  Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI).  The Government shall provide sufficient workspace, equipment, necessary access, and other resources required to accomplish all task activities for work required at Government facilities. The Government shall furnish all documentation, forms, information, manuals, regulations, and system, network, internet, email, and facility access required to complete task activities.

12.  Other Pertinent Information or Special Considerations.

a.  Identification of Potential Increase Support Numbers.  Based on additional operational requirements and the availability of funds, the FBI may request the contractor to increase the level of effort to provide 24 x 7 support for the following functional areas; Tasks 6.1, 6.2, 6.3 and/or 6.4.


b.  Identification of Possible Follow-on Work.  Based on a continuing need and the availability of funding, the FBI may require continued EOCU support during option year 1 and option year 2 defined in Section 8.

c.  Identification of Potential Conflicts of Interest (COI).  Under the scope of this task, contractor personnel may be required to work with extremely sensitive data.  This information must not be communicated, transmitted or otherwise divulged except on a need-to-know basis during the conduct of official Government business.  All contractor personnel assigned to this Task shall execute the FBI’s Certificate of Non-Disclosure and Conflict of Interest.


d.  Data and Copyright.  All products produced under this task order shall be the property of the Government.

13.  Section 508 Accessibility Standards.  The following Section 508 Accessibility Standard(s) (Technical Standards and Functional Performance Criteria) are applicable (if box is checked) to this acquisition.

NOTE:  No boxes are checked for this requirement.

Technical Standards
 FORMCHECKBOX 
 1194.21 - Software Applications and Operating Systems

 FORMCHECKBOX 
 1194.22 - Web Based Intranet and Internet Information and Applications

 FORMCHECKBOX 
 1194.23 - Telecommunications Products

 FORMCHECKBOX 
 1194.24 - Video and Multimedia Products

 FORMCHECKBOX 
 1194.25 - Self-Contained, Closed Products

 FORMCHECKBOX 
 1194.26 - Desktop and Portable Computers

 FORMCHECKBOX 
 1194.41 - Information, Documentation and Support

The Technical Standards above facilitate the assurance that the maximum technical standards are provided to the Offerors.  Functional Performance Criteria is the minimally acceptable standards to ensure Section 508 compliance.  This block is checked to ensure that the minimally acceptable electronic and information technology (E&IT) products are proposed.

Functional Performance Criteria
 FORMCHECKBOX 
 1194.31 - Functional Performance Criteria

