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AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT

Except as provided herein, all terms and conditions of the document referenced in Item 9A or 10A, as heretofore changed, remains unchanged and in full force and effect.

15A. NAME AND TITLE OF SIGNER (Type or print)

30-105-04

EXCEPTION TO SF 30

APPROVED BY OIRM 11-84

STANDARD FORM 30 (Rev. 10-83)

Prescribed by GSA

FAR (48 CFR) 53.243

1.  The purpose of this no-cost modification is to change the primary TM on this order as per revised SOW dated 30 Aug 04 which is an

 attachment to this modification.  The TM is changed to the following:

  

      Ma Douglas B. Meyer USAF/J6331

     Defense Logistics Agency 

     8725 John J. Kingman Road, Suite 1344

     Fort Belvoir, VA  22060-6221          Phone: 703-767-2104, fax 703-767-3153, e-mail:  douglas.meyer@dla.mil

2.  The total of the order remains unchanged at $378,188.20.

1. CONTRACT ID CODE

PAGE OF  PAGES

J

1

9

16A. NAME AND TITLE OF CONTRACTING OFFICER (Type or print)

16C. DATE SIGNED

BY

30-Aug-2004

16B. UNITED STATES OF AMERICA

15C. DATE SIGNED

15B. CONTRACTOR/OFFEROR

(Signature of Contracting Officer)

(Signature of person authorized to sign)

8. NAME AND ADDRESS OF CONTRACTOR  (No., Street, County, State and Zip Code)

9B. DATED (SEE ITEM 11)

X

DCA200-00-D-5013-0026

10B. DATED  (SEE ITEM 13)

X

9A. AMENDMENT OF SOLICITATION NO.

27-Jul-2000

11. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS

The above numbered solicitation is amended as set forth in Item 14.  The hour and date specified for receipt of Offer  

is extended,

is not extended.

Offer must acknowledge receipt of this amendment prior to the hour and date specified in the solicitation or as amended by one of the following methods: 

(a) By completing Items 8 and 15, and returning

copies of the amendment; (b) By acknowledging receipt of this amendment on each copy of the offer submitted;

or (c) By separate letter or telegram which includes a reference to the solicitation and amendment numbers.  FAILURE OF YOUR ACKNOWLEDGMENT TO BE 

RECEIVED AT THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN  

REJECTION OF YOUR OFFER.  If by virtue of this amendment you desire to change an offer already submitted, such change may be made by telegram or letter, 

provided each telegram or letter makes reference to the solicitation and this amendment, and is received prior to the opening hour and date specified.

12. ACCOUNTING AND APPROPRIATION DATA (If required)

13. THIS ITEM APPLIES ONLY TO MODIFICATIONS OF CONTRACTS/ORDERS.

IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14.

A. THIS CHANGE ORDER IS ISSUED PURSUANT TO:  (Specify authority) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE

 CONTRACT ORDER NO. IN ITEM 10A.

B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying 

office, appropriation date, etc.) SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(B).

C. THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF:

X

D. OTHER (Specify type of modification and authority)

Unilateral, Revised SOW dated 30 Aug 04

E. IMPORTANT:   Contractor

X

is not,   

is required to sign this document and return

copies to the issuing office.

14. DESCRIPTION OF AMENDMENT/MODIFICATION  (Organized by UCF section headings, including solicitation/contract subject matter

 where feasible.)

10A. MOD. OF CONTRACT/ORDER NO.

01

2. AMENDMENT/MODIFICATION NO.

5. PROJECT NO.(If applicable)

6. ISSUED BY

3. EFFECTIVE DATE

30-Aug-2004

CODE

DISA/DITCO-SCOTT

2300 EAST DRIVE

SCOTT AFB IL 62225-5406

HC1013

7. ADMINISTERED BY  (If other than item 6)

4. REQUISITION/PURCHASE REQ. NO.

CODE

See Item 6

COMPUTER SCIENCES CORPORATION

3160 FAIRVIEW PARK DRIVE

FALLS CHURCH VA 22042-4516

JODY CHRISTOPHER

FACILITY CODE

52939

CODE

iascottafb@scott.disa.mil

EMAIL:

TEL:

ANNE (KAREN) KELLER / CONTRACTING OFFICER


SECTION SF 30 BLOCK 14 CONTINUATION PAGE 

SUMMARY OF CHANGES  

SECTION J - LIST OF DOCUMENTS, EXHIBITS AND OTHER ATTACHMENTS 

The following have been added by full text: 

        SOW DATED 30 AUG 04
‘I ASSURE’ TASK ORDER (TO)
STATEMENT OF WORK (SOW)
as of  30 August 2004
	Contract Number:
	DCA200-00-D-5013

	Task Order Number:
	0026

	IAssure Tracking Number:
	IA 00216.00

	Follow-on to IAssure Contract 
and Task Order Number:
	Not Applicable


1.
Tasks Monitors (TMs).
a. Primary TM.
	Name:
	

	Organization:

	J6331

	Address:
	Defense Logistics Agency
8725 John J. Kingman Road
Suite 1344
Fort Belvoir, VA  22060-6221

	Phone Number:
	

	Fax Number:
	

	E-Mail Address:
	

	DODAAC:
	SA4701


b.  Alternate TM.
	Name:

	

	Organization:

	J6331

	Address:
	Defense Logistics Agency
8725 John J. Kingman Road
Suite 1344
Fort Belvoir, VA  22060-6221

	Phone Number:
	

	Fax Number:

	

	E-Mail Address:
	

	DODAAC:
	SA4701


2.
Task Order Title.  Certification and Accreditation Support
3.
Background.   The Chief Information Office (J-6) is charged with overall management of DLA Information Technology (IT) resources, both in production and during the DoD acquisition process.  The Chief, Information Assurance (IA) (J-633), is charged with ensuring adequate protection of DLA IT infrastructure which includes:  Workstations, servers, local and wide area networks, and telecommunications assets. The hardware and software used to efficiently and effectively operate and manage the IT infrastructure; including all of the related hardware and software components that provide secure, interoperable computing solutions in support of the Defense Logistics Agency’s mission.
The Defense Logistics Agency (DLA) has initiated an aggressive program designed to strengthen its information assurance posture.  Additionally, DLA IA must ensure adequate security controls are effectively integrated into its future IT resources.  The DLA Chief Information Officer has directed that all DLA IA initiatives be aligned with DoD and DLA strategic visions and migration plans.
The J-633 IA Team is responsible for oversight and monitoring IA activities throughout DLA, to include headquarter organizations and field activities.  J-633 serves as the DLA focal point for all IA activities.  This statement of work focuses on contractor support required to manage the DLA certification and accreditation program.
4.
Objectives.  Provide IA management and technical support required to DLA activities (Government and contractors) to obtain and maintain system security accreditation and enhance DLA’s overall IT security posture.  The contractor shall have extensive knowledge of the DOD security certification and accreditation process. In addition, the contractor shall possess hands-on experience and technical expertise in the use and analysis of a variety of IA guides, tools, and products to include the associated output results and reports, such as:
· ISS client, host, and network based products
· Security Technical Implementation Guides (NSA, DISA, and vendor equivalent)
· Host and network based audit tools
· FSO Gold and Platinum Disks Project System Requirement Specification
· DISA FSO SRR Scripts (Windows and Unix)
· Nmap
· L0phtcrack; and
· Nessus
The contractor shall receive training from the Government on tools that are DLA unique such as:
· Enterprise Mission Assurance Support System (eMASS)
· Consolidated Information Assurance Knowledgebase (CIAK)
The contractor shall comply with the appropriate DLA and DoD-approved IA architectures, 
policies, programs, standards and guidelines, such as:
· IA policies DOD Directive 8500.1, Information Assurance
· DoD Instruction 8500.2, Information Assurance (IA) Implementation
· Security Technical Implementation Guides (STIGs)
· Global Information Grid (GIG) IA Technical Framework
· DII Common Operating Environment (COE)
· DODI 5200.40,  DoD Information Technology Security Certification and Accreditation Process (DITSCAP)
· DLA  Implementation Handbook for the DITSCAP, DLA IT Systems, Networks and Websites
· DLA Computer Incident Response Guide
5.
Scope.  The contractor shall comply with the appropriate DoD-approved architectures, policies, standards and guidelines, such as Defense Information Infrastructure (DII) Strategic Technical Guidance (STG), DII Common Operating Environment (COE), Defense Information Systems Network (DISN) and Shared Data Environment (SHADE).  Specific services addressed in this SOW are:
· Task Area 1 – Policy, Planning, Process, Program and Project Management Support
· Task Area 4 – Education, Training and Awareness, Certification and Accreditation and IA Support
6.
Specific Tasks.
6.1 Task 1 – Contract-Level and TO Management.
6.1.1 Subtask 1 –  Integration Management Control Planning.  Provide the technical (task
order level) and functional activities at the Contract Level needed for the Program Management of this SOW.  Include productivity and management methods such as Quality Assurance, Progress/status reporting, and Program Reviews at the Contract and Task Order level.  Provide the centralized administrative, clerical, documentation and related functions.

Deliverable:
1.  Report
6.1.2 Subtask 2 – TO Management.  Prepare a TO Management Plan describing the technical 
approach, organizational resources and management controls to be employed to meet the cost, performance and schedule requirements throughout TO execution.  Provide a monthly status report monitoring the quality assurance, progress/status reporting, and program reviews applied to the TO.

Deliverable:
1.  Plan and Report
6.1.3 Technical Interchange Meeting.  Contractor shall host a Technical Interchange Meeting
(TIM) to ensure a common understanding between the contractor and the Government on the TO requirements.  The contractor shall describe the technical approach and the organizational resources and management controls to meet the cost, performance, and schedule requirements throughout the period of performance.

Deliverable:
1. Technical Interchange Meeting to be conducted 5 days after award of
 the TO
6.1.4
Duplication of Effort.  Ensure there is minimum duplication of effort in 
executing all work specified in this SOW.  Build upon work previously accomplished by the Government, the contractor, or other contractors to the fullest extent practical.
6.1.5
Cooperation/Coordination with Other Contractors.  There may be multiple
contractors (i.e., from more than one contract vehicle or company) supporting DLA and other DOD activities, tasked to work on the same or related activities.  The contractor shall work with these other contractors as required, to accomplish Government requirements, goals, and objectives as efficiently and effectively as possible.  This may include, but is not limited to, sharing or coordinating information resulting from the work required by this SOW or previous Government efforts, and/or working as a team to perform tasks in concert.
6.1.6
Personnel Management.  Provide and manage a complete, comprehensive team of 
highly qualified personnel able to accomplish the tasks specified in this SOW.  Personnel selected to work this TO shall work the duration of the contract.  If necessary to change personnel during the contract period, the request must be submitted in writing to and approved by the TM prior to the change.  Resume(s) must be provided with the request (s).
6.1.7
 TO Staffing.  The contract team shall provide the optimum mix of personnel of various
labor categories and technical expertise to perform the tasks specified in this TO.
The contractor shall ensure that all contractor personnel reviewing and analyzing Security Readiness Reviews (SRRs) have successfully completed the FSO SRR Walkthrough Training and Certification.  
6.1.8
Emerging IA Training.  The contractor is responsible for ensuring that personnel assigned to this TO maintain proficiency in emerging IA technologies.
6.1.9
Duty Hours.  When working at DLA locations, or other Government locations, the
contractor shall work the duty hours of that location.  The normal Government work hours are between 0630 and 1730 hours local time, with a 30 to 60 minute lunch period, generally 8 hours per day, Monday through Friday, exclusive of Federal holidays.  
6.2
Task 2 - Technical Implementation Guidance.  
6.2.1 Subtask 1 – Security Technical Implementation Guides (STIGs).  The contractor shall
provide advice and assistance on the implementation of applicable STIGs.  Each STIG shall instruct DLA customers on securing their operations in the technical environment.  The contractor shall provide expert technical knowledge of STIG implementation for the various platforms.
6.2.2
Subtask 2 – Technical Interchange Meetings.  Participate as key technical expert and administration for each STIG TIM.

Deliverable:
1.  STIG Minutes
6.3
Task 3 - System Security Authorization Agreement (SSAA) Review and
Maintenance.    The contractor shall perform technical reviews of submitted SSAAs to assess their completeness and identify system vulnerabilities and weaknesses.  A certification readiness review (CRR) is conducted to clarify requirements and address questions at the start of the C&A process.   The SSAA is reviewed at the first three phases of the DOD Information Technology Security Certification and Accreditation Process (DITSCAP).
· Maintain an online database that reflects the current status of each accredited status and those systems requiring accreditation.
· Conduct technical analyses and documentation of  DLA’s systems to include the requirements for COMPUSEC, OPSEC.

Deliverable:
1.  SSAA Review Notes and Comments

                        2.  Report of systems accreditation status
                                    3.  Results of analyses
6.3.1
Subtask 1 - SSAA Help Desk .  The contractor shall provide SSAA Help Desk Support to DLA customers. 
6.4
Task 4 – Certification and Accreditation Support.  The contractor shall provide certification and accreditation assistance on the development of SSAAs to personnel located at Headquarters and the DLA field activities.
· Provide technical support to the Defense Logistics Agency’s information system programs for life cycle security support.
6.5
Task 5 - SRR Checklist and Automated Scripts.  The contractor must be able to technically analyze the results of the automated scans provided by the Computer Emergency Response Team (CERT), Columbus, as well as scans conducted here at DLA Headquarters, and other DLA sites.  Technical expertise is required in a variety of automated tools, as listed in paragraph 4.    Each checklist shall completely reflect the corresponding STIG to ensure all key security requirements of the STIG are covered during an SRR. 
Deliverable:
1.  Technical Assessment
6.6       Task  6 –  SIPRNet Compliance (SCV).  Provide expert security vulnerability analysis,
guidance, recommendations, and deficiency resolution support.
6.6.1
Subtask 1 – Security Test and Evaluation (ST&E)  Provide expert security 
vulnerability analysis, guidance, recommendations, and deficiency resolution support.  The ST&E shall consist of penetration tests technical SRRs, SSAA Review, and application testing.  
6.6.2 Subtask 2 - Network Connection Approval Process.  The contractor shall provide IA
Information Technology capabilities to assess DOD military service and agency network connection for the DISN connection approval process.  This includes the assessment of local enclave and host connections to the network.  The assessment includes a review of the implemented security posture for compliance to security requirements.  The network connection approval process may include onsite inspections of local enclaves presenting increased risk to the backbone.

Deliverable:
1.  Technical Assessment
6.7
Task 7 – Vulnerability Assessment - The contractor shall perform vulnerability assessment analysis to identify security weaknesses in the agency’s network architecture or network segment.

Deliverable:
1.  Technical Assessment with Findings and Recommendations
7.
Place of  Performance.
7.1
Primary Place of Performance.  The contractor’s team shall perform the majority of the  work at the government facility located at Defense Logistics Agency, 8725 John J. Kingman Road, Fort Belvoir, Virginia.  
7.2 Travel.  No travel is anticipated at this time.  If the Government’s requirement changes
and travel is required, a modification will be negotiated.
8.
Period of Performance.  The period of performance is 335 calendar days after TO award.  This order is Firm fixed price (FFP). 
9.  
Delivery Schedule.  
	SOW
Task #
	Deliverable
Title
	Due Date
	Copies
	Distribution
	Frequency and Remarks

	6.1.1
	Report
	Draft 15 days after award
Final 20 working days after award
	1 HC
1 SC
	Standard Distribution*
	Draft – 15 days
Final – 20 days

	6.1.2
	Report
	
	
	2 copies to TM;
Letter only to KO
	Monthly, 5th workday of month

	6.1.3
	Meeting
	5 days after contract award
	
	
	

	6.2.2
	Minutes
	5 days after meeting
	2 HC
1 SC
	3 copies to TM
	As required

	6.3
	Report
	3 days after review of SSAA
	1 HC
	Standard Distribution *
	As required

	6.4
	Report
	3 days after review of SSAA
	1 HC
	Standard Distribution*
	As required

	6.5
	Report
	3 days after receipt
	1 HC
	Standard Distribution*
	As required

	6.62
	Report
	3 days after receipt of documentation
	1 HC
	Standard Distribution*
	As required

	6.7
	Report
	3 days after receipt of documentation
	1 HC
	Standard
Distribution*
	As required


Copies
· Hard Copy (HC)
· Soft copy (SC)  Soft copy for reports, minutes will be in MS Word, Office 2000 version.  Soft copy for briefings will be in PowerPoint, Office 2000 version.
*Standard Distribution
· 1 copy of the transmittal letter without the deliverable to the Contracting Officer (KO/DITCO/DTS6)
· 1 copy of the transmittal letter and the deliverable to the Primary TM.
Note 1:  Cost and status reports are due 14 days after close of contractor’s accounting period.
10.
Security.  The following security requirements shall apply to this effort.
10.1
Access to Information/Personnel Security Clearances
10.1.1
Classified Information.  All contractor personnel must have a minimum of a SECRET security clearance.  All contractor personnel performing work on-site at DLA locations will require a SECRET clearance to perform their duties on this TO.  
10.1.2
Sensitive Information.  All contactor personnel, with the exception of certain administrative and management personnel, will have access to customer Sensitive Information and access to customer computer operating systems containing this information.  Contractors meeting these conditions listed below will have designated IT-I (Privileged) in accordance with DODD 8500.1, Information Assurance (IA), October 24, 2002.   The following personnel must have a within scope Single Scope Background Investigation (SSBI):
· Personnel who handle Sensitive Information in the course of performing work specified in this TO.
10.2
Contractor Generated Documents.  Contractor personnel will generate or handle documents that contain FOUO information, at both Government and contractor facilities.  Contractor shall have access to, generate, and handle classified material only at government facilities.  All contractor deliverables shall be marked at a minimum FOUO, unless otherwise directed by the Government.  The contractor shall comply with the provisions of the DOD Industrial Security Manual for handling classified material and producing deliverables. 
10.3
Security Procedures.  All contractor personnel working on or managing this effort shall strictly adhere to DLA and DOD security policies and guidelines. 
11.
Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI).  Paragraph H.12 of the ‘I Assure’ contract applies.  The Government will provide the following GFE and GFI.  All contractor personnel performing work at a Government location will be furnished with a Government office environment.  This includes office furnishings, office supplies, personal computer, telephone, access to facsimile, photocopy and presentation equipment.  The contractor shall identify any additional GFI or special requirements for GFE beyond that stated in the SOW within 14 calendar days following the initial TIM.  As additional information is required, the contractor shall coordinate requirements with the Government TM and COR.  The Government will facilitate the contractor’s access to the data required in support of this work effort; this will include the initial contacts with DISA individuals for the purposes of conducting site surveys, and interviews.
12.
Other Pertinent Information or Special Considerations.

a.
Identification of Possible Follow-on work.  Possible follow-on work includes additional efforts to meet future requirements in the areas of IA readiness and operational planning.

b.
Identification of Potential Conflicts of Interest (COI).  There are neither existing nor potential COIs on this TO.

c.
Identification of Non-Disclosure Requirements.  Paragraph 8.0 of the ‘I Assure’ contract applies.  All contractor personnel working on this effort must execute nondisclosure agreements prior to commencement of heir starting work on this effort.  

d.  
Packaging, Packing, and Shipping.  All packaging, packing and shipping requirements shall be in accordance with paragraph D.1 of the ‘I Assure’ contract.

e.
Inspection and Acceptance.  All inspection and acceptance requirements shall be in accordance with paragraph E.1 of the ‘I Assure’ contract.  In addition, the contractor shall comply with the following criteria.


(1)  Acceptance Criteria.  Unless otherwise noted, the Government shall have fifteen (15) days to review and comment on deliverables.  The Government may accept a deliverable, accept a deliverable subject to the incorporation of comments, or reject a deliverable.


(2)  Rejection Procedures.  After notification that a deliverable did not meet the acceptance criteria, the contractor shall return updated/corrected versions fifteen (15) workdays after receipt of Government comments.  Upon resubmission, the acceptance criteria set forth in the paragraph above will apply.  Any deficiencies then identified will be resolved after discussions between the contractor and the Government.
13.
Section 508 Accessibility Standards.  The following Section 508 Accessibility Standards(s) (Technical Standards and Functional Performance Criteria) are applicable (if checked) to this acquisition.  (NOTE:  No boxes are checked for this requirement.)
Technical Standards
    ⁬  1194.21 -  Software Applications and Operating Systems
    ⁬  1194.22 -  Web Based Intranet and Internet Information and Applications
    ⁬  1194.23 -  Telecommunications Products
    ⁬   1194.24 - Video and Multimedia Products
    ⁬   1194.25 - Self-Contained, Closed Products
    ⁬   1194.26 - Desktop and Portable Computers

    ⁬   1194.41 - Information, Documentation and Support
The Technical Standards above facilitate the assurance that the maximum technical standards are provided to Offerors.  Functional Performance Criteria is the minimally acceptable standards to ensure Section 508 compliance.  This block is checked to ensure that the minimally acceptable electronic and information technology (E&IT) products are proposed.
Functional Performance Criteria
     ⁬  1194.31- Functional Performance Critieria
(End of Summary of Changes) 

