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Section B - Supplies or Services and Prices

	ITEM NO
	SUPPLIES/SERVICES
	MAX QUANTITY
	UNIT
	UNIT PRICE
	MAX AMOUNT

	0001
	
	1
	Each
	$665,000.00
	$665,000.00 

	
	Information Assurance Support Services

T&M

Joint Task Force for Computer Network Operations (JTF-CNO) Operational and Watch Support as in accordance with SOW dated 11 Feb 04 which is an attachment to this order.   Period of performance of this order is from 22 February 2004 thru 18 Feb 2005 as in accordance with TASC proposal dated 18 Feb 04 which is incorporated by reference.

PURCHASE REQUEST NUMBER: NMIPR049207137


	

	
	
	

	
	

	

	
	MAX 

NET AMT
	

	

	
	ACRN AA Funded Amount
	
	$665,000.00


FOB:  Destination
Section G - Contract Administration Data

ACCOUNTING AND APPROPRIATION DATA

	AA: 
	97X4930.5F20 000 C1013 0 068142 2F 255011 

	AMOUNT: 
	 MIPR NMIPR049207137     $665,000.00

The total task order amount is $665,000.00.  The total life cycle amount of this order is $1,988,733.00.  This task order is incrementally funded IAW FAR 52.232-22 Limitation of Funds.  The total of $1,323,733.00 are the funds that will be incrementally funded


CLAUSES INCORPORATED BY FULL TEXT

DITCO Points of Contact
CONTRACTOR Point of Contact

Contractor Name:  TASC

TIN:  

DUNS:  069341972

CAGE CODE:  4A457

Contractor POC:  

Email Address:  

Phone Number:  

Fax Number:  

Electronic invoices may be sent to:
invoicereceipt@scott.disa.mil
Questions regarding invoices may be directed to (618) 229-9228.  Vendors may check the status of invoices at the following web site:

http://www.dfas.mil/money/vendor
CREDIT CARD METHOD OF PAYMENT 

If payment is to be made via credit card, contact the Contracting Officer listed above.

Section I - Contract Clauses 

CLAUSES INCORPORATED BY FULL TEXT

52.232-22     LIMITATION OF FUNDS (APR 1984)

(a) The parties estimate that performance of this contract will not cost the Government more than (1) the estimated cost specified in the Schedule or, (2) if this is a cost-sharing contract, the Government's share of the estimated cost specified in the Schedule. The Contractor agrees to use its best efforts to perform the work specified in the Schedule and all obligations under this contract within the estimated cost, which, if this is a cost-sharing contract, includes both the Government's and the Contractor's share of the cost. 

(b) The Schedule specifies the amount presently available for payment by the Government and allotted to this contract, the items covered, the Government's share of the cost if this is a cost-sharing contract, and the period of performance it is estimated the allotted amount will cover. The parties contemplate that the Government will allot additional funds incrementally to the contract up to the full estimated cost to the Government specified in the Schedule, exclusive of any fee. The Contractor agrees to perform, or have performed, work on the contract up to the point at which the total amount paid and payable by the Government under the contract approximates but does not exceed the total amount actually allotted by the Government to the contract. 

(c) The Contractor shall notify the Contracting Officer in writing whenever it has reason to believe that the costs it expects to incur under this contract in the next 60 days, when added to all costs previously incurred, will exceed 75 percent of (1) the total amount so far allotted to the contract by the Government or, (2) if this is a cost-sharing contract, the amount then allotted to the contract by the Government plus the Contractor's corresponding share. The notice shall state the estimated amount of additional funds required to continue performance for the period specified in the Schedule. 

(d) Sixty days before the end of the period specified in the Schedule, the Contractor shall notify the Contracting Officer in writing of the estimated amount of additional funds, if any, required to continue timely performance under the contract or for any further period specified in the Schedule or otherwise agreed upon, and when the funds will be required. 

(e) If, after notification, additional funds are not allotted by the end of the period specified in the Schedule or another agreed-upon date, upon the Contractor's written request the Contracting Officer will terminate this contract on that date in accordance with the provisions of the Termination clause of this contract. If the Contractor estimates that the funds available will allow it to continue to discharge its obligations beyond that date, it may specify a later date in its request, and the Contracting Officer may terminate this contract on that later date. 

(f) Except as required by other provisions of this contract, specifically citing and stated to be an exception to this clause-- 

(1) The Government is not obligated to reimburse the Contractor for costs incurred in excess of the total amount allotted by the Government to this contract; and 

(2) The Contractor is not obligated to continue performance under this contract (including actions under the Termination clause of this contract) or otherwise incur costs in excess of (i) the amount then allotted to the contract by the Government or, (ii) if this is a cost-sharing contract, the amount then allotted by the Government to the contract plus the Contractor's corresponding share, until the Contracting Officer notifies the Contractor in writing that the amount allotted by the Government has been increased and specifies an increased amount, which shall then constitute the total amount allotted by the Government to this contract. 

(g) The estimated cost shall be increased to the extent that (1) the amount allotted by the Government or, (2) if this is a cost-sharing contract, the amount then allotted by the Government to the contract plus the Contractor's corresponding share, exceeds the estimated cost specified in the Schedule. If this is a cost-sharing contract, the increase shall be allocated in accordance with the formula specified in the Schedule. 

(h) No notice, communication, or representation in any form other than that specified in subparagraph (f)(2) above, or from any person other than the Contracting Officer, shall affect the amount allotted by the Government to this contract. In the absence of the specified notice, the Government is not obligated to reimburse the Contractor for any costs in excess of the total amount allotted by the Government to this contract, whether incurred during the course of the contract or as a result of termination. 

(i) When and to the extent that the amount allotted by the Government to the contract is increased, any costs the Contractor incurs before the increase that are in excess of (1) the amount previously allotted by the Government or, (2) if this is a cost-sharing contract, the amount previously allotted by the Government to the contract plus the Contractor's corresponding share, shall be allowable to the same extent as if incurred afterward, unless the Contracting Officer issues a termination or other notice and directs that the increase is solely to cover termination or other specified expenses. 

(j) Change orders shall not be considered an authorization to exceed the amount allotted by the Government specified in the Schedule, unless they contain a statement increasing the amount allotted. 

(k) Nothing in this clause shall affect the right of the Government to terminate this contract. If this contract is terminated, the Government and the Contractor shall negotiate an equitable distribution of all property produced or purchased under the contract, based upon the share of costs incurred by each. 

(l) If the Government does not allot sufficient funds to allow completion of the work, the Contractor is entitled to a percentage of the fee specified in the Schedule equalling the percentage of completion of the work contemplated by this contract.

(End of clause)

Section J - List of Documents, Exhibits and Other Attachments

SOW DATED 11 FEB 04
‘I ASSURE’ TASK ORDER (TO) 

STATEMENT OF WORK (SOW)
as of 11 February 2004
	Contract Number:
	DCA200-00-D-5019

	Order Number:
	Completed by KO at time of TO award

	Tracking Number:
	00217

	Previous Order Number:
	0019


1.  Points of Contact:

2. Order Title: Joint Task Force for Computer Network Operations (JTF-CNO) Operational and Watch Support.
3. Background: The JTF-CNO is an operational JTF reporting to United States Strategic Command (USSTRATCOM) for the defense of all Department of Defense (DoD) computer networks.  JTF-CNO coordinates and directs responses to intrusions and attacks into the command, control, communications and computer systems of combatant commands, Services and DoD Agencies (C/S/A). JTF-CNO reached Initial Operational Capability (IOC) 30 Dec 1998 and achieved Full Operational Capability (FOC) 30 Jun 1999.  The JTF maintains a 24x7 watch that coordinates and directs components under JTF-CNO tactical control (TACON). These components include the Army Land Information Warfare Activity (LIWA), Marine Forces-Computer Network Defense (MARFOR-CND), Navy Component Task Force-Computer Network Defense (NCTF-CND), Air Force Information Warfare Center (AFIWC) and the Defense Information Systems Agency (DISA) DoD Computer Emergency Response Team (DoD CERT).  DISA also provides JTF-CNO with technical and analytical support thru DoD CERT and personnel, finance, logistics and contracting support for the execution of the mission.
Physically located adjacent to the DoD CERT and DISA Global Network Operations and Security Center (GNOSC), JTF-CNO leverages existing IT infrastructure by utilizing intrusion detection system (IDS) and network monitoring capabilities resident at the unified commands, components, services, and DoD/non-DoD agencies. JTF-CNO correlates and analyzes all-source intelligence, counter intelligence (CI), network monitor/performance data, IDS data, law enforcement and operations information to provide CJTF-CNO an integrated picture of daily Defense Information Systems Network (DISN) status and emergent computer/network incident details. Domains of responsibility include NIPRNET, SIPRNET, and JWICS.

With this correlated information and reporting from service components, JTF-CNO assesses network and military operational impacts; identifies courses of action that mitigate, recover and restore network services; prepares plans to execute corrective measures; and coordinates implementation and follow-up of approved actions with appropriate DoD and non-DoD organizations. JTF-CNO has TACON directive authority over the four military service CND components and the GNOSC.

3.1 Authority. Unified Command Plan (UCP) 99 formally transferred responsibility for Presidential Decision Directive (PDD) 63 from the Secretary of Defense to the United States Commander in Chief, Space Command (USCINCSPACE).  USCINCSPACE was subsequently tasked with the Computer Network Defense (CND) mission 1 Oct 1999 and the Computer Network Attack (CNA) mission 1 Oct 2000. JTF-CNO was formally designated as the primary point for addressing CND and CNA 2 Apr 2001. Effective 1 October 2002, CJTF-CND reports to the Commander, United States Strategic Command.
4. Objectives: Provide immediate technical and operational expertise for monitoring, managing and coordinating daily and crisis CND operations across all DoD networks. Additional objectives include information production and management, incident analysis/response, exercise support and proactive network/computer threat prediction and mitigation measures development. The manpower requirements specified in this document support the JTF-CNO Joint Operations Center (JOC) team for operations consisting of CNO Watch Officers, JWICS Video Teleconferencing Skills, and CND technical and analytical expertise to support DoD/GIG customers world-wide under the increasing workload requirements.  Additionally, this support includes augmentation to the JTF-CNO J6 staff providing web development and management skills and Windows NT/2000 systems administration/network engineering skills. 

5. Scope: The contractor shall provide personnel with the required skills, experience, and security clearances to support JTF-CNO for 24 x 7 x 365 operations, exercise, crisis and contingency support for the term of this contract.  The period of performance is 365 calendar days.
6.   Specific Tasks:
6.1  
Task 1 – Contract-Level and Task Order (TO) Management
6.1.1
Subtask 1 - Integration Management Control Planning. Provide the technical (task order level) and functional activities at the Contract Level needed for the Program Management of this Statement of Work (SOW). Include productivity and management methods such as Quality Assurance, Progress / status reporting, and Program Reviews at the Contract and Task Order level.  Provide centralized administrative, clerical, documentation and related functions.

6.1.2 Subtask 2 – TO Management.   Prepare a TO Management Plan describing the technical approach, organizational resources and management controls to be employed to meet the cost, performance and schedule requirements throughout TO execution. 


a.  The contractor will provide a monthly status report monitoring the quality assurance, progress/status reporting and program reviews applied to the TO. Within the monthly status report, the contractor shall provide the following information: sub-tasks worked, hours expended by labor category and costs by labor category.  


b.  The contractor will document its accounting procedures for tracking labor hours.


c.  The contractor and the government will hold an initial Technical Interchange Meeting (TIM) within 15 days after contract award for the purpose of reviewing requirements and establishing firm dates for the Contract Deliverable Requirements List (CDRL).  


d.  The contractor shall prepare a Plan of Accomplishment (POA) that will address any changes made at the TIM and serve as the vehicle for establishing firm dates for incremental deliverables.  


e.  The contractor will deliver quarterly progress reviews which will include expected tasks for the succeeding quarter. 

6.1.4 Subtask 3 – Cooperation/Coordination with other Contractors. Within the provisions of this SOW, the contractor will work with DoD personnel and other contractor support to JTF-CNO to accomplish Government goals and objectives as effectively and efficiently as possible.  This may include but not be limited to sharing or coordinating information resulting from the work required by this SOW or previous Government efforts, and/or working as a team to perform tasks.

6.1.5 Subtask 4 – Personnel Qualifications. The contractor shall ensure that all contractor personnel assigned to TO tasks have required technical and operational experience, security clearances and ability to operate, exercise, travel and deploy as part of JTF-CNO as required. 

6.2 Task 2 – JTF Watch Officers (JTFWO).  The contractor shall provide five personnel, with an option for two more, who shall perform the following JTFWO tasks and have the required qualifications. These responsibilities shall be executed in real time in accordance with the mission requirements, direction of the JOC command duty officer or senior JTF-CNO officer present.

6.2.1  JTF Watch Officer Tasks:

a.  The JTFWO shall be the primary point of contact for monitoring, assessing, and producing incoming and outgoing communications for JTF-CNO.   Communications include voice over secure and non-secure phones, and DRSN phones, e-mail and message traffic over NIPRNET, SIPRNET, and JWICS networks, and verbal communications between JOC, JTF-CNO, GNOSC, DoD CERT and other personnel from the watch officer position.   Other official communications come from C/S/A, DoD and other government Law Enforcement Agencies, IT and Systems Security communities, and intelligence communities.

b.  The JTFWO shall know and follow JOC tactics, techniques, and procedures (TTPs) for watch officer operations including incident handling, communications, action logging, VTC operations, and coordination of taskings with JTF-CNO and external organizations.

c.  The JTFWO shall monitor information provided to JTF-CNO for evidence of unauthorized or malicious activity and attack, provide notification to JOC command duty officer, and ensure coordination of the information with DoD CERT and other JTF-CNO personnel.  

d.  The JTFWO shall develop and review CND outlines, checklists, play books, TTPs, concepts of operations (CONOPs) and flow charts to improve the CND mission.

e.  The JTFWO shall be responsible for responding to an increased workload in the event of an exercise, crisis and contingency.  Staffing requirements may increase dramatically during such operations (typically for less than a three-week period).  Some contingencies and exercises may require 24x7 support.  During the beginning of a contingency, it is expected that contractor shall be prepared to augment staffing for the duration of any contingency and not impact support to other tasks. 

f.  The JTFWO shall be prepared to deploy to alternate locations for JTF operations and participate in Fly Away Teams for crisis deployments on invitational travel order status at the direction of CJTF-CNO. The Government shall provide 24-hour advance notification prior to deployment.


g.  The JTFWO shall support the development, refinement and standardization of operating procedures among the JTF-CNO, DOD CERT, DISA Regional CERTs, Service CERTs, and DISA provided Information Assurance Representatives to the CINCs, and other Information Assurance and Computer Network Operations Service providers.

6.2.2  JTF Watch Officer Qualifications.  All JTFWOs shall have the following qualifications:

a.  One year experience working watch operations in a DoD CERT, service CERT or a similar operationally-focused type organization.

b.  Knowledge of JTF-CNO’s mission, TTPs and playbook.

c.  Knowledge and experience with joint military operations, C/S/A organization and missions, DoD CND operations, and intelligence community support to CND.

d.  Ability to operate computer systems and desktop applications performing all WO tasks.  

e.  Ability to operate phone systems for handling of JTF communications.

f.  Ability to perform all duties in a multi task - high stress, classified and unclassified work environment. 

g.  Computer security knowledge and expertise.

h.  Computer networking, operating system and network architecture knowledge.

i.  Ability to work all shifts to support 24x7 operations.

j.  Ability to provide verbal operational updates, situation reports and briefings to JTF-CNO staff. 

k.  Be eligible for TS/SCI clearances, which are required to work in the JTF-CNO. 

l.  It will be necessary for the JTFWO to successfully complete a certification process following initial training.  The WO will also have to successfully complete periodic capability reviews.

6.3
Task 3 – Information Management and Support. The contractor shall provide one person, with an option for two more, who shall perform the following Information Support Officers (ISO) tasks and have the required qualifications. The ISO tasks include JOC information management, production, maintenance and support.  These responsibilities shall be executed in real time in accordance with the mission requirements, direction of the JOC command duty officer or senior JTF-CNO officer present.

6.3.1 Information Management and Support Officer (ISO) Tasks:

a.  The ISO shall be chiefly responsible for the development, maintenance, and modifications to the JTF-CNO daily and/or operational briefings and production of JTF information products.  These responsibilities shall be executed in real time in accordance with the mission requirements and direction of the JOC command duty officer.

b.  The ISO shall know and follow JOC tactics, techniques, and procedures (TTPs) for ISO operations including support to incident handling, communications, action logging, acting as a JTFWO as required and coordination of taskings with JTF-CNO and external organizations.

c.  The ISO shall develop and review CND outlines, checklists, play books, TTPs, concepts of operations (CONOPs) and flow charts to improve the ISO contribution to the CND mission.

d.  The ISO shall be responsible for responding to an increased workload in the event of an exercise, crisis and contingency.  Staffing requirements may increase dramatically during such operations (typically for less than a three-week period).  Some contingencies and exercises may require 24x7 support.  During the beginning of a contingency, it is expected that contractor shall be prepared to augment staffing for the duration of any contingency and not impact support to other tasks. 

e. The ISO shall be prepared to deploy to alternate locations for JTF operations and participate in Fly Away Teams for crisis deployments on invitational travel order status at the direction of CJTF-CNO. The Government will provide 24-hour advance notification prior to deployment.

f.  The ISO shall be proficient in communications over secure and non-secure phones and DRSN phones, e-mail and message traffic over NIPRNET, SIPRNET, and JWICS networks, and verbal communications between JOC, JTF-CNO, GNOSC, DoD CERT and other personnel from the watch officer position.   Other official communications come from C/S/A, DoD and other government Law Enforcement Agencies, IT and Systems Security communities, and intelligence communities.

6.3.2  ISO Qualifications.  All ISOs shall have the following qualifications:

a.  One year experience working in information product development, maintenance, graphics, and technical writing on Windows NT/2000 systems.  Expertise in Microsoft Office applications and document and briefing production.
b.  Knowledge of JTF-CNO’s mission, TTPs and playbook.

c.  Knowledge and experience with joint military operations, C/S/A organization and missions, DoD CND operations, and intelligence community support to CND.

d.  Ability to operate computer systems and desktop applications performing all ISO tasks.  

e.  Ability to operate phone systems for handling of JTF communications in backup support of watch officers.

f.  Ability to perform all duties in a multi task - high stress, classified and unclassified work environment.

g.  Computer security knowledge and expertise.

h.  Computer networking, operating system and network architecture knowledge.

i.  Ability to work all shifts to support 24x7 operations.

j.  Be eligible for TS/SCI clearances, which are required to work in the JTF-CNO.

k.  It will be necessary for the ISO to successfully complete a certification process following initial training.  The ISO will also have to successfully complete periodic capability reviews.

6.3.3  Under the direction and approval of the TTM, the contractor will research and procure a one year tailored internet security monitoring subscription service package that meets specific requirements of the JTF-CNO.  This service will support monitoring of internet activity, and the proposed subscription package will be approved by the government customer prior to the procurement.

6.4
Task 4 – Technical and Analysis Support Officers (TAS). The contractor shall provide one person, with an option for three more, who shall perform the following technical and analytical support tasks to JTF-CNO and have the required qualifications.  TAS duties shall be accomplished as part of the JOC and with the option of task specific efforts in support JTF-CNO J3 tasking for specific products. 

6.4.1  - Technical and Analysis Support Officer (TAS) Tasks: 


a.  The TAS shall lead and coordinate CND and Information Assurance (IA) technical and analytic projects for the JTF with the DoD CERT, component commands, C/S/As and other external organizations. Projects can include policy and instruction review, requirements development and analysis, IA, network and network security program monitoring and review, concept of operations (CONOPs) and TTPs development and review, and CND countermeasures and course of action development.


b.  The TAS shall perform CND/incident analysis on cyber events.  These may range from tactical incident handling for events reported in the past few days to strategic analysis of sophisticated attack patterns over the last year or longer.  The TAS shall work in coordination with the DoD CERT to develop outlines, checklists, and flow charts and follow established analysis procedures and support data fusion from all data inputs to include reported intrusions, sensor inputs, network status, open source, and intelligence inputs.  Reports and documentation shall include Situation Awareness Reports, Incident Notes, and Tool Reports as required by the operations tempo.  The TAS shall direct component command efforts as required to monitor unclassified and classified network traffic for evidence of malicious use or intent and anomalous activity, and correlate defense-wide intrusion activity from validated intrusion data. 


c.  The TAS shall review data originating from or reflecting status of ongoing intrusions and document the findings.  The TAS shall assist the DoD CERT as necessary to document findings in a formal Incident Note for web publication and/or information documents and verbal presentations. Delivery schedule is dependent upon the priority of the intrusion, the systems data provided, and operational circumstances but not later than 5 workdays after receipt of request.  Sensor data provided by DOD CERT will be combined / correlated with event data from all CINCs, Services, and Agencies (CSA). 


d.  The TAS shall draft and transmit letters, messages and reports on the JTF-CNO’s behalf to various organizations for action.  These shall include Information Assurance Vulnerability Alerts (IAVA), Bulletins, and Tech Advisories to DoD-CERT on behalf of JTF-CNO.  

e.  The TAS shall be responsible for responding to an increased workload in the event of a contingency.  Staffing requirements may increase dramatically during contingencies (typically for less than a three-week period).  Some contingencies and exercises may require 24x7 support.  During the beginning of a contingency, it is expected that contractor will be prepared to augment staffing for the duration of any contingency in order not to impact the timeliness of other tasks.  


f.  For specifically tasked analytic efforts, the TAS shall provide a task plan, which requires JTF-CNO approval prior to execution of the task. Deliverables are to be determined by the specifics of the tasks.  

g.  The TAS shall support the development, refinement and standardization of operating procedures among the JTF-CNO, DOD CERT, DISA Regional CERTs, Service CERTs, and DISA provided Information Assurance Representatives to the CINCs, and other Information Assurance and Computer Network Operations Service providers.

h.  The TAS shall support CND exercises for SPACECOM, JTF-CNO, Service CERTs, and DISA Regional CERTs.  This subtask could include planning and participating in approximately 10 exercises per year.  Periodic briefings and after action plans are required as part of this subtask.  Exercise support can include white cell participation, MSEL development, and planning conference attendance.  Exercise support can be specifically tasked.


i.  The TAS shall support the development, maintenance and automation of CND metrics in support of the JTF-CNO.  Metrics will include both internal and external metrics to assess operational performance and effectiveness.  Metrics will also include those collected and retained by the Joint CERT Database (JCD).


j.  The TAS, in coordination with the JTF-CNO J6, shall procure limited hardware and software tools required to support technical and analytic tasks under this contract with the approval and funding from JTF-CNO but under the direction of the contracting officer.  Software tools can include commercial-off-the-shelf tools or specifically developed tools or databases for the CND mission and maintenance and support of JTF networks.  All property shall be delivered to the government.  

6.4.2 - TAS Qualifications:  TAS personnel will have the following

qualifications:

a.  The TAS shall be familiar with all DoD instructions and policies that apply to Information Systems, security accreditation and evaluation and CND.  

b.  Computer security knowledge and expertise.

c.  Knowledge and experience with operating systems, networking, network components, network security and TCP/IP. 

d.  Knowledge and experience working with DoD networks, architecture and components.

e.  Knowledge and experience working with Intrusion Detection and Firewall technologies.

f.  Knowledge and experience working with DoD and/or service CERT analysts.

g.  Knowledge of JTF-CNO’s mission, TTPs and Playbook.

h.  Extensive experience in Microsoft Office applications and document or briefing production.
i.  Recent (within 2 years) knowledge and experience with joint military operations, C/S/A organization and missions, DoD CND operations, and intelligence community support to CND.

j.  Ability to operate phone systems for handling of JTF communications in backup support of watch officers.

k.  Ability to perform all duties in a multi task - high stress, classified and unclassified work environment.

l.  Information technology and DoD program and project management knowledge and experience.

m.  Ability to work all shifts to support 24x7 operations.

n.  Be eligible for TS/SCI clearances.  TS/SCI clearances are required for work in JTF-CNO.
6.5  Task 5 – Web Development and Management and Systems Administration and Network Engineering Support.  The contractor will provide one Web Developer / Manager and one Senior Systems Administrator / Network Engineer (with an option for two more) to support the Web-based information support and network support functions of the JTF-CNO.  These personnel will work under the control and direction of the JTF-CNO J6.

6.5.1  Web Developer / Manager (WDM) Tasks

a.  The WDM shall be chiefly responsible for the development, maintenance, and modifications to the JTF-CNO web pages / sites that are available on the SIPRNET and JWICS systems.  These responsibilities shall be executed in real time in accordance with the mission requirements and direction of the JTF-CNO J6.

b.  The WDM will monitor and coordinate update of Web-based command information documents.

c.  The WDM shall be responsible for responding to an increased workload in the event of an exercise, crisis and contingency.  Staffing requirements may increase dramatically during such operations (typically for less than a three-week period).  

d.  The WDM will also serve as a Help Desk operator and Systems Administrator for the administration of user accounts on the JTF-CNO’s SIPRNET and NIPRNET systems.  In this capacity, the WDM will provide necessary assistance and support general functions as directed by the JTF-CNO J6.

6.5.2 WDM Qualifications:  The WDM shall have the following qualifications:

a.  One year experience in web page development, management and implementation, graphics, and technical configuration on Windows NT / 2000 systems; similar expertise on UNIX family operating systems is highly desirable. 
b.  Knowledge of JTF-CNO’s mission.

c.  Knowledge and experience with joint military operations, C/S/A organization and missions, DoD CND operations, and intelligence community support to CND.

d.  Competency/experience with technical administration of IIS and Cold Fusion.  

e.  Competency/experience with applications development, particularly database backend integration.

f.  Competency/experience with CGI programming.

g.  Competency/experience with Web server/programming security.

h.  Ability to work all shifts to support 24x7 operations in a multi-task, high stress, classified work environment.

i.  Be eligible for a TS/SCI clearance, which is required for work at the JTF-CNO.

6.5.3  Senior Systems Administrator / Network Engineer Tasks (SSA/NE):  

a.  The SSA/NE’s primary function will be the 24 x 7 x 365 systems administration, network engineering and network support of the JTF-CNO’s three networks (NIPRNET, SIPRNET and JWICS).  Additionally, the SSA/NE will support help desk operations and direct support to the resolution of customer/user accounts and networks functionality required to support the JTF-CNO’s missions.

b.  The SSA/NE will assist in the architecture development and engineering to support change management of the JTF-CNO’s networked systems as new capabilities and requirements are approved by the JTF-CNO J6.

c.  The SSA/NE shall be responsible for responding to an increased workload in the event of an exercise, crisis and contingency.  Staffing requirements may increase dramatically during such operations (typically for less than a three-week period).  Some contingencies and exercises may require 24x7 support.  During the beginning of a contingency, it is expected that contractor shall be prepared to augment staffing for the duration of any contingency and not impact support to other tasks. 

6.5.4  SSA/NE Qualifications:  SSA/NE personnel shall have the following qualifications:

a.  One year experience in systems administration of Windows NT / 2000 systems; similar expertise on UNIX family operating systems is highly desirable. 

b.  Competency/experience with remote access technologies.

c.  Ability to operate computer systems and desktop applications performing all SSA/NE tasks.

d.  Knowledge and experience with joint military operations, C/S/A organization and missions, DoD CND operations, and intelligence community support to CND.

e.  Ability to perform all duties in a multi task - high stress, classified and unclassified work environment.

f.  Competency/experience with computer networking, operating systems, application and network architecture/engineering knowledge, and security.  Experience in Intrusion Detection Systems (IDS), Firewall technology, Virtual Private Networks, Routers and Defense Messaging System (DMS) is also highly desired.

g.  Ability to work all shifts to support 24 x 7 x 365 operations.

h.  Be eligible for TS/SCI clearances, which are required for work in the JTF-CNO.

6.6  General Personnel and Administrative Support.  The Contractor will provide qualified administrative support personnel with the appropriate prior experience and security clearances at a minimum of the SECRET level to support the following described tasks.  The quantity of these personnel will be as established by the Contract TTM.

6.6.1  Task 6.  Administrative Management Support.  The Contractor shall provide one person, with an option for 1 more who shall perform the following on-site administrative support tasks as a member of the JTF-CNO’s J-3 (Operations Division) and have the required qualifications.  The support will include, but is not limited to, preparing, collating, and proofreading reports, tracking progress of taskings and other actions, and general administrative support to the JTF-CNO J-3. Travel and extended support requirements will be identified as far in advance as possible; however, in some cases, could be a matter of hours or days prior to the support requirement.  These responsibilities shall be executed in real time in accordance with the mission requirements and direction of the J-3 Section Officer or senior J-3 military/government staff member present.

6.6.2  Administrative Management Support Assistant (AMSA) Tasks:

a.  The AMSA shall be responsible for preparing reports, editing and proofreading documents. 

b.  The AMSA shall be responsible for the initiation and tracking of suspense and action items. 

c.  The AMSA shall be responsible for supporting general administrative support to the JTF-CNO J-3 Division.  

6.6.3  AMSA Qualifications:  All AMSAs shall have the following qualifications:

a.  A minimum of three years experience in an administrative/management support office.  This experience should be in a DoD or federal sector office.

b.  The individual must have excellent working knowledge of Microsoft Office and FormFlow applications in support of administrative office operations.

c.  The individual should display good initiative and personal desire to excel and be able to complete mission taskings without direct supervision.  The environment of the JTF-CNO is one in which there are always activities ongoing and always many tasks to be completed.

d.  The individual must have experience in “customer focused” support and show the ability to work to complete timely administrative support to the JTF-CNO’s staff.    The individual will work customer support / manpower issues with active and reserve military members, government civilians and other contractors.  

e.  Knowledge and / or experience with joint military operations, Combatant Command / Service / Agency organizations and missions is desired.

f.  Be eligible for TS/SCI clearances; minimum of current SECRET clearance is required.

g.  Ability to perform all duties in a multi-task, high-stress classified and unclassified work environment.

7. Place of Performance:


a.  Due to stringent security requirements, all tasks under this SOW shall be performed at the government site at 701 S. Courthouse Road Arlington, Virginia except where authorized by specific changes to this SOW or additional tasks for specific work.  

b.  Travel:  The contractor may be required to travel to support this contract.  Work shall be performed at Government and contractor sites within the Washington D.C. area as required by the TM. Additional travel outside the Washington D.C. metropolitan area will only be conducted with prior coordination with and approval of the TM and COR.  When feasible, the government will schedule meetings and other events so that a single trip will satisfy travel requirements of several tasks.

8.  Period of Performance:  365 calendar days after task order award.

9. Deliverables:  For planning purposes, the following deliverables are anticipated:

	SOW Task #
	Deliverable Title
	CDRL/DID#
	Date Due
	Copies
	Distribution
	Frequency and Remarks

	6.1.1
	Monthly Status Report
	Contractor Format
	20th of each month after TO award
	1
	Paper and Electronic to TM/ATM
	Monthly summary of Activities

	6.1.2
	Technical Interchange Meeting (TIM)
	Contractor Format
	15 days after TO award
	1
	Paper and Electronic to TM/ATM
	Review of Plan of Accomplishment (POA)

	6.1.2
	Plan of Accomplish-ment (POA)
	Contractor format
	Draft 15 days after TIM Final 30 Days
	1
	Paper and Electronic to TM/ATM
	Once 15 days after award of TO

	6.2.1/6.2.2
	Incident Notes, Background papers, Briefings
	Government Directed Format
	5 working days after assigned
	1
	Paper and Electronic to TM/ATM
	Draft- 5 working Days

Final- 10 working Days

	6.2.1/6.2.2
	Technical Papers, Briefings, and Technical Advisories
	Government Directed Format
	1-5 working days after assigned (based on operational impact)
	1
	Paper and Electronic to TM/ATM
	Draft- 1-3 working Days

Final- 1-5 working Days

	6.6.2
	General Admin. Reports, Papers, Briefings
	Government Directed Format
	1-5 working days after assigned (based on operational impact)
	1
	Paper and Electronic to TM/ATM
	Draft- 1-3 working Days

Final- 1-5 working Days


10. Security: All contractor personnel assigned to this task shall be U.S. citizens and possess at least TOP SECRET/SCI security clearances, except for personnel assigned under subtask 6.6, who must possess a SECRET clearance and be eligible for TOP SECRET/SCI. The contractor task leader shall possess at least a TOP SECRET/SCI security clearance.  The contractor shall comply with the provisions of the DOD Industrial Security Manual for handling classified material and producing deliverables. The contractor shall comply with the provisions of the DOD Industrial Security Manual for handling classified material and producing deliverables. ADP level I is required for all levels of information classification.  Unclassified reports prepared under this task order shall be marked For Official Use Only unless otherwise stated by the Task Officer. Highest level of security classification is US TS/SCI.  Additional compartments may be added as surveys and analysis reveals their necessity. The project manager shall possess a TS/SCI security clearance.  The Contractor Engineering Support Team shall contain at minimum three engineers possessing TS/SCI security clearances.  

11. Government-Furnished Equipment (GFE)/ Government Furnished Information (GFI): Government furnished equipment (GFE) and contractors acquired Government owned equipment shall be used for this Statement of Work (SOW) under this delivery order.  Estimated equipment requirements are provided below.  A detailed list will be provided by the TTM upon award of the contract.  

12.  Other Pertinent Information or Special Considerations.


a.  Identification of Possible Follow-on Work:  Possible follow-on work includes additional efforts to meet future requirements in the areas of one additional person in each of the task areas identified, IA readiness, operational planning, training, special software and hardware purchases, and exercise support.

b.  Identification of Potential Conflicts of Interest (COI): At any point during the performance of the contract, if either the government or contractor perceive a conflict of interest, they are required to inform the other party for resolution.


c.  Identification of Non-Disclosure Requirements: All contractor personnel working on this effort must execute nondisclosure agreements prior to commencement of their starting work on this effort. For the purposes of this TO, all related customer information is classified no lower than Unclassified Controlled Information.

d.  Packaging, Packing, and Shipping:  Vendor will be responsible for shipping required equipment to government installation and testing sites.

e. Inspection and Acceptance: Technology deliverables will comply with DOD Instruction 5200.40 DITSCAP and be accredited at the highest level of the connection it supports.  Documentation deliverables will be grammatically correct and technically accurate.

f.  Other Pertinent Information or Special Consideration:  Special considerations include expertise in Trusted Operating System and a background in Information Security.

13.  Section 508 Accessibility Standards.  The following Section 508 Accessibility Standard(s) (Technical Standards and Functional Performance Criteria) are applicable (if box is checked) to this acquisition.
(NOTE:  No boxes are checked.)
Technical Standards
 FORMCHECKBOX 
 1194.21 - Software Applications and Operating Systems
 FORMCHECKBOX 
 1194.22 - Web Based Intranet and Internet Information and Applications
 FORMCHECKBOX 
 1194.23 - Telecommunications Products
 FORMCHECKBOX 
 1194.24 - Video and Multimedia Products
 FORMCHECKBOX 
 1194.25 - Self-Contained, Closed Products
 FORMCHECKBOX 
 1194.26 - Desktop and Portable Computers
 FORMCHECKBOX 
 1194.41 - Information, Documentation and Support
The Technical Standards above facilitate the assurance that the maximum technical standards are provided to the Offerors.  Functional Performance Criteria is the minimally acceptable standards to ensure Section 508 compliance.  This block is checked to ensure that the minimally acceptable electronic and information technology (E&IT) products are proposed.

Functional Performance Criteria
 FORMCHECKBOX 
 1194.31 - Functional Performance Criteria

