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DIGITALNET GOVERNMENT SOLUTIONS LLC

TYLER BROOKS-CRAFT

2525 NETWORK PLACE

HERNDON VA 20171-3514

$784,630.91
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X

17. ACCOUNTING AND APPROPRIATION DATA/ LOCAL USE

36. I certify this account is correct and proper for payment.
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* If quantity accepted by the Government is same as
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16. 

14. SHIP TO
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HC1013

DD Form 1155, JAN 1998 (EG)

PREVIOUS EDITION MAY BE USED.

SEE SCHEDULE
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PAGE 1 OF
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40.
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41. S/R ACCOUNT NO.
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ORDER FOR SUPPLIES OR SERVICES

3. DATE OF ORDER/CALL

2004 Mar 10

4. REQ./ PURCH. REQUEST NO.

MIPR4EDIGSQ430

SEE ITEM 6
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SEE SCHEDULE
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SCOTT AFB IL 62225-5406
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Section B - Supplies or Services and Prices

	ITEM NO
	SUPPLIES/SERVICES
	MAX QUANTITY
	UNIT
	UNIT PRICE
	MAX AMOUNT

	0001
	
	1
	Each
	$784,630.91
	$784,630.91 

	
	Information Assurance Support Services

T&M

Proof of Concept Data Sync Guard and Cross Domain Security support as in accordance with SOW dated 23 Feb 04 which is an attachment to this order.  Period of performance is from date of award thru 30 Sep 04 with 2 one year options as in accordance with DigitalNet proposal dated 04 Mar 04 which is incorporated by reference.

PURCHASE REQUEST NUMBER: MIPR4EDIGSQ430


	

	
	
TOT MAX PRICE
	$784,630.91 

	
	
CEILING PRICE
	

	
	ACRN AA Funded Amount
	$784,630.91


FOB:  Destination
	ITEM NO
	SUPPLIES/SERVICES
	MAX QUANTITY
	UNIT
	UNIT PRICE
	MAX AMOUNT

	0002
	
	1
	Each
	$2,089,939.22
	$2,089,939.22 

	OPTION
	services non personal

T&M

Option Year 1 - Proof of Concept Data Sync Guard and cross Domain Security support as in accordance with SOW dated 23 Feb 04.  Period of performance is from 01 Oct 2004 through 30 Sep 2005 as in accordance with DigitalNet proposal dated 04 Mar 04 which is incorporated by reference.


	

	
	
TOT MAX PRICE
	$2,089,939.22 

	
	
CEILING PRICE
	

	
	Funded Amount
	$0.00


FOB:  Destination
	ITEM NO
	SUPPLIES/SERVICES
	MAX QUANTITY
	UNIT
	UNIT PRICE
	MAX AMOUNT

	0003
	
	1
	Each
	$2,275,062.56
	$2,275,062.56 

	OPTION
	SERVICES NON PERSONAL

T&M

Option Year 2 - Proof of Concept Data Sync Guard and Cross Domain Security support as in accordance with SOW dated 23 Feb 2004.  Period of Performance is from 01 Oct 05 through 30 Sep 06 as in accordance with DigitalNet proposal dated 04 Mar 04.


	

	
	
TOT MAX PRICE
	$2,275,062.56 

	
	
CEILING PRICE
	

	
	Funded Amount
	$0.00


FOB:  Destination

Section G - Contract Administration Data

ACCOUNTING AND APPROPRIATION DATA

	AA: 
	97X4930.5F20 000 C1013 0 068142 2F 255011 

	AMOUNT: 
	TOTAL:  $784,630.91     BREAKOUT IS AS FOLLOWS:   MIPR4FDIGSQ433  $114,400.23

                                                                                                 MIPR4EDIGSQ430  $147,058.82

                                                                                                                                   $523,171.86  FUNDS WILL BE INCREMENTALLY

                                                                                                                                    FUNDED


CLAUSES INCORPORATED BY FULL TEXT

DITCO Points of Contact
Contracting Officer
Contract Specialist
CONTRACTOR Point of Contact

Contractor Name:  DigitalNet

TIN:  411571110

DUNS:  175301720

CAGE CODE:  0GS16

Contractor POC:  

Email Address:  

Phone Number:  

Fax Number:  

Electronic invoices may be sent to:
invoicereceipt@scott.disa.mil
Questions regarding invoices may be directed to (618) 229-9228.  Vendors may check the status of invoices at the following web site:

http://www.dfas.mil/money/vendor
CREDIT CARD METHOD OF PAYMENT 

If payment is to be made via credit card, contact the Contracting Officer listed above.

Section J - List of Documents, Exhibits and Other Attachments

SOW DATED 23 FEB 04
I ASSURE TASK ORDER (TO) STATEMENT OF WORK (SOW)
Proof of Concept Data Sync Guard

And

Cross Domain Security Support

For the

Battle Command Sustainment Support System (BSC3)

23 February 2004

1.0 SCOPE

1.1 General

The BCS3 is the Army’s maneuver sustainment C2 system used to fuse sustainment, In-Transit Visibility (ITV), and Force level information data to aid commanders in making critical decisions at all echelons for maneuver sustainment support.  It is modular, tailorable, and scaleable to meet the full spectrum of operations and interoperates with the Army Battle Command System (ABCS) and other Army and Joint systems.  The BCS3 provides the latest available, continuous graphical representation of the current situation within the Area of Operations (AO) to include all logistics unit locations and unit status.  The situation is displayed over topographic details selected by the user from a menu of available mapping features.  The BCS3 provides the logistics portion of the Common Operating Picture (COP) on Maneuver Control System (MCS) and provides the maneuver sustainment commander with enhanced briefings and data management capabilities.  The current logistical data is augmented with analytical and decision support tools that enable the commander to make well informed decisions very rapidly and effectively to support today’s fight and tomorrow’s follow-on actions.

In the garrison, the Army mainly uses an unclassified network (NIPRNET).  However, in the field, the majority of the networks, including the “backbone”, are classified (SIPRNET).  The BCS community installs their own sensitive but unclassified Local Area Network in the field.  The BCS unclassified data must be collected and put into one computer so the Warfighter Commander can see the overall picture.  This is called the Logistics Command Operational Picture, or LCOP.  The LCOP is a set of classified information.  As an example, the Army BCS soldiers receive a priority listing from the commander called a Commander’s Tracked Item List (CTIL).  Each section (property book, maintenance, warehouse, etc) generates information about what they are responsible for.  Each section has its own type of unclassified computer (SPBS-R, SAMS, SARSS, ITV, JDLM).  The sections put their data on a diskette and carry the disk to the LCOP.  The data is input into the LCOP computer and the Commander has the required information.  Currently the data is carried to the LCOP computer (called “floppy disk transfer, “sneaker net”, or “air gap”).  This is “old” information when it gets to the destination.  

This task order prescribes the requirements for the contractor to provide an automated  solution to the current “sneaker net” process.  The contractor shall perform a Proof of Concept on a DataSync Guard that will demonstrate that the Guard will successfully transfer specific transactions across domains.  The contractor shall enhance and certify the BCS3 guarding solution and connect to the SIPRNET.  The contractor shall provide engineering support for the certification and accreditation of the guard.  The contractor shall support the PdM, BCS3 DataSync Guard for planning, design, development, testing and demonstration activities.

The effort shall be proposed on a Time and Materials (T&M) basis.  The contractor shall obtain Government concurrence prior to working over 40 hours per week.

1.2 Government Task Monitors.
      a.  Primary Government Task Monitor.

           PdM, BCS3

           10109 Gridley Road, Building 314

            Ft. Belvoir, VA   22060

           DODAAC :  W81NWX

     b.  Alternate Government Task Monitor.

           PdM, BCS3

           10109 Gridley Road, Building 314

           Ft. Belvoir, VA   22060

           DODAAC :  W81NWX

1.3 Period of Performance/Place of Performance
      a.  Base Year :  Contract Award – 30 Sep 2004

                                Phase I:  Contract Award – 30 Apr 2004

                                Phase II:  1 May 2004 – 30 Sep 2004

      b.  Option Year 1:  1 Oct 2004 – 30 Sep 2005

      c.  Option Year 2:   1 Oct 2005 – 30 Sep 2006

The place of performance for the effort is Ft. Belvoir, VA. When requested by the Government, temporary duty can also take place at any Army CONUS or OCONUS site in support of this task order. 

1.4 Government Furnished Equipment/Materials/Facilities/Information

The Government will provide the contractor with office space and equipment necessary to perform the tasks outlined in the SOW.  The contractor shall provide vendor cost estimates and perform procurement when required by the PdM, BCS3, for items not furnished by the Government.    

2.0  Requirements
2.1  Proof of Concept BCS3 DataSync Guard

2.1.1  At the Government’s request, the contractor shall develop a proof of concept architecture and demonstrate to the Government that the DataSync Guard will successfully transfer transactions across domains.  The proof of concept demonstration  shall include, at a minimum, the successful results of the following activities:

· Transfer data requests from a simulated BCS3 server from the high side to the low side.

· Transfer data responses from a simulated BCS3 server from the low side to the high side.

· Provide security filtering for data transfers both high to low and low to high

· Reject and log all data transfers that fail to pass the security filter.

· Create a high side host test driver to send and receive test data.

· Create a low side host test driver to send and receive test data.

· At a minimum, perform cross-domain sample data transfers of the following specific data formats:

       a. BCS3 ITV Feeds:

                1)  DTR – Start Position

                2)  DYN – Email

                3)  PNT – Quick View

                4)  RF – Parts List

                5)  TIP – Logistics Status

                6)  VSD – MTS Status

       b. Blue Force Tracking

       c. In-Transit Visibility (ITV)

                1)  SYNCCTIL

       d. CSS Reports Electronic Military Personnel Office (EMILPO)

                1) Update SP4

                2) Update SP5

                3) Update 5/7

                4) Update P

2.1.2 Proof of Concept BCS3 DataSync Guard Deliverables

The contractor shall deliver to the Government the following deliverables in contractor’s recommended/government approved format:

	Deliverable Number
	Deliverable
	Date Due
	Deliverable

 Type

	
	Proof of Concept
	
	

	001
	Monthly Status Report for the BCS3 Proof Of Concept  Guard Activities
	15th of following month  for duration of the Task Order
	Document

	002
	BCS3 Proof of Concept Guard Specifications
	2 months after award


	Document

	003
	BCS3 Proof Concept Guard

 Security Policy and Data Flow 
	Final 2 months after award


	Document

	004
	BCS3 Proof of Concept Guard 

Application and Operating System Software Executables and Filters
	Proof of Concept Completion


	Software

	005
	BCS3 Proof of Concept Guard  System Test Report 
	Proof of Concept Completion


	Document

	006
	BCS3 Proof of Concept Guard Demonstration
	Prior to April 30, 2004


	Demonstration

	007
	Materials –  XTS-300
	Duration of the Task Order


	Hardware


2.2  Initial Operational Capability (IOC) BCS3 DataSync Guard

2.2.1  At the Government’s request, the contractor shall enhance and certify the Government approved BCS3 guarding solution and connect to the SIPRNET.  The contractor shall provide technical support for the NSA Certification Test and Evaluation, the Army Developmental Test and Evaluation, the Army Operational Test and Evaluation and for the SABI process.  At a minimum, the contractor shall perform the following tasks:

· Port the BCS3 Proof of Concept Guard to its new host platform (XTS-400 and STOP 6.0).

· Provide a GUI interface on the high side of the SCC3 DataSync Guard to startup, select transfer hosts and shutdown.

· Transfer data requests from a BCS3 Server from the high side to the low side.

· Transfer data responses from a BCS3 Server from the low side to the high side.

· As, requested by the Government, provide updated security filtering, at a minimum,  for all transfers, both low and high, outlined at paragraph 2.1, Proof of Concept BCS3 DataSync Guard.

· Provide enhanced or additional security filtering for transfers both high to low and low to high as requested by the Government.

· Create updated high side host test drivers to send and receive test data.

· Create an updated low side host test driver to send and receive test data.

· Provide updated software and documentation for the BCS3 DataSync Guard as requested by the Government.

· Provide an IOC demonstration of the BCS3 DataSync Guard.  The demonstration shall include at a minimum, the results of the tasks identified in this paragraph. 

2.2.2  Initial Operational Capability (IOC) BCS3 DataSync Guard Deliverables
At the Government’s request, the contractor shall deliver to the Government the following deliverables in contractor’s recommended/government approved format:

	Deliverable Number
	Deliverable
	Date Due
	Deliverable

 Type

	
	 Initial Operational Capability
	
	

	001
	Monthly Status Report for the BCS3 Program Activities
	15th  of the following month for duration of the Task Order
	Document

	008
	Updated BCS3 Guard Specifications 
	6 months after contract award
	Document

	009
	Updated BCS3 Guard Security Policy and Data Flow
	6 months after contract award


	Document

	010
	Updated BCS3 Application and Operating System Software Executables and Filter
	IOC Completion 


	Document

	011
	Updated BCS3 Guard System Test Report
	8 months after award


	Document

	012
	CT&E Plan for the BCS3 Guard
	8 months after award 


	Document

	013
	CT&E Training Plan for the BCS3 Guard
	10 months after award


	Document

	014
	DT&E Plan for the BCS3 Guard
	9months after award


	Document

	015
	DT&E Training Plan for the BCS3 Guard
	9 months after award


	Document

	016
	Deployment Plan for the BCS3 Guard
	IOC Completion


	Document

	017
	DT&E Plan for the BCS3 Guard
	10 months after award


	Document


2.3  BCS3 DataSync Guard Certification and Accreditation Support

The contractor shall provide engineering support services for the BCS3 DataSync Guard necessary to provide support for the certification and accreditation

2.3.1  At the Government’s request, the contractor shall perform the following tasks:

· Develop, update and deliver the Cross Domain Appendix for certification of the BCS3 DataSync Guard with NSA

· Attend meetings in support of this task order

2.3.2 BCS3 DataSync Guard Certification and Accreditation Support Deliverables
At the Government’s request, the contractor shall deliver to the Government the following deliverables in contractor’s recommended/government approved format:

	Deliverable Number
	Deliverable
	Date Due
	Deliverable

 Type

	
	Certification and Accreditation
	
	

	018
	Cross Domain Appendix - Draft
	
	Document

	019
	Cross Domain Appendix - Final
	IOC Completion
	Document

	
	
	
	


2.4  Full Operational Capability (FOC) BCS3 DataSync Guard
At the Government’s request the contractor shall develop, test, and implement additional software capabilities and functionality for enhancements to the IOC baseline.  The contractor shall install BCS3 DataSync Guards at Government sites for connection to the SIPRNET.  The contractor shall provide installation and site operational testing for each site.  At the Government’s request, the contractor shall provide additional technical support.  At a minimum, the contractor shall perform the following tasks:

· Provide enhanced software and guard functionality

· Provide support for CT&E, SABI and DSAWG activities

· Installation of XTS-400/DSG

· Perform site connectivity testing (1 day)

· Provide additional technical support as requested

At the Government’s request, the contractor shall deliver to the Government the following deliverables in contractor’s recommended/government approved format:

	Deliverable Number
	Deliverable
	Date Due
	Deliverable

 Type

	
	 Full Operational Capability
	
	

	001
	Monthly Status Report for the BCS3 Program Activities
	15th  of the following month for duration of the Task Order
	Document

	020
	Updated BCS3 Guard Specifications 
	6 months after Gov Request
	Document

	021
	Updated BCS3 Guard Security Policy and Data Flow
	6 months after Gov Request


	Document

	022
	Updated BCS3 Application and Operating System Software Executables and Filter
	FOC Completion 


	Document

	023
	Updated BCS3 Guard System Test Report
	8 months after Gov Request


	Document

	024
	CT&E Plan for the BCS3 Guard
	8 months after Gov Request 


	Document

	025
	CT&E Training Plan for the BCS3 Guard
	10 months after Gov Request


	Document

	026
	DT&E Plan for the BCS3 Guard
	9months after Gov Request


	Document

	027
	DT&E Training Plan for the BCS3 Guard
	9 months after Gov Request


	Document

	028
	Deployment Plan for the BCS3 Guard
	FOC Completion


	Document

	
	
	
	


