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Section B - Supplies or Services and Prices

	ITEM NO
	SUPPLIES/SERVICES
	MAX QUANTITY
	UNIT
	UNIT PRICE
	MAX AMOUNT

	0001
	
	1
	Lot
	$5,499,652.00
	$5,499,652.00 NTE

	
	Information Assurance Support Services

T&M

Provide Department of Defense Public Key Enabling Engineering Support in accordance with attached revised statement of work dated 09 Mar 2004 (IAssure Tracking No. IA223).  The period of performance is 365 calendar days (15 Mar 2004 through 14 Mar 2005).  SRA's revised proposal dated 10 Mar 2004 is incorporated by reference.  This is a time-and-materials line item.  The contractor shall invoice monthly for actual hours performed and/or reimbursable travel and materials (as applicable).  The amount shown for lthe line item is a not-to-exceed amount.

PURCHASE REQUEST NUMBER: DGEMZ41614


	

	
	
TOT MAX PRICE
	$5,499,652.00 NTE

	
	
CEILING PRICE
	

	
	ACRN AA Funded Amount
	$5,499,652.00


FOB:  Destination

Section G - Contract Administration Data

ACCOUNTING AND APPROPRIATION DATA

	AA: 
	97X4930.5F20 000 C1013 0 068142 2F 255011 

	AMOUNT: 
	$5,499,652.00 


CLAUSES INCORPORATED BY FULL TEXT

52.232-18     AVAILABILITY OF FUNDS (APR 1984)

Funds are not presently available for this contract. The Government's obligation under this contract is contingent upon the availability of appropriated funds from which payment for contract purposes can be made. No legal liability on the part of the Government for any payment may arise until funds are made available to the Contracting Officer for this contract and until the Contractor receives notice of such availability, to be confirmed in writing by the Contracting Officer.

(End of clause)

Additional Accounting and Appropriation Data

AA:  97X4930.5F20 000 C1013 0 068142 2F 255011

CLIN/SubCLIN
Purchase Request Number
Obligated Amount

0001
   MP04037
$1,600,000.00

SIAA03G81



    $  196,018.80

DGEMZ41614


    $1,078,431.37

DGEMZ49776


    $1,835,294.11


   DGEMZ59776$  789,907.72 (Subject to Availability IAW FAR 52.232.18)

DITCO Points of Contact

Issuing Contracting Officer

Administering Contracting Officer

CONTRACTOR Point of Contact

Contractor Name:  Systems Research and Applications Corp

TIN:  54-1013306

DUNS:  097779698

CAGE CODE:  6R517

Contractor POC:  Marilyn Ray

Email Address:  sra_i_assure@sra.com

Phone Number:  703-803-2424

Fax Number:  703-502-1130

Electronic invoices may be sent to invoicereceipt@scott.disa.mil.  Questions regarding invoices may be directed to (618) 229-9228.  Vendors may check the status of invoices at the following web site:

http://www.dfas.mil/money/vendor
CREDIT CARD METHOD OF PAYMENT:  If payment is to be made via credit card, contact the Contracting Officer listed above.
Section J - List of Documents, Exhibits and Other Attachments

SOW - 09 MAR 2004
I ASSURE TASK ORDER (TO) 

STATEMENT OF WORK (SOW)

09 Mar 2004

	Contract Number:
	DCA200-00-D-5018

	Order Number:
	0020

	Tracking Number:
	IA 00223.00

	Previous Order Number:
	0015


Points of Contact:

a. Primary Task Monitor –DOD PKE
	Name:
	

	Organization:
	DISA API3

	Address:
	Skyline 7, Falls Church, VA  22041

	Phone No.:
	

	Fax No.:
	

	Internet Address:
	


b.  Alternate TM - DoD PKE:

	Name:
	

	Organization:
	WHCA/ISD

	Address:
	Bldg 399, Annacostia Annex

	Phone No.:
	

	Fax No.:
	

	Internet Address:
	


c.  Alternate TM – NCES IA:

	Name:
	

	Organization:
	DISA GE0

	Address:
	Skyline 7, Falls Church, VA  22041

	Phone No.:
	

	Fax No.:
	

	Internet Address:
	


Task Title:  Department of Defense (DoD) Public Key Enabling (PKE) Engineering Support

Introduction:  DOD has recognized the importance of Information Assurance and has adopted a Defense In Depth strategy as a means for realizing an effective security posture across the Department.  A critical element of the Defense In Depth strategy is a common, integrated DOD Public Key Infrastructure (PKI).  The Deputy Secretary of Defense issued a memorandum on May 6, 1999 that directed the development and implementation of the DOD PKI and provided specific guidelines for applying PKI services throughout the Department.  The Department also recognized that a PKI without public key enabled (PKE) applications has no value to the community.  To take advantage of the IA security services that the DOD PKI provides, applications supporting electronic information interchange should be PK-enabled, that is to say that applications must be fitted to integrate into the DOD PKI.  Enabling applications allows interoperability in accepting and processing DOD PKI x.509 digital certificates to perform one or more functions that provide security services (e.g., digital signatures, data encryption, system/network access).
Background

 – Public Key Enablement (PKE):

The overarching critical goal for PKE is to enhance the business processes and improve the IA posture of the DOD through widespread use of PKI-enabled applications.  The supporting goals of this include the following:

· Provide enhanced reader-to-writer security for all e-mail, web, database, and other common data transmissions that contain classified or sensitive information

· Incorporate security provisions in all DOD custom applications that process classified or sensitive information

· Implement security features in a manner that provides as much transparency to the end user as is feasible, consistent with sound security practices

· Facilitate the use of commercially available applications across the Department

PKE is one or more of the following, depending on the specific requirements of the application for security services (e.g., authentication, confidentiality, data integrity, non-repudiation):

· Replacing an existing or creating a new user authentication system using personal digital certificates instead of other techniques (such as username/password or IP filtering)

· Implementing public key technology to digitally sign, in a legally enforceable manner, transactions and documents

· Using public key technology, generally in conjunction with standard symmetric encryption technology, to encrypt data at rest and/or in transit.

Net-Centric Enterprise Services (NCES)

The Department of Defense is pursuing a transformation to network-centric operations.  Within DISA this is also referred to as Global Information Grid – Enterprise Services (GIG-ES).  This

includes:

· Building and maintaining a network that people depend on and trust.

· Populating the network with new dynamic sources of information.

· Denying the enemy comparable advantages and exploiting weaknesses.

Network-centric operations is defined as military operations enabled by “networking the force,” which is accomplished through distributed collaboration processes designed to ensure that all pertinent available information is shared and that all appropriate assets can be brought to bear to by commanders to employ dominant maneuver, precision engagement, full-dimensional protection, and focused logistics.

To advance a network-centric environment with all of its attendant advantages, the House Appropriations Committee has recognized the need for several key capabilities, to be implemented within the Department's Global Information Grid (GIG):

1. There must be a network that users trust and on which they can depend. The inherent design and implementation of the network must significantly reduce or eliminate long-standing impediments to widespread use. Most importantly, the network must have sufficient bandwidth to support on-demand low latency access to data and must incorporate appropriate assurance measures.

2. Tools must be provided to support the use of data to create situational awareness and enable users to properly evaluate the information. These tools must support access to raw and processed data and information sources, must include capabilities for creating the most current `picture' for a user on-demand, and allow for collaboration with other users on-demand, and again, without regard for time and place.

3. Key to a net-centric environment is data. Mechanisms and processes must be in place to enable data and information collectors and creators to post and maintain data and information as authoritative sources. Users must trust the data and have the capability to pull it on demand from these authoritative sources. The approach to data and information must allow for migration by current systems, intuitive search and retrieval methods, compatibility with the tools described above, and appropriate security provisions.
NCES will be a common set of information capabilities for the Global Information Grid (GIG) to:

· Task, post, process, use, store, manage and protect information resources on demand for warriors, policy makers, and support personnel

· Facilitate interoperability across systems

NCES will support:

· Entire DoD and Intelligence Community (IC)

· Conventional and Nuclear Warfighting 

· Business units (e.g., FMMP)

NCES will be the approach to:

· Standing up Joint capabilities-based infrastructure needed for timely, secure, ubiquitous edge user access to decision quality information.

· Enabling edge users to 

· Rapidly & precisely discover information resources, 

· Efficiently task information providers, 

· Post any information they hold, and 

· Dynamically form collaborative groups for problems solving

· Providing robust security for and coordinated management of netted information resources

NCES will consist of nine Core Enterprise Services (CES):

· Enterprise Systems Management (ESM)

· Discovery

· Messaging

· Collaboration

· Mediation

· Storage

· Security/Information Assurance (IA)

· Applications

· User Assistance

These CES will support real-time & near-real-time warrior needs and business users and Communities of Interest capabilities.

Scope:  The Contractor shall comply with the appropriate DoD-approved architectures, programs, standards and guidelines, such as Defense Information Infrastructure (DII), DII Common Operating Environment (COE), Defense Information Systems Network (DISN) and Shared Data Environment (SHADE).  Specific services addressed in the SOW are:
· Error! Reference source not found.
· Error! Reference source not found.
· Error! Reference source not found.
· Error! Reference source not found.
· Error! Reference source not found.
· Error! Reference source not found.
· Error! Reference source not found.
· Error! Reference source not found. 

· Error! Reference source not found.
· Error! Reference source not found.
· Error! Reference source not found.
· Error! Reference source not found.
· Error! Reference source not found.
Specific Tasks:

Task Area 1 - Contract–Level and TO Management.

1.1.1 Subtask 1 – Integration Management Control Planning.

Provide the technical (task order level) and functional activities at the Contract Level needed for the Program Management of this SOW.  Include productivity and management methods such as Quality Assurance, Progress/status reporting, and Program Reviews at the Contract and Task Order level.  Provide the centralized administrative, clerical, documentation and related functions.

1.1.2 Subtask 2 - TO Management.

Prepare TO Management Plan (TOMP) describing the technical approach, organizational resources and management controls to be employed to meet the cost, performance and schedule requirements throughout TO execution.  Provide a monthly status report monitoring the quality assurance, progress/status reporting, actual expenditures versus projected expenditures, and program reviews applied to the TO.

1.1.3 Subtask 3 - In-Process Reviews.

The Contractor shall hold In-Process Reviews (IPRs) as needed and provide information regarding TO status, e.g., work progress, cost, funding profiles, and schedule data.  IPRs will provide for an interchange between the government and contractor, during the execution of the task order (e.g., approval of system requirements, review of the system design, reviewing the results of functional testing).

Task Area 2 - COTS Product Evaluation and Integration.

1.1.4 Subtask 1 – COTS Tools Evaluations.

The Contractor shall assist the Government in testing the interoperability of COTS tools used to provide security services.

a. Through coordination with the Government and the selected vendor(s), the Contractor shall develop and implement a set of common criteria and a testing strategy for the verification of COTS product features, and their capability to support the DoD PKI.

b. The testing program shall be fully coordinated with the Joint Interoperability Test Command (JITC) test program.

c. The Contractor shall determine the scope of the testing required and the test procedures to be used for each COTS product.  Depending upon the specific product being tested, the Contractor may need to tailor testing to fully exercise and evaluate the individual products capabilities and limitations.  Any additional or product-specific testing conducted outside of the basic test plan will be completely documented in a test plan and test report.

d. The Contractor shall provide feedback on test results to COTS vendor(s), reporting whether or not their products meet or exceed the criteria of incorporation in DoD plans.  Results of evaluations will be shared directly with vendors, and shall be periodically made available to other DoD organizations at the discretion of the Task Monitor.

e. The Contractor in coordination with the vendor shall produce a Quick Reference Guide (QRG) to aid other in implementing the successful products within DoD.  The QRG shall be developed consistently with existing QRGs and once approved by the Task Monitor posted to the PKE web site.

1.1.5 Subtask 2 –Industry Interaction.

The Contractor shall assist the Government with the planning and execution of forums (“Industry Days” or “Industry Forums”).  The purpose of these will be to maximize the coordination between DoD and interested commercial vendors in developing effective COTS tools to support DoD PKE plans, policies, and product test strategies.

a. The contractor shall serve as a liaison between industry and Government.  This shall include:

· Coordination of test activities for vendor products with JITC and other testing activities,

· Communicating Government needs and requirements to product vendors, and

· Coordination between vendors to ensure interoperability of products.

b. In the event that a forum is determined by the Task Monitor to be the appropriate method for communicating with COTS vendors or interested DoD personnel, the Contractor shall support planning and coordination actions.  These shall include, for example:

· Development of a detailed agenda and schedule of activities for the event (prepared and approved in advance by the Task Monitor) 

· Making arrangements for meeting facilities

· Development of agendas, preparing mailings and other information to be disseminated to interested vendors

· Preparation of presentation materials tool or tools that were used in PKE attempts, the tests conducted on each tool, the results of each test, and an overall Summary of Results and Lessons Learned section.

· Administrative support for the event and all other related activities determined by the Task Monitor to be required to ensure the event’s success.

1.1.6 Subtask 3 – Testing with the Common Access Card (CAC).

PK Enabled application users will eventually use the Common Access Card for “hard token” authentication of secure transactions.  The Contractor will obtain the CAC and card reader hardware and software from available sources, as directed by the Task Monitor, and will complete tests of the integration of CAC functionality with the DoD PKI.  The CAC will be tested as part of the PKE Tools Evaluation.  The Contractor in coordination with the vendor shall produce a Quick Reference Guide (QRG) to aid other in implementing the CAC, card reader hardware and software within DoD.  The QRG shall be developed consistently with existing QRGs and once approved by the Task Monitor posted to the PKE web site.

1.1.7 Subtask 4 – Testing with COTS Hardware Devices.

PK Enabled or security hardware devices will also be tested for interoperability with the DoD PKI.  These devices may include, for example, network appliances (e.g., firewalls, routers, gateways) and wireless communications devices capable of browsing a secure web site or sending and receiving Secure COTS email.  The Contractor will obtain these COTS Hardware Devices and any necessary interface equipment (hardware and software) from available sources, as directed by the Task Monitor, and will complete tests of the integration of functionality with the DoD PKI.  These devices will be tested as part of the PKE Tools Evaluation.

1.1.8 Subtask 5 – Evaluation of Emerging Security Technologies.

When directed by the Task Monitor the Contractor shall support the evaluation of selected emerging commercial hardware and / or software technologies.  The Contractor shall liaison directly with vendors, obtain evaluation copies of hardware and / or software devices / applications, and perform preliminary testing in a Contractor test facility to validate that the device or application fully supports the engineering and security standards that underpin the DoD PKI.  Examples of the types of technologies that may be included under this Task Area are:

· PK Enabling of Wireless devices (i.e., RIM Blackberry / Apriva secure wireless Personal Digital Assistant (PDA))

· Windows 2000 Single Sign-on (SSO) CAC enabled logon capability

· PK Enabled Single Sign-on (SSO) solutions

· Secure remote access capabilities

· Virtual Private Network (VPN) solutions

Task Area 3 – Public Key Enablement (PKE) of DoD Applications.

1.1.9 Subtask 1 - Integration of COTS PKE Tools with DoD Applications.

Numerous DoD programs exist to serve the particular needs of different functional communities (finance, contracting, logistics, etc.).  These communities are not fully interoperable with each other, or with other DoD information systems.  There is a need to be able to transmit information within and between these communities securely.

a. The Contractor shall assist the Government with the identification and establishment of opportunities across DoD functional communities for evaluating the efficiency and effectiveness of COTS PKE Tools in enabling DoD applications for support by the DoD PKI.

b. The Contractor shall validate that the application’s key features requiring PKE are fully PK-Enabled using an appropriate COTS tool or tools.  The Contractor shall plan, conduct and fully document tests of the applications’ support of PKE requirements in a controlled test environment.

c. The Contractor shall document the results of PKE implementations in a white paper as directed by the Task Monitor.  This white paper will detail, the actions taken by the contractor team, and any lessons learned during testing and / or implementation.  The white paper, once approved by the Task Monitor, shall be posted to the PKE web site

1.1.10 Subtask 2 – PKE of DoD Applications via Custom Software Development.

In instances involving unique application architectures or requirements for PKI services that exceed the capability of COTS PKE tools, custom software development to achieve the required security functionality will be necessary.  The Contract shall provide software development and system integration services under this subtask to support opportunities to assist DoD application owners in the PKE of selected applications.  The contractor shall streamline the development efforts to minimize the development time.  The contractor shall where feasible use agile programming methods for all software development.  The emphasis needs to be on providing functionality for the user with minimal documentation.  These services will include, but not limited to:

a. Assessment, scope determination and planning an application’s PKE development work, including communicating clearly with application owners concerning level of effort required and anticipated work, testing and implementation schedules

b. Actual performance of software development actions, when required

c. Regression and PKI verification testing following PKE

d. Implementation services as identified by the application owner(s) and approved by the Task Monitor

1.1.11 Subtask 3 - PKE Architectural Templates

When directed by the Task Monitor, the Contractor shall develop and / or provide technical review of system, security and application architecture templates that support improving the efficiency and effectiveness of the Department of Defense PKI.  These architectures may either directly support the existing DoD PKI system architecture (which is being developed and fielded by another Contractor) or complement / supplement it.  They may be either specific enough to be reviewed, approved and implemented, or they may be future-oriented (such as architectures developed for long term planning options discussions).  The deliverable associated with this Subtask shall normally consist of system / security / application presentations using PowerPoint, however White Paper(s) may also be tasked, at the discretion of the Task Monitor.

Task Area 4 – Engineering Support for PKI and Security Implementations.

1.1.12 Subtask 1 – Support to Combatant Command’s, Services and Agencies (C/S/A).
The DISA PKE PMO may require PKE support for selected C/S/A in the form of technical advice, security analysis, configuration support, training, exercise and deployment support.  Support may be required for either ongoing operations, or for DoD exercises.  The Contractor will coordinate response to these requests through the Task Monitor, and will make all administrative and technical arrangements necessary to support dispatching teams of contractor and DISA personnel to organizations and sites requesting support.

1.1.13 Subtask 2 – C/S/A Travel Teams

The Contractor shall form and provide all administrative support and coordination functions for teams of PKE engineers to provide technical advice, security analysis, configuration support, training and deployment support to customer Combatant Command / Service / Agency staff, as directed by the Task Monitor.  These teams shall include personnel with engineering and training expertise sufficient to support all of the actions outlined in the subtasks described below.  The Contract shall form at least two of these teams, a primary and a backup, and shall be prepared to dispatch them to customer sites within 3 business days.  The teams shall be led by an experienced PKE engineer who has been pre-approved by the Task Monitor.  These team leaders shall report for general guidance to the Task Monitor, and shall receive specific guidance and tasking from the Contractor’s Technical Lead.

1.1.14 Subtask 3 – Secure COTS Email Implementation Planning.

The Contractor shall perform implementations of Secure COTS Email, when directed by the Task Monitor.  These may also include migrations from legacy commercial email systems to the COTS email products that support the DoD PKI.  The Contractor shall work closely with the Task Monitor and the DoD customer organization to identify the detailed objectives of the implementation, the COTS products and operating platforms required, a detailed implementation schedule (Work Breakdown Structure) with associated resources required.

1.1.15 Subtask 4 – Secure COTS Email Implementations.

DISA is receiving requests for implementations of secure COTS email at an increasing rate.  The Contractor will coordinate response to these requests through the Task Monitor, and will make all administrative and technical arrangements necessary to support dispatching teams of contractor and DISA personnel to organizations and sites requesting secure COTS email capabilities.  Once on site, the Contractor / DISA team will:

a. Establish LRAs and / or TAs that meet the RA requirements.  In the event that a migration from legacy email systems to COTS email products capable of supporting the DoD PKI is necessary, the team will coordinate actions for same via the Task Monitor.

b. Train local system administrators and users in procedures required to be followed when obtaining digital certificates from the organization’s Certificate Authority (CA).  In cases where an email migration is performed, the team may be required to provide training to users and system administrators in the upgraded system(s).

c. The team will also provide training, as necessary, to ensure the organization is functioning effectively as a new secure COTS email customer.  This training will be centered on the secure COTS email User Guides and Quick Reference Guides, which are currently published for each approved product.

d. Upon its departure, the Contractor / DISA team will provide adequate copies of current version of the User Guides and Quick Reference Guides.

1.1.16 Subtask 5 – Secure COTS Email Implementation Lessons Learned.

Each implementation of Secure COTS Email conducted by the DISA / Contractor team will result in lessons learned.  The Contractor will document these lessons, and will use them to modify procedures and processes.  Also, the lessons may be posted on the Secure COTS Email Web site, at the discretion of the Task Monitor.

1.1.17 Subtask 6 –Implementation of Secure Web Services.

The Contractor shall support the development, testing, integration and deployment of Secure Web Services, as required and when directed by the Task Monitor.  These services shall feature usage of the DoD PKI, and secure COTS email, to the maximum extent feasible.  Commercial (COTS) products shall be employed, emphasizing minimum Government development.  These Services shall also feature innovative usage of emerging Knowledge Management and collaboration features and functionality.  The Contractor shall dedicate a test facility space and appropriate technical staff for evaluating products and recommending product offerings to the Task Monitor.  The Contractor shall be prepared to support traveling to customer sites for demonstrations of secure Web services, followed by implementation and some limited support.  There is no specific deliverable associated with this Subtask.  However, the Contractor shall be prepared to provide demonstrations and briefings on the subject on short notice, when directed by the Task Monitor.

1.1.18 Subtask 7 - Implementation Purchasing Support

As directed by the Task Monitor the contractor shall procure hardware and/or software as necessary to support PKE implementations.  The contractor shall work with the Task Monitor to define a Bill of Materials (BOM) for needed hardware and/or software.  Once the Task Monitor has approved the BOM, the contractor shall procure the needed hardware and/or software.  The contractor shall coordinate delivery of the needed hardware and/or software with the Task Monitor and when required shall receive, inventory, assemble, test and document the configuration and deliver to the final destination.  The contractor may not have to perform all or any of these steps as determined by the Task Monitor.  In some cases the contractor shall procure equipment for delivery directly to another organization.  The contractor will track all orders and report status in the monthly status report.

1.1.19 Subtask 8 - Architectural Templates

When directed by the Task Monitor, the Contractor shall develop and / or provide technical review of system, security and application architecture templates that reflect an implementation.  These will be used to show how an implementation accomplished its goal so other may learn from what was done.  They may be either specific enough to be reviewed, approved and implemented, or they may be future-oriented (such as architectures developed for long term planning options discussions).  The deliverable associated with this Subtask shall normally consist of system / security / application presentations using PowerPoint, however White Paper(s) may also be tasked, at the discretion of the Task Monitor.

Task Area 5– Training Support.

1.1.20 Subtask 1 - Technical Manuals.

Detailed technical manuals (e.g.  End Users Guides, Quick Reference Guides, Administrator Documentation, etc.) are a key contributor to the reliable implementation of PKE.  The Contractor shall be responsible for updating existing technical manuals, and for the development of new manuals as additional COTS products and / or PK-enable tools developed and / or approved for use.  These manuals are specific to individual vendors, and change as the vendor product evolves.

1.1.21 Subtask 2 –Training.

In order to support the DoD security mandates, the Contractor shall establish the capability to train DoD users on security technology.  The Contractor must be able to support end user training in contractor facilities, as well as at Government facilities.  Upon request from the Task Monitor, the Contractor shall develop training materials and shall provide instructors (and classroom facilities, if applicable) to deliver formal training as required.

Task Area 6 – PKE Support.

1.1.22 Subtask 1 – Maintain DoDPKE.com Web Site

The DISA PKE program office uses the PKE Web site to support the implementation of PKE by providing information on the program, processes and procedures, and general information including links to other DoD and vendor sites.  The Contractor shall continue to maintain and update the PKE Web site (www.DoDPKE.com).  The Contractor will provide for additional pages to include discussion groups and forums, as required to support the PKE program.  The PKE web site will also contain a collaborative environment for the exchange of ideas, lessons learned, on-line forums, best practices, problems, issues and concerns.  The Contractor will monitor and coordinate responses in the collaborative environment.  The web site should serve as a resource for all PKE development activities within DoD, and contain a reference library to links to all pertinent PKE documentation.

1.1.23 Subtask 2 – Support to the DoD PKE Community
The DISA PKE PMO may require PKE support for the DoD Community in the form of technical advice, security analysis, and configuration support.  Support may be required for either ongoing operations, or for planned implementations.  The Contractor will provide telephone and email support in responses to these requests.  The number of requests shall be reported monthly in the status report.

Task Area 7 – Support Tool Development.

1.1.24 Subtask 1 – Tool Need Determination.

Through attendance at industry conferences and interaction with users the need for additional tools will be identified.  Once capabilities of a tool are identified the Contractor shall either prepare a white paper identifying the capabilities, the proposed timeline for development of the tool and all associated documentation, and any additional GFE required for development or develop a rapid prototype that could be used in a proof of concept pilot as determined by the Task Monitor.  This same process shall be followed for enhancements or additions to existing tools.  No work on any tool shall be started until direction is received from the Task Monitor.

1.1.25 Subtask 2 – Tool Development and Testing.

Once direction is received from the Task Monitor development shall begin.  The status of the development shall be reported against the proposed schedule as part of the monthly status report.  The contractor shall streamline the tool development efforts to minimize the development time.  The contractor shall where feasible use agile programming methods for all software development.  The emphasis needs to be on providing functionality for the user with minimal documentation.  The tool shall be fully tested and all documentation verified before the tool is delivered to the Task Monitor.  The Contractor shall support testing efforts by other government agencies as determined by the Task Monitor.  A “trust but verify” testing methodology shall be used to ensure the tools do not introduce vulnerabilities into the DOD network.  The PKE team shall support the tool through telephone support once the tool has been distributed.  All changes to tools shall be coordinated with the Task Monitor prior to implementation.

Task Area 8 – WHCA Application Development and Network Support.

The Contractor shall provide software developers to augment the WHCA development staff in the development of applications as directed by the Task Monitor.  The contractor shall support WHCA to streamline the development efforts to minimize the development time.  The contractor shall support WHCA using agile programming methods for software development.  In addition, the Contractor will provide support operational support on an ad hoc basis for the integration of COTS products and security solutions.

Task Area 9 – DOD Enterprise Transformation Initiatives

1.1.26 Subtask 1 – Ports and Protocols

The contractor shall provide data feed capability and analysis at the gateway between NIPRNET and Internet.  Data analysis will provide detail on ports, protocols and source.  A trend analysis of the data will also be prepared providing type of data transferred through the gateway and applications or users transiting the gateway.  Secure methodologies for data gathering will be observed and where appropriate, documentation of vulnerabilities will be prepared.

1.1.27 Subtask 2 – Data/Text Mining

When directed by the Task Monitor the Contractor shall implement a data/text mining prototype capability.  This capability will need to be able to work with both structured and unstructured data and provide visualization tools to enable analysis of the data and relationships between disparate data in a variety of sources.  The tools selected for this prototype should be tools that lead industry in satisfaction of benchmarks and capabilities.

1.1.28 Subtask 3 – DOD Enterprise Data and/or Text Exchange

When directed by the Task Monitor the Contractor shall support the development and/or provide technical review of systems, security and applications for portability, flexibility and data/text exchange.  This will provide the capability to aggregate, fuse and/or integrate information content and access utilizing collaborative capabilities and decision support products/capabilities.  The Contractor shall work closely with the Task Monitor and the DOD customer organization to identify detailed objectives, COTS products and operating platforms.  A detailed schedule (Work Breakdown Structure) with associated resources will be prepared.

1.1.29 Subtask 4 – Secure Collaboration Venues

The Contractor shall perform pilots/prototypes of secure collaboration venues, when directed by the Task Monitor.  This may include migrations from legacy commercial collaboration systems to COTS collaboration products that support the DOD Transformation and Information Assurance initiatives.  The Contractor shall work closely with the Task Monitor and the DOD customer organization to identify objectives of the pilot/prototype, the COTS products and operating platforms required.  A detailed schedule (Work Breakdown Structure) with associated resources will be provided.

1.1.30 Subtask 5 – OCSP Capabilities

The Contractor shall perform pilots/prototypes of On-line Certificate Status Protocol (OSCP) capabilities, when directed by the Task Monitor.  This may include working with Vendors to develop innovative OCSP distribution and deployment options that will be piloted and then implemented across the DoD infrastructure.  The Contractor shall work closely with the Task Monitor and the DOD customer organization to identify objectives of the pilot/prototype, the COTS products and operating platforms required.  A detailed schedule (Work Breakdown Structure) with associated resources will be provided.

Task Area 10 – Support to the DISA Chief Acquisition Executive Organization

1.1.31 Subtask 1 – Requirements and DoD Reporting

The contractor shall provide policy, process and procedure support to the DISA Chief Acquisition Executive (CAE) Organization, when directed by the Task Monitor.  This support will encompass requirements analysis and support as well as assisting with DoD reporting of acquisition data and metrics.

Task Area 11 – DOD DMZ Implementation

1.1.32 Subtask 1 - Implement DOD DMZs for DOD sites and customers.

Contractor shall provide engineering support to the implementation of the DOD DMZ solution. Contractor shall conduct site surveys, acquire, install, and configure, hardware, software and maintenance of DMZ infrastructure at sites determined by the Task Monitor. Additionally, Contractor shall procure hosting and support services as required and approved by the Task Monitor to meet immediate application DMZ capabilities. Contractor shall integrate DOD customer applications into the DOD DMZ infrastructure. Contractor shall provide a means to centrally manage systems, networks, vulnerability assessments, intrusion detection, and configuration management. Contractor shall provide system security certification and accreditation support throughout the system’s life cycle. Contractor shall provide a technical report documenting the DMZ solutions implemented on NIPRNET and SIPRNET.  After completion of site survey, the contractor shall procure hardware and/or software as necessary to support DMZ implementations.  The contractor shall work with the Task Monitor to define a Bill of Materials (BOM) for needed hardware and/or software, circuits and/or hosting services.  Once the Task Monitor has approved the BOM, the contractor shall procure the needed hardware and/or software.  The contractor shall coordinate delivery of the needed hardware and/or software with the Task Monitor and when required shall receive, inventory, assemble, test and document the configuration and deliver to the final destination.  The contractor may not have to perform all or any of these steps as determined by the Task Monitor.  In some cases the contractor shall procure equipment for delivery directly to another organization.  The contractor will track all orders and report status in the monthly status report.

1.1.33 Subtask 2 - Implement DOD DMZ O&M support for DOD sites.

Contractor shall provide operations support to the DOD DMZs sites. Operations support includes monitoring policy compliance and enforcement, centralized network management, vulnerability assessment, intrusion detection, and configuration management systems. The Contractor shall assist in the development and or update of Standard Operating Procedures documentation for DMZ Operations.

Task Area 12 – G8 Summit Support

Background:  The United States will be the Chair of the G8 Summit in 2004.  In conjunction with this title comes the responsibility to coordinate, organize, resource, and host G8 Activity for the entire calendar year.  The G8 staff requires a mobile and highly available information infrastructure to enable operations between Washington D.C. and coastal Georgia.  In addition, G8 staff and foreign delegations require an information technology (IT) infrastructure to enable staff members and delegations across the U.S. government and G8 countries to remain in continuous contact and in a secure manner.  In particular, the nations holding the G8 Chair in recent years each have hosted an Internet based collaboration environment for use by G8 member nations.  The U.S., in their capacity as chair, will require such an environment no later than January 1, 2004.

In meeting these needs, the G8 planning organization has arranged with the Defense Information Systems Agency (DISA) to assist the G8 Chief Information Officer in the specification, design, implementation, and sustainment of several components of the required G8 infrastructure.  General areas to be supported are in technical fields where Department of State Information Resources Management has stated they are unable to support the G8.  These include core and mobile IT support, and requirements and technology evaluation support. The agreed to infrastructure includes the following identified scope and deliverables: 

· Core IT Support in Washington, D.C. (computing, applications, messaging, internet, wireless PDA support)

· Microsoft Exchange 2000/Outlook messaging system (@G8USA.GOV)

· Blackberry implementation and sustainment

· Wireless PDA access to messaging services (email, shared calendaring, and tasks) and the web 

· Support of Mobile PC systems (tablet and notebook computers)

· Remote VPN capability for G8 LAN via the Internet 

· Mobile computing and reach back VPN support for traveling team members

· Reach-back data center hosting support for Georgia G8 work sites

· Integrated security measures (secure LAN perimeter, user authentication, commercial encryption, intrusion detection, anti-virus, monitoring)

· IT capability specification support for G8 worksites 

· Planning cellular and PDA voice and data service coverage 

· Power availability and redundancy planning

· Specifying G8 collaborative and other technical needs

Working with G8 staff, DISA will establish core IT Services for the G8 Summit Planning Organization as described above and assist in the engineering and specification of solutions to meet G8 needs in Georgia.  The infrastructure specified will rely on existing government systems or commercial products that have proven highly effective and reliable. The required IT infrastructure developed for the G8 will conform to NSC and Department of State operational concepts and constraints.

Task Area 13 – Engineering Support for NCES / GIG-ES.

1.1.34 Subtask 1 – Support to DISA and the Office of Secretary of Defense (OSD)
The NCES PMO may require support in the form of technical advice, integration management, security analysis, configuration support, training, exercise and deployment support.  Support may be required for either ongoing operations, or for DoD exercises.  The Contractor will coordinate response to these requests through the Task Monitor, and will make all administrative and technical arrangements necessary to support assigning teams of contractor and subcontractor personnel as needed to support each tasking.

1.1.35 Subtask 2 - Enterprise Architecture - Special Interest Group (EA-SIG) Support

The Contractor shall support and be an active participant on the EA-SIG.  The Contractor shall document, technically assess, make recommendations, and provide space for EA-SIG meetings on an as needed basis.  The Contractor shall produce records of all EA-SIG meetings, including synopses of all technical discussions, and lists of all open action items.  The Contractor shall submit a Memorandum for Record within 3 business days of each EA-SIG meeting, to the Task Monitor.

1.1.36 Subtask 3 - System / Security Architecture Prototypes

The Contractor shall be responsible for prototyping system and security architectures within a controlled environment for the purpose of architecture validation, evaluation, and evolution.  The Contractor shall perform testing including unit, integration, interoperability, performance, and security assessments.  The system or security architecture to prototypes will be documented in system architecture diagram / model / template / documentation.

Execution of this subtask requires the contractor to manage hardware, software, and network connectivity to conduct system development, evaluation, practice deployment, and configuration management on both the Non-Secure Internet Protocol Router Network (NIPRNET) and the Secret Internet Protocol Router Network (SIPRNET).  The Government and Contractor will jointly determine hardware and software required, including Government Furnished Equipment (GFE) items.  Modifications shall be configuration managed to monitor the impact of changes upon the operation and performance of the system and security architecture.

1.1.37 Subtask 4 – COTS Product Evaluations.

This subtask encompasses evaluations for Commercial Off The Shelf (COTS) products required to support the Core Enterprise Services.

a. Through coordination with the Government and the selected vendor(s), the Contractor shall develop and implement a set of common criteria and a testing strategy for the verification of COTS product features, and their capability to support NCES.

b. The Contractor shall determine the scope of the testing required and the test procedures to be used for each COTS product.  Depending upon the specific product being tested, the Contractor may need to tailor testing to fully exercise and evaluate the individual products capabilities and limitations.  Any additional or product-specific testing conducted outside of the basic test plan will be completely documented in a test plan and test report.

c. The Contractor shall provide feedback on test results to COTS vendor(s), reporting whether or not their products meet or exceed the criteria of incorporation in DoD plans.  Results of evaluations will be shared directly with vendors, and shall be periodically made available to other DoD organizations at the discretion of the Task Monitor.

1.1.38 Subtask 5 – Industry Interaction.

The Contractor shall assist the Government with the planning and execution of forums (“Industry Days” or “Industry Forums”).  The purpose of these will be to maximize the coordination between DoD and interested commercial vendors in developing effective COTS tools to support DoD PKE plans, policies, and product test strategies.

a. The contractor shall serve as a liaison between industry and Government.  This shall include:

· Coordination of test activities for vendor products with JITC and other testing activities,

· Communicating Government needs and requirements to product vendors, and

· Coordination between vendors to ensure interoperability of products.

b. In the event that a forum is determined by the Task Monitor to be the appropriate method for communicating with COTS vendors or interested DoD personnel, the Contractor shall support planning and coordination actions.  These shall include, for example:

· Development of a detailed agenda and schedule of activities for the event (prepared and approved in advance by the Task Monitor) 

· Making arrangements for meeting facilities

· Development of agendas, preparing mailings and other information to be disseminated to interested vendors

· Preparation of presentation materials, the tests conducted on each product, the results of each test, and an overall Summary of Results and Lessons Learned section.

· Administrative support for the event and all other related activities determined by the Task Monitor to be required to ensure the event’s success.

1.1.39 Subtask 6 – RFI Support

The Contractor shall support Commerce Business Daily “Sources Sought” for requests for information on the availability of COTS products that adhere to the commercial standards for the above mentioned capabilities.  The Contractor shall assist with the evaluation of industry responses.

A structured approach for comparison of the vendors’ product features against criteria shall be established and used as the basis for subsequent evaluations delivered to the Government.  The Contractor shall participate in a thorough evaluation of the vendor responses to include identification of those technical features that may require validation through laboratory testing, prototyping or pilot projects, and the limitations of current market products.  The results of the analysis shall be documented in an evaluation report.  The report shall also identify and justify all recommended testing, show how testing will be integrated with the NCES technical approach, and identify where commercial products cannot meet NCES requirements.  Selected COTS products will be formally tested for compliance with NCES requirements.  The evaluation shall include hands-on experience with the products obtained in a controlled test environment.  All testing will be documented in a test report, with a recommendation for product selection included.  The Contractor shall participate in the hands on evaluation of products considered within their scope of technical subject matter expertise (e.g., specifically those products serving as a component of the NCES security architecture or resulting in an impact to the security architecture).

1.1.40 Subtask 7 – Pilot Capabilities

The Contractor shall perform proof of concept pilots/prototypes of capabilities in any of the nine Core Enterprises Services when directed by the Task Monitor.  This may include working with Vendors to develop innovative solutions and deployment options that will be piloted and then implemented across the DoD infrastructure.  The Contractor shall work closely with the Task Monitor and the DOD customer organizations to identify objectives of the pilot/prototype, the COTS products and operating platforms required.  A detailed schedule (Work Breakdown Structure) with associated resources will be provided for each pilot activity.

1.1.41 Subtask 8 - Architectural Templates

When directed by the Task Monitor, the Contractor shall develop and / or provide technical review of system, security and application architecture templates that reflect an implementation.  These will be used to show how an implementation accomplished its goal so other may learn from what was done.  They may be either specific enough to be reviewed, approved and implemented, or they may be future-oriented (such as architectures developed for long term planning options discussions).  The deliverable associated with this Subtask shall normally consist of system / security / application presentations using PowerPoint, however White Paper(s) may also be tasked, at the discretion of the Task Monitor.

1.1.42 Subtask 9:
Integration Management Control Planning

The Contractor shall provide overall system integration management and control planning, in direct support of the NCES Project Management Office (PMO).  The Contractor shall be responsible for integrating the NCES system development and implementation actions with all other activities that are underway in support.  These will include the system and security architecture research, planning, analyses, testing and documentation actions, all development and acceptance testing actions, and all other Government and Contractor activities that are designated by the NCES PMO to be included in the Project.  The Contractor shall use a detailed NCES Project Work Breakdown Schedule (WBS), coupled with regular management control meetings, to ensure all organizations and activities underway in support of NCES are coordinated and integrated into one overall view.

The contractor shall obtain and manage qualified subcontractors, as necessary, to perform specialized management, technical and/or operational planning, analysis, design, implementation, testing, documentation or training activities.  The Task Monitor will review and approve all subcontractor selections.

1.1.43 Subtask 10 – NCES Portal

The NCES program office uses the NCES Portal to support the implementation of NCES by providing information on the program, processes and procedures, and general information including links to other DoD and vendor sites.  The Contractor shall continue to maintain and update the NCES Portal.  The Contractor will include discussion groups and forums, as required to support the NCES program.  The NCES portal will also contain a collaborative environment for the exchange of ideas, lessons learned, on-line forums, best practices, problems, issues and concerns.  The Contractor will monitor and coordinate responses in the collaborative environment.  The web site should serve as a resource for all NCES development activities within DoD, and contain a reference library to links to all pertinent NCES documentation.

NCES IA Overarching Support

This Task Area is intended to support the high level End-to-End IA engineering activities in support of NCES.  This area covers the planning, standardization, initiation, review, and reporting on IA activities applicable across NCES.  As such, this support will develop the overarching IA architecture, and conduct technical and engineering design reviews on products and designs developed and implemented by others.  The objective of this engineering support is to ensure the appropriate IA/Security mechanisms are built, procured, and implemented throughout NCES, from End-to-End, thereby securing NCES.

1.1.44 Subtask 1 – Provide Expertise.

The Contractor shall provide personnel with the following expertise and experience for the tasks associated with this Task Area:

a. Service Oriented Architecture (SOA).

b. Web Services Protocol Stack to include XML, SAML, UDDI, and SOAP.

c. Web Services Management and Security.

d. Technical Information Assurance (IA) implementation and familiarity with DoD IA Guidance/Documents and IA Requirements.

e. Information Systems Security/IA Design Reviews.

f. Information Systems Architectures including DoD Command, Control, Communications, and Computers, Intelligence, C4ISR Architecture and Net-Centric Operational Warfare (NCOW) Reference Model (RM).

g. Information Systems Architecture Software Products and Artifacts (e.g., views, models, use cases, etc.).

h. Project Management, Schedule Management, and MS Project Management Software.

i. Strategic Planning, Management, and Leadership.

1.1.45 Subtask 2 - Provide Support Services.

The Contractor shall provide the following Support Services whenever needed and authorized by the Task Area POC:

a. Provide CAD Architecture Drawings, electronic and hardcopy, including C, D, E, F, and G sizes.

b. Notify Task Area POC prior to reassigning (adding or removing) Contractor personnel for this Task Area.

c. Make available Contractor facilities/amenities for hosting Task Area activities such as meetings, conferences, phone conferences, and existing test beds.

d. Develop, maintain, and publish a list of POCs with associated contact info.

e. Acquire IA-related ODCs in support of this Task Area, not to exceed $65K, and deliver to Task Area POC.

1.1.46 Subtask 3 - Develop Overarching NCES IA Strategy/Architecture.

The Contractor shall develop and maintain the “Overarching NCES IA Architecture” document.  This is a new technical and architectural document that needs to be developed based on the NCES computing and services plans, and the existing computing and networking infrastructure that exists today and its projected to be in place as NCES mature.  The Document shall consider within its scope, other programs infrastructure considerations and integration with NCES IA.  Examples of other programs DMZs, GIG-BE, Teleport, JTRS, and DISN (SIPRNET and NIPRNET).  The Contractor shall ensure the NCES IA Architecture is put in context with the entire GIG.  The Contractor shall identify the IA-relevant controls and mechanisms, as well their recommended placement/location on the IA Architecture.  The Contractor shall propose and include relevant standards in the IA architecture.  The Contractor shall interface and coordinate with DISA and non-DISA personnel working other GIG initiatives, including non-NCES programs, in the process of developing this document.

First the Contractor shall propose an NCES IA Strategy to delineate the work plan, scope, approach, data sources, and the types of contents that make up the Architecture Document.  The Contractor shall coordinate with the developers of the IA Strategy Report, a MAISRC Milestone-A programmatic document, to ensure programmatic and technical cohesiveness and integration.

Second, the Contractor shall compile and develop architectural drawings to showcase the NCES IA End State aimed to facilitate synchronizing IA activities within NCES to common architecture.  The IA End State should describe in detail, what NCES IA would require by the end of FY04, so that design and development could be marching to the same objectives.  The IA End State shall be part of the IA Architecture.

1.1.47 Subtask 4 - NCES Minimum IA Requirements.

The Contractor shall refine, further develop, maintain, and update the draft briefing already developed on “NCES Minimum IA Requirements”.  The Contractor shall apply IA guidance and IA best practices to further refine the IA Requirements (request copy from POC), into the form of actionable tasks, meaningful for designers, developers, and service providers to ensure IA requirements are documented, meaningful, effective, trackable throughout the life cycle of NCES, and applicable to all NCES.  The Minimum IA Requirements are not intended to be a comprehensive list, just the minimum required to ensure a satisfactory level of confidentiality, integrity, availability, and accountability for NCES, without overburdening NCES functionality.  The list is also intended to facilitate and accelerate the Certification and Accreditation of NCES.  The Contractor shall chair a Support Working Group with community representation aimed to help develop the requirements and help getting buy-ins.  The Contractor shall include recommended tasks and approaches to ensure the following specific IA concerns (not in any specific order) are met.  The following IA concerns should not be considered a comprehensive list, but a starting list from which to develop the “NCES Minimum IA Requirements”:

1. Assured Service Availability and Delivery, including a minimum data integrity and timeliness.

2. Authenticated access to every service in NCES including authenticated access among services and on behalf of an initiator of a service.

3. Appropriate confidentiality of information.

4. Appropriate designs to applications built from multiple services are secure and do not negatively impact the NCES services.

5. Appropriate design so each service can authenticate requests to itself and can authenticate itself to other services.

6. Contact/anomaly reports flow timely, stay intact, and carry appropriate security labels at least until consumed by a service.

7. Identity credentials for people, services, servers, processes.

8. Access controls based on standard methods of passing access rights.

9. Easy provisioning and privilege management.

10. Web Services and IA standards (SAML, XML, etc.).

11. Requirement for O/S STIGs.

12. Requirement for Application STIGs.

13. Hosting Requirement for CES such as computing center requirements, perimeter requirements, fail over, high availability, remote management, etc.

The first deliverable is a refined briefing to ensure the proper focus on the effort.  After staffing briefing, the second deliverable will be a document detailing the briefing.

1.1.48 Subtask 5 - Conduct IA Reviews/Assessments/Integration.

The Contractor shall provide personnel with the listed expertise to develop an effective framework, process, format, and sample content for IA Design Reviews and IA Implementation Reviews.  The Contractor shall review other IA-related artifacts such as architecture diagrams and Use Cases.  The Contractor shall develop a briefing titled “Guide for IA Reviews” to help developers/designers/providers prepare efficiently for the IA review.  The contractor shall schedule, conduct, participate, provide feedback, report on, and make the appropriate recommendations on the IA Reviews being presented by others.  Recommendations can be based on IA Requirements, IA best practices, End-to-End design, and IA Architecture.  Recommendations can also identify needed IA actions, updates to other documents or efforts, lessons learned, or issues requiring resolution.  The Contractor shall provide technical and programmatic recommendations to ensure integration of IA across all NCES services and DISA-sponsored pilots and demonstrations.  The Contractor shall provide Technology Assessment Briefs as directed by the Task Area POC.  The Contractor shall evaluate and test technologies in labs as needed and directed by the Task Area POC.

1.1.49 Subtask 6 - Support Working Groups (WGs)/Meetings.

The Contractor shall support, participate, report on, and represent the IA End-to-End concerns and recommendations on the GIG IA Security Working Group (IASWG), NSA’s relevant WGs, and other applicable groups and meetings.  The Contractor shall plan, conduct, take action, and report on the DISA Internal Team/WG meetings sponsored by the POC.  Contractor shall provide agenda, briefings, meeting minutes, action items, and schedules, reports, and recommendations on internal Team/WG meetings.  Contractor shall plan and conduct one status meeting per week with Task Area POC and other IA members.

1.1.50 Subtask 7 - Develop NCES Commissioning Process.

The Contractor proposes, develop, and maintain a briefing titled “NCES” Commissioning Process”.  Briefing to detail the major steps and checks needed from inception of a service to its operation.  Major steps include meeting Minimum IA Requirements, Certification and Accreditation Requirements, functional and scalability tests, Portal and DECC readiness for hosting, customer buy-in, and DoD authorities required to launch the service operationally.  The Deliverable is:  “NCES Commissioning Process” Briefing.

1.1.51 Subtask 8 - Manage Task Area Products/Information on GES Portal.

The Contractor shall organize, post, maintain, publish, update, and manage this Task Area Documents, Deliverables, tasks, responses, and other related information posted on the GES Web Portal (ges.dod.mil).  The Contractor shall be only responsible for contents and postings (Portal administration is somebody else’s responsibility and is outside the scope of this task).  The Portal will be the collaborative environment and repository for Task Area products.

6.14.9:  Subtask 9-  Develop NCES Accreditation Document

The Contractor shall develop and maintain the NCES Accreditation document (a modified SSAA) based on the outcomes from and agreements to the C&A process.  The Contractor shall request and consolidate inputs from across DISA in the process of developing the Accreditation Document.  The Contractor shall coordinate the Accreditation document with DISA stakeholders (PMO, CA, and DAA).  The Contractor shall transition the modified SSAA to the Certifier at the agreed upon time.  

Deliverable is :  


a.  NCES Accreditation Document.

Place of Performance:

Primary Place of Performance

Work will be performed at the Contractor site within the National Capitol Region (NCR).  Work will be performed at Government sites as indicated below and / or designated by the Task Monitors.  Some work that directly supports program integration and control will require collocation with the Government in the Skyline office complex, Falls Church, VA and WHCA facilities.  In addition to local travel to Government and industry facilities, site visits may be required to Government and industry facilities in CONUS and OCONUS.
Travel

The Contractor shall be required to travel locally in the National Capital Region.  Some short-term (1-7 day’s) CONUS and OCONUS travel may be required.  Travel will be in accordance with paragraph 6.0 of this SOW.  The projected travel, as tasked by the TM includes the following locations:

	Destination
	Number of Personnel
	Number of Days
	Number of Trips
	Purpose

	Williamsburg, VA
	6
	5
	1
	IA Conference

	Myrtle Beach, SC
	6
	5
	1
	PKI Conference 

	Orlando Florida
	6
	5
	2
	PKE Forum

	Nashville, TN
	6
	5
	1
	DMS Conference

	Honolulu, HI
	4
	7
	2
	PACOM Travel Team

	Norfolk, VA
	4
	7
	2
	JFCOM Travel Team

	Stuttgart, GE
	4
	7
	2
	EUCOM PKE Travel Team

	Tampa, FL
	2
	5
	2
	Coordinating activities with Combatant Commands

	Oklahoma City, OK
	4
	5
	2
	DMZ Implementation

	St. Louis MO
	4
	5
	2
	DMZ Implementation

	Columbus, OH
	2
	5
	2
	DMZ Operations Support

	Montgomery, AL
	2
	5
	2
	DMZ Operations Support

	San Antonio, TX
	2
	5
	2
	DMZ Operations Support

	Atlanta, GA
	2
	5
	1
	IA Conference

	New Orleans, LA
	6
	5
	1
	PKI Conference 

	Nashville, TN
	6
	5
	1
	PKE Forum

	Savannah, GA
	3
	5
	5
	G8 Summit Support

	San Francisco, CA
	6
	5
	1
	RSA Conference

	Dallas, TX
	6
	5
	1
	DMS Conference


Additional travel must be approved by the Task Monitor and Contracting Officer’s Representative (COR).

Period of Performance:

The period of performance for this Task Order is 365 calendar days after award.

Deliverable/Delivery Schedule

The initial due dates for deliverables provided in this Delivery Order Definition may be modified with the Task Monitor and/or other subsequent input from the Task Monitor.  The actual due dates for deliverables will be based upon the Task Order Management Plan and any subsequent revisions to the Task Order Management Plan.  All document deliverables on this delivery order will be delivered in hardcopy and softcopy in an MS Word (Windows) format.

	SOW Task
	Deliverable Title
	CDRL/DID#
	Due Date
	Copies
	Distribution
	Frequency and Remarks

	6.1.2
	Task Order Management Plan (TOMP)
	DI-MISC-80508 (one soft copy and one hard copy)
	Calendar Days after TO Award
	2
	Standard Distribution*
	Draft – 30

Final – 45

	6.1.2
	Monthly Status Report
	DI-MISC-80508 (one soft copy and one hard copy)
	
	2
	Standard Distribution*
	Monthly, NLT 15th work day

	6.2.1
	PKE Tools Test Reports
	DI-MISC-80508 (one soft copy and one hard copy)
	As tools change, and as required by Task Monitor
	2
	Standard Distribution*
	On-Going

	6.2.1
	PKE Quick Reference Guides
	Contractors Format
	Calendar days after requested by TM
	2
	Standard Distribution*
	30 Days

	6.2.1
	Product Evaluation White Paper(s)
	DI-MISC-80508 (one soft copy and one hard copy)
	
	
	Standard Distribution*
	As directed by Task Monitor

	6.2.2
	Industry Forum Materials
	DI-MISC-80508 (one soft copy and one hard copy)
	Calendar days after TM notification
	2
	Standard Distribution*
	Draft – 30

Final -45

	6.3.1
	PKE Integration and Implementation White Paper
	DI-MISC-80508 (one soft copy and one hard copy)
	Calendar days after TM notification
	2
	Standard Distribution*
	Draft – 30

Final – 45

	6.3.3
	Architecture Template Presentation / White Paper
	DI-MISC-80508 (one soft copy and one hard copy)
	Calendar days after TM notification
	2
	Standard Distribution*
	Draft – 30

Final – 45

	6.4.3
	Secure COTS Email Implementation Plan
	DI-MISC-80508 (one soft copy and one hard copy)
	Calendar days after TM notification
	2
	Standard Distribution*
	Draft – 30

Final -45

	6.4.5
	Implementation Lessons Learned
	DI-MISC-80508 (one soft copy and one hard copy)
	Calendar days after Trip
	2
	Standard Distribution*
	10th workday following return from trip

	6.4.8
	Architecture Template Presentation / White Paper
	DI-MISC-80508 (one soft copy and one hard copy)
	Calendar days after TM notification
	2
	Standard Distribution*
	Draft – 30

Final – 45

	6.5.1
	Technical Manuals
	DI-MISC-80508 (one soft copy, one electronic copy in various formats published on web site and one hard copy)
	As COTS products change, and as required by Task Monitor
	2
	Standard Distribution*
	Draft – 30

Final -45

	6.5.2
	Training Plan
	DI-MISC-80508 (one soft copy and one hard copy)
	Calendar days after TM notification
	2
	Standard Distribution*
	Draft – 30

Final -45

	6.5.2
	Lesson Plans
	DI-MISC-80508 (one soft copy and one hard copy)
	Calendar days after TM notification
	2
	Standard Distribution*
	Draft – 30

Final -45

	6.5.2
	Student Guides
	DI-MISC-80508 (one soft copy and one hard copy)
	Calendar days after TM notification
	2
	Standard Distribution*
	Draft – 30

Final -45

	6.5.2
	Training Student Evaluations
	DI-MISC-80508 (one soft copy and one hard copy)
	Upon completion of training sessions
	2
	Standard Distribution*
	10th workday following training completion

	6.6
	PKE Web Site updates
	DI-MISC-80508 (one electronic copy in various formats published on web site)
	
	
	
	On-Going

	6.7.1
	Tool Capability Proposal White Paper(s)
	DI-MISC-80508 (one soft copy and one hard copy)
	
	
	Standard Distribution*
	As directed by Task Monitor

	6.11.1
	DMZ Implementation Site Survey Report
	DI-MISC-80508 (one soft copy and one hard copy
	Calendar days after requested by TM
	2
	Standard Distribution*
	Draft 30

Final 45

	6.11.1
	DMZ Implementation System Integration Plan
	DI-MISC-80508 (one soft copy and one hard copy
	Calendar days after requested by TM
	2
	Standard Distribution*
	Draft 30

Final 45

	6.11.1
	DMZ Intrusion Detection Monitoring Plan
	DI-MISC-80508 (one soft copy and one hard copy
	Calendar days after requested by TM
	2
	Standard Distribution*
	Draft 30

Final 45



	6.11.1
	DMZ Centralized Mgmt Capability (Systems& Network)
	DI-MISC-80508 (one soft copy and one hard copy
	Calendar days after requested by TM
	2
	Standard Distribution*
	Draft 60

Final 120

	6.11.1
	DMZ Vulnerability Assessment Plan
	DI-MISC-80508 (one soft copy and one hard copy
	Calendar days after requested by TM
	2
	Standard Distribution*
	Final 60

	6.11.1
	Technical Implementation Report
	DI-MISC-80508 (one soft copy and one hard copy
	Calendar days after requested by TM
	2
	Standard Distribution*
	Final 60

	6.11.2
	Standard Operating Procedures
	DI-MISC-80508 (one soft copy and one hard copy
	Calendar days after requested by TM
	2
	Standard Distribution*
	Final 120

	6.13.2
	EA-SIG meeting Memorandum For Record (MFR)
	Contractor Format  (one electronic and one hard copy)
	As required by EA-SIG meetings
	2
	Standard Distribution*
	Within 3 business days of EA-SIG meeting

	6.13.3
	Architecture Template Presentation / White Paper
	DI-MISC-80508 (one soft copy and one hard copy)
	Calendar days after TM notification
	2
	Standard Distribution*
	Draft – 30

Final – 45

	6.13.3
	System and Security Architecture
	Contractor Format  (one electronic and one hard copy)
	Calendar days after TM notification
	2
	Standard

Distribution*
	Draft – 30

Final –45

	6.13.4
	COTS Product Evaluation
	Contractor Format  (one electronic and one hard copy)
	Calendar days after TM notification
	2
	Standard

Distribution*
	Draft – 20

Final –30

	6.13.4
	Product Evaluation White Paper(s)
	DI-MISC-80508 (one soft copy and one hard copy)
	
	
	Standard Distribution*
	As directed by Task Monitor

	6.13.4
	Commercial Product Evaluation Report
	Contractor Format  (one electronic and one hard copy)
	Calendar days after TM notification
	2
	Standard Distribution*
	Draft – 30

Final – 45



	6.13.5
	Industry Forum Materials
	Contractor Format  (one electronic and one hard copy)
	Calendar days after TM notification
	2
	Standard

Distribution*
	Draft – 30

Final –45

	6.13.5
	Conference Demonstration Materials
	
	As required by Conference dates
	
	
	

	6.13.6
	RFI
	DI-MISC-80508 (one soft copy and one hard copy)
	Calendar days after TM notification
	2
	Standard Distribution*
	Draft – 10

Final –15

	6.13.6
	RFI Evaluation White Paper(s)
	DI-MISC-80508 (one soft copy and one hard copy)
	
	
	Standard Distribution*
	As directed by Task Monitor

	6.13.7
	Pilot WBS
	DI-MISC-80508 (one soft copy and one hard copy)
	Calendar days after TM notification
	2
	Standard Distribution*
	Draft – 10

Final –15

	6.13.8
	Architecture Template Presentation / White Paper
	DI-MISC-80508 (one soft copy and one hard copy)
	Calendar days after TM notification
	2
	Standard Distribution*
	Draft – 30

Final – 45

	6.13.7
	Master Program WBS
	DI-MISC-80508 (one soft copy and one hard copy)
	Calendar days after TM notification
	2
	Standard Distribution*
	Draft – 20

Final –30

	6.14.2
	Architecture Drawings
	DI-MISC-80508 (one soft copy and one hard copy)
	Calendar days after TM notification
	2
	Standard Distribution*
	Draft – 30

Final – 45

	6.14.2
	POC List
	Contractor Format  (one electronic and one hard copy)
	Calendar days after TM notification
	2
	Standard Distribution*
	Draft – 20

Final – 30

	6.14.3
	NCES IA Strategy (Work Plan and Approach) Briefing
	Contractor Format  (one electronic and one hard copy)
	Calendar days after TM notification
	2
	Standard Distribution*
	Draft – 30

Final – 45

	6.14.3
	NCES IA Architecture Briefing
	Contractor Format  (one electronic and one hard copy)
	Calendar days after TM notification
	2
	Standard Distribution*
	Draft – 30

Final – 45

	6.14.3
	NCES IA Architecture Drawings
	DI-MISC-80508 (one soft copy and one hard copy)
	Calendar days after TM notification
	2
	Standard Distribution*
	Draft – 30

Final – 45

	6.14.3
	Overarching NCES IA Architecture Document
	DI-MISC-80508 (one soft copy and one hard copy)
	Calendar days after TM notification
	2
	Standard Distribution*
	Draft – 30

Final – 45

	6.14.4
	NCES Minimum IA Requirements Briefing
	Contractor Format  (one electronic and one hard copy)
	Calendar days after TM notification
	2
	Standard Distribution*
	Draft – 30

Final – 45

	6.14.4
	NCES Minimum IA Requirements Document
	DI-MISC-80508 (one soft copy and one hard copy)
	Calendar days after TM notification
	2
	Standard Distribution*
	Draft – 30

Final – 45

	6.14.5
	“Guide for IA Review” Briefing
	Contractor Format  (one electronic and one hard copy)
	Calendar days after TM notification
	2
	Standard Distribution*
	Draft – 30

Final – 45

	6.14.5
	IA Review / Assessment Report/Brief
	DI-MISC-80508 (one soft copy and one hard copy)
	Calendar days after TM notification
	2
	Standard Distribution*
	Draft – 30

Final – 45

	6.14.6
	Briefings, Assessment/Review Reports, Lessons Learned, and other related activity reports
	DI-MISC-80508 (one soft copy and one hard copy)
	As required by Meeting dates
	2
	Standard Distribution*
	Ongoing

	6.14.6
	Meeting Minutes, Trip Reports, and Visit Summaries
	DI-MISC-80508 (one soft copy and one hard copy)
	As required by Meeting dates
	2
	Standard Distribution*
	Ongoing

	6.14.7
	NCES Commissioning Process” Briefing
	Contractor Format  (one electronic and one hard copy)
	Calendar days after TM notification
	2
	Standard Distribution*
	Draft – 30

Final – 45

	6.14.8
	GES Portal updates
	DI-MISC-80508 (one electronic copy in various formats published on portal)
	
	
	
	On-Going

	6.14.8
	IA End-to-End Schedule
	MS Project 2000 (one soft copy on Portal and one hard copy)
	30 Calendar Days after TO Award
	2
	Standard Distribution*
	Monthly thereafter

	6.14.8
	Monthly Status/Progress/Budget Reports
	Contractor format (one soft copy and one hard copy)
	30 Calendar Days after TO Award
	2
	Standard Distribution*
	Monthly thereafter

	6.14.8
	NCES C&A Process Brief
	PowerPoint Brief (one soft copy and one hard copy)
	40 Calendar Days after TO Award
	2
	Standard Distribution*
	2nd Draft, 

3rd Draft, and Final; Each 10 Calendar Days after Gov’t Comments

	6.14.8
	NCES C&A Process Document
	MS Word Document (one soft copy and one hard copy)
	40 Calendar Days after Final C&A Process Brief
	2
	Standard Distribution*
	2nd Draft, 

and Final; Each 15 Calendar Days after Gov’t Comments


Standard Distribution* - 1 copy of the transmittal letter and the deliverable to the Primary TM

Security:

All personnel require access to information at the SECRET level.  Some personnel will require access to information at the TOP SECRET/SCI level.

The Contractor shall follow the standards established in DOD 5200.2-R, DOD Personnel Security Program.  DOD 5200.2-R requires DOD military and civilian personnel, as well as DOD consultant and contractor personnel, who perform work on sensitive automated information systems (AISs), be assigned to positions which are designated as one of two sensitivity levels (ADP-I, ADP-II).  These designations equate to Critical Sensitive and Non-Critical Sensitive.  The Contractor shall assure that individuals assigned to the following sensitive positions, as determined by the Government, have completed the appropriate forms.  All individuals will be U.S. citizens.

Personnel supporting this task will be ADP-II positions and require either a DOD National Agency Check plus written inquiries or a National Agency Check plus written inquiries.

The required investigation will be completed prior to the assignment of individuals to sensitive duties associated with the position.  The Contractor shall forward their employee clearance information (completed SF 85P, Questionnaire for Positions of Public Trust, and two DD Forms 258 (Fingerprint cards to DISA Security Division.

Contractor personnel, with access to DOD facilities, shall observe local DOD security policies and procedures.  The DD Form 254 Contract Security Classification Specification Form is part of Appendix U of the contract.  Access to government facilities will be granted on a need-to-know and a clearance basis.

Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI):

Additional GFI/GFE requirements will be identified on a task-by-task basis.  As additional materials are required, the Contractor shall coordinate requirements with the Task Monitor and COR.  The Government will facilitate the Contractor’s access to the data required in support of this work effort.  GFI will include existing documentation and the current web site data.  Final disposition of GFE will be handled in accordance with the government's property management procedures.  The Contractor shall maintain an integration and test laboratory in the NCR using GFE.

Other Pertinent Information or Special Considerations.

a.  Identification of Possible Follow-on Work.  Upon completion of this task order it may be necessary for the Contractor to perform follow-on work for the continued support of Security Engineering, PKE and PK enabling of application per 6.0

b.  Identification of Potential Conflicts of Interest (COI). The primary burden is on the Contractor to identify any organizational COI.  The Government will identify and evaluate such conflicts.

c.  Identification of Non-Disclosure Requirements.  The Contractor must execute the non-disclosure agreements when working with sensitive and/or proprietary information.  During the integration of the PKE and Vendor proprietary software the Contractor must execute the non-disclosure agreement as it relates to the PKE and its multiple commercial components.

d.  Packaging, Packing, and Shipping: See paragraph D.1 of the ‘I Assure‘ contract.

e.  Inspection and Acceptance: See section E.1 of the ‘I Assure’ contract.

f.  Year 2000 Compliance.  All information technology provided under, or in support of, this contract by the Contractor and all subcontractors shall be Year 2000 compliant.  Year 2000 compliant means, with respect to information technology, that the information technology accurately processes date/time data (including, but not limited to, calculating, comparing, and sequencing) from, into, and between the twentieth and twenty-first centuries, and the years 1999 and 2000 and leap year calculations.  Also to the extent that other information technology, used in combination with the information technology being acquired, properly exchanges date/time data with it.To ensure Year 2000 compliance, the Contractor shall, at a minimum, test a representative sampling of the information technology, or the same type of information technology, that will be provided under the contract.  Year 2000 compliance testing will be accomplished and documented in accordance with generally accepted commercial standards/practices.  If requested, the Contractor shall provide the Government with a copy of such Year 2000-compliance test documentation at no additional cost to the Government.

13.  Section 508 Accessibility Standards.  The following Section 508 Technical Standards and Functional Performance Criteria are applicable to this acquisition (if box is checked).

Technical Standards
 FORMCHECKBOX 
 1194.21 - Software Applications and Operating Systems

 FORMCHECKBOX 
 1194.22 - Web Based Intranet and Internet Information and Applications

 FORMCHECKBOX 
 1194.23 - Telecommunications Products

 FORMCHECKBOX 
 1194.24 - Video and Multimedia Products

 FORMCHECKBOX 
 1194.25 - Self-Contained, Closed Products

 FORMCHECKBOX 
 1194.26 - Desktop and Portable Computers

 FORMCHECKBOX 
 1194.41 - Information, Documentation and Support

The Technical Standards above facilitate the assurance that the maximum technical standards are provided to the Offerors.  Functional Performance Criteria is the minimally acceptable standards to ensure Section 508 compliance.  This block is checked to ensure that the minimally acceptable electronic and information technology (E&IT) products are proposed.

Functional Performance Criteria
 FORMCHECKBOX 
 1194.31 - Functional Performance Criteria
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29.







DIFFERENCES







22. UNIT PRICE







21. UNIT







ACCEPTED*







ORDERED/







QUANTITY







20.







REF:







Furnish the following on terms specified herein.







Reference your quote dated







AND CONDITIONS SET FORTH, AND AGREES TO PERFORM THE SAME.







ORDER AS IT MAY PREVIOUSLY HAVE BEEN OR IS NOW MODIFIED, SUBJECT TO ALL OF THE TERMS







ACCEPTANCE. THE CONTRACTOR HEREBY ACCEPTS THE OFFER REPRESENTED BY THE NUMBERED PURCHASE 







DATE SIGNED







(YYYYMMMDD)







TYPED NAME AND TITLE







SIGNATURE







NAME OF CONTRACTOR







If this box is marked, supplier must sign Acceptance and return the following number of copies:







DEBRA D. SANTORO







BY:







quantity ordered, indicate by X.  If different, enter actual







CONTRACTING / ORDERING OFFICER















EMAIL:















25. TOTAL







SYSTEMS RESEARCH AND APPLICATIONS CORP







4300 FAIR LAKES COURT







FAIRFAX VA 22033-4232







MARILYN RAY







$5,499,652.00







CODE







6R517







X







17. ACCOUNTING AND APPROPRIATION DATA/ LOCAL USE







36. I certify this account is correct and proper for payment.







6. ISSUED BY







CODE







9. CONTRACTOR  







CODE







18. ITEM NO.







19. SCHEDULE OF SUPPLIES/ SERVICES







26. QUANTITY IN COLUMN 20 HAS BEEN







SIGNATURE OF AUTHORIZED GOVT. REP.







DATE







DATE







SIGNATURE AND TITLE OF CERTIFYING OFFICER







INSPECTED







RECEIVED







ACCEPTED, AND CONFORMS TO THE







CONTRACT EXCEPT AS NOTED







37. RECEIVED AT







38. RECEIVED BY 







39. DATE RECEIVED







(YYYYMMMDD)







DCA200-00-D-5018







1. CONTRACT/PURCH. ORDER/ 







    AGREEMENT NO.







* If quantity accepted by the Government is same as







quantity accepted below quantity ordered and encircle.







DELIVERY/







16. 







14. SHIP TO







See Schedule







HC1013







DD Form 1155, JAN 1998 (EG)







PREVIOUS EDITION MAY BE USED.







SEE SCHEDULE







2. DELIVERY ORDER/ CALL NO.







0020







37







PAGE 1 OF







5. PRIORITY







CODE







8. DELIVERY FOB







DEST







X







OTHER







(See Schedule if other)







MARK IF BUSINESS IS







11.







SMALL







SMALL







DISADVANTAGED







WOMEN-OWNED







N68566







MARK ALL







PACKAGES AND







PAPERS WITH







 IDENTIFICATION







NUMBERS IN







BLOCKS 1 AND 2.







23. AMOUNT







27. SHIP NO.







28. DO VOUCHER NO.







PARTIAL







FINAL







32. PAID BY







33. AMOUNT VERIFIED







CORRECT FOR







31. PAYMENT







COMPLETE







34. CHECK NUMBER







PARTIAL







FINAL







35. BILL OF LADING NO.







40.







TOTAL







CONTAINERS







41. S/R ACCOUNT NO.







42. S/R VOUCHER NO.







ORDER FOR SUPPLIES OR SERVICES







3. DATE OF ORDER/CALL







2004 Mar 15







4. REQ./ PURCH. REQUEST NO.







DGEMZ41614







SEE ITEM 6







FACILITY







10. DELIVER TO FOB POINT BY (Date)







SEE SCHEDULE







12. DISCOUNT TERMS







13. MAIL INVOICES TO THE ADDRESS IN BLOCK







See Item 15







15. PAYMENT WILL BE MADE BY







CODE







DFAS PENSACOLA







MAIL TO: DITCO/AQSC4-FMO                 







SCOTT AFB IL 62225-5406







This delivery order/call is issued on another Govt. agency or in accordance with and subject to terms and conditions of above numbered contract.







TYPE







CALL







OF







PURCHASE







ORDER







SEE SCHEDULE







7. ADMINISTERED BY 







DISA/DITCO-SCOTT







2300 EAST DRIVE







SCOTT AFB IL 62225-5406







24. UNITED STATES OF AMERICA







TEL:












