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Section B - Supplies or Services and Prices

	ITEM NO
	SUPPLIES/SERVICES
	MAX QUANTITY
	UNIT
	UNIT PRICE
	MAX AMOUNT

	0001
	
	1
	Lot
	$1,152,728.92
	$1,152,728.92 NTE

	
	Information Assurance Support Services

T&M

Provide Data Network Security Assessment and Security Strategy Development Engineering Support in accordance with attached statement of work dated 12 Mar 2004 (IAssure Trackiing No. IA227).  The period of performance is 365 calendar days (22 Apr 2004 through 21 Apr 2005).  SAIC's revised proposal dated 25 Mar 2004 is incorporated by reference.  This is a time-and-materials line item.  The contractor shall invoice monthly for actual hours performed and/or reimbursable travel and materials (as applicable).  The amount shown for the line item is a not-to-exceed amount.

PURCHASE REQUEST NUMBER: DGEMZ49827/DGEMZ59827


	

	
	
TOT MAX PRICE
	$1,152,728.92 NTE

	
	
CEILING PRICE
	

	
	
	


FOB:  Destination

Section G - Contract Administration Data

ACCOUNTING AND APPROPRIATION DATA

	AA: 
	97X4930.5F20 000 C1013 0 068142 2F 255011 

	AMOUNT: 
	$1,152,728.92 


CLAUSES INCORPORATED BY FULL TEXT

52.232-18     AVAILABILITY OF FUNDS (APR 1984)

Funds are not presently available for this contract. The Government's obligation under this contract is contingent upon the availability of appropriated funds from which payment for contract purposes can be made. No legal liability on the part of the Government for any payment may arise until funds are made available to the Contracting Officer for this contract and until the Contractor receives notice of such availability, to be confirmed in writing by the Contracting Officer.

(End of clause)

Additional Accounting and Appropriation Data

AA:  97X4930.5F20 000 C1013 0 068142 2F 255011

CLIN            Purchase Request Number                Status of Funds                                         Obligated Amount

0001              DGEMZ49827                                 Available Now                                          $619,000.00

0001              DGEMZ59827                                 Subject to Availability of FY05 Funds     $0.00

                                                                               IAW FAR 52.232-18

DITCO Point of Contact

Contracting Officer
CONTRACTOR POINT OF CONTACT

Contractor Name:  Science Applications International Corp.

DUNS:  148095086

CAGE CODE:  0T5L1

Contractor POC:  Kim Hayes

Email Address:  kimberly.d.hayes@saic.com

Phone Number:  703-375-2079

Electronic invoices may be sent to invoicereceipt@scott.disa.mil.  Questions regarding invoices may be directed to (618) 229-9228.  Vendors may check the status of invoices at the following web site:




http://www.dfas.mil/money/vendor
CREDIT CARD METHOD OF PAYMENT.  If payment is to be made via credit card, contact the Contracting Officer listed above.
Section J - List of Documents, Exhibits and Other Attachments

SOW
‘I ASSURE’ TASK ORDER (TO)

STATEMENT OF WORK (SOW)
as of 12 Mar 2004

	Contract Number:
	DCA200-00-D-5017

	Task Order Number:
	0054

	IAssure Tracking Number:
	IA227

	Follow-on to IAssure Contract and Task Order Number:
	0033


1.
Points of Contact

a.  Primary Task Monitor (TM):
	Name:
	

	Organization:
	DISA/GE446

	Address:
	5275 Leesburg Pike, Falls Church, VA 22041

	Phone No.:
	

	Fax No.:
	

	Internet Address:
	


b.  Alternate Task Monitor (ATM):
	Name:
	

	Organization:
	DISA/GE446

	Address:
	5275 Leesburg Pike, Falls Church, VA 22041

	Phone No.:
	

	Fax No.:
	

	Internet Address:
	


2.
Order Title:  Data Network Security Assessment and Security Strategy Development Engineering Support.

3.  
Background:  

Maintaining the high-level of protection through Data Networks operations (NIPRNet/SIPRNet/IP Core) increases Information Assurance (IA) levels for DoD classified and unclassified sensitive information.  In order to meet this requirement, DISA must engineer solutions from an Information Assurance (IA) perspective.

As part of the engineering effort, DISA must establish IA protection mechanisms to guard against the potential level of threat from unauthorized access to, and exploitation of, network resources and network level communications.  These mechanisms will strengthen and harden the security levels for network management, control, information, and services.  

DISA must also perform IA evaluations and testing to develop secure network management, network signaling, and access control policies and techniques based on leading-edge technology and best security practices.  Additionally, DISA must perform needed IA related evaluations on network infrastructure components such as routers, switches, firewalls, etc.  

4.

Objectives:   The objectives of this task are:

Provide technical support to the Data Network Security Engineering Project, which assesses, tests, and recommends solutions to improve IA, for the management and control of data transfer between the Network Operations Centers (NOCs) and the NIPRNet, SIPRNet, and IP Core network devices.  

Secure network traffic and implement security policy and practices through new technologies within Data Services environments.  These technologies include, but are not limited to, network devices (routers, switches, firewalls, etc.) and services (Simple Network Management Protocol v3 (SNMPv3), Authentication, Authorization, and Accounting (AAA), secure remote access (i.e. Secure Shell, Secure VPN, IPSec, etc.), access controls, IPv6 and Multi-Protocol Label Switching (MPLS)).  

Provide security-engineering support for the following functional requirement areas:

(
Satisfy current and future DoD data network security requirements.

(
Maintain interoperability with the existing and planned NIPRNet, SIPRNet, and IP Core infrastructure systems.

(
Provide secure data communications between the network administrators and the data network devices.

(
Data network control traffic and systems must be secure and protect data network control traffic and systems from vulnerabilities and compromise

5.
Scope:  

This document applies to the Data Network Security Assessment and Security Strategy Development Engineering project, which includes:  the assessment, testing and implementation of new data network security solutions; the evaluation of Commercial Off The Shelf (COTS) router and security products, and enhancement of currently fielded data network security technologies.  
The contractor shall comply with the appropriate DoD-approved architectures, programs, standards and guidelines, such as Defense Information Infrastructure (DII) Strategic Technical Guidance (STG), DII Common Operating Environment (COE), Defense Information Systems Network (DISN) and Shared Data Environment (SHADE).  Specific services addressed in this SOW are:

· Task Area 1 - Policy, Planning, Process, Program and Project Management Support

· Task Area 2 - Standards, Architecture, Engineering and Integration Support

· Task Area 3 - Solution Fielding/Installation and Operations

6.
Specific Tasks:

6.1. 
Task 1 - Contract-Level and TO Management.
6.1.1.  Subtask 1 - Integration Management Control Planning.  

Provide the technical (task order level) and functional activities at the Contract Level needed for the Program Management of this SOW. Include productivity and management methods such as Quality Assurance, Progress/status reporting, and Program Reviews at the Contract and Task Order level. Provide the centralized administrative, clerical, documentation and related functions. 

6.1.2.  Subtask 2 - TO Management.   

Prepare TO Management Plan or Plan of Accomplishment (POA) describing the technical approach, organizational resources and management controls to be employed to meet the cost, performance and schedule requirements throughout TO execution.  The contractor and the government shall hold an initial Technical Interchange Meeting (TIM) within 15 calendar days after contract award for the purpose of reviewing the requirements and establishing firm dates for deliverables. TIMs will be held quarterly and the contractor shall address all task and sub-task areas within the SOW during them.  The POA deliverable will be due within 15 calendar days of the initial TIM.  Provide a TO level monthly status report including (QA) monitoring, progress/status reporting, and program reviews.  The monthly status report shall provide the following information:  sub-tasks worked; expended hours and costs by labor category; actual expenditures; planned expenditures, and an explanation for differences between the actual and planned expenditures.  

 6.1.3.  Subtask 3 - Policy and Planning Support.  

The contractor shall review and be familiar with all instructions and policies that apply to data network security technologies.  At a minimum the following instructions/policies shall be reviewed and understood by all contract senior and intermediate level system engineers: 

1.  CJCSI 6510.01C, Information Assurance (IA) and Computer Network Defense (CND)

2.  CJCSI 6510.01M (Draft), Information Assurance Implementation Manual

3.  PDD-63, Presidential Decision Directive 63, Critical Infrastructure Protection, May 1998

4.  DISA War Fighter Support Plan, Oct 1997

5.  DOD 5200.1-R, Information Security Systems Program, Jan 1997

6.  JROCM 048-96, Joint Capstone Requirements Document (DISN), 29 Sep 1996

7.  JIEO Report 8247, Defense Information Systems Network (DISN) Architecture, Sep 1996

8.  JROCM 047-95, Joint Mission Need Statement (DISN), 30 Mar 1995

9.  Department of Defense Directive, Ref. Number 5105.19, DISA, Jun 1991

10.  NSD-42, National Security Directive 42, 05 Jul 1990 Common Criteria

11.  DODD 8500.1 Information Assurance

12.  DODI 8500.2 Information Assurance Implementation

13.  DODD 8510.aa DOD Telecommunications Secured Monitoring

14.  DODI 8510.bb DITSCAP Implementation

15.  DODI 8520.cc COMSEC

16.  DODI 8560.aa Information Assurance Monitoring And Readiness Testing of DOD Telecommunication & Information Systems

Additionally, at the direction of the Government, the contractor may be required to prepare technical point papers that address current issues to comply with regarding current regulations and standards.

	DELIVERABLES for TASK 6.1

	Technical Papers
	As Required By TM

	Monthly Status Reports
	By the 15th of the following month

	Plan of Accomplishment (POA)
	15 calendar days after TIM


6.2.  Task 2 – Test, Evaluation and Implementation Support of Secure Network Management Solutions.

This is a follow-on to TO #0033. Under this task the contractor shall continue to provide IA engineering support with the goal of implementing secure solutions to harden the current DISN network management services and processes, specifically for the NIPRNet, SIPRNet and IPCore network environments.  The contractor shall continue to test, evaluate and implement network management solutions that secure the control data between the NOCs, the network administrators, and the data service network devices. The contractor must develop engineering plans and perform technology assessments of COTS, protocol level, and IA product implementation. The contractor must address the necessary level of security and determine the Level of Effort (LOE), cost, risk, and functionality trade-offs, and improvements that are required to implement the required for network management IA improvements. 

The contractor shall continue to assess, test and implement secure remote access solutions for network administration and device management and secure solutions to the network management systems and control traffic responsible for network monitoring.  

6.2.1.
Subtask 1 – Continued Support of Secure Remote Management Solutions (from TO #0033). 

a.  The contractor will provide engineering, integration, assessment, and implementation support for secure remote access network management solutions for Out-of-Band (OoB) device administration and management.  This is an extension to the secure In-Band remote device management solution implementation, and the design and assessment of the Communications Devices, Inc. (CDI) secure modem system, that were performed during execution of the previous TO. 

Required support for the OoB network management solution will include developing a Request for Change (RFC) and associated briefs to obtain DISA approval, preparing a procurement package, coordinating the delivery of system components, and providing installation support and guidance to the NIPRNet and IPCore administrators. 

b. The contractor will provide engineering, integration, assessment and implementation support to provide secure remote Virtual Private Network (VPN) access solutions to the NOCs and to network devices (i.e. routers, switches, etc.). The contractor shall evaluate multiple VPN solutions and recommend effective solutions for secure network access from remote Internet locations into the NOCs, and potentially for direct Internet access to NIPRNet devices.  Solutions to be evaluated include, but are not limited to, SafeNet’s Secure VPN Gateway products (evaluated during previous TO), V-One’s secure VPN, and NetScreen’s VPN/Firewall products.

Required support for the secure VPN network management solution will include conducting product evaluations, developing a Request for Change (RFC) and associated briefs to obtain DISA approval, preparing a procurement package, coordinating the delivery of system components, and providing installation support and guidance to the NIPRNet and IPCore administrators. 

6.2.2.
Subtask 2 – Simple Network Management Protocol (SNMP) v3 Assessment Support.
a.  The contractor will continue (Network Operations Warfighter Facility (NOWF) testing solutions for securing the network management systems that monitor the networks. The NOWF testing environment shall reflect DISA’s data network management operation and enclave management configuration environments as implemented throughout the DISN.  The testing shall verify and test network management system software interoperability with the following systems and services as a minimum:

· HP OpenView Network Node Manager – (currently deployed versions)
· Cisco Router Internetworking Operating System (IOS) – (current deployed versions)
· Juniper Router Operating System (JUNOS)

· SNMPv3 backward compatibility with SNMPv1 and v2 

· Concord NetHealth Server (based on vendor supportability)

· CiscoWorks 2000 (based on vendor supportability)

The HP OpenView Network Management System and SNMP Research Security Pack plug in.  The contractor will evaluate and document functionality, interoperability, compatibility, performance and security levels, and inter-communication abilities of the NMS, Security Pack, and the SNMP-managed network devices.  The assessments will include extensive evaluations of product capabilities such as key management via the Enterpol software module developed by SNMP Research, Inc. (list any other “product capabilities”, i.e., authentication, authorization, access control, data integrity, encryption options, etc.  The government may request additional engineering assessments as SNMPv3-compliant products are developed.  

The contractor shall develop test reports, RFCs, project briefs, a Bill of Materials (BOM), implementation plans, and installation guides for each engineering assessment/test as required under this subtask. 

	DELIVERABLES for TASK 6.2

	Technical Papers
	As required by TTM

	Test Plans
	Prior to assessments

	RFCs
	Upon completion of assessments

	Test Reports
	15 calendar days after assessments

	Implementation Plans
	15 calendar days after Test Report delivery and TTM approval

	Installation Guides
	15 calendar days after Implementation Plan delivery


6.3.
Task 3 – Test, Evaluation and Implementation Support of Network Traffic Security Solutions.

This is a follow-on to TO #0033. Under this task the contractor shall continue to provide IA engineering support with the goal of implementing secure solutions to harden network traffic within the data services environment, specifically for the NIPRNet, SIPRNet and IPCore networks.  The contractor shall continue to test, evaluate and implement COTS security and security-enabled information assurance products to provide improved protection of network traffic. The contractor must address the necessary level of security and determine the Level of Effort (LOE), cost, risk, and functionality trade-offs, and improvements that are required to implement the required for network management IA improvements. 

The contractor shall conduct feasibility studies of potential solutions for securing network traffic and will assess and test IPSec compliant hardware and software and other data network security assessments to secure the NIPRNet, SIPRNet, and IP Core networks.

6.3.1. Subtask 1 – Test, Evaluate and Recommend Access Control Solutions for Data Services network infrastructure.
a.  The contractor shall evaluate and recommend access control policies implementation for the data services environments.  Recommendations shall be based on the NOWF assessment results. 

b.  The Government will direct the contractor to integrate access controls into new equipment evaluation to substantiate the equipment’s ability to support (increase the IA level of) NIPRNet/SIPRNet operations. 

c.  The contractor shall develop: assessment plans and reports with recommendations; implementation plans with configuration details; and provide recommended policy and procedures for the NIPRNet/SIPRNet environments.

6.3.2. Subtask 2 – Test and Evaluate IPSec Protocol based Security Solutions for Securing Network Traffic.

a.  The contractor shall research, test and evaluate IPSec network encryption capabilities as product maturity/availability increases. Technologies such as VPN and IPSec hardware encryption may be included within this support requirement. 

b.  The contractor shall perform testing and performance analysis to determine if IPSec network encryption is suitable for data services network use.  

c.  The contractor shall develop: assessment plans and reports with recommendations; implementation plans with configuration details; and provide recommended policy and procedures for the Data Services Network environments.

	DELIVERABLES for TASK 6.3

	Feasibility Studies
	As required by TTM

	Assessment Plans
	Prior to assessment

	Assessment Reports
	15 calendar days after assessment

	Implementation Plans
	15 calendar days after assessment delivery


6.4.
Task 4 – Test and Evaluation of New Data Network Security Technologies/Solutions.

a.  The contractor shall research, test and evaluate new systems and technologies as they relate to IA.  The contractor shall conduct engineering assessments and provide implementation recommendations for technological solutions that improve data services network security. 

b.  Conduct Feasibility Studies for potential solutions for securing improved data network security technology implementations.

c.  Specific assessments and testing will include network devices such as routers and switches and the following services Ipv6 and MPLS.

6.4.1. Subtask 1 – IPv6 Transition Assessment Support

a.  DISA is planning to begin a 7-10 year evolution of the current IPv4 DISN infrastructure to the more robust IPv6-based protocol standard. DISA’s IPv6 Transition Team will require IA engineering and assessment support throughout this network transformation.  The contractor will provide IA related technology reviews and design support for the IPv6 transition during this TO.  

b.  The contractor shall conduct feasibility studies and develop briefs, technical papers and IA policy in support of the IPv6 Transition. In support of IPv6 testing, the contractor will also be required to develop assessment plans and reports with recommendations, an implementation plan with configuration details for implementation within the data services environments.

6.4.2.
Subtask 2 – MPLS Implementation Assessment Support.

a.  The contractor will be required to provide IA engineering and test support to DISA organizations leading the MPLS Implementation for the NIPRNet Core services.

b.  The contractor will be responsible for developing technical papers, assessment plans, and an assessment report with recommendations to support the secure implementation of the MPLS architecture. 

6.4.3.
Subtask 3 – IP Multicasting Implementation Assessment Support.
a.  The contractor will be required to provide IA engineering and test support to DISA organizations leading the IP Multicasting Implementation for NIPRNet Core services.

b.  The contractor will be responsible for developing technical papers, assessment plans, and an assessment report with recommendations to support the secure implementation of IP Multicasting technologies within the Core network.

6.4.4.
Subtask 4 – Quality of Service (QoS) Implementation Assessment Support.
a.  The contractor will be required to provide IA engineering and test support to DISA organizations leading the Quality of Service (QoS) Implementation for NIPRNet Core services.

b.  The contractor will be responsible for developing technical papers, assessment plans, and an assessment report with recommendations to support the secure implementation of QoS features within the Core network.

	DELIVERABLES for TASK 6.4 

	Feasibility Studies
	As required by TTM

	Technical Papers
	As required by TTM

	Test Plans
	Prior to assessments

	Test Reports
	15 calendar days after assessments

	RFCs
	Upon completion of the assessments

	Implementation Plans
	15 calendar days after assessment delivery and TTM approval


6.5.
Task 5 – Information Assurance IP Network Support (Configuration Control Board Participation)

a.  Changes to the DISN require approval from the Configuration Control Board (CCB).  Requests for technology insertion or change to the network occur through the RFC procedure.  The CCB meets biweekly to review, obtain status updates, and render approval/disapproval decisions on submitted RFCs. The contractor shall provide support for the CCB and attend the CCB meetings.  Tasks involved in CCB support include attending CCB meetings, providing security engineering assessments of RFCs submitted to the CCB, and writing and coordinating RFCs to submit to CCBs.  The contractor will capture relevant issues from these proceedings and provide meeting and/or technical reports to the government.  After each CCB meeting attended by the contractor, the contractor shall submit a CCB meeting status report outlining the items, issues, and RFCs discussed in the meeting.  

	DELIVERABLES for TASK 6.5 

	Technical Papers/Briefs
	As required by TM

	RFCs
	Upon completion of the assessments

	Meeting Summaries/Minutes
	As required by TM


6.6. Task 6 – DISN Information Assurance Working Group (DISN IAWG) Support. 

DISN IA engineering activities and status’ are discussed at working groups held on a monthly basis. Issues such as system deployment status/results are presented for discussion as well as progress status relating to network system accreditations.  The contractor shall provide Data Network Security project status support, attend the DISN IAWG meetings on an as-needed basis, collect and prepare meeting minutes, and prepare technical papers/briefs as required.
	DELIVERABLES for TASK 6.6 

	Technical Papers/Briefs
	As required by TM

	Meeting Summaries/Minutes
	As required by TM


7.
Place of Performance:  

a.  The place of performance for the task is at the DISA Eagle Center for Technology building at the following address:

Defense Information Systems Agency

5275 Leesburg Pike

Falls Church, Virginia 22041

b.  Laboratory assessments will be performed at the NOWF laboratory in the G2-level of the building.  Some limited laboratory tasks may be performed in contractor facilities based upon prior government approval.  

c.  Place of performance for non-laboratory tasks will be on the government site (based on space availability) and/or at the contractor’s facility.  Non-laboratory tasks are defined as tasks not requiring access to NOWF networking equipment (e.g. administrative paperwork, assessment planning, and report preparation).  

d.  Local travel in the Washington Metropolitan Area may be required to perform interviews and to attend meetings, training, seminars, etc. in support of the project tasks, and to the extent that meetings and assessments may require contractor personnel to spend only part of a workday at the government facility.  

7.1.
Travel: The contractor shall be required to travel to support this contract.  Work shall be performed at the contractor’s site and the DISA sites within the Washington, DC metropolitan area as required by the TTM. Any travel outside the Washington, DC metropolitan area will only be conducted with prior coordination with and approval of the TTM and COR.  When feasible, the government will schedule meetings and other events so that a single trip will satisfy the travel requirements of several tasks. 
8.
Period of Performance:  The period of performance of this effort will be 365 calendar days after task order award.

9. Deliverable/Delivery Schedule

	SOW Task#
	Deliverable Title
	CDRL/DID#
	Due Date
	Copies
	Distribution
	Frequency and Remarks

	6.1.2
	Task Order Management Plan/Plan of Accomplishment (POA)
	Contractor Format - Word Office 2000
	15 calendar days after TIM
	1 hard

1 soft
	Hard copy to TTM, soft to TTM and ATTM
	Based on TIM

	6.1.2
	Monthly Status Reports
	Contractor Format - Word Office 2000
	By the 15th day of each month
	1 hard

1 soft
	Hard copy to TTM, soft to TTM and ATTM **
	Monthly

	6.2

6.3

6.4

6.5

6.6
	Status Briefs
	Contractor Format – Word Office 2000
	Weekly
	1 soft
	Soft copy to TTM and ATTM
	

	6.2.1-2

6.3.1-2

6.4.1-4
	Assessment Methodologies and Plans
	Contractor Format – Word Office 2000


	Prior to product testing
	1 hard

1 soft
	Hard copy to TTM, soft to TTM and ATTM
	

	6.2.1-2

6.3.1-2

6.4.1-4
	Assessment Reports
	Contractor Format – Word Office 2000
	15 calendar days after product testing
	1 hard

1 soft
	Hard copy to TTM, soft to TTM and ATTM
	

	6.2.1-2

6.3.1-2

6.4.1-4
	Implementation Plans
	Contractor Format – Word Office 2000
	15 calendar days after delivery of Assessment Reports and TTM approval
	1 hard

1 soft
	Hard copy to TTM, soft to TTM and ATTM
	

	6.3.2

6.4.1-4
	Feasibility Study
	Contractor Format – Word Office 2000
	As Required By TTM
	1 hard

1 soft
	Hard copy to TTM, soft to TTM and ATTM
	

	6.2.1-2

6.4.1-4

6.5
	Request for Change (RFC)
	Contractor Format – Word Office 2000
	As Required By TTM
	1 hard

1 soft
	Hard copy to TTM, soft to TTM and ATTM
	

	6.1.3

6.2.2

6.4.1-4

6.5

6.6
	Technical Papers
	Contractor Format – Word Office 2000
	As Required By TTM
	1 hard

1 soft
	Hard copy to TTM, soft to TTM and ATM
	

	6.5

6.6
	Meeting Status Reports
	Contractor Format – Word Office 2000
	As Required By TTM
	1 hard

1 soft
	Hard copy to TTM, soft to TTM and ATTM
	


* Standard Distribution
1 copy of the transmittal letter and the deliverable to the Primary TM

** Copies of the Monthly Status Report to the Business Office: Addressed to and 
10.
Security:  The following security requirements shall apply to this effort.

10.1.
Access to Information/Personnel Security Clearances.
10.1.1.
Classified Information:  All contractor personnel will have access to information classified up to and including SECRET.  Therefore, all contractor personnel shall have an active SECRET security clearance.

10.1.2.
Sensitive Information:  All contractor personnel, with the exception of certain administrative and management personnel, will have access to sensitive information, and access to computer operating systems containing this information. Contractor personnel meeting any of the conditions listed below, shall have designated ADP-I sensitive positions in accordance with paragraph 3.614 DOD 5200.2-R, Personnel Security Program, dated January 1987. These personnel shall have an active SECRET clearance with a Single Scope Background Investigation (SSBI).

10.1.3.
Security Procedures:  All contractor personnel working on or managing this effort shall strictly adhere to DISA and DOD security regulations and procedures, including, but not limited to, the provisions of the DOD Industrial Security Manual for handling classified material and producing deliverables.

11.

Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI):  Government furnished equipment (GFE) and contractor acquired Government owned equipment should be used for this SOW under this delivery order. Required hardware and software for assessments will be provided as GFE in the NOWF. The Government Task Monitor prior to purchase shall approve any purchases that may be required under this contract.  All contractor personnel performing work at the Government location will be furnished with the Government office environment.  This includes office space, and furnishings, office supplies, personal computer, telephone support, and access to facsimile, photocopy, and presentation equipment.

12.

Packaging, Packing, and Shipping:  Vendor will be responsible for shipping required for equipment to government installation and testing sites.

13.
Inspection and Acceptance:  The Technology deliverables will comply with DOD Instruction 5200.40 DITSCAP and be accredited at highest level of the connection it supports.  Documentation deliverables will be grammatically correct and technically accurate.

14.
Other Pertinent Information or Special Considerations:

14.1.
Contractor Personnel Requirements.
The contractor shall be knowledgeable of the DISN and have network security and IP experience.  As a part of the contract proposal, the contractor shall provide resumes of proposed personnel to be assigned to the project.  Special considerations include expertise in remote access, network security, network management, data network Security products (IPSec, SSH, TACACS+, SecurID, IPv6, …), Unix, Sun Solaris, Windows NT/2000, HP OpenView, SNMPv3, and a background in Information Security.  Following are government estimates for this task:

a.  Level of Effort (LOE) and Labor Categories.

1.
Total LOE anticipated is specified in the IGCE.

2. Labor categories anticipated are as follows:

I-Assure Program Manager (PM)

Senior IA Functional Analyst 

Senior Systems Engineer (key personnel)

Intermediate Systems Engineer (key personnel)
Junior Systems Engineer (key personnel)
Quality Assurance Specialist

b.  ODC Charges:

· Based on government approval, the contractor shall acquire hardware, software, and communications components to meet the requirements of the assessments being performed.  

NOTE: Funding should be allocated for purchasing hardware/software/tools/equipment to support testing.

· Based on government approval, contractor cell phone usage, local mileage and parking expenses associated with task performance will be reimbursed.

· Based on government approval, the contractor may be authorized by TM to participate in Government-sponsored training relating to project requirements.  This training is to acquire knowledge of current technology that may affect this project.  Examples of training include the SNMPv3 training and the SmartBits test equipment training.

The anticipated types of training possibly may be needed to support the SOW tasks are as the following:

· Training:
SOW task area supported

· IPv6
Task 4, Subtask 1

· Network Security
All Subtasks
· Security Certifications
All Subtasks
15.
Identification of Possible Follow-on Work:  This task is anticipated to be an annual requirement.

16.
Identification of Potential Conflicts of Interest (COI):  Section H.6 of the ‘I Assure’ contract applies.
17.
Identification of Non-Disclosure Requirements:  Paragraph H.10 of the contract applies.

18.  Section 508 Accessibility Standards.  The following Section 508 Accessibility Standard(s) (Technical Standards and Functional Performance Criteria) are applicable (if box is checked) to this acquisition.

Technical Standards
 FORMCHECKBOX 
 1194.21 - Software Applications and Operating Systems

 FORMCHECKBOX 
 1194.22 - Web Based Intranet and Internet Information and Applications

 FORMCHECKBOX 
 1194.23 - Telecommunications Products

 FORMCHECKBOX 
 1194.24 - Video and Multimedia Products

 FORMCHECKBOX 
 1194.25 - Self-Contained, Closed Products

 FORMCHECKBOX 
 1194.26 - Desktop and Portable Computers

 FORMCHECKBOX 
 1194.41 - Information, Documentation and Support

The Technical Standards above facilitate the assurance that the maximum technical standards are provided to the Offerors.  Functional Performance Criteria is the minimally acceptable standards to ensure Section 508 compliance.  This block is checked to ensure that the minimally acceptable electronic and information technology (E&IT) products are proposed.

Functional Performance Criteria
 FORMCHECKBOX 
 1194.31 - Functional Performance Criteria

