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AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT

Except as provided herein, all terms and conditions of the document referenced in Item 9A or 10A, as heretofore changed, remains unchanged and in full force and effect.

15A. NAME AND TITLE OF SIGNER (Type or print)

30-105-04

EXCEPTION TO SF 30

APPROVED BY OIRM 11-84

STANDARD FORM 30 (Rev. 10-83)

Prescribed by GSA

FAR (48 CFR) 53.243

a.  The purpose of this modification is to incorporate by reference SRA's revised proposal dated 25 Aug 2004 into the task order.  The

 revised proposal was submitted in response to the Government's revised Statement of Work dated 16 Aug 2004, attached.  Incorporation of

 this revised proposal changes the total order amount from $1,962,788.00 to $3,673,329.00, an increase of $1,710,541.00.

b.  The period of performance remains unchanged as 18 May 2004 through 31 Dec 2004.  All other terms and conditions remain unchanged.

1. CONTRACT ID CODE

PAGE OF  PAGES

Y

1

30

16A. NAME AND TITLE OF CONTRACTING OFFICER (Type or print)

16C. DATE SIGNED

BY

01-Sep-2004

16B. UNITED STATES OF AMERICA

15C. DATE SIGNED

15B. CONTRACTOR/OFFEROR

(Signature of Contracting Officer)

(Signature of person authorized to sign)

8. NAME AND ADDRESS OF CONTRACTOR  (No., Street, County, State and Zip Code)

9B. DATED (SEE ITEM 11)

X

DCA200-00-D-5018-0021

10B. DATED  (SEE ITEM 13)

X

9A. AMENDMENT OF SOLICITATION NO.

27-Jul-2000

11. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS

The above numbered solicitation is amended as set forth in Item 14.  The hour and date specified for receipt of Offer  

is extended,

is not extended.

Offer must acknowledge receipt of this amendment prior to the hour and date specified in the solicitation or as amended by one of the following methods: 

(a) By completing Items 8 and 15, and returning

copies of the amendment; (b) By acknowledging receipt of this amendment on each copy of the offer submitted;

or (c) By separate letter or telegram which includes a reference to the solicitation and amendment numbers.  FAILURE OF YOUR ACKNOWLEDGMENT TO BE 

RECEIVED AT THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN  

REJECTION OF YOUR OFFER.  If by virtue of this amendment you desire to change an offer already submitted, such change may be made by telegram or letter, 

provided each telegram or letter makes reference to the solicitation and this amendment, and is received prior to the opening hour and date specified.

12. ACCOUNTING AND APPROPRIATION DATA (If required)

See Schedule

13. THIS ITEM APPLIES ONLY TO MODIFICATIONS OF CONTRACTS/ORDERS.

IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14.

A. THIS CHANGE ORDER IS ISSUED PURSUANT TO:  (Specify authority) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE

 CONTRACT ORDER NO. IN ITEM 10A.

B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying 

office, appropriation date, etc.) SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(B).

C. THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF:

X

D. OTHER (Specify type of modification and authority)

Unilateral; Acceptance of SRA 25 Aug 2004 Proposal

E. IMPORTANT:   Contractor

X

is not,   

is required to sign this document and return

copies to the issuing office.

14. DESCRIPTION OF AMENDMENT/MODIFICATION  (Organized by UCF section headings, including solicitation/contract subject matter

 where feasible.)

10A. MOD. OF CONTRACT/ORDER NO.

01

2. AMENDMENT/MODIFICATION NO.

5. PROJECT NO.(If applicable)

6. ISSUED BY

3. EFFECTIVE DATE

01-Sep-2004

CODE

DISA/DITCO-SCOTT

2300 EAST DRIVE

SCOTT AFB IL 62225-5406

HC1013

7. ADMINISTERED BY  (If other than item 6)

4. REQUISITION/PURCHASE REQ. NO.

CODE

See Item 6

SYSTEMS RESEARCH AND APPLICATIONS CORP

4300 FAIR LAKES COURT

FAIRFAX VA 22033-4232

JANET GOLDEN

FACILITY CODE

6R517

CODE

iascottafb@scott.disa.mil

EMAIL:

TEL:

KAREN E. KINCAID / CONTRACTING OFFICER


SECTION SF 30 BLOCK 14 CONTINUATION PAGE 

SUMMARY OF CHANGES  

SECTION A - SOLICITATION/CONTRACT FORM 

                The total cost of this contract was increased by $1,710,541.00 from $1,962,788.00 to $3,673,329.00. 

SECTION B - SUPPLIES OR SERVICES AND PRICES 

        CLIN 0001 

                The unit price amount has increased by $1,710,541.00 from $1,962,788.00 to $3,673,329.00. 

                The total cost of this line item has increased by $1,710,541.00 from $1,962,788.00 to $3,673,329.00. 

SECTION G - CONTRACT ADMINISTRATION DATA 

Accounting and Appropriation 

Summary for the Payment Office 

CLIN 0001: 

        AA: 97X4930.5F20 000 C1013 0 068142 2F 255011 was increased by $1,710,541.00 from $1,962,788.00 to $3,673,329.00 

The following have been added by full text: 

Additional Accounting and Appropriation Data

AA:  97X4930.5F20 000 C1013 0 068142 2F 255011

CLIN/SubCLIN
Purchase Request Number
Obligated Amount

0001

DGEMZ49786

         INCREASE $1,710,541.00

SECTION J - LIST OF DOCUMENTS, EXHIBITS AND OTHER ATTACHMENTS 

The following have been added by full text: 

        STATEMENT OF WORK 16 AUG 04
NETWORK CENTRIC ASSURANCE PKI SECURITY SERVICES SUPPORT

STATEMENT OF WORK (SOW)

Modification to SRA Task Order#  0021

As of 02 August 2004

	Contract Number:
	 DCA200-00-D-5018

	Order Number:
	 0021

	Tracking Number:
	 IA235

	Previous Order Number:
	 N/A


1.  Points of Contact:

a.  Primary Task Monitor –
	Name:
	

	Organization:
	DISA/NE27

	Address:
	5275 Leesburg Pike

Falls Church, VA  22041

	Phone No.:
	

	Fax No.:
	

	Internet Address:
	


 b.  Alternate TM - 

	Name:
	

	Organization:
	DISA/NE27

	Address:
	5275 Leesburg Pike

Falls Church, VA  22041

	Phone No.:
	

	Fax No.:
	

	Internet Address:
	


2.  Task Title:  Department of Defense (DoD) Network Centric Assurance PKI Security Services Support

3.  Background – Global Information Grid Enterprise Services (GES):  The Department of Defense is transforming to network-centric operations.  This includes:

· Building and maintaining a network that people depend on and trust.

· Populating the network with new dynamic sources of information.

· Denying the enemy comparable advantages and exploiting their weaknesses.

Network-centric operations is defined as military operations enabled by “networking the force,” which is accomplished through distributed collaboration processes designed to ensure that all pertinent available information is shared and that all appropriate assets can be brought to bear by commanders in order to employ dominant maneuver, precision engagement, full-dimensional protection, and focused logistics.

The DoD is undergoing a modernization of its information infrastructure, including net centric information assurance security services, as part of the establishment and enhancement of capabilities needed for the Global Information Grid (GIG) Enterprise Services (GES).  The objective is to better achieve strategic and tactical requirements for the future in the most cost-effective manner.  Vital to success is the establishment of a secure means of moving a variety of information resources – data, voice, and imaging – to support strategic, operational and administrative functions in both peacetime and periods of national crisis.  Critical to effective information assurance and availability is the implementation of identity management capabilities and other security services.

4.  Objectives:  The objective of this task order is to provide Information Technology (IT) design, development, engineering, integration, implementation, sustainment and technical services in support of the Defense Information Systems Agency (DISA) Net Centric/PKI Security Services particularly those that support the DoD’s Identity Management System.  The purpose of this document is to detail requirements to perform system engineering and implementation, custom code development, configuration management, quality assurance/system evaluation, testing, training, installation, documentation, security certification, and system deployment for NIPRNET and SIPRNET.  Future work may involve similar support security services such as authorization, policy and privilege management.  The contractor shall perform as an integrated team member with other vendors and Government organizations in providing services under this SOW. All materials, including custom code, delivered under this SOW are to be the property of the Government. 

5.  Scope:  The Contractor shall comply with the requirements imposed by appropriate DOD-approved architectures, programs, standards and guidelines, such as Defense Information Infrastructure (DII), Defense Information Systems network (DISN), Global Information Grid (GIG), and Shared Data Environment (SHADE).  As part of this SOW, the Contractor will provide the necessary technical assistance to DISA in the design, testing, implementation, deployment of commercial products to support necessary security services (e.g., Netscape products), the development of necessary applications/code, and the integration and testing of the applications, enhancements, and patches needed for the security services.  Efforts under this SOW include but are not limited to engineering, development, testing, training, installation and maintenance that meet the requirements of the GIG IA Security Services. Services addressed in the SOW are:
· Error! Reference source not found.
· Error! Reference source not found.
· Error! Reference source not found.
· Task Area 4 – Deployment and Continuity of Operations

6.  Specific Tasks:

6.1  Task Area 1 - Contract–Level and Task Order Management 6.1.1  Subtask 1 – Integration Management Control Planning.

The Contractor shall provide the technical (task order level) and functional activities at the Contract Level needed for the Program Management of this SOW to include productivity and management methods such as Quality Assurance, Progress/status reporting, and Program Reviews at the Contract and Task Order level.  Provide overall system integration management and control planning, in direct support of the Program(s) Management Office (PMO).  The Contractor shall be responsible for integrating the system development and implementation actions with all other ongoing, supporting activities.  These will include the system and security architecture research, planning, analysis, testing and documentation actions, all development and acceptance testing actions, all standards and non-US environment plans and programs, the deployment to second and multiple sites, and all other Government and Contractor activities that are designated by the PMO to be included in the Project.  The Contractor shall use a detailed project Work Breakdown Schedule (WBS), coupled with regular management control meetings, to ensure all organizations and activities underway in support of the development are coordinated and integrated into one overall view.  Completion of this subtask requires the definition of productivity and management methods, emplacement of a support structure for the execution of defined methods, and enforcement of personnel compliance.  Productivity and management methods include a Quality Assurance Program and conducting Program Reviews at the Contract and Task Order level.  Support structure elements provide the centralized administrative, clerical, documentation and related functions.  The quality assurance program shall ensure the required quality, functionality, and utility are delivered, are cost effective to maintain, and are maintained throughout the life of the contract.  The Contractor shall collect and analyze quality assurance data in support of decisions in the areas of system engineering and maintenance.  Systems engineering and maintenance decisions are in the areas of system requirement satisfaction assessment, technology insertion, scenario studies, maintainability, and continuous improvement.  The goal of the quality assurance program is to ensure products of high quality and utility are consistently implemented.  The Contractor shall provide centralized administrative, clerical, documentation, and other related functions.

6.1.2  Subtask 2 – Task Order (TO) Management.

The Contractor shall prepare a TO Management Plan (TOMP) describing the technical approach, organizational resources and management controls to be employed to meet the cost, performance and schedule requirements throughout TO execution.  The Management Plan shall be updated as required during the performance of this task to reflect changes and for further definition of program criteria and milestones.  All modifications to the Management Plan shall be submitted to the Government for approval before execution.  The Management Plan shall serve as the vehicle that establishes firm delivery dates for incremental deliverables.  The Management Plan shall detail the coordinated interaction between system development and integration activities and the maintenance of existing capabilities.  The Contractor shall provide a Work Breakdown Schedule (WBS) and submit it to the Government for approval.  This chart will outline all resources, major and individual tasks assigned and the level of effort (LOE) for task completion.  Upon completion of this task order, the Contractor shall provide  a formal report outlining lessons learned.  This report shall include areas of improvement in the engineering and administrative processes and policies within the PMO.  This is a non-technical report.  Where applicable, these constructive suggestions will be incorporated into the PMO processes and policy.  The PMO shall provide an acceptance/non-acceptance letter to the Contractor rating Quality of Product and Service, Timeliness of Performance, Business Relations, and Customer Satisfaction.  The Contractor shall provide a monthly status report monitoring the quality assurance, progress/status reporting, actual expenditures versus projected expenditures, and program reviews applied to the TO.  The Contractor shall submit Monthly Status Reports that include financial and schedule status, proposed changes to the schedule as detailed in the Management Plan, technical accomplishments, issues and risks, and planned activities for the next reporting period.  Any issues requiring Government response or action shall be identified.

6.1.3  Subtask 3 – Technical Interchange Meetings.

Within ten days of award of the Task Order, the Contractor shall host a Technical Interchange Meeting (TIM) with the Government to ensure that there is a complete understanding between the Contractor and Government of the Statement of Work requirements.  Topics discussed shall describe the technical approach, organizational resources and management controls to meet the cost, performance, and schedule requirements throughout the period of performance.  The Contractor shall provide minutes for this TIM within ten days following the TIM.  Thereafter, TIMs will be held  on a biweekly basis, minutes due within 10 days of each TIM.  Contractor participation is also required at the Configuration Management Meetings, Requirements Meetings, and Operations Meetings as requested by the Government. 

6.1.4  Subtask 4 – Program Management Reviews / In-Process Reviews.

The Contractor shall hold Program Management Reviews (PMRs) and In-Process Reviews (IPRs) as needed.  The Contractor shall conduct each PMR and IPR with a coordinated agenda, briefing materials, document minutes of the PMRs and IPRs and provide information regarding TO status, e.g., work progress, cost, funding profiles, and schedule data.  PMRs and IPRs will provide for an interchange between the Government and Contractor, during the execution of the task order (e.g., approval of system requirements, review of the system design, reviewing the results of functional testing).  Reviews provide the appropriate forum for an interchange between the Government and Contractor during the execution of the task order and support the review of system and security architecture proposals, review of the system, unit, and functional test results amongst other relevant topics.  The IPRs shall also address selected technical and programmatic topics as directed by the Government.

 6.1.5  Subtask 5 – Program Support.

The Contractor shall provide general support to include drafting memos, briefings and reports; participation in meetings and video teleconferences as required; providing program control functions using a Government-approved earned value management system; financial management; provide program management support for all developed processes, documents, and products including configuration control boards; and provide associated administrative tasks necessary to support the program.  The Contractor shall provide support for capabilities demonstrations and conferences and other activities as specified by the Government.  Demonstrations/conferences may be held at the Contractor’s site, an official Government site or other locale to be determined by the Government.  The Contractor shall provide support for the planning, set-up, execution, removal and any follow-on activities related to any demonstration/conference activities.  This will include support for transportation and/or shipping of equipment to and from the demonstration site as deemed necessary by the Government.

6.1.6  Subtask 6 – Quality and Compliance:

Quality service and products are the goals of both the Government and the Contractor.  Open and frank communication between the two parties is paramount to the attainment of this goal and will provide opportunities to proactively address problem areas, identify successful areas to sustain, and identify business process improvements.

Contractor performance will be evaluated in four specific areas:

· Quality of Product and Service

· Timeliness of Performance

· Business Relations

· Customer Satisfaction

Specific performance evaluation criteria are identified below.
QUALITY OF PRODUCT AND SERVICE

· Compliance with contract requirements

· Completeness of shipment

· Delivery of correct product

· Delivery of quality product

· Delivery of product at an acceptable level of performance

· Equipment failures

· Delivery of defective equipment

· Accuracy of reports

· Effective logistics support

· Quality of replacement parts

· Configuration/integration capability

· Meeting cost estimates

· Adequacy of technology refreshment updates

· Adequacy of technical expertise and appropriate allocation to task support

· Proactive problem recognition and resolution

TIMELINESS OF PERFORMANCE

· Delivery dates met

· Discrepancies expeditiously resolved

· Warranty response time acceptable

· Reports meet due dates
BUSINESS RELATIONS

· Effective contract management

· Effectively managing contract resources

· Responsive to contract requirements

· Effectively resolving performance problems

· Reasonable/cooperative

· Prompt notification of problems

· Flexible

· Reliable

· Responsive to direction

· Implementation of quality improvements

· Innovative solutions
CUSTOMER SATISFACTION

· Completeness of shipments

· Operability of equipment and system upon receipt

· Quality of Product

· Accurateness of Documentation
6.2  Task Area 2 – Architecture, Engineering and Integration Support.

6.2.1  Subtask 1 – System Engineering Team (SET) Support.

The Contractor shall support and be an active participant on the System Engineering Team.  The SET is lead by the Government engineers, and is made up of other government staff, contractor engineers, and other government program contractors.  The Contractor shall document, technically assess, and make recommendations..  The Contractor shall provide space for all SET meetings that will be held on an as needed basis.  The Contractor shall produce records of all SET meetings, including synopses of all technical discussions, and lists of all open action items.  The Contractor shall submit a Memorandum for Record to the PMO within 3 business days of each SET meeting.

The problem management tools that the PKI program currently use are Rational for Configuration Management, and Remedy for trouble ticket tracking.

6.2.2  Subtask 2 - System Engineering Designation and Definition.

The Contractor shall integrate system development actions with individuals designated with responsibility as the “Chief Engineer for Security Services” and the “Lead System Engineers.”  
The Contractor shall establish and maintain a close working relationship between development and system engineering actions, using the Project WBS as the key planning and execution tool.  The  contractor shall collaborate with the Chief Engineers for technical guidance, and shall coordinate all actions and decisions with the Government for any activity that affects the overall system development.  The  actions  shall be summarized by the Contractor in the program’s overall WBS.   The  contractor shall participate in technical exchange meetings, review all issues associated with attainment of documented system/security requirements, and aid the PMO in arriving at a resolution strategy. 

The Contractor shall review the current architecture, assess the full set of approved system requirements and develop a proposed architecture that rapidly accelerates deployment of the system to a second and possibly third site while ensuring requirements and performance metrics are met or exceeded.  The Contractor shall fully collaborate with the Government regarding the performance metrics used to ensure all future architecture decisions are fully integrated for planning and implementation.  The Contractor shall investigate all viable technology options and shall present multiple architecture diagrams complete with assessments of the merits and risks of each approach.  The Contractor will lead the effort to define, model, and document the objective architecture and a series of transitional architecture(s).  Methods and standards used to model and document the system architecture shall be established by the System Engineering Team with all documentation resulting from subtask execution maintained in accordance with the Configuration Management Plan.

All system requirements generated during the Government’s requirements verification and validation process shall be incorporated into the system architecture and design.  The SET shall jointly validate the detailed requirements allocation against the requirements baseline. The Contractor shall ensure that the detailed requirement set for each component is complete, consistent, and testable.  The Contractor shall provide system architecture and detailed design documentation as required by the PMO and this task order.   Periodic System Design Reviews will validate the system architecture and detailed design.  These will cover, but will not be limited to, requirements addressed within the design, application programming interface(s), user interface(s), error handling, performance, constraints, toolkits required, security components, and risk areas.

6.2.3  Subtask 3 – System / Security Architecture Implementation.

The Contractor shall be responsible for implementation of the Government approved system and security architecture within a controlled lab environment for the purpose of architecture validation, evaluation, and evolution.  The Contractor shall perform developmental  and PKI integration testing. Additional evaluation for formal Government Acceptance testing, to include Interoperability, and GIG integration testing shall be conducted by the Joint Interoperability Test Command (JITC).  All test plans shall be documented in the Test and Evaluation Master Plan (TEMP).  Modifications to the system or security architecture to achieve successful implementation will be documented in the system architecture diagram / model / documentation.  Execution of this task shall result in enhanced system implementation and provide updates to the existing Detailed System Design Documentation.  Additional technical manuals (e.g., Administrator Guide, Installation Procedures, etc.) shall be updated and delivered upon notification of the Task Monitor.  The Contractor shall be responsible for the development of all required documentation as part of the DoD Information Technology Security Certification and Accreditation Process (DITSCAP).  The Contractor shall provide on-site support during the execution of System/Security Test & Evaluation activities.

Execution of this subtask requires the Contractor to establish a lab with sufficient hardware, software, and network connectivity to conduct system development, evaluation, practice deployment, and configuration management.  The Government and System Engineering Team will determine hardware and software required for the lab, including Government Furnished Equipment (GFE) items and prepare a detailed list. The Contractor shall maintain a diagram of the lab with network and hardware characteristics, machine configuration, software and hardware inventory, and the designated use for each lab component.  Modifications to the lab shall be configuration managed to monitor the impact of changes upon the operation and performance of the system and security architecture.

The Contractor shall design, develop, and implement enhancements to the web interface and schema in response to a Government approved system architecture model.  Specific enhancements shall be outlined in the mapping of functional requirements to system configuration components.  Examples include enhancements to the user search and display interface and/or the extension of schema under the guidance of the Government.

Upon evaluation of the architecture, if it is determined that additional hardware or software is required for the operational environment and/or the lab, the Contractor shall provide to the Government a list of the equipment needed.   Upon review and approval by the Government the Contractor may be authorized to purchase the hardware and software.  The Contractor shall submit a written request for authorization to purchase along with 3 quotes (or a sole source statement if it is a direct purchase) to the Government.  The TM will coordinate with the Contracting Officer for concurrence in all purchases.

6.2.4  Subtask 4 – Configuration Management.

The objective of this subtask is to ensure effective and thorough configuration management (CM) is implemented and maintained by the support Contractor.  Summary of these tasks include documentation generation, configuration item version control and archive (infrastructure and system software with associated documentation items), and all phases of system integration configuration management required to support Capability Maturity Model (CMM) Level 2/3.

The Contractor is responsible for the technical configuration management of the program baseline (developmental, operational, and archive).  This function ensures that the system baseline is maintained IAW the procedures established for baseline maintenance (e.g., Capability Maturity Model Integration Standards), and will abide by all of the procedures documented in the Configuration Management Plan.  Configuration Management Activities include:

· Generation of documentation suite as required for definition of capability

· Management of the software development (if required) and integration environments

· Schedule for and host activities related to Capability Increment release

· Conduct Test Readiness Reviews (TRRs)

· Participation in Government Acceptance Tests and Audits

· Maintenance of system baseline integrity and version archive for potential recovery and reverse engineering efforts 

· Support the CM system to capture trouble reports, change requests, updates and revisions to the installed system and subsequent releases.

· Development and version management of testing documentation

· Development and version management of system security documentation

· Version control of all deployed configurations to include operational sites, laboratory sites, and the Joint Interoperability Test Center (JITC).

· Management and tracking of all equipment complying with DOD equipment control process 

· PKI uses Rational tool for Configuration Management

6.2.5  Subtask 5 – Reliability, Availability and Maintainability Analysis.

The Contractor shall perform a reliability, availability and maintainability engineering analysis.  The analysis, provided in report format, shall identify and recommend solutions to eliminate single points of failure within the architecture.  The objective of the analysis is to recommend solutions to sustain a high availability of continuous services at the operational enclaves to include hardware and software processes.  The analysis report shall also address requirements for redundancy of the master/access directories, address requirements for on-line backup of the master directory, and compute the mathematical availability rating for the operational enclaves. 

6.2.6   Subtask 6 – Product Knowledge and Service Support.

The contractor shall offer consultative input and assistance to the DISA PKI Team, the PKI System Integrator, Mitre, the PKI PMO, etc with the implementation, deployment and integration of Netscape products within the DoD PKI. Additionally, the contractor shall provide expert consultative service to queries from the DISA PKI Lead Engineer, and document all such exchanges via email with copy to the Task Monitor. Integration activities for this task include necessary software analysis, code development and testing for required functionality, commonality and interoperability.  The Netscape products currently being used by DoD PKI are Certificate Management System [CMS], Directory Server, Enterprise Server, Communicator Web Browser, and Personal Security Manager [PSM] plug in to Communicator. Any effort associated with this task shall be documented in the appropriate section of the Monthly Status Report.  E-mail exchanges in response to government technical queries shall be reported in the appropriate section of the Monthly Status Report.  

The priority in this task area will be product migration assistance to the DISA PKI Team and the system integrator as the PKI performs the following product migration

· CMS 4.2sp1 to CMS 6.1sp4

· Directory Server 4.12 to Directory Server 6.1.1

· Enterprise Server 4.1sp8 to Enterprise Server 6.1sp2

· Communicator 4.7x/PSM 1.4 to Netscape 7/Mozilla

The upgrade to CMS 6.1 will also provide an opportunity for the DoD PKI to utilize new features.  CMS 6.1 replaces the Java Web Server front end of CMS 4.2sp1 with a Netscape Enterprise Server 6.1 sp2 front end.  CMS 6.1 also replaces the v4.12 Netscape Directory Server in CMS 4.2 sp1 with a v6.1.1 Netscape Directory Server.  These changes will enable the DoD PKI to provide more granular privilege management and also potentially provide the functionality to replicate the internal directory to improve availability and scalability.

Another new feature of CMS 6.1 include a more flexible certificate framework, called the profile framework.  The profile framework can potentially replace the policy framework currently in place at DoD and will ease the introduction of new certificate formats, such as those required by the Defense Messaging Service [DMS], or others.

6.2.7  Subtask 7: Immediate Integration Software Development and System Monitoring/Performance.

The Contractor shall develop computer software(code), product configurations, procedures,  analysis and/or documentation to support current PKI release functionality improvements and emergent fixes including but not limited to items such as:

(1)  Examine CA architecture and stability and propose options to improve system performance 

(2)  Investigate and implement solutions to better monitor alarms, performance impacts, review and analysis of various logs, and thresholds. 

(3)  Identify and eliminate single points of failure at the application level.

(4)  Identification of planned Netscape Product Enhancements that correct critical deficiencies that need to be invoked on the operational system.
(5) Continue supporting the Windows 2000 logon Capability for each CAC. This involves interpretation of the OEM specifications, coordination of outside testing resources, and the resolution of unforeseen technical challenges.

(6)  The contractor shall continue to input the designated DoD Authoritative Source database entries (The DoD Authoritative Source for registration names is an Oracle 8 database located at the DMDC in Monterey, CA.  There are a few million entries in the database.) into the DoD PKI directories along with the appropriate certificate information per specific guidance from the DISA PKI Lead Engineer.

(7) Development of specific applications for infrastructure support such as:   Automatic log retrieval and parsing for errors/threat patterns; more sensitive system monitoring, and issuance statistics gathering and reporting.
In addition, tools are required to assist in the troubleshooting of operational issues, and the integration and operational testing of applications developed, and product patches from Netscape Product Engineering.  Tools that have been developed or are under development are as follows

· VO Authentication/CRMF certificate request Perl application.

This application simulates hardware certificate requests being submitted by DMDC Issuance Portals to the operational DoD PKI CAs.  The contractor will port this tool to Java to improve its efficiency and functionality and provide this tool to DoD PKI engineers and the DoD PKI integrator, for use in troubleshooting, and integration and operational testing.

· Log/Data Transfer Application

This application will enable the automated, secure transfer of data from the PKI enclaves to external locations to assist in the analysis of issues.

· Logcount.pl

This Perl application parses a CMS audit log and develops a report on the number of hardware and software certificates issued, and the number of revocations, by VO or agent

The contractor shall assist in system integration and testing of new Netscape functionally and enhancements at the integration contractor’s PKI test lab and Security Solution Assessment at National Security Agency as necessary.  The contractor shall develop a Development Test Plan suitable to support development and integration testing for the existing PKI release modifications, and as required for future PKI releases.  When required, the contractor shall work directly with the integration contractor to support or perform testing. In all cases the contractor shall provide instructions in a format approved by the DoD PKI Lead Engineer. The Plan shall include, but is not limited to, the following deliverables:

1) .jar files or appropriate file format along with installation instructions.

2) Delivery of install scripts as part of any code or patches delivered

3) Development Test plans. 

4) Requirements Documentation to support new or updated functionality.

5) Inputs to System Architecture and Test Plans

6) Inputs to the Configuration Management System (Rational) for the PKI

         This will include the development of test plans, implementation plans, and implementation instructions.  All testing and implementation documentation, as well as testing results, will be provided to the DISA PKI team prior to commencement of implementation.

Other tools will also be developed, as needed, at the direction of the DISA PKI  Team. 

6.2.8  Subtask 8:  PKI Application Development-New functionality.

The contractor shall support the implementation of the following applications –

· Auto Key Recovery

· Windows 2000 Smart Card Logon Policy Extension

· VO Management Scripts

· CMS Internal Directory/Publishing Directory Re-mapper [also known as the Directory synchronization application]

· CMS Internal Directory Date Re-mapper

· CMS/DRM Re-escrow application

· Authentication Modules to replace the existing authentication modules originally developed for DoD PKI Release 1 [idauth and emailauth]— to include changes necessary for Phase I of the enhanced registration capability

The contractor shall migrate all of these applications for use with CMS 6.1, the latest release of CMS.  The application-programming interface [API] for CMS changed slightly between CMS 4.2sp1 and CMS 6.1, and the java runtime environment [JRE] has been upgraded from v1.1.8 [CMS 4.2sp1] to v1.4 [CMS 6.1], so the applications will be modified to reflect these changes.

 Contractor shall develop computer software (code), product configurations, procedures, analysis and/or documentation to support future PKI releases to improved functional, system stability and availability including but not limited to items such as: 

(1) Migration of DRM 4.1 store keys to DRM 4.2, and evaluate merging multiple DRMs (CAC Beta, R2, and R3), as feasible.
(2) SCEP registration to support Ipsec/VPNs. This includes but is not limited to: evaluate standards, security,  server-side support, and certificate profile support.

(3) Implementation of the capability to automatically archive Root CRLs.

(4) Continue to coordinate scalability/functionality testing with ActivCard and Sun to include DoD CA components in end-to-end system testing to be conducted in at the Sun iForce Lab in Menlo, Park CA. 

(6) Continue testing the components expected to be part of a future DoD PKI release- CMS, DS, Web/Enterprise servers,et.al.  Testing will concentrate on the Pin-based authentication and other features shipped with CMS including Registration Manager to determine how they can be used to replace the GOTS authentication module developed by SAIC. 

(7) Assist with migrating the PKI Directory to a Private Authoritative Source for PKI information and facility input of PKI Directory information in to the Global Directory Service that will ultimately act as the Public Directory for PKI data(user and CRL).

(8) Detailed migration strategy testing of both current CMS 4.2/Directory 4.12 and projected CMS 6.1/Directory 6.1.1 DoD PKI (without COE) environments in conjunction with Netscape Product  Engineering.

(9) Development/customization of updated  authentication interfaces for software issuance (replacement of autoauth and emailauth with modules more tightly coupled to COTS interfaces)

 Investigate the feasibility of modifying server/device certificate registration process to make it more streamlined, and allow for it to be accomplished by an agent with lesser privilege than an RA.

6.3  Task Area 3 – Enterprise Systems Management and Performance Metrics

6.3.1  Subtask 1 – System Management.

The Contractor shall integrate new capabilities into the infrastructure of the operational locations to fully exploit application and system management tools / resources covered by the Service Level Agreements (SLA).  The intent is to leverage existing tools and subject matter experts to implement a system management approach for the PKI/IdMS.   The tools are located at PKI operational locations in Chambersburg and Denver.  The government will manage the CM process and the day to day CM support shall be provided by the contractor.

6.3.2  Subtask 2 – High-Level Performance Metrics.

DISA program performance is evaluated through the establishment of program goals, a means to measure program performance, and reports of progress made toward these goals.  As a critical DISA program, PKI/IdMS must incorporate performance metrics into the program and budget process, ensuring a balanced view of performance that aligns day-to-day activities with long-term goals and focuses on outcomes (results, quality, and customer service) rather than outputs.  The Contractor shall assist the Government with the development and implementation of high level, tier-one customer and cost metrics to more efficiently and effectively use PKI/IdMS technology and provide informative reporting mechanisms that demonstrate best value to the Government.  The Contractor shall perform an analysis of best value and cost savings provided by PKI/IdMS to DOD.  The Contractor shall provide a report and briefing to the Government based upon the analysis to include a methodology for implementation and collection of high-level performance metrics that measure cost savings and best value.

6.3.3  Subtask 3 – Operational Performance Metrics.

The high-level performance metrics shall be traceable to program metrics (i.e. resource costs and performance, etc.) and system level operational metrics (i.e. system availability/downtime, number of accesses, etc.)  The Contractor shall assist the Government in developing and implementing an automated method/tool for gathering and presenting/reporting statistical data on the operational PKI/IdMS.  In developing this method/tool, the Contractor shall utilize existing tools included in the PKI/IdMS enclaves, and existing methods currently being employed to capture operational statistics, as well as any other Government-off-the-shelf (GOTS) and commercial-off-the-shelf (COTS) software products that may be needed.  Data necessary for the tool development shall be obtained from the Operational and Management Contractor. The Contractor shall develop scripts and/or software designed to monitor the operational system and provide both incremental and cumulative statistics.  A baseline shall be established to which ongoing statistics and metrics can be compared.  Reports must be in an on-line format with the capability to print hardcopies.  Reports shall be in a graphical presentation with the ability to view data specific to an element of the graph.  Prior to implementation of this automated method/tool, the Contractor shall deliver a report to the Government detailing the cost estimates and source/schedule of implementation.

6.4  Task Area 4 – Deployment and Continuity of Operations.

6.4.1  Subtask 1 – Capability Increment Deployment.

Capability Increments are defined and scheduled for release via the Configuration Control Board (CCB) and under the supervision of the Configuration Manager.  The Contractor shall prepare a detailed plan and Capability Increment Deployment Schedule of activities required in support of the deployment.  The Contractor shall show the critical path of activities on the schedule.  The Contractor shall demonstrate in this schedule of activities that the impact to PKI/IdMS customers will be minimized during the deployment.  The Contractor shall work with the Government at the deployed site and coordinate all on-site activities for installation, system and security testing, and system upgrades.  The contractor shall work closely with the government and utilize the PKI integrated schedule and configuration management process.

6.4.2  Subtask 2 – Web Development and Maintenance.

The Contractor shall be responsible for making enhancements to the various PKI/IdMS web interfaces.  Enhancements may include the addition of text, graphics, and/or links to other web sites to provide users with additional information for the purposes of ease of use.  The Contractor shall collect requirements for the enhancements and submit a draft design and estimate to the Government.  Upon Government approval the Contractor shall incorporate all comments, test the design in the test environment, and develop installation procedures.  Upon approval of the installation procedures by the Government, the Contractor shall demonstrate the design to the Government, collect and incorporate any additional Government comments, and deliver the code for release to the Government.  As required by the TM, the Contractor shall also be responsible to research emerging technologies and recommend options for further improvements and enhancements to the web pages and user’s experience.

6.4.3  Subtask 3 – Deployment Support.

The Contractor shall assist the Government in addressing deployment issues.  Assistance shall also be required to address system performance issues as they arise.  Deployment support shall be performed per specific guidance from the Chief Engineers.  The Contractor shall also support additional operational patches deployed, which address other operational issues as identified..  Weekly updates shall be provided to the Task Monitor and to the Chief Engineers on status of system/product changes.

6.4.4  Subtask 4 – Intrusion Alerts and Vulnerability Assessment (IAVA) Support.

The Contractor shall be responsible for monitoring IAVA, IAVB, and Technical Advisories issued by the DoD-CERT, assess the impact and potential threat and implement corrective actions within the timeframes allotted by the DoD-CERT via a repeatable and documented process to maintain optimal information assurance thresholds for new development efforts.

6.4.5  Subtask 5 – Develop and Execute a Strategy for COOP and Load Balancing.

The Contractor shall develop a test strategy and associated test plan to ensure the DOD PKI/ IdMS can provide desired continuity of operations (COOP) if faced with both a catastrophic or non-catastrophic failure.  The Contractor shall verify the COOP by implementation of a test strategy that shall include disaster recovery as a whole and for individual system elements.  Following the testing a report shall be generated to address any difficulties encountered such as corruption, destruction, loss, and compromise of components.  The test report shall also include any feedback such as design recommendations to meet operational availability thresholds and to modify the COOP to ensure there are no single points-of-failure that would make services unavailable.  The Contractor shall integrate and test the load balancing approach employed upstream of the Certificate Authorities developed by the Government.

In addition, the contractor shall address the following:

Testing: The contractor shall evaluate/modify the existing PKI/IdMS COOP documentation against the current and future architecture for its adequacy to develop a test strategy and plan. This involves coordination with the DISA, Joint Interoperability Test Command (JITC), and Defense Enterprise Computing Centers (DECCs). The desired scenario is to have JITC perform the testing at the JITC first, and then the DECCs perform testing at theDECCs.  The contractor shall evaluate the results of the testing.  Periodic reviews of the COOP plan shall be conducted to address changes in architecture design, equipment, and personnel, as well as compliance with DECC procedures and applicable documents.

Training: The contractor shall develop a Training Strategy upon successful completion of testing. This involves training the System Administrators at the DECCs by demonstrating all aspects of the COOP plan from the test cases to contacting Point of Contacts in the event of an outage or disaster, and periodic reviews to address changes in design, equipment, and personnel.

COOP Drills: The contractor shall take the lead in coordinating mock COOP drills to encompass all possible failures, outages, and disasters.  Periodic reviews will be conducted to ensure the drill is in compliance with updated training and test documents. Ideally, these drills will be conducted twice yearly and coordinated with all impacted parties. 

6.4.6  Subtask 6 – Operations, Maintenance and On-site Support.

The Contractor shall be required to travel as needed to assist in the implementation of new functionality, monitor performance and suggest enhancements to operational environments at the Defense Enterprise Computing Centers (DECCs) in support of new PKI/IdMS releases.  A trip report will be provided to the Task Monitor and Chief /Lead Engineer within one week of completion of travel. The Contractor shall also track any trouble tickets opened by the integrator or the program team on vendor’s products and/or code developed.  The Contractor will provide weekly status of the resolution of those trouble tickets to the Task Monitor and Chief Engineer in a format that supports the configuration management process and will be documented in the Management Plan. The contractor will ensure that all changes to the system are in compliance with the Certificate Policy Statement (CPS).

6.4.7  Subtask 7 – Developmental Test Lab Support.

The testing shall also ensure that existing capabilities are not degraded by the addition of new sites.  The Contractor shall work with the Government and coordinate all on-site activities for system acceptance testing.  The Contractor shall be responsible for the execution of assigned test and evaluation activities outlined in the Test and Evaluation Master Plan (TEMP), to include but not limited to directory synchronization testing, evaluation of backup and failover procedures and execution between multiple Government locations, and full system evaluation prior to a Capability Increment release for deployment.  The Contractor shall have the test procedures completed at least 30 days prior to scheduling of all test/evaluation activities.  The Contractor shall provide a formal test report within 30 days of completion of a test/evaluation activity.  The Project Work Breakdown Schedule shall establish specific delivery dates for each set of test procedures and test report.

6.4.8  Subtask 8 - Implementation Purchasing Support.

As directed by the Task Monitor the Contractor shall procure hardware and/or software as necessary to support implementations.  The Contractor shall work with the Task Monitor to define a Bill of Materials (BOM) for needed hardware and/or software.  Once the Task Monitor has approved the BOM, the Contractor shall procure the needed hardware and/or software.  The Contractor shall coordinate delivery of the needed hardware and/or software with the Task Monitor and when required shall receive, inventory, assemble, test and document the configuration and deliver to the final destination.  The Contractor may not be required or requested to perform all or any of these steps as determined by the Task Monitor.  In some cases the Contractor shall procure equipment for direct delivery to another organization.  The Contractor shall track all orders and report status in the monthly status report.

7.  Place of Performance:

7.1  Primary Place of Performance

Work will be performed at the Contractor site within the National Capitol Region (NCR).  Work will be performed at Government sites as indicated below and / or designated by the Task Monitors.  Some work that directly supports program integration and control will require collocation with the Government in the Skyline office complex, Falls Church, VA and DISA Enterprise Computing Centers.  In addition to local travel to Government and industry facilities, site visits may be required to Government and industry facilities in CONUS and OCONUS.

7.2  Travel

The Contractor shall be required to travel locally in the National Capital Region.  Some short-term (1-7 day’s) CONUS and OCONUS travel may be required.  Travel will be in accordance to the Joint Travel Regulations and its prevailing rates.  Additional travel must have prior approval by the Task Monitor.

	Destination
	Number of

Personnel
	Number of Days
	Number of

Trips
	Purpose
	

	Denver, CO
	22
	44
	55
	Installation of new/expanded Capabilities/equipment

	Chambersburg, PA
	22
	22
	88
	Installation of new/expanded Capabilities/equipment

	Misc Govt Sites 
	22
	44
	1010
	Installation of new/expanded Capabilities/equipment


8.  Period of Performance:

The period of performance for this Task Order is date of award through 31 December 2004. 

9.  Deliverable/Delivery Schedule

The initial due dates for deliverables provided in this Delivery Order Definition may be modified by the Task Monitor at IPRs and/or other subsequent input from the Task Monitor.  The actual due dates for deliverables will be based upon the Task Order Management Plan and any subsequent revisions to the Task Order Management Plan.  All document deliverables on this delivery order will be delivered in hardcopy and electronically in an Microsoft format (e.g., Word, Project, Excel, Project, etc.)

	SOW Task
	Deliverable Title
	Format
	Due Date
	Copies
	Distribution
	Frequency and Remarks

	 6.1.2
	Task Order Management Plan (TOMP)
	DI-MISC-80508 (one soft copy and one hard copy)
	Calendar Days after TO Award
	2
	Standard Distribution*
	Draft – 30

Final – 45

Updates as Necessary

	 6.1.2
	Work Breakdown Structure (WBS)
	DI-MISC-80508 (one soft copy and one hard copy)
	Calendar Days after TO Award
	2
	Standard Distribution*
	Draft – 30

Final – 45

Updates:  Monthly, with the MSR.

	 6.1.2
	Lessons Learned
	A008/DI-MGMT-80368 (one electronic and one hard copy)
	Upon completion of task order
	2
	Two Copies to TM; Letter Only to KO
	

	 6.1.2
	Monthly Status Report (MSR)
	DI-MISC-80508 (one soft copy and one hard copy)
	
	3
	Standard Distribution**
	Monthly, NLT 15th work day

	6.1.3
	TIM Agenda & Minutes
	A008/DI-MGMT-80368 (one electronic and one hard copy)
	As required by TIM
	2
	Two Copies to TM; Letter Only to KO
	Within 3 business days of TIM

	 6.1.4
	PMR/IPR Agenda & Minutes
	A008/DI-MGMT-80368 (one electronic and one hard copy)
	As required by PMR/IPR meetings
	2
	Two Copies to TM; Letter Only to KO
	Within 3 business days of PMR/IPR

	6.1.5
	Conference Demonstration Materials
	
	As required by Conference dates
	
	
	

	 6.2.1
	System Engineering Team meeting Memorandum For Record (MFR)
	A005/DI-MISC-80508 (one electronic and one hard copy)
	As required by SET meetings
	2
	Standard Distribution*
	Within 3 business days of SET meeting

	6. 2.3
	System and Security Architecture
	A005/DI-MISC-80508 (one electronic and one hard copy)
	Calendar days after TM notification
	2
	Standard

Distribution*
	Draft – 60

Final –90

	6. 2.3
	Test and Evaluation Master Plan
	A005/DI-MISC-80508 (one electronic and one hard copy)
	Calendar days after TM notification
	2
	Standard Distribution*
	Draft – 60

Final – 90



	 6.2.4
	Detailed System Design Document
	Contractor determined format
	Calendar days after completion / approval of system design plans.
	2
	Standard

Distribution*
	Draft – 30

Final – 45

	 6.2.4
	DITSCAP Documentation

(SSAA)
	Contractor determined format
	Calendar days after TM notification
	2
	Standard Distribution*
	Draft – 60

Final –90

	 6.2.4
	Configuration Management Plan
	A005/DI-MISC-80508 (one electronic and one hard copy)
	Calendar Days after TO Award
	2
	Standard Distribution*
	Draft – 30

Final – 45

Updates as Necessary

	 6.2.5
	Reliability, availability and maintainability engineering analysis White Paper
	A005/DI-MISC-80508 (one electronic and one hard copy)
	Calendar days after TM notification
	2
	Standard

Distribution*
	Draft – 30

Final –45

	6.2.6
	Engineering Analysis Report
	Contractor Determined Format
	On-going
	2
	Standard Distribution*
	Required as needed by Government

	6.2.7
	Technical Integration Inputs Report
	Contractor Determined Format
	On-going
	2
	Standard Distribution*
	Required as needed by Government 

	6.2.8
	Software Patches and Upgrades
	Contractor Determined Format
	On-going
	2
	Standard Distribution*
	Required as needed by Government

	 6.3.2
	High-Level Performance Metrics Report
	Contractor Determined Format
	Calendar days after TM notification
	2
	Standard

Distribution*
	Draft – 30

Final –45

	 6.3.2
	High-Level Performance Metrics Brief
	Contractor Determined Format
	Calendar days after TM notification
	2
	Standard

Distribution*
	Draft – 30

Final –45

	6.3.3
	COTS Product Alternatives Evaluation
	A005/DI-MISC-80508 (one electronic and one hard copy)
	Calendar days after TM notification
	2
	Standard

Distribution*
	Draft – 30

Final –45

	 6.3.3
	Automated Statistics Report Tool [software]
	Contractor-Determined Format
	Calendar days after TM notification
	2
	Standard

Distribution*
	Draft – 60

Final –90

	 6.3.3
	Automated Statistics Tool Report [document]
	Contract-Determined Format
	Calendar days after TM notification
	2
	Standard

Distribution*
	Draft – 60

Final –90

	 6.4.1
	Capability Increment Deployment Schedule
	A005/DI-MISC-80508 (one electronic and one hard copy)
	Upon each Capability Increment deployment
	2
	Standard

Distribution*
	–In conjunction with Capability Increment deployment

	6. 4.1
	Capability Increment Installation Procedures
	Contractor Determined Format
	Calendar Days after TM notification
	2
	Standard Distribution *
	–In conjunction with Capability Increment deployment

	 6.4.1
	Capability Increment System Acceptance Test Procedures
	A005/DI-MISC-80508 (one electronic and one hard copy)
	Calendar days after TM notification
	2
	Standard

Distribution*
	Draft – 30

Final -45

	 6.4.1
	Capability Increment System Acceptance Test Report
	A005/DI-MISC-80508 (one electronic and one hard copy)
	Calendar days after test completion
	2
	Standard

Distribution*
	Draft – 15

Final –30

	6.4.1
	Capability Increment Deployment Inventory Report
	A005/DI-MISC-80508 (one electronic and one hard copy)
	Calendar days after last item received
	2
	Standard

Distribution*
	10th workday following receipt of last item ordered

	6. 4.2
	Web Development and Maintenance
	As appropriate
	Calendar days after TM notification
	2
	Standard

Distribution*
	Draft – 60

Final –90

	6. 4.2
	Web Page Enhancements Web Code
	As appropriate
	Calendar Days after TM notification
	2
	Standard Distribution*
	90 days after contract modification award

	 6.4.3
	Weekly Deployment Support E-mail Updates
	Contractor Determined Format
	Weekly after TM notification
	2
	Standard Distribution *
	On-going

	 6.4.4
	IAVA Implementation
	
	As required by issuance of an IAVA
	
	
	As required by issuance of an IAVA and within response timelines.

	 6.4.4
	IAVA Installation Procedures
	Contractor Determined Format
	Calendar Days after TM notification
	2
	Standard Distribution *
	Draft – 5

Final - 10

	 6.4.4
	IAVA System Acceptance Test Procedures
	A005/DI-MISC-80508 (one electronic and one hard copy)
	Calendar days after TM notification
	2
	Standard

Distribution*
	Draft – 30

Final -45

	
	
	
	
	
	
	

	 6.4.5
	COOP Test Strategy and Plan
	A005/DI-MISC-80508 (one electronic and one hard copy)
	Calendar days after TM notification
	2
	Standard

Distribution*
	Draft – 30

Final -45

	6.4.5
	COOP Training Plan
	DI-MISC-80508 (one soft copy and one hard copy)
	Calendar days after TM notification
	2
	Standard Distribution*
	Draft – 30

Final -45

	 6.4.5
	COOP Test Report
	A005/DI-MISC-80508 (one electronic and one hard copy)
	Calendar days after test completion
	2
	Standard

Distribution*
	Draft – 15

Final –30

	 6.4.6
	Trip Report
	A005/DI-MISC-80508 (one electronic and one hard copy)
	Calendar days after trip completion
	2
	Standard Distribution*
	Draft – 5

Final –10

	6. 4.6
	Weekly Trouble Ticket Status Report
	Contractor Determined Format
	Weekly after TM notification
	2
	Standard Distribution *
	On-going

	 6.4.7
	Test Lab Support
	As required
	On-going
	
	
	On-going

	 6.4.8
	Bill Of Materials (BOM)
	A005/DI-MISC-80508 (one electronic and one hard copy)
	Calendar days after TM notification
	2
	Standard

Distribution*
	Draft – 30

Final -45


Standard Distribution* - 1 copy of the transmittal letter and the deliverable to the Primary TM.

Standard Distribution** - 1 copy of Monthly Status Report and Invoice (copy) to the GE15 IABusinessOffice@ncr.disa.mil   Mailbox 
10.  Security:

All Contractor personnel shall be U.S. Citizens, and shall possess at least a SECRET security clearance.  All Contractor personnel require access to information at the SECRET level.  Some personnel will require access to information at the TOP SECRET/SCI level.

The Contractor shall follow the standards established in DoD 5200.2-R, DoD Personnel Security Program.  DoD 5200.2-R requires DoD military and civilian personnel, as well as DoD consultant and Contractor personnel, who perform work on sensitive automated information systems (AISs), be assigned to positions which are designated as one of two sensitivity levels (ADP-I, ADP-II).  These designations equate to Critical Sensitive and Non-Critical Sensitive.  The Contractor shall assure that individuals assigned to the following sensitive positions, as determined by the Government, have completed the appropriate forms.  All individuals will be U.S. citizens.

Personnel supporting this task will be ADP-II positions and require either a DoD National Agency Check plus written inquiries or a National Agency Check plus written inquiries.

The required investigation will be completed prior to the assignment of individuals to sensitive duties associated with the position.  The Contractor shall forward their employee clearance information (completed SF 85P, Questionnaire for Positions of Public Trust, and two DD Forms 258 (Fingerprint cards) to:

DISA

ATTN:  Personnel Security, MP62

PO Box 4502

Arlington,  VA 22204-4502

Contractor personnel, with access to DoD facilities, shall observe local DoD security policies and procedures.  The DD Form 254 Contract Security Classification Specification Form is part of Appendix U of the contract.  Access to Government facilities will be granted on a need-to-know and a clearance basis.

11.  Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI)/Contractor Acquired Equipment (CAE):

The Government-Furnished Equipment and Contractor Acquired Equipment  is detailed in Attachment A. Any hardware or software procured under this contract shall remain property of the Government, and shall be returned to the Government as specified by the TM at the conclusion of the contract.

Additional GFI/GFE requirements will be identified on a task-by-task basis.  As additional materials are required, the Contractor shall coordinate requirements with the Task Monitor and COR.  The Government will facilitate the Contractor’s access to the data required in support of this work effort.  GFI will include existing documentation and the current web site data.  Final disposition of GFE will be handled in accordance with the Government's property management procedures.

12.  Packaging, Packing, and Shipping: See paragraph D.1 of the ‘I Assure‘ contract.

13.  Inspection and Acceptance: See section E.1 of the ‘I Assure’ contract.

14.
Other Pertinent Information or Special Considerations:

The Contractor shall maintain an integration and test laboratory in the NCR using GFE.  The Contractor will provide procurement support in accordance to the Government FAR rules and regulations for procurement of equipment and supplies including compliance with Section 508 of the Rehabilitation Act.  All product procurement shall be in accordance with Government procurement policies and regulations, and after the products are procured, the Contractor shall adhere to Government property accounting/management policies and regulations in handling Government properties.
a.
Identification of Possible Follow-on Work.

Upon completion of this task order it may be necessary for the Contractor to perform follow-on work for the continued support of PKI/IdMS.

b.
Identification of Potential Conflicts of Interest (COI).
The primary burden is on the Contractor to identify any organizational COI.  The Government will identify and evaluate such conflicts.

c.
Identification of Non-Disclosure Requirements.

The Contractor must execute the non-disclosure agreements when working with sensitive and/or proprietary information.  During the integration of the system and Vendor proprietary software the Contractor must execute the non-disclosure agreement as it relates to the system and its multiple commercial components.

d.
Inspection and Acceptance Criteria.
Final inspection and acceptance of all work, performance, reports and other deliverables under this contract shall be performed at the location specified in an individual Task Order.  The Task Order shall also designate the individual responsible for inspection and acceptance, as well as the basis for acceptance.  Task Order deliverable items rejected shall be corrected in accordance with the applicable clauses. 

All information technology provided under, or in support of, this contract by the Contractor and all subcontractors shall be Year 2000 compliant.  Year 2000 compliant means, with respect to information technology, that the information technology accurately processes date/time data (including, but not limited to, calculating, comparing, and sequencing) from, into, and between the twentieth and twenty-first centuries, and the years 1999 and 2000 and leap year calculations.  Also to the extent that other information technology used in combination with the information technology being acquired, properly exchanges date/time data with it.

To ensure Year 2000 compliance, the Contractor shall, at a minimum, test a representative sampling of the information technology, or the same type of information technology, that will be provided under the contract.  Year 2000 compliance testing will be accomplished and documented in accordance with generally accepted commercial standards/practices.  If requested, the Contractor shall provide the Government with a copy of such Year 2000-compliance test documentation at no additional cost to the Government.

16.  Section 508 Accessibility Standards.  The following Section 508 Accessibility Standard(s) (Technical Standards and Functional Performance Criteria) are applicable (if box is checked) to this acquisition.

Technical Standards
 X 1194.21 - Software Applications and Operating Systems

 X 1194.22 - Web Based Intranet and Internet Information and Applications

    1194.23 - Telecommunications Products

    1194.24 - Video and Multimedia Products

    1194.25 - Self-Contained, Closed Products

 X 1194.26 - Desktop and Portable Computers

 X 1194.41 - Information, Documentation and Support

The Technical Standards above facilitate the assurance that the maximum technical standards are provided to the Offerors.  Functional Performance Criteria is the minimally acceptable standards to ensure Section 508 compliance.  This block is checked to ensure that the minimally acceptable electronic and information technology (E&IT) products are proposed.

Functional Performance Criteria
 FORMCHECKBOX 
 1194.31 - Functional Performance Criteria

ATTACHMENT A

1.  Government Furnished Equipment:

	Quantity
	Equipment Type

	6
	Sun A1000 

	3
	Cisco 2950

	2
	Cisco 3640 

	2
	Cisco PIX and Failover 

	5
	nCipher F3 Ultra Sign 


2.  Contractor Acquired Equipment

	Quantity
	Equipment Type

	8
	A35-WBF2-2GRB1
Sun Fire 280R Server

	8
	SLS9S-200-W9YM
Solaris PC NetLink 2.0 Software

	8
	SOLZS-080B9AYM
Solaris 8 CD &DVD Media

	16
	X311L
Power Cord Kit

	8
	X3150A
Sun Gigabit Ethernet UTP PCI Network Interface Card

	8
	X3538A
UNIX Style Keyboard with USB Connector

	2
	 SG-XTAP4MM-012A                          Sun StorEdge UniPack External Tape Drive

	2
	 X3856A                                                       68 pin-68 pin SCSI Cable Kit

	4
	X311L                                                          Tape Power Cord                         

	8
	X3770A
Sun XVR-100 Graphics Accelerator

	8
	X6541A
Dual-Channel Differential UltraSCSI PC Host Adapter & 2 2M SCSI Cables

	8
	X7062A
2-GB Memory Expansion

	8
	X7147A
17-inch Flat CRT Color Monitor

	2
	A30-WUF4-08GRF
Sun Fire V880 Server

	2
	SLS9S-200-W9YM
Solaris PC NetLink 2.0 Software

	2
	SOLZS-080B9AYM
Solaris 8 CD &DVD Media

	6
	X311L
Power Cord Kit

	2
	X3150A
Sun Gigabit Ethernet UTP PCI Network Interface Card

	2
	X3538A
UNIX Style Keyboard with USB Connector

	2
	X3770A
Sun XVR-100 Graphics Accelerator

	2
	X6295A
20-GB 4mm DDS-4 Internal Tape Drive

	2
	X6756A
Expansion Disk Backplane w/6 73-GB FC-AL Disk Drives & Cables

	2
	X7147A
17-inch Flat CRT Color Monitor

	1
	SG-XLIBL100SDLV-BS
Sun StorEdge L100 Tape Library

	20
	SG-XMEDSDLT220-10
10 SDLT Media Cartridges

	1
	SG-XMEDSDLTCL-10
10 SDLT Cleaning Cartridges

	1
	SG-XMGMTCARDL-MOD
Management Card for LVD Sun StorEdge L25/100 Tape Libraries

	4
	SG-XTAPSDLT3-MOD
SDLT 320 LVD Tape Drive

	1
	X1138A
2-Meter VDHCI/VHDCI SCSI Cable

	1
	X6758A
Dual-Channel Ultra3 SCSI PCI Host Bus Adapter

	1
	Legato License

	3
	Cisco 2950

	6
	SU2200XLINET (UPS)

	2
	Dell Dimension 4600 Series Pentium® 4 Processor with HT Technology (2.80GHz, 800 FSB, 1MB)


(End of Summary of Changes) 

