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Section B - Supplies or Services and Prices

	ITEM NO
	SUPPLIES/SERVICES
	MAX QUANTITY
	UNIT
	UNIT PRICE
	MAX AMOUNT

	0001
	
	1
	Each
	$258,073.67
	$258,073.67 

	
	Information Assurance Support Services

Firm Fixed Price Order

Headquarters Combined Forces Command (CFC)/U.S. Forces Korea (USFK) Information Assurance Support as in accordance with SOW dated 01 Sep 04 which is an attachment to this order.  Period of performance is from 31 Aug 04 thru 05 Jan 05 as in accordance with DigitalNet proposal dated 23 Jun 04 which is incorporated into this order by reference.

PURCHASE REQUEST NUMBER: MIPR4F0AF00333


	

	
	
	

	
	

	

	
	
	

	

	
	ACRN AA Funded Amount
	
	$258,073.67


FOB:  Destination
Section G - Contract Administration Data

ACCOUNTING AND APPROPRIATION DATA

	AA: 
	97X4930.5F20 000 C1013 0 068142 2F 255011 

	AMOUNT: 
	MIPR:  MIPR4F0AF00333               $258,073.67


CLAUSES INCORPORATED BY FULL TEXT

DITCO Points of Contact
Contracting Officer
Contract Specialist
CONTRACTOR Point of Contact

Contractor Name: DigitalNet 

DUNS:  175301720

CAGE CODE:  0GS16

Contractor POC:  

Email Address:  

Phone Number:  

Fax Number:  

Electronic invoices may be sent to:
invoicereceipt@scott.disa.mil
Questions regarding invoices may be directed to (618) 229-9228.  Vendors may check the status of invoices at the following web site:

http://www.dfas.mil/money/vendor
CREDIT CARD METHOD OF PAYMENT 

If payment is to be made via credit card, contact the Contracting Officer listed above.

Section J - List of Documents, Exhibits and Other Attachments

REVISED SOW DATED 01 SEP 04
‘I ASSURE’ TASK ORDER (TO) STATEMENT OF WORK (SOW)
as of 1 September 2004
	Contract Number:
	DCA200-00-D-5021

	Task Order Number:
	

	IAssure Tracking Number:
	

	Follow-on to IAssure Contract and Task Order Number:
	Not Applicable


1.  Task Monitors (TMs).
a.  Primary TM.
	Name:
	

	Organization:
	U.S. Forces Korea ACoS J6 CIA

	Address:
	PSC 303 BOX 31, APO AP 96204

	Phone Number:
	

	Fax Number:
	

	E-Mail Address:
	


b.  Alternate TM.
	Name:
	

	Organization:
	U.S. Forces Korea ACoS J6 CIA

	Address:
	PSC 303, Box 31, APO AP 96204

	Phone Number:
	

	Fax Number:
	

	E-Mail Address:
	


	Name:
	

	Organization:
	U.S. Forces Korea ACoS J2

	Address:
	PSC 45, Box193, APO AP 96205

	Phone Number:
	

	Fax Number:
	

	E-Mail Address:
	


	Name:
	

	Organization:
	U.S. Forces Korea ACoS J3-PL-IO

	Address:
	PSC   , Box   , APO AP 96205

	Phone Number:
	

	Fax Number:
	

	E-Mail Address:
	


2.  Task Order Title.  Headquarters Combined Forces Command(CFC)/U.S. Forces Korea (USFK) Information Assurance Support
3.  Background.  This Statement of Work (SOW) covers information assurance (IA) support requirements to assist government personnel in managing, maintaining, and enhancing the USFK IA Program.  Additional responsibilities exist for designing, writing, and implementing an IA plan and associated policies and procedures for all USFK networks for the Assistant Chiefs of Staff J2, J3, and J6, Headquarters, United States Forces Korea (USFK).

As part of this SOW, the contractor shall design and implement the CFC/USFK IA Strategic Management Plan.  This plan will include supporting the technical, operational, and intelligence tasked required by the USFK IA TRIAD (consisting of representatives from J2/J3/J6) as well as development, enforcement, and compliance monitoring of the overall theater IA program. The contractor shall provide on-site support to HQ USFK to accomplish these tasks, provide technical assistance through an on-site contractor staff, and will assist the government in executing the command’s IA program for maximum effectiveness.
4.  Objectives.  The Contractor shall assist in supporting management oversight for the USFK IA and Information Operations (IO) programs.  The Contractor shall provide services to support the continued development, implementation and evolution of the USFK IA/IO programs.
5.  Scope.  The contractor shall provide technical services to support the development, implementation and evolution of the CFC/USFK IA/IO program. This SOW is to provide 4 personnel (one each to HQ USFK J2, J3, and J6).  This requested number of personnel and support locations can be adjusted based on HQ USFK mission requirements.

The contractor shall comply with the appropriate DoD-approved architectures, programs, standards and guidelines, such as Defense Information Infrastructure (DII) Strategic Technical Guidance (STG), DII Common Operating Environment (COE), Defense Information Systems Network (DISN) and Shared Data Environment (SHADE).  Specific services addressed in this SOW are:

6.  Specific Tasks.
6.1 – TASK DESCRIPTION (J2 INTELLIGENCE SUPPORT)

The USFK J2 Information Assurance Branch is looking for a contractor to assist the J2 in providing intelligence support to the command information assurance program.  The following is a broad overview of the basic requirements the contractor is to perform:

6.1.1 Predictive Analysis:  Serve as the primary J2 intelligence analyst responsible for providing IA (CYBER) intelligence analysis support to the J2 in support of the command IA program (IAP) ultimately providing CINCCFC wth an analyzed and synthesized view of the cyber threat to CFC information systems in support of current and future operations.  

6.1.2 Production and Dissemination:  Produce and disseminate analyzed, synthesized cyber threat assessments to CINCCFC, components and PACOM.  

6.1.3 Information Assurance (IA) Situational Awareness:  Provide Intelligence support and assistance to the C/J3 Information Operations and C/J6 C/JCCC Operations cells to help gain and maintain command IA situational awareness to CFC operations.  

6.1.4 IA Intelligence Support Integration:  Assist the J2 to integrate component intelligence, counterintelligence, investigative, communications and operations staffs into the theater IA/cyber threat reporting and fusion process ensuring staff coordination of IA intrusion events and cyber threat intelligence and identification of IA intelligence collection requirements.  

6.1.5 Cyber Protection:  Assist the USFK IA triad J2/3/6 to support and ensure CFC warfighters gain and maintain “Information Superiority” by providing coordinated IA/cyber threat intelligence assessments and recommendations to the C/J3 through the C/J3 Information Operations branch.  

6.1.6 Security:  Assist the J2 to develop and integrate command-wide collateral and DoDIIS ISS policy and guidance in all phases of armistice, crisis and war.  For example, assist the USFK J6 IA office to develop and implement a command-wide Designated Approving Authority (DAA) Appointment Policy that includes DAA standards, procedures and required training.  Additionally, assist the J2 IA Branch to write and implement similar DAA policy for the Korea DoDIIS community.  

6.1.7 Communications Skills:  Good written and verbal skills are required.  

6.1.8 Analytical Skills:  Expert knowledge of the intelligence cycle is required. 

6.1.9 Special Skills:  Expert knowledge of the command relationships and organizations supporting armistice, exercise and contingency operations on the Korean peninsula required.  Expert knowledge of regional, theater and national intelligence resources, doctrine/policy and organizations that provide intelligence support to Information Assurance is required.  .  Additionally, an excellent understanding of ROK/US information sharing agreements and US national foreign disclosure policy as they relate to computer network operations (CNO) is also required.  

6.2
TASK DESCRIPTION (J3 OPERATIONS SUPPORT)

The CFC/USFK C/J3 Information Operations Branch is looking for a contractor to assist the C/J3 in providing operational support to the command information operations/assurance program.  The following is a broad overview of the basic requirements the contractor is to perform:

6.2.1 INFOCON:  Administer the USFK/CFC INFOCON program.  Oversee all updates, revisions and changes to the policies, as per DoD, SPACECOM, and PACOM requirements, directives and taskings.  Manage and respond to all mandated, required, and tasked reporting requirements.

6.2.1.1 Revise the USFK and CFC INFOCON Policies (two separate policies) as required, to maintain currency and compatibility with both SPACECOM and PACOM updates.  

6.2.1.2 Develop, in conjunction with CFC ROK staff and ROK JCS, a combined INFOCON Policy.  Increase visibility of the INFOCON process as an information superiority tool throughout the ROK Armed Forces, strengthening the defensive posture of Combined Information Systems.

6.2.2 Education, Training and Awareness:  Develop, administer and supervise an E.T.A.  Program in USFK, that adequately addresses to all Systems Administrators and Maintainers the policies, procedures and equipment available to mitigate the threats to USFK information systems.

6.2.3 SPACECOM:  Be the primary POC for CFC/USFK to SPACECOM Joint Task Force Computer Network Operations (CNO).

6.2.4 IA TRIAD:  Be the principal C/J3 representative in the USFK IA Triad (J2/J3/J6).  Represent the C/J3 at all IA Working Groups and other IA events, activities and meetings. 

6.2.5 Exercises:  Ensure that IO/IA play becomes a standard for all major CFC/USFK exercises.  Attend Planning Conferences, facilitate workshops and develop MSELs (Master Scenario Events List) that create training opportunities, stimulate CNO play and promulgate CFC/USFK policies, procedures and responses.

6.2.6 Complete all other duties assigned, in accordance with all appropriate CFC, USFK, and Eighth US Army staffing guidance, policies and procedures.

6.2.6 Communications Skills:  Good written and verbal communications skills required.
6.3 TASK DESCRIPTION (J6 C4 SUPPORT)

6.3.1 SUB-TASK AREA 1. IA POLICY

This task area provides technical support in the review, analysis and coordination of IA policy, doctrine, directives, regulations, and implementation of instructions for CFC/USFK. Individual task responsibilities include the functions that are defined below:

6.3.1.1 The contractor shall provide technical support for the review of CFC/USFK, DoD, USPACOM, and other federal agencies and departments' IA policies as they relate to CFC/USFK policy level to determine applicability, correctness, and consistency to the DoD, USPACOM, and CINC/Service/Agency (C/S/A) security policies. 

6.3.1.2 The contractor shall provide technical support to the Government in the definition of actions and processes required to staff, coordinate, gain approval, transition to, and comply with IA policy. Contractor technical support shall include but not be limited to the following:

     a. Coordination of actions required to transition from current status to future policy.

     b. Developing CFC/USFK procedures required to meet DoD, USPACOM, and C/S/A IA policies. 

6.3.1.3 The contractor shall provide technical analysis support to consolidate DoD, USPACOM, and C/S/A IA policies.

6.3.1.4 The contractor shall perform analysis of methods and procedures to improve CFC/USFK compliance with existing IA policy. 

6.3.2 SUB-TASK AREA 2. IA ARCHITECTURE AND ENGINEERING APPLICATIONS

This task area addresses the CFC/USFK current and target security architectures. The architectures are generic and flexible and provide the basis for the development of security products and mechanisms that may be chosen by security systems personnel. The contractor shall perform necessary transitional engineering, IA IA engineering, IA systems integration and IA integration as indicated below. 

6.3.2.1 The contractor shall provide security architecture and engineering revision support listed below:

     a. Reviewing and coordinating changes and improvements to the CFC/USFK security architecture.

     b. Participating in the coordinating process to ensure the CFC/USFK architecture is integrated into DoD and theater-level security architectures.

     c. Providing configuration management support for the command’s IA architecture.

     d. Providing support for development, coordination and comments process, incorporation of comments, and publication of security architecture updates and changes.

6.3.2.2 The contractor shall provide IA architecture and engineering integration security support to CFC/USFK in preparation of system transition plans for legacy systems and other system security programs, as applicable, by:

     a. Identifying, base lining, and reviewing system security requirements to integrate into the command’s security architecture in accordance with CFC/USFK policy. 

     b. Documenting security and operational requirements of the system. 

     c. Integrating security and functional requirements into future systems architectures. 

     d. Developing guidance for implementation of future security architectures.

     e. Documenting IA integration of systems (legacy, emerging, and open).

     f. Reviewing, coordinating, and recommending IA standards and protocols for cost effective application of security solutions.

6.3.3 SUB-TASK AREA 3. IA CERTIFICATION AND ACCREDITATION

This task area requires contractor support of the CFC/USFK IA program which provides a comprehensive and quality security review and guidance throughout the life cycle of CFC/USFK information systems; in the development and implementation of the security compliance verification and validation program to ensure system accreditation; in ensuring that the certification and accreditation standards and procedures are properly applied by trained personnel and that the CFC/USFK-installed base is achieving secure migration in accordance with established plans. 

6.3.3.1 The contractor shall provide technical support to CFC/USFK information system programs for life cycle security support, from inception of the program through initial accreditation by accomplishing the following: 

     a. Developing methodology and procedures to be followed by the command’s IA Program Manager (IAPM) while providing life cycle security guidance. 

     b. Developing a strategy for the secure migration of the currently installed base of CFC/USFK information systems.

     c. Identifying CFC/USFK systems requiring migration plans.

     d. Reviewing migration plans and suggesting resolution of inconsistencies.

     e. Conducting technical analyses and documentation of CFC/USFK standard systems security to include the requirements for COMPUSEC, COMSEC, OPSEC, and TEMPEST.

     f. Performing assessments of proposed CFC/USFK systems in the developmental stage.

     g. Identifying and assessing security requirements and deficiencies in local and wide area networks (LANs and WANs).

6.3.3.2 The contractor shall provide technical support in implementing and executing DITSCAP standards and processes to achieve uniform quality and a level of consistency throughout the life cycle of CFC/USFK Automated Information System (AIS) by:

     a. Providing technical support to implement and enforce DITSCAP standards.

     b. Monitoring the implementation of, and compliance with DITSCAP standards within CFC/USFK to ensure uniform application of the standards and consistency in security of accredited CFC/USFK information systems.

6.3.3.3 The contractor shall provide technical support in the development and implementation of a program to establish the criteria for the security accreditation of current and future CFC/USFK information systems and networks by accomplishing the following: 

     a. Defining a procedure for accrediting a multi-constituent information system that serves and affects multiple accrediting authorities. 

     b. Developing a security guidance document for classified and unclassified CFC/USFK systems.

     c. Developing and coordinating an accreditation process for information systems and networks.

     d. Conducting directed studies in support of IA accreditation.

6.3.3.4 This task requires contractor technical support in the development and coordination process for a site security inspection program. The contractor shall provide technical support to government security and configuration management personnel in evaluating certification and accreditation efforts. The contractor shall assist certification personnel in conducting on-site compliance visits and in formulating technical approaches to establish standards and local security procedures. 

6.3.4 SUB-TASK AREA 4. IA TECHNOLOGY AND COUNTERMEASURES

This task area requires contractor technical support in the development and operations of a CFC/USFK IA current operations cell to support incident monitoring, detection, recovery, and response.  The current operations will collect, coordinate, and disseminate security alerts, IA vulnerability alerts and bulletins (IAVA/IAVB), JTF CNO Tasking Orders, lead the command’s response to IA incidences, and provide other operational support as required.

6.3.4.1 The contractor shall provide IA engineering and technical support to the IA Current Operations Cell by:

     a. Developing databases and populating with incident data for in-house statistical analysis and internal/external reporting. 

     b. Creating and maintaining a web page to facilitate incident and vulnerability reporting, disseminating information, distributing freeware, and facilitating technical exchange between CFC/USFK security personnel

     c. Participating in the development of countermeasure procedures. 

     d. Identification and implementation of software/hardware tools to facilitate incident handling process.

      e. Supporting the manning of the IA current operations cell in the CFC/USFK C/JCCC during peacetime, armistice, crisis, and war.

6.3.4.2 The contractor shall provide technical support to the Vulnerability Analysis and Assistance Program (VAAP) as follows:

     a. Identifying and evaluating information systems and networks vulnerabilities and providing vulnerability information to the CFC/USFK. 

     b. Participating as a technical expert representative to the CFC/USFK IA TRIAD and the USFK IA Working Group (IAWG) as required.

     c. Detecting and validating malicious code (viruses, worms, and Trojan Horses) and directing the command’s response options.

     d. Developing a security and vulnerability assessment program to support compliance monitoring.

     e. Ensuring that Designated Approval Authorities (DAAs) are aware of vulnerabilities to specific systems being accredited. 

     f. Assess vulnerabilities due to evolving technologies (complexity of networks and systems, overlapping areas of responsibilities of complex networks, etc.). 

     g. Developing an IA Countermeasures Awareness Program. 

6.3.5 SUB-TASK AREA 5. IA PROFESSIONALIZATION 

This task area supports IA professionalization. A specific career path does not exist for IA specialists within the federal government. The position of Security Specialist is assigned randomly to personnel who accredit or operate information systems. The introduction of a command security training and awareness will greatly increase the knowledge and skillset of personnel assigned to the IA mission. The contractor shall perform the following tasks:

6.3.5.1 IA professionalization development and training that includes: 

     a. Developing standardized IA education and training programs. 

     b. Developing and establishing an IA Awareness Program within the CFC/USFK that will provide an increased level of IA awareness and expertise within the command. Current CFC/USFK IA awareness programs require synchronization. Coordination with the HQ CFC/USFK staff, components, and other tenant agencies is required to ensure all personnel throughout CFC/USFK are introduced and aware of IA concerns.

6.3.5.2 Assist in the development and holding of an annual CFC/USFK IA Conference program. A method to coordinate with conference sponsors and our coalition partners to ensure that all IA topics and issues are addressed is required. 

6.3.6 SUB-TASK AREA 6. IA STANDARDS AND PROTOCOLS

The contractor shall review, coordinate, and recommend IA standards and protocols for effective application of IA security principles to CFC/USFK information systems and networks.  This will be accomplished  in accordance with the CFC/USFK security policies, standards, architectures that will promote integration, interoperability and data sharing among systems. 

6.3.7 SUB-TASK AREA 7. IA REQUIREMENTS SUPPORT. 

     The contractor shall provide technical support to CFC/USFK to meet IA requirements by: 

6.3.7.1 Recommending acquisition guides/guidelines for identifying and specifying IA requirements.

6.3.7.2 Attending meetings for the purpose of receiving technical information and developing and presenting briefings as required.

6.3.7.3 Preparing and disseminating technical materials to incorporate information presented by CFC/USFK, DoD, and other C/S/A.

6.3.7.4 Participating in technical reviews, as required, during selection, development, and testing of IA components. 

6.3.7.5 Participating in staff assistance visits for data gathering, performing technical analyses, and documenting of IA requirements. 

6.3.7.6 Reviewing technical data and statistical analyses of penetration tools, techniques, hardware and software used during unauthorized access to information systems. 

6.3.7.7 Developing IA standard operating procedures.

6.3.8 SUB-TASK AREA 8. IA STRATEGIC MANAGEMENT PLAN

Strategic management planning entails planning and managing activities required to implement an IA program at the CFC/USFK level. The Strategic Management Plan (SMP) is one method for reporting the progress of this planning activity. The contractor shall perform functions as outlined in the CFC/USFK SMP. 

6.3.9 SUB-TASK AREA 9. PROGRAM AND PROJECT MANAGEMENT 

This task area provides the contract management functions. Contractor responsibilities shall include, but not limited to:

6.3.9.1 Management Planning. The contractor shall perform the daily activities required for successful program completion. Examples include management and status reporting, quality assurance monitoring, configuration management, and security management. 

6.3.9.1 Contract Progress, Performance, Status, and Cost Reports. The contractor shall provide monthly reports regarding contract performance (work progress, cost, schedule data, etc). 

6.3.9.2 IA Documents. The contractor shall provide, as required, research, development, and IA system engineering support that is necessary to draft, review, revise, and deliver the IA documents and implement IA programs, policies, and procedures. 

6.3.9.3 Communications Skills:  Good written and verbal communications skills required.

7.  Place of Performance.  Contractor work will be performed at USFK J2, J3 and J6 offices located on Yongsan Garrison in Seoul, Korea.  Contractor work will also be required to travel to USFK locations throughout the Korea AOR (ranging up to 250 miles from Yongsan) as directed by appropriate staff element.  Work requires limited travel to the U.S. for attendance at conferences/training, which the Government deems necessary for the accomplishment of work.  Travel shall be in accordance with the Federal Acquisition Regulations and the contractor’s standard travel regulations.  The position is considered Emergency Essential.

8.  Period of Performance.  The total period of performance after TO award is for 365 calendar days from 1 Sep 2004 to 05 Jan 2005.

9.  Delivery Schedule. 

	SOW Task#
	Deliverable Title
	CDRL/DID#
	Due Date
	Copies
	Distribution
	Frequency and Remarks

	6.1

6.2

6.3
	Plan
	Contractor-Determined Format
	30 days after award
	3
	Standard Distribution
	Draft – 15 Final – 30 

	6.1

6.2

6.3
	Status Report
	Contractor-Determined Format
	
	2
	Two Copies to TM
	Monthly,  10th working day

	6.1

6.2

6.3
	Policy Report
	Contractor-Determined Format
	
	
	Two Copies to TM
	Monthly,  10th working day

	6.1

6.2

6.3
	Planning Report
	Contractor-Determined Format
	
	
	Two Copies to TM
	Monthly,  10th working day

	6.1

6.2

6.3
	Program/Project Report
	Contractor-Determined Format
	
	
	Two Copies to TM
	Monthly,  10th working day

	
	
	
	
	
	
	

	* Standard Distribution:  1 copy of the transmittal letter without the deliverable to the Contracting Officer (DITCO/DTS32);

1 copy of the transmittal letter with the deliverable to the Primary TM


10.  Security.  United States Citizenship is required.  This TO also requires a U.S. TS/SCI, TOP SECRET Security Clearance with access to Special Compartmented Information (SCI).  See attached DD Form 254.
11.  Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI). 
The Government requires on-site support and will provide work facilities to the contractor personnel that are at least equal to the facilities that the Government provides its own personnel of comparable experience, expertise, ability, and position or status who are performing similar work.  The Government will also provide access to computer facilities, mobile and fixed communications equipment, standard network software, standard documentation and incidental consumables necessary for performance of work.  The Government will provide a usfk.korea.army.mil domain email account.

Work may require limited travel within the Republic of Korea and elsewhere at the direction of the Government.  Travel requested by the Government will be funded by the requesting organization.

The government will extend logistics support (as available in accordance with all applicable regulations, agreements, and treaties) to the Contractor’s Personnel defined as Technical Experts (and their dependents) whose services are required for the fulfillment of this task under SOFA.

12.  Other Pertinent Information or Special Considerations.  


a.  Identification of Possible Follow-on Work.  Additional work will result from completion of this TO, which may be added at a later date as a modification to this TO.


b.  Identification of Potential Conflicts of Interest (COI).  No COI’s exist in relation to this TO.


c.  Identification of Non-Disclosure Requirements.  There is no contract sensitive and/or proprietary information associated with work under this TO.


d.  Packaging, Packing and Shipping Instructions.  None.

e. Inspection and Acceptance Criteria.  None.

f. Hours of Work.  Normal working hours are 0800 through 1700, Monday through Friday, although a flex time arrangement may be possible (or as defined by the TM).  On occasion, the position requires the individual to work longer hours and/or work during a period of time outside of the normal working hours.  Additionally, during exercises, the positions require shift work that includes 13-hour working days, to include weekends.  An estimated 120 to 170 hours of additional work hours are required to support USFK exercises.  The individuals will also be on-call for contingency and other exercise related events.  An arrangement for compensatory time may be possible.  The TM or Alternate TM retains the right to make compensatory time adjustments for the number of hours worked that exceed the planned hours identified in this SOW.

g. War Logistics Support:  Contractor personnel are considered wartime emergency essential civilians (EEC).  In the event of war or contingency, contractor personnel will remain in place performing functions as specified in this SOW until properly and formally relieved by cognizant Government, civilian or military personnel.  During wartime or contingencies, contractor personnel will remain attached to the headquarters, Combined Forces Command (CFC).  Non-EEC family members will be evacuated from the Theater during wartime or contingencies when the Theater Non-combatant Evacuation Operations (NEO) are in effect.  The contractor will pay for the EEC physical examination for all contractor personnel.  All personnel must pass the physical examination prior to beginning work at CFC/USFK ACofS C/J6 and will continue to receive annual EEC examinations while employed under this contract.  

The Government shall provide each contractor personnel with required military uniforms, nuclear, biological and chemical (NBC) and other necessary wartime gear and supplies.  Contractor personnel are responsible for the physical accountability of all uniforms, NBC, and other gear issued by the Government, shall attend NBC training and other contingency training, and wear uniforms and gear during exercises and contingencies as directed by the ACofS J6O Chief, Operations Division. 

The Government will issue, as Government Furnished Equipment (GFE), an M40 protective mask with two contingency sets of protective equipment, for all wartime-critical SOFA-status contractor personnel.  The contingency set includes one mask filter, and one hood, a helmet cover, chemical protective gloves, green vinyl overshoes, M291 and M295 decontamination kits and M8 paper.  Additionally, all wartime-critical SOFA status contractor personnel will be issued a training set consisting of filter, hood, BDO, gloves, overshoes, and decontamination kits.  This equipment will be issued using the activity's standard equipment issue procedure.  The government will also provide any uniforms or gear directed for wear. 

