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AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT

Except as provided herein, all terms and conditions of the document referenced in Item 9A or 10A, as heretofore changed, remains unchanged and in full force and effect.

15A. NAME AND TITLE OF SIGNER (Type or print)

30-105-04

EXCEPTION TO SF 30

APPROVED BY OIRM 11-84

STANDARD FORM 30 (Rev. 10-83)

Prescribed by GSA

FAR (48 CFR) 53.243

a.  This modification incorporates the attached revised Statement of Work dated 07 Sep 2004 for Combatant Command Information

 Assurance Operations Reviews and Coalition Support (IAssure Tracking No. IA242).  SAIC revised proposal dated 9 Sep 2004  is

 incorporated by reference.

b.  The total task order amount is increased by $151,202.94, from $3,532,602.94 to $3,683,805.63.  Funds in the amount of $151,202.94 are

 hereby obligated on Funding Document Number DSAM40511.  Funds in the amount of $1,943,263.72 remain subject to availability.

c.  The period of performance remains 365 calendar days (28 May 2004 - 27 May 2005).

d.  All other terms and conditions remain unchanged.

1. CONTRACT ID CODE

PAGE OF  PAGES

Y

1

41

16A. NAME AND TITLE OF CONTRACTING OFFICER (Type or print)

16C. DATE SIGNED

BY

09-Sep-2004

16B. UNITED STATES OF AMERICA

15C. DATE SIGNED

15B. CONTRACTOR/OFFEROR

(Signature of Contracting Officer)

(Signature of person authorized to sign)

8. NAME AND ADDRESS OF CONTRACTOR  (No., Street, County, State and Zip Code)

9B. DATED (SEE ITEM 11)

X

DCA200-00-D-5017-0055

10B. DATED  (SEE ITEM 13)

X

9A. AMENDMENT OF SOLICITATION NO.

27-Jul-2000

11. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS

The above numbered solicitation is amended as set forth in Item 14.  The hour and date specified for receipt of Offer  

is extended,

is not extended.

Offer must acknowledge receipt of this amendment prior to the hour and date specified in the solicitation or as amended by one of the following methods: 

(a) By completing Items 8 and 15, and returning

copies of the amendment; (b) By acknowledging receipt of this amendment on each copy of the offer submitted;

or (c) By separate letter or telegram which includes a reference to the solicitation and amendment numbers.  FAILURE OF YOUR ACKNOWLEDGMENT TO BE 

RECEIVED AT THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN  

REJECTION OF YOUR OFFER.  If by virtue of this amendment you desire to change an offer already submitted, such change may be made by telegram or letter, 

provided each telegram or letter makes reference to the solicitation and this amendment, and is received prior to the opening hour and date specified.

12. ACCOUNTING AND APPROPRIATION DATA (If required)

See Schedule

13. THIS ITEM APPLIES ONLY TO MODIFICATIONS OF CONTRACTS/ORDERS.

IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14.

A. THIS CHANGE ORDER IS ISSUED PURSUANT TO:  (Specify authority) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE

 CONTRACT ORDER NO. IN ITEM 10A.

B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying 

office, appropriation date, etc.) SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(B).

C. THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF:

X

D. OTHER (Specify type of modification and authority)

Unilateral; Acceptance of SAIC 9 Sep 04 Proposal

E. IMPORTANT:   Contractor

X

is not,   

is required to sign this document and return

copies to the issuing office.

14. DESCRIPTION OF AMENDMENT/MODIFICATION  (Organized by UCF section headings, including solicitation/contract subject matter

 where feasible.)

10A. MOD. OF CONTRACT/ORDER NO.

01

2. AMENDMENT/MODIFICATION NO.

5. PROJECT NO.(If applicable)

6. ISSUED BY

3. EFFECTIVE DATE

09-Sep-2004

CODE

DISA/DITCO-SCOTT

PO BOX 25857

SCOTT AFB IL 62225

HC1013

7. ADMINISTERED BY  (If other than item 6)

4. REQUISITION/PURCHASE REQ. NO.

CODE

See Item 6

SCIENCE APPLICATIONS INTERNATIONAL CORP

DBA SAIC

10260 CAMPUS POINT DRIVE  BUILDING C

SAN DIEGO CA 92121-1578

KIM HAYES

FACILITY CODE

0T5L1

CODE

iascottafb@scott.disa.mil

EMAIL:

TEL:

KAREN E. KINCAID / CONTRACTING OFFICER


SECTION SF 30 BLOCK 14 CONTINUATION PAGE 

SUMMARY OF CHANGES  

SECTION A - SOLICITATION/CONTRACT FORM 

                The total cost of this contract was increased by $151,202.94 from $3,532,602.94 to $3,683,805.88. 

SECTION B - SUPPLIES OR SERVICES AND PRICES 

        CLIN 0001 

                The unit price amount has increased by $151,202.94 from $3,532,602.94 to $3,683,805.88. 

                The total cost of this line item has increased by $151,202.94 from $3,532,602.94 to $3,683,805.88. 

SECTION G - CONTRACT ADMINISTRATION DATA 

Accounting and Appropriation 

Summary for the Payment Office 

CLIN 0001: 

        AA: 97X4930.5F20 000 C1013 0 068142 2F 255011 was increased by $151,202.94 from $3,532,602.94 to $3,683,805.88 

The following have been added by full text: 

Additional Accounting and Appropriation Data

AA:  97X4930.5F20 000 C1013 0 068142 2F 255011

CLIN     Funding Number                Action on This Modification             Total  Obligated Amount

0001       DSAM40511                      Increase $151,202.94                         $151,202.94

SECTION J - LIST OF DOCUMENTS, EXHIBITS AND OTHER ATTACHMENTS 

The following have been added by full text: 

        STATEMENT OF WORK 7 SEP 04
‘I ASSURE’ TASK ORDER (TO)

STATEMENT OF WORK

as of  7 September 2004 
	Contract Number:
	DCA200-00-D-5017

	Order Number:
	0055

	Tracking Number:
	IA242

	Previous Order Number:
	DCA200-00-D-5017  TO  0034 


1.  Points of Contact:

a.  Primary Task Monitor (TM):
	Name:
	

	Organization:
	GO43

	Address:
	Defense Information Systems Agency 

Field Security Operations (GO43),  

Building 1

1 Overcash Avenue

Letterkenny Army Depot

Chambersburg, PA 17201-4122

	Phone No.:
	

	Fax No.:
	

	Internet Address:
	



b.  Alternate Task Monitor (ATM):

	Name:
	

	Organization:
	GO43

	Address:
	Defense Information Systems Agency 

Field Security Operations (GO43),  

Building 1

1 Overcash Avenue

Letterkenny Army Depot

Chambersburg, PA 17201-4122

	Phone No.:
	

	Fax No.:
	

	Internet Address:
	


2.  Order Title:  Combatant Command Information Assurance Operations Reviews and Coalition Support
3.  Background:  As manager of the Defense Information Infrastructure (DII), the Defense Information Systems Agency is charged with securing the adequate protection of the DII against information attacks and Information Warfare (IW).  The DII extends from the national level, through the commanders of the Combatant Commands, through the Combatant Command’s sub-unified commands, joint task forces, component commands, and supporting organizations and agencies to individuals. Fulfilling this responsibility includes developing an integrated DOD-wide protection and operational restoration capability to counter security threats to, incidents within, and attacks on DOD information technology.  Part of this development necessarily includes advising and assisting users and operators of the DII.  This advice and assistance will include an independent evaluation, based on national and DOD-level Information Assurance (IA) requirements; the procedures and practices as they are implemented by the combatant commands, including their sub-unified commands, joint task forces, component commands, and supporting organizations and agencies, to ensure their adequacy; to provide a measurement and training tool to determine the defending force’s readiness; and to provide a basis for planning and programming needed improvements.  

An additional mission of the Defense Information Systems Agency (DISA) Field Security Operations (FSO) is to provide security policy direction, guidance, and direction to the Department of Defense and the North Atlantic Treaty Organization (NATO), the Partnership for Peace.  In accomplishing this mission, representatives from the FSO’s International team assesses and ensures security compatibility and interoperability among the U.S. Department of Defense (DOD) security requirements, processes, and products with the member nations and organizations of the North Atlantic Treaty Organization, the Partnership for Peace initiative, and coalition based initiatives.  This assistance ensures a consistent and compliant path leading to the certification and accreditation of computers, systems, and networks, by providing and developing information system security strategies, design, security guidance, and measures that validate and enforce that minimum security requirements and standards of the DOD and International bodies, i.e., NATO, have been met.
3.1.  Authority.  The Assistant Secretary of Defense for Command, Control, Communications, and Intelligence (ASDC3I), directed the establishment of the Defense Information Systems Agency (DISA) Information System Security (INFOSEC) Task Force.  One recommendation from this task force was to institutionalize the required security control process via the DISA Field Security Operations (FSO), GO4, at Letterkenny Army Depot, Chambersburg, PA.  The restrictions of budget and personnel available within DOD preclude accomplishment of subject effort completely "in-house".  Contractor information assurance (IA) technical support is necessary to supplement Government efforts to reduce security risks to DISA information systems and the communications infrastructure.

3.2.  Previous Work.  The requested work outlined in this Task Order directly relates to, and builds on, completed work under the following contracts: DCA 200-00-D-5017, Task Order 0034.

4.  Objectives:  Provide technical support for DISA customers to include, but not be limited to the Combatant Command locations, DISA, and other Federal Government agencies to obtain and maintain accreditation, and continuously enhance overall site security.  In addition, this Task Order delineates contractor support in assuring that U.S., DOD, and the intelligence sharing capabilities with the NATO and coalition information systems and technology are secure and meet applicable certification and accreditation requirements.  Thus, the overarching objective of this task order is to ensure a consistent and compliant path leading to the accreditation of computers, systems, and networks, by providing and developing information system security strategies, design and evaluation guidance, and measures that validate and ensure that the security requirements and standards of this common body have been met.

The contractor shall comply with the appropriate DISA and DOD-approved architectures, programs, standards and guidelines, such as:

· DOD Directive, 8500.1, Information Assurance
· DOD Instruction 8500.2, Information Assurance Implementation
· CJCS Manual 6510.01, Defense-In-Depth, Information Assurance (IA) and Computer Network Defense (CDN) 
· Global Information Grid (GIG) IA Technical Framework,
· DII Common Operating Environment (COE),
· DII Standard Operating Environment (SOE),
· DOD Security Technical Implementation Guides (STIGs),
· FSO Process Guide(s)
· FSO Penetration SOP,
· FSO Security Features User Guide (SFUG),
· FSO Security Review Methodology,
· FSO Risk Assessment Guide
· National Security Agency (NSA) Security Guides
a. Netcentric Enterprise Services (NCES) Framework
5.  Scope:  The work is focused in the following areas:

· IA Reviews of Combatant Command information assurance operations and readiness in the combatant commands and Combatant Commands, Sub-Unified Commands, Joint Task Forces, Component Commands, and supporting organizations, agencies, and DISA.

· Technical analyses and reports related to IA operations.

· Technical reviews of the Combatant Command information infrastructure.

· Focus area support to assist Combatant Commands and their Sub-Unified Commands, Joint Task Forces, Component Commands, and supporting organizations and agencies to improve their IA operations and readiness posture.
· Computer Network Defense Services (CNDS) assessments of General Service CNDS Providers in support of the certification and accreditation process.
· Conducting IA Reviews of DISA and DISA customer systems.
· Conducting NetOps Reviews of DISA and DISA customer activities.
· Provide Certification and Accreditation support to DISA and DISA customers.

· Analyzing and developing operationally effective technology and process enhancements that will improve (reduce the risk to) customer information security.

· Provide technical security expertise in DOD and coalition (to include NATO) security policy, directives, and instructions. 
· Ensuring compliance with the various security policies, assessing impacts of integrated, interdependent, and interconnected DOD, coalition, and NATO local subscriber environments’ security posture and topology, reviewing security relevant documentation, and preparing technical papers discussing the results of this analysis.  
· Participation in Connection compliance efforts, ensuring compliance with policies and directives, participation in technical meetings, and the preparation of technical papers and reports.
· Establishment and implementation of an IA Incident Response Fly Away Team capability to provide customer assistance with recovering from system and network compromises, identifying collateral damage, preserving evidence, and collecting required information associated with a security incident.
Specific services addressed in this SOW are:

· Task Area 1: Policy, Planning, Process, Program and Project Management Support

· Task Area 2: Standards, Architecture, Engineering and Integration Support

· Task Area 4: Education, Training, and Awareness, Certification and Accreditation, and IA Support
6.  Specific Tasks:
6.1.   Task 1 – Contract-Level and TO Management. 

6.1.1.
Subtask 1 – Integration Management Control Planning.  Provide the technical (task order level) and functional activities at the Contract Level needed for the Program Management of this SOW.  Include productivity and management methods such as Quality Assurance, Progress/status reporting, and Program Reviews at the Contract and Task Order level.  Provide the centralized administrative, clerical, documentation and related functions.                                                                                  

6.1.2.
Subtask 2 – TO Management.  Prepare TO Management Plan describing the technical approach, organizational resources and management controls to be employed to meet the cost, performance and schedule requirements throughout TO execution.  Provide a Monthly Status Report (MSR) monitoring the quality assurance, progress/status reporting, and program reviews applied to the TO (as appropriate to the specific nature of the SOW). 

Deliverable:
1.  Management Plan due twenty (20) working days after the award of the TO

2.  MSR due NLT ten (10) working days after the end of the contractor’s monthly accounting period
6.1.3.
Subtask 3 – Technical Interchange Meeting. Contractor shall host a Technical Interchange Meeting (TIM) to ensure a common understanding between the contractor and the Government on the TO requirements.  The contractor shall describe the technical approach and the organizational resources and management controls to meet the cost, performance, and schedule requirements throughout the period of performance.  

Deliverable:
1.  Technical Interchange Meeting to be conducted NLT 15 days after contract award

2.  TIM notes in written format are due NLT five (5) working days after the meeting

6.1.4.
Subtask 4 – Progress Reviews/Project Briefings.  The contractor shall conduct a formal In Progress Review within 90 days of task award and quarterly thereafter.  The contractor’s Technical Task Leader (TTL) and appropriate members of the technical team will meet no less frequently than every 90 days with the appointed Government TM, either in person or via teleconference or a combination of both.  The purpose of these meetings will be to informally discuss progress, request assistance as required, and deal with issues raised during the execution of the task.  The contractor shall document these meetings in Quarterly Review Notes and report the occurrence of these and any other meetings in the MSRs.

Deliverable:
1.  Quarterly Progress Review briefings

2.  Quarterly Progress Review notes in written format due NLT five (5) working days after the briefing

6.1.5.
Subtask 5 – FSO Time Accounting System.  The contractor shall ensure that time utilized on each specific project, in support of the various FSO customers, is accounted for monthly by project in the FSO provided time accounting system.

Deliverable:    1. Time Accounting System Report

6.1.6. Subtask 6 - Annual Projected Burn Rate of Hours and

Dollars and Monthly Update of Actual Expenditures and Updated Projections for the Period of Performance.   The contractor shall provide in the MSR the following financial information:

a. Projected estimated Monthly hourly usage by the Task Order

b. Projected estimated Monthly Cost of the Task Order 

c. Actual monthly hour/funding usage, based upon a Task Order average labor category, and ODC usage by Task Order specific task.  The TM will provide the contractor with the Project Codes to be associated with the Task Order specific tasks for this report.  This information shall be provided in the following format:

	
	Labor
	
	
	ODCs
	
	
	
	

	Project 

Code
	Hours
	Dollars
	Travel
	Training
	 HOLA/

COLA
	Reloca-tions
	Purchases
	Other *
	   Total 

Dollars

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	


* Other –  Specify as a footnote

d. Actual Monthly hourly usage by the Task Order-Projected hourly usage by the Task Order for remaining period of performance

e. Actual Monthly Cost of the Task Order-Projected Cost of the Task Order for remaining period of performance

f. The contractor shall also provide an explanation of differences between actual and

      projected expenditures.

Deliverable:
1.  Monthly Status Report
6.1.7.
Duplication of Effort.  Ensure that there is minimum duplication of effort in the execution of all work specified in this SOW.  Build upon work previously accomplished by the Government, the contractor, or other contractors to the fullest extent practical.

6.1.8.  Cooperation/Coordination with Other Contractors.  There may be multiple contractors (i.e. from more than one contract vehicle and/or company) supporting FSO and other DOD activities, tasked to work on the same or related activities.  The contractor shall work with these other contractors as required to accomplish Government requirements, goals, and objectives as efficiently and effectively as possible.  This may include, but is not limited to sharing or coordinating information resulting from the work required by this SOW or previous Government efforts, and/or working as a team to perform tasks in concert. 

6.1.9.   Personnel Management.  Provide and manage a complete, comprehensive team of highly qualified personnel able to accomplish the tasks specified in this SOW.

6.1.10. TO Staffing.  The contract team shall provide the optimum mix of personnel of

various labor categories and technical expertise to perform the tasks specified in this SOW in the technical environments specified in this SOW.  

The contractor shall ensure all senior level IA positions and all IARR Contractor Team Leads, are Certified Information System Security Professional (CISSP) or equivalent industry recognized certified personnel within 6 months following the assignment of the individual to perform work.  Examples of industry equivalents:

· Certified Information Security Auditor (CISA) from Information Systems Audit and Control Assn. (ISACA)

· Certified Public Accountant, with security training as reflected by such programs as the American Institute of American Accountant's WebTrust (sm) program

· Certified Fraud Examiner (CFE) from the Association of Certified Fraud Examiners (ACSE)

· SANS GIAC Certification level II in any of the applicable subject matter areas

· SANS GIAC Security Engineer Certification

· Masters of Science in Information Security

The contractor shall ensure that all contractor personnel providing Information Assurance (IA) technical support, performing SA (Systems Administrator) or Systems Service Provider (SSP) functions, and/or having access to the operating system of any DISA owned, managed, or supported Information System, as applicable to this SOW are certified at Level II, in accordance with the DISA SA Certification Program.  Required certification must be obtained not later than ninety days (90) following the assignment of the individual to perform work.  During this period of 90 days, either an industry (in accordance with NIST Special Publication 800-16) or other DOD agency equivalent certification will be acceptable, but must be followed up by completion of the DISA SA Level II Certification. The Government will provide the training materials (to include CBT and CD), laboratory environment, and the test to enable compliance with this requirement.  Classroom attendance in Government conducted training will be made available on a space available basis only.  However, the inability to attend Government conducted training will not be justification for noncompliance.

The contractor shall ensure that all contractor personnel conducting Security Readiness Reviews

(SRRs) have successfully completed the FSO SRR Walkthrough Training, Certification, and Check-ride.  FSO Walkthrough Training, Certification, and Check-ride must be completed no later than ninety days (90) following assignment to perform work.  During this initial period of 90 days for new contractor personnel, either an industry or other DOD agency equivalent certification will be acceptable, but must be followed up by completion of the FSO Certification.  The Government will provide the training materials, laboratory environment, and the test to enable compliance with this requirement.  Classroom attendance in Government conducted training will be made available.

The contractor shall ensure that all contractor personnel conducting penetration testing have successfully completed the FSO ISS Scanner Certification and Check-ride.  FSO ISS Scanner Certification and Check-ride must be completed no later than ninety days (90) following assignment to perform work.  During this period of 90 days, either an industry or other DOD agency equivalent certification will be acceptable, but must be followed up by completion of the FSO Scanner Certification and Check-ride.  The Government will provide the training materials, laboratory environment, and the test to enable compliance with this requirement. Classroom attendance in Government conducted training will be made available on a space available basis only.  However, the inability to attend Government conducted training will not be justification for noncompliance.

The contractor shall ensure that all contractor personnel conducting Cross Domain Solutions (CDS) Joint Vulnerability Assistance Program (JVAPs), are trained and certified on the applicable Guard, and have passed a Check-Ride, prior to the assignment of the individual to perform work.

The contractor shall ensure that at least one of their staff conducting Traditional Security Readiness Reviews is scheduled to take the DOD Security Specialist course (GS101.01) as soon as possible.  Once that individual has successfully completed the course, they shall be responsible for reviewing the work of any other individuals on the contractor's staff performing Traditional Security Readiness Reviews, until they too have completed the course.

Any contractor personnel who fail any of the above certification tests shall be removed from this task order.  The contractor shall be responsible for any retraining expenses required by the individual to meet these requirements.  A revised resume showing in detail the retraining actions must be submitted and approved before an individual can be reinstated.
6.2   Task 2 - Information Assurance Review Process.   The IA Review specifically evaluates the security readiness of the various DOD activities, as it relates to information systems security and the ability of the various responsible organizations to properly protect DOD information resources and assets from attack and/or compromise.  The IA process consists of several components:  the ST&E, the SIPRNet Compliance Validation, NIPRNet Compliance Validation, and the Enclave Certification.   

The IA Review workload defined in this SOW is for IARRs (Information Assurance Readiness Reviews), Technical SRRs, Risk Assessments, System Security Authorization Agreements (SSAAs), Penetration Testing, Traditional SRRs, and CDS JVAPs.   Application Testing is conducted under another FSO task order.  The contractor shall follow guidance provided in the IA Process Guide, the SRR Process Guide, all applicable STIGs and Checklists, DISA Security Handbook, and DOD Policies.  IA Reviews will be conducted at specified customer locations to include, but not be limited to sites identified in paragraph 7.2 below and other DISA customers.  The contractor shall be expected to assign appropriate contractor personnel to participate in each IA Review, ensure contractor personnel assigned have appropriate travel arrangements, provide technical assistance, perform analysis of vulnerabilities, provide input to the Government Team Lead for the trip outbrief, assist in the development of the Executive Summary for each trip, provide resolution support during the IA visit, and provide a Trip Report to the Support and Standards Section within 5 working days of completion of a trip.  The contractor shall utilize the VMS database to record the result of an IA Review.  

Deliverable:
1.  Trip Report

6.2.1. 
Subtask 1 - IA Readiness Reviews.  The contractor shall review information assurance operations and readiness in the Combatant Commands, their subordinate commands, Sub-Unified Commands, Joint Task Forces, Component Commands, and Supporting Organizations, Agencies, and DISA activities.  In conducting IARRs, the contractor shall analyze IA operations requirements, conduct Survey Visits, conduct On-Site Reviews, and provide follow-on support as required.  Prior to an IARR, the contractor shall identify required IA capabilities based on existing DOD and CJCS policy, strategy, and plans.  The contractor shall conduct a Survey Visit prior to the IARR to identify and coordinate with the combatant command on the operational, organizational, technical, and functional aspects of IA operations and readiness that the IARR will focus on.  The contractor shall conduct the IARR in order to provide information on required IA capabilities, survey existing capabilities, identify shortfalls, and provide IA assistance to the combatant command.  IARR results, conclusions, and recommendations will be documented.  After an IARR, the contractor shall provide follow-on assistance in order to resolve significant IA operational and readiness shortfalls, as required and directed by the Government’s TM.  The contractor shall: 
· Research and analyze existing information assurance operations policy, doctrine, plans, and procedures. 

· Analyze missions and functions and relationship to information assurance operations.

· Conduct on-site training and assistance visits to identify and mitigate security vulnerabilities.  These may be operational, technical, or traditional security areas.

· Analyze immediately available capabilities to support information assurance operations and propose a plan to provide those capabilities.

· Prepare reports that document the results of the research, analysis and on-site surveys, and propose activities to provide needed information assurance operations capabilities. 

· Provide on-site support for the installation and follow-on training concerning security tools.

· Provide follow-on, on-site support as required and directed by the Government’s TM.

6.2.1.1.  Subtask 1a - Requirements Analysis.  As required and directed by the Government’s TM, the contractor shall analyze current DOD information assurance plans and policies to determine IA requirements.  Emphasis shall be given to identifying the most critical requirements and those for which near-term solutions are required.  Recommendations implementation could be in the areas of training, certification of systems and network administrators, Secret and Below Interoperability, technical configuration control and security management and control, certification and accreditation, multi-level security devices, intrusion detection, audit monitoring, and the like.  Nominally this requirement is an average of 5 requirement analyses annually.
Deliverable:
1.  Requirements Analysis Report

6.2.1.2.   Subtask 1b - Survey Visits.  The contractor shall conduct Survey Visits.  The primary purpose of a Survey Visit is to gather information and coordinate the IARR.  The Survey Visit will identify key IA requirements, review team capabilities, necessary combatant command involvement, and time frames available.  The operational, organizational, technical, traditional security, and functional IA areas will be identified that will be the focus of the on-site IARR.  In addition, a preliminary list of potential follow-on actions will be identified that might require long-term effort for resolution.  From these conclusions, the contractor shall develop a preliminary IARR program of actions and schedule that incorporates the Government’s requirements and the combatant command’s capabilities and desires.  This will be documented in a Survey Trip Report and conclusions incorporated into briefing and support material provided to the site. Nominally this requirement is an average of 10 survey visits annually.

Deliverable:
1.  Survey Visit Report.

6.2.1.3.  Subtask 1c - IARRs.  The contractor shall conduct on-site IARRs.  The IARR will document desired IA operations capabilities, determine existing capabilities, and document shortfalls in capabilities in terms of policy, process and procedures, organizations, training programs, facilities, and the like.  The contractor shall assist the Government’s TM in providing advice and assistance to the site in making near-term fixes.  In addition, the contractor shall identify IA shortfalls that will require longer term, follow-on assistance to resolve.  This advice and assistance shall include, but not be limited to, training, technical configuration of systems and networks, and engineering assistance.  The results and recommendations of the IARR will be documented in an IA Readiness Review Report. Nominally this requirement is an average of 20 IARRs annually.

Deliverable:
1.  IA Readiness Review Report

6.2.1.4.   Subtask 1d - Follow-On Assistance.  Based on the results of the IARR, the contractor shall assist the Government’s TM and the site in resolving IA shortfalls that could not be fixed during the on-site Review.  This follow-on assistance will be as required and directed by the Government’s TM.  IA operational, organizational, technical and functional follow-on assistance could involve such areas as additional on-site assistance, training, exercise support, computer software and hardware, analysis, assessments, evaluations, strategic and operational planning, and specific problem resolution.  Nominally this requirement is an average of 5 incidents of follow-on assistance annually.

Deliverable:
1.  Follow-on Assistance Report

6.2.2 .  SIPRNet Compliance (SCV).  Provide expert security

vulnerability analysis, guidance, recommendations, and deficiency resolution support.  Nominally this requirement is an average of 10 SCV’s annually.  The SCV will consist of:

CDS JVAP Penetration Test

CDS JVAP

Technical SRRs 

Traditional SRR

Wireless Discovery

6.2.3.  NIPRNet Compliance (NCV).  Provide expert security vulnerability analysis, guidance, recommendations, and deficiency resolution support.  Nominally this requirement is an average of 10 NCV’s annually.  The NCV will consist of:

Traditional SRRs 

Technical SRR

Penetration Test

6.2.4.  Security Test and Evaluation (ST&E).  Provide expert security vulnerability analysis, guidance, recommendations, and deficiency resolution support.  Nominally this requirement is an average of 5 ST&E’s annually.  The ST&E will consist of:

Penetration Tests

Technical SRRs

Traditional SRR

System Security Authorization Agreement (SSAA) 

Application Testing (conducted by other FSO contractor)

6.2.5.  Enclave Certification Compliance.  Provide expert security vulnerability analysis, guidance, recommendations, and deficiency resolution support.  Nominally this requirement is an average of 5 Enclave Certification Compliance’s annually.  The Enclave Certification will consist of:

CDS JVAP

Traditional SRR

Technical SRRs

Penetration Test 

SSAA Review

6.2.6.  Component Breakout. The following is a description of the IA Review Sub-Components:

6.2.6.1  Subtask 1 - Penetration Testing.  The Penetration Tests are divided into two distinct areas – an internal and external network scan.  The contractor shall assemble a scanning “package,” which contains various approval forms and vital information necessary for successful and safe completion of a scan. The contractor shall utilize the current version of FSO Penetration SOP.   The standard Penetration Test will be conducted on-site behind whatever protective barrier the site has in place.  The external Penetration Test is usually performed from the VAAP room located at FSO.  There are occasions when this type of scan may originate elsewhere; i.e., on site connected outside the perimeter defense.  This external Penetration Test is designed to attempt penetrations from outside the protective devices installed by the target site.  A high level of coordination between the scanner and the respective Computer Emergency Response Team/Regional Computer Emergency Response Team (CERT/RCERTs) must be maintained in order for the scan to be successful.
6.2.6.2.  Subtask 2 - Technical Security Readiness Reviews.  The purpose of the SRRs is to evaluate the security readiness of the various DOD activities, as it relates to information systems security and the ability of the various responsible organizations to properly protect DOD information resources and assets from attack and/or compromise.  Some examples of technical SRRs are UNIX, Windows, OS/390, Network Infrastructure, Database, Web Services, etc.

To perform a Technical SRR, the contractor shall follow the appropriate STIG and Checklist, utilizing the current tool and following the procedures outlined in the SRR Process Guide for completing an SRR.  The analysis will include step-by-step procedures with technical justification required to resolve open SRR findings and/or other security vulnerabilities existing at a customer site.  

6.2.6.3.   Subtask 3 - CDS JVAP.  The purpose of a CDS/JVAP is to evaluate the security posture of the CDS device.  
The JVAP is an SRR using checklists and procedures developed by DISA and NSA to assess specific configurations and operations of the guarding solution(s).  To perform a SABI JVAP the contractor shall follow the latest CDS JVAP administrative and the appropriate device checklist.

6.2.6.4.  Subtask 4 - Traditional Security Readiness Reviews.  The purpose of the Traditional Security review is to provide an overall, multi-disciplined assessment of the security posture of the organization.  These traditional elements include the following:  Personnel security, Information security, Physical security, Industrial security, Communications security, Emanations security, Counterintelligence, and Overall security management.  To perform a Traditional Security Review, the contractor shall follow procedures in the Traditional SRR Checklist.   


6.2.6.5.  Subtask 5 - System Security Authorization Agreement (SSAA) Review.  The contractor shall perform the activities as listed in the DISA Certification Guide including documentation gathering, completion of the SSAA (as outlined in the DITSCAP), performance of the certification checklist, and packaging of the certification recommendation for operating system environments, as well as designated applications.  The SSAA and checklist will be based upon completed SRRs, Traditional Security Reviews, Risk Assessments, CDS JVAP, and Penetration Tests, which will include but will not be limited to:

a. Review SSAA, where necessary, to identify areas and information required for certification recommendations and to validate against on-site observations.

Deliverable:    1.  System Security Authorization


Agreement Review Notes and Comments 

b. Review Traditional Security Reviews, Risk Assessments, CDS JVAP, Penetration Tests,  SRRs, and (as applicable) ST&E results and prepare certification recommendations, including statements on residual risk for enclaves and designated organizations/agencies. Nominally this has been 15 reviews per year.  

            Deliverable:    1.  Certification Recommendation

c. Conduct annual update of certification status, to include review of SSAA against on-site configuration and compliance validation of site’s infrastructure.  
            Deliverable:    1.  Certification Report


d. Conduct electronic reviews of systems to validate findings the site reports as closed.  Determine whether the finding is properly closed, in accordance with the appropriate reference, and, if not, identify why and provide the correcting methodology.  Validation reviews are conducted during each Technical SRR.   
            Deliverable:    1.  Compliance Validation Report

6.2.6.6.  Subtask 6 - Risk Assessment.  A Risk Assessment is the process of analyzing threats to and vulnerabilities of an information system (IS) and the potential impact that the loss of information or capabilities of a system would have on national security. The resulting analysis is used as a basis for identifying appropriate and cost-effective measures.  To perform a Risk Assessment, the contractor shall follow the FSO Risk Assessment Guide.
6.2.6.7.  IA Review Timeline:  The time line listed below shows the typical time required for one SRR: 

	Required Action
	Number of Days

	On-Site Data Collection

Draft Report Preparation
	7

	Analysis, Executive Summary Preparation, Report Preparation
	10

	Preparation of Final Report
	5


6.3.  Task 3 - Related IA Analyses, Reports, and Briefings.  The contractor shall provide technical analyses and reports related to information assurance operations.  IA Reviews will identify trends and issues that will require additional analysis to resolve.  Analysis could be DOD-specific or could involve analysis for how the U. S. Government, commercial enterprises, or academia are dealing with current and emerging IA issues.  The technical analyses will not exceed five (5) in number.  The report of each analysis will not exceed 15 pages in length.  The technical reports and issue papers will not exceed five (5) in number.  Each report will not exceed 25 pages in length.  The briefings will not exceed ten (10) in number.  Each briefing will not exceed 40 pages in length.
Deliverable:
1.  IA Analysis Report/Briefing

6.4.  Task 4 - Related IA Support.  The contractor shall provide support to the combatant commands and their sub-unified commands, joint task forces, component commands, and supporting organizations, agencies, and DISA activities in order to enhance IA operations and readiness posture.  This related IA support could involve operational or technical IA areas.  This IA support will be specifically directed by the Government’s TM. 

6.4.1.  Subtask l – Exercises.  The contractor shall prepare, organize, conduct, and evaluate IA exercises in support of the Combatant Commands and JITC.  Nominally this requirement is an average of 5 exercises annually.  These exercises will be used to identify IA issues and provide IA training.  IA exercises can range from simple seminar-type moderated discussions to full free-play, interactive simulations.  Exercises will involve coordination with the combatant commands, their sub-unified commands, joint task forces, component commands, and supporting organizations and agencies. Results, conclusions, and recommendations will be documented in an IA Exercise After-Action Report.

Deliverable:
1. IA Exercise After-Action Report.

6.4.2.  Subtask 2 – Risk Management Guide. The contractor shall develop simplified risk management procedures suitable for implementation by specific combatant commands and their subordinate units and supporting agencies.  Nominally this requirement is an average of 2 guides annually.  The requirements, methodology, procedures and recommended templates will be documented in an IA Risk Management Guide.

Deliverable:
1. IA Risk Management Guide

6.4.3.  Subtask 3 – IA Policies, Concepts, and Procedures. The contractor shall assist in the development or develop IA-related policies, concepts, procedures, training programs, and other such documents that will serve as models or templates for the combatant commands and their subordinate units and supporting agencies.  Nominally this requirement is an average of 10 documents annually.  The goal is to standardize the efforts of the combatant commands and their subordinate units on implementation of IA guidance and to promote greater efficiency by providing them templates that they can tailor for their unique situations.

Deliverable:
1.  IA Policies, Concepts and Procedures.

6.4.4.  Subtask 4 – IA Review (IAR) Metrics Program.  The contractor shall enhance and maintain the established metrics program that measures the effectiveness of the IAR program.  This program includes measuring IA readiness at Combatant Commands, their subordinate commands, and DISA Activities during IA Reviews, as well as other related activities performed by DISA FSO in support of IA readiness.  Quarterly Metrics Reports shall be produced as output from the IARR Metrics Program.

Deliverable:
1.  Quarterly IAR Metrics Reports

6.4.5.  Subtask 5 – Security Architecture Analysis.  The contractor shall provide an independent evaluation of the IA operational and technical architecture of a Combatant Command’s AOR.  The scope of this analysis includes the DISA interfaces and operational and technical substructures at the component level.  Nominally this requirement is an average of 4 evaluations annually.  The goal is to standardize the efforts of the combatant commands and their subordinate units on implementation of IA guidance and to promote greater efficiency by providing them templates that they can tailor for their unique situations.

Deliverable:
1.  Security Architecture Analysis Report

The contractor shall provide IA architecture support to the DOD Combined Enterprise Regional Information Exchange System (CENTRIXS) PMO, as required by the TM.  This will include, but not be limited to, support in areas such as:  IA/CND operational and technical architecture, assistance in evaluating or developing related IA and CND operational policies and procedures, and other subtasks identified in this SOW, as directed by the TM.  

Deliverable:
1.  IA Quick Response Team Report

6.4.6.  Subtask 7 – IARR Guide. The contractor shall maintain the established IARR Guide to serve as the foundation for conducting IA reviews at Combatant Commands, their subordinate commands, and DISA Activities.  The contractor shall further develop the operational areas to be covered during an IARR and identify applicable executive, DOD and CJCS guidance and doctrine, and best or common practices that will continue to be used as a baseline for assessing the IA readiness of the commands.  The IARR guide must be maintained in synchronization with the IA reporting guidelines of the Joint Chiefs of Staff. Additionally, the guide will also include additional topic areas as directed by the Government TM.  This document will be revised one time during the life of this task order.

Deliverable:
1.  IARR Guide.

6.5.   Task 5 – Computer Network Defense Services (CNDS).  The contractor shall provide support to the General Service CNDS Certification Authority to assist in the establishment and implementation of the certification and accreditation process.  As the directed or required by the Government TM, this support shall include participation in DISA and multi-agency working groups, development and conduct of a pilot program, and development of supporting documentation and policy.

6.5.1.
Subtask 1 – CNDS Provider Assessments.  As part of this process, the contractor shall conduct on-site assessments of CNDS Providers.  The assessments will cover the CNDS Providers capability and effectiveness in performing actions required to protect, monitor, analyze, detect and respond to unauthorized activity within the DOD information systems and computer networks the CNDS Provider is responsible for.  CNDS provider assessments will be conducted IAW applicable DOD, CJCS, CND Architect, and CNDS Certification Authority guidance.  Nominally this requirement is an average of 9 CNDS Provider assessments annually.

Deliverable:
1.  CNDS Provider Assessment Report

6.5.2.  Subtask 2 – CNDS Follow-On Assistance.  Based on the results of the CNDS Provider assessment, the contractor shall assist the Government’s TM and the CNDS Providers in resolving shortfalls that could not be fixed during the on-site assessment.  This follow-on assistance will be as required and directed by the Government’s TM.  CNDS operational, organizational, technical and functional follow-on assistance could involve such areas as additional on-site assistance, training, exercise support, computer software and hardware, analysis, assessments, evaluations, strategic and operational planning, and specific problem resolution.

Deliverable:
1.  CNDS Follow-on Assistance Report

6.5.3.  Subtask 3 – CNDS Provider Assessment Guide.  The contractor shall maintain the established CNDS Provider Assessment Guide to serve as the foundation for conducting assessments at CNDS Providers under paragraph 6.5.1 of this SOW.  The contractor shall further develop the operational areas to be covered during an assessment and identify applicable executive, DOD and CJCS guidance and doctrine, and best or common practices that will continue to be used as a baseline for assessing the capabilities of CNDS Providers.  The CNDS Provider Assessment Guide must be maintained in synchronization with the IA reporting guidelines of the Joint Chiefs of Staff.  Additionally, the guide will also include additional topic areas as directed by the Government TM.  This document will be revised one time during the life of this task order.

Deliverable:
1.  CNDS Provider Assessment Guide

6.6.  Task 6 - Coalition Support.
6.6.1.  Subtask 1 - Specific Support.   The DISA FSO mission is to provide security policy direction and guidance and ensure security compatibility and interoperability among the U.S. DoD security requirements, processes, and products with the member nations and organizations of the NATO and other coalition-based initiatives.  The objective is to ensure a consistent and compliant path leading to the accreditation of computers, systems, and networks by providing and developing information systems security strategies, design and evaluation guidance, and measures that validate and enforce security requirements and standards of this common body.

The contractor shall provide technical security expertise in DOD and coalition (to include NATO) security policy, directives, and instructions.  This work includes, but is not limited to, analyses which ensure compliance with the security policies; assess the impact of integrated, interdependent, and interconnected DOD, coalition, and NATO local subscriber environments’ security posture and topology; assess security relevant documentation; and, preparing technical papers which provide the methodology and the results of these analyses.

The contractor shall provide support in researching DOD and coalition security certification and accreditation activities, prepare certification and accreditation technical papers which identify relevant policy, technical, and management issues.  The contractor shall also provide technical expertise to assess the security impact of NATO and coalition integrated information systems sharing U.S. information.  The contractor shall participate in pre- and re-accreditation activities by documenting strategies and lessons learned in technical papers, in technical briefings, and in appendices to existing documentation.

The contractor shall provide technical support in preparing U.S. representatives for DOD and NATO sponsored working groups.  This support will include assessment and analysis of Coalition security policies and associated working papers, writing technical papers that analyze and discuss changes in coalition security policy, procedures, and technologies.  The contractor shall also assist by participating in a wide body of coalition and NATO security forums such as the Information Systems Security Sub-Committee and its associated ad hoc working groups and the Battlefield Information Collection and Exploitation System (BICES), and the BICES Security Accreditation Board (BSAB). This will include the participation in a BICES Risk Assessment as part of the Nation’s Review Team.  As a part of this overall assistance, the contractor shall assess proposed information, communications, and security architectures and recommended solutions to ensure adequate protection of U.S. information and compliance with DOD and NATO security requirements.  Finally, the contractor shall prepare detailed technical summaries of U.S. participation in the DOD and NATO sponsored working groups.  These summaries shall be delivered within 10 working days following the completion of the meetings. 

Deliverable:
1.  Technical Summaries

6.6.2.    Subtask 2 - Technical Assessment/Remote Analyses.  The contractor shall provide assessment and analyses of NATO security policy and associated working papers as required by the government.  These assessments and analyses shall not exceed 5 in number.  The results of the assessments and analyses shall be documented in the form of technical reports.  These reports shall not exceed 20 pages in length.  These assessments and analyses shall be delivered as specified in the Delivery Order Management Plan. 

            Deliverable:
1.  Technical Reports

6.6.3.   Subtask 3 - White Papers, Briefings, Technical Reports and Other Deliverables.  The contractor shall prepare and present white papers, briefings, technical reports, and other      deliverables as requested by the Government.  These items shall address issues such as changes in policy, procedures, technologies, export policies, etc.  These items shall include discussions that result in solutions which can be accredited and which are security-compatible. These items shall not exceed 15 in number. Each item shall not exceed 20 pages in length.  


Deliverables:
1. White Papers

                       2. Briefings


     3. Technical Reports

6.7.
Task 7 – Network Operations (NetOps).  The contractor shall provide support to DISA FSO and the DISA NetOps Certification Authority to assist in the establishment and implementation of the certification and accreditation process for NetOps activities.  As directed or required by the Government TM, this support shall include participation in DISA and multi-agency working groups, development and conduct of a pilot program, and development of supporting documentation and policy.

6.7.1.
Subtask 1 – NetOps Assessments.  As part of this process, the contractor shall conduct on-site assessments of NetOps activities.  The assessments will cover the NetOps activity’s capabilities, processes and performance in providing and integrating assured system and network availability, information protection, and information delivery for its customer base.  NetOps assessments will be conducted IAW applicable DOD, CJCS, USSTRATCOM, and DISA NetOps Certification Authority guidance.  Nominally this requirement is an average of 4 NetOps assessments annually.
Deliverable:
1.  NetOps Assessment Report

6.7.2.
Subtask 2 – NetOps Follow-On Assistance.  Based on the results of the NetOps assessment, the contractor shall assist the Government’s TM and the NetOps activity in resolving shortfalls that could not be fixed during the on-site assessment.  This follow-on assistance will be as required and directed by the Government’s TM.  NetOps operational, organizational, technical and functional follow-on assistance could involve such areas as additional on-site assistance, training, exercise support, computer software and hardware, analysis, assessments, evaluations, strategic and operational planning, and specific problem resolution.

Deliverable:
1.  NetOps Follow-on Assistance Report

6.7.3.  Subtask 3 – NetOps Assessment Guide.  The contractor shall develop and maintain the established NetOps Assessment Guide to serve as the foundation for conducting assessments at NetOps activities under paragraph 6.7.1 of this SOW.  The contractor shall further develop the operational areas to be covered during an assessment and identify applicable executive, DOD, CJCS, USSTRATCOM and DISA guidance and doctrine, and best or common practices that will continue to be used as a baseline for assessing the capabilities of NetOps activities.  The NetOps Assessment Guide must be maintained in synchronization with the NetOps reporting guidelines.  Additionally, the guide will also include additional topic areas as directed by the Government TM.

Deliverable:
1.  NetOps Assessment Guide

6.7.4.  Subtask 4 - NetOps System Certification Guide.   The
contractor shall develop and maintain a NetOps System Certification Guide to serve as the foundation for conducting assessments of both legacy and new development Information Systems and applications.  The contactor shall further develop the operational areas to be covered during an assessment and identify applicable executive, DOD, CJCS, USSTRATCOM and DISA guidance and doctrine, and best or common practices that will continue to be used as a baseline for assessing the NetOps worthiness (i.e., NetOps capabilities and standards compliance) of systems and applications.  The NetOps System Assessment Guide must be maintained in synchronization with the NetOps reporting guidelines.  Additionally, the guide will also include additional topic areas as directed by the Government TM.

Deliverable:
  1.  NetOps System Certification Guide

6.8.  Task 8 – Information Assurance Red Team.  The contractor shall provide support to DISA FSO and the DISA Joint Interoperability Test Command (JITC) in the establishment and implementation of an IA Red Team capability.  This will be an independent threat based activity aimed at readiness improvements through simulation of an opposing force.  Red teaming activity will include becoming knowledgeable of a target system, matching an adversary's approach, gathering appropriate tools to attack the system, training, launching an attack, then working with system owners to demonstrate vulnerabilities and suggest countermeasures.  As the directed or required by the Government TM, this support shall include related activities such as participation in DISA, NSA and multi-agency working groups, development and conduct of a pilot program, development of supporting documentation and policy, hacker and Red Team training, design and implementation of an IT environment to conduct Red Team activities, and other related activities.

6.9.  Task 9 - IA Incident Response Fly Away Team.  The contractor shall provide support to DISA FSO in the establishment and implementation of an IA Incident Response Fly Away Team capability.  This will be an independent response activity to provide customer assistance with recovering from system and network compromises, identifying collateral damage, preserving evidence, and collecting required information associated with the incident.  Fly Away teaming activity will include becoming knowledgeable of the customer environment, working with local or federal legal authorities, coordinating information sharing with appropriate network monitoring authorities, identifying an adversary's approach, identifying appropriate tools to assess collateral damage, training, identifying the root causes of the compromise, identifying vulnerability resolution options and residual risk.  As directed or required by the Government TM, this support shall include related activities such as participation in DISA, NSA and multi-agency working groups, development and conduct of a pilot program, development of supporting documentation and policy, incidence response and recovery training, design and implementation of a fly away tool kit to accomplish Fly Away activities, and other related activities.  The contractor shall develop and maintain the following documentation:

a.  Defense Criminal Investigative Service (DCIS) Approved Data Preservation Process.

b. Quick Response Process Guide (to include defining the information to collect).
c. Site Self-Preservation and Recovery Guide (to include defining the information the site should collect and track and collateral damage assessments). 
The contractor shall identify a process for having available on a quick reaction basis a team of IA operational and technical experts with experience that includes various operating system administration, understanding of network architecture, and Incident Response or Red Team experience.  The Government’s TM will identify a situation at a combatant command or its sub-unified commands, joint task forces, component commands, and supporting organizations and agencies that is sufficiently serious to warrant the dispatch of an IA Incident Response Fly Away Team to provide immediate, on-site assistance within 48 hours for CONUS sites and 72 hours for OCONUS sites.  This task is projected to not exceed an average of 4 responses annually. Results of any assistance will be documented in an IA Incident Response Fly Away Team Report.
        Deliverables:
1. IA Incident Response Fly Away Team 




Reports

2. Defense Criminal Investigative Service (DCIS) approved data preservation process




3. Quick Response Process Guide 

3. Site Self-Preservation and Recovery

Guide

6.10.  Task 10 - Support for OSD Policy Development.  The contractor shall review, research and develop a DOD Instruction on Inadvertent Disclosure that will be utilized as a single overarching DOD-wide policy. This policy will include a comprehensive overview and process for both unclassified and classified systems.  This policy will be distributed for review and comment to the DOD policy fora's and may include attendance at numerous working groups, conferences or symposiums to discuss among DOD entities or to provide research background into the feasibility of the policy.  Federal or IC forums may also be utilized to support this review and policy development to ensure interoperability and compatibility/consistency with polices and practices.

Deliverable:
1.  Technical Report, DOD Instruction on Inadvertent Disclosure

6.11.  Task 11 - OSD Implementation Guide Development.  The contractor shall research policy, best practices, products or software in order to develop an implementation guidance plan for Inadvertent Disclosure that takes into account risk, incident handling and integrated protection methods.  This implementation guide will include a comprehensive overview and process for both unclassified and classified systems.  This guide will be distributed for review and comment to the DOD policy fora's and may include attendance at numerous working groups, conferences or symposiums to discuss among DOD entities or to provide research background into the feasibility of the guide.  Software/Hardware Vendors, Industry best practices, academia, research labs, DOD/Federal or IC forums may also be utilized to support this review and development to ensure interoperability and compatibility/consistency with polices and practices.

Deliverable:
1.  Technical Report, Implementation Guidance Plan for Inadvertent Disclosure


6.12. Task 12 - DIAP Policy.   The contractor shall 

provide general assistance requested to assist in DOD Information Assurance Program (DIAP) Policy review and development.

Deliverable:
1.  Technical Reports

6.13.   Task 13 - Information Assurance (IA) Portal.  The contractor shall support the DOD IA Portal by providing input to the DOD IA Portal Working Group.  Input shall include, but not be limited to, identifying IA policies, best practices, guidelines, training, IA products, discussion forums, and automated "newsbots".

     Deliverable:
1.  Technical Reports
7.  Place of Performance: 

7.1   Primary Place of Performance.  The contractor shall perform the majority of work for this effort at the Contractor’s facility.  The contractor shall require access to government facilities to access the SIPRNET-based web sites and to communicate with customer sites via the SIPRNET.

7.2   Travel.  Local travel within the National Capital Region and to Letterkenny Army Depot, Chambersburg, PA is required and authorized.  Travel will be required to the Combatant Commands and their sub-unified commands, joint task forces, component commands, supporting organizations and agencies, DISA Activities, and NATO locations. The Government will review for approval all travel orders under this TO prior to the travel taking place.  The Contractor shall provide an estimate of required travel to support this effort.  A general list of DISA supported customers is outlined below.    

	Organization
	Place

	PACOM
	Camp Smith, HI

	USFK
	Yongsan, Korea

	USFJ
	Yokota AB, Japan

	Alaskan Cmd
	Anchorage, AK

	JIATF West
	Alameda, CA

	USARPAC

DLA-PAC

MARFORPACs
	Oahu, HI

	EUCOM
	Germany, Italy, Belgium, England, Bosnia, Kosovo

	STRATCOM
	Omaha, NE

	TF 124
	Oklahoma City, OK

	TF 134
	Pearl Harbor, HI

	TF 164
	Naples, IT

	TF 294
	Travis AFB, CA

	TF 214
	Cheyenne, WY

	TF 204
	Barksdale AFB, LA

	CENTCOM
	Tampa, FL & Bahrain

	JTF-SWA
	Eskan Village, KSA, Afghanistan, Uzbekistan, Iraq

	CJTF-Kuwait
	Kuwait City, Kuwait

	JFCOM
	Norfolk, VA

	JWFC
	Chesapeake, VA

	JTF-6
	El Paso, TX

	TRANSCOM
	Belleville, IL

	SOCOM
	Tampa, FL

	JSOC
	Fayetteville, NC

	SOCOM TF
	Little Creek, VA

	SOCOM TF
	Coronado, CA

	USASOC
	Fayetteville, NC

	SOUTHCOM
	Miami, FL

	JIATF South
	Key West, FL

	JTF-B
	Tegucigalpa, Honduras

	JTF-GTMO
	Guantanamo Bay, Cuba

	SOCSOUTH
	Roosevelt Roads, Puerto Rico

	NORTHCOM
	Colorado Springs, CO

	TRANSCOM
	Belleville, IL

	OSD
	Washington, DC, COOP Locations

	DISA HQs
	Arlington, VA

	DISA Activities
	Various locations CONUS & OCONUS

	NATO 
	Various locations such as:

Athens, Greece

London, UK

Ottawa, Canada

Madrid, Spain

Brussels, Belgium

Prague, Czech Rep

Copenhagen, Denmark

RAF Molesworth, UK

	CENTRIXS HQs & Enterprise Operations Centers (EOCs)
	Tampa, FL, Fort Washington, MD, Honolulu, HI, Miami, FL, Stuttgart, GE, & Norfolk, VA


8.  Period of Performance:  The period of performance is 365 days from the date of TO award with a planned start date of 28 May 2004 through 27 May 2005.

9.  Deliverable/Delivery Schedule:
	SOW Task#
	Deliverable Title
	CDRL/DID#
	Due Date
	Copies
	Distribution
	Frequency and Remarks

	6.1.2
	Management Plan
	Contractor format using DI-MGMT-80347 for guidance
	20 working days after award 
	1 SC
	*Standard 

Distribution
	Draft &

Final 

	6.1.2
	Monthly Status Report


	Contractor format using DI-MGMT-80227 for guidance
	10 working days after end of accounting period
	1 SC
	*Standard 

Distribution
	Monthly

	6.1.3
	Technical Interchange Meeting (TIM)
	N/A
	15 working days after award
	N/A
	N/A
	One Time

	6.1.3
	TIM Notes


	Contractor format using UDI-A-23083A for guidance
	5 working days after TIM
	1 SC
	*Standard 

Distribution
	One Time

	6.1.4
	Progress Review

1st Review

2nd Review

3rd Review

4th Review
	Contractor format using DI-A5011B and

UDI-A-23083A for guidance
	Once each quarter based on a mutually agreed date/time
	1 SC
	*Standard 

Distribution
	Quarterly

	6.1.4
	Progress Review Notes

1st Review

2nd Review

3rd Review

4th Review
	Contractor format using DI-A5011B and

UDI-A-23083A for guidance
	5 working days after Progress Review
	1 SC
	*Standard 

Distribution
	Quarterly

	6.1.5
	Time Accounting System Report
	As provided by FSO
	10 working days after end of accounting period
	1 SC
	*Standard 

Distribution
	Monthly

	6.2
	Trip Report
	Contractor format using DI-MISC-80508 for guidance
	5 working days after completion of a trip
	1 SC
	*Standard 

Distribution
	As directed by the Government TM

	6.2.1.1
	Requirements Analysis Report 
	Contractor format using DI-A-3024A for guidance
	15 calendar days after IA Analysis
	1 SC
	*Standard 

Distribution
	As directed by the Government TM

	6.2.1.2
	Survey Visit Report
	Contractor format using DI-A-3024A for guidance
	15 calendar days after completion of survey
	1 SC
	*Standard 

Distribution
	Each Survey Visit

	6.2.1.3
	IA Readiness Review Report
	Contractor format using DI-ADMN-80447 for guidance
	15 calendar days after completion of on-site IARR
	1 SC
	*Standard 

Distribution
	Each IARR or as directed by Government TM

	6.2.1.4
	Follow-On Assistance Report
	Contractor format using DI-MISC-80508 for guidance
	15 calendar days after completion of follow-on assistance
	1 SC
	*Standard 

Distribution
	As directed by the Government TM

	6.2.6.5.a
	SSAA Review Notes and Comments
	Contractor format using DI-ADMN-80447 for guidance
	45 calendar days after completion of review
	1 SC
	*Standard 

Distribution
	As directed by the Government TM

	6.2.6.5.b
	Certification Recommendation
	Contractor format using DI-ADMN-80447 for guidance
	30 calendar days after completion of review
	1 SC
	*Standard 

Distribution
	As directed by the Government TM

	6.2.6.5.c
	Certification Report
	Contractor format using DI-ADMN-80447 for guidance
	30 calendar days after completion of review
	1 SC
	*Standard 

Distribution
	As directed by the Government TM

	6.2.6.5.d
	Compliance Validation Report
	Contractor format using DI-ADMN-80447 for guidance
	30 calendar days after completion of review
	1 SC
	*Standard 

Distribution
	As directed by the Government TM

	6.3
	IA Analysis Report/

Briefing
	Contractor format using DI-MISC-80508 for guidance
	30 calendar days after IA Survey
	1 SC
	*Standard 

Distribution
	As directed by the Government TM

	6.4.1
	IA Exercise After Action Report
	Contractor format using DI-MISC-80508 for guidance
	 21 calendar days after exercise completion 
	1 SC
	*Standard 

Distribution
	Each IA Exercise 

	6.4.2
	IA Risk Management Guide
	Contractor format using DI-MISC-80508 for guidance
	30 calendar days after IA Survey
	1 SC
	*Standard 

Distribution
	As directed by the Government TM

	6.4.3
	IA Policies, Concepts and Procedures
	Contractor format using DI-MISC-80508 for guidance
	30 calendar days after IA Survey
	1 SC
	*Standard 

Distribution
	As directed by the Government TM

	6.4.4
	Quarterly IAR Metrics Reports
	Contractor format using DI-MISC-80508 for guidance
	15 Jul 04

15 Oct 04

15 Jan 05

15 Apr 05
	1 SC
	*Standard 

Distribution
	Quarterly

	6.4.5
	Security Architecture Analysis Report 
	Contractor format using DI-MISC-80508 for guidance
	30 calendar days after IA Survey
	1 SC
	*Standard 

Distribution
	As directed by the Government TM

	6.4.6
	IARR Guide
	Contractor format using DI-MISC-80508 for guidance
	1 Feb 05
	1 SC
	*Standard 

Distribution
	Annually

	6.5.1
	CNDS Provider Assessment Report
	Contractor format using DI-ADMN-80447 for guidance
	14 calendar days after completion of on-site assessment
	1 SC
	*Standard 

Distribution
	Each CNDS Provider Assessment

	6.5.2
	CNDS Follow-on Assistance Report
	Contractor format using DI-MISC-80508 for guidance
	15 calendar days after completion of follow-on assistance
	1 SC
	*Standard 

Distribution
	As directed by the Government TM

	6.5.3
	CNDS Provider Assessment Guide
	Contractor format using DI-MISC-80508 for guidance
	1 Oct 04
	1 SC
	*Standard 

Distribution
	Annually

	6.6.1
	Technical Summaries 
	Contractor format using DI-MISC-80508 for guidance
	10 working days after completion of meeting
	 1 SC
	*Standard

Distribution
	As directed by the Government TM

	6.6.2
	Technical 

Reports
	Contractor format using DI-MISC-80508 for guidance
	5 days from Government TM notification
	 1 SC
	*Standard

Distribution
	Draft 30 days

Final 15 days after receipt of comments 

	6.6.3
	White Papers, Briefings, and Technical Reports
	Contractor format using DI-MISC-80508 for guidance
	5 days from Government TM notification
	 1 SC
	*Standard

Distribution
	As directed by the Government TM

	6.7.1
	NetOps Assessment Report
	Contractor format using DI-ADMN-80447 for guidance
	21 calendar days after completion of on-site assessment
	 1 SC
	*Standard 

Distribution
	Each NetOps Assessment

	6.7.2
	NetOps Follow-on Assistance Report
	Contractor format using DI-MISC-80508 for guidance
	15 calendar days after completion of follow-on assistance
	 1 SC
	*Standard 

Distribution
	As directed by the Government TM

	6.7.3
	NetOps Assessment Guide
	Contractor format using DI-MISC-80508 for guidance
	Initial Draft

15 Oct 04

Final 30 Apr 05
	 1 SC
	*Standard 

Distribution
	Annually

	6.7.4.
	NetOps System Certification Guide
	Contractor format using DI-MISC-80508 for guidance
	Initial Draft

25 Aug 04

Final 24 Sep 04
	 1 SC
	*Standard 

Distribution
	Annually

	6.9
	IA Incident Response Fly Away Team Reports
	Contractor format using DI-ADMN-80447 for guidance
	15 calendar days after IA Incident Response Fly Away Team deployment
	 1 SC
	*Standard 

Distribution
	Each IA Quick Response Team deployment

	6.9
	DCIS Approved Data Preservation Process
	Contractor format using DI-MISC-80508 for guidance
	Initial Draft

24 Sep 04

Final 25 Oct 04 
	 1 SC
	*Standard 

Distribution
	Annually

	6.9
	Quick Response Process Guide
	Contractor format using DI-MISC-80508 for guidance
	Initial Draft 

26 Jul 04

Final 25 Aug 04
	 1 SC
	*Standard 

Distribution
	Annually

	6.9
	Site Self-Preservation and Recovery Guide
	Contractor format using DI-MISC-80508 for guidance
	Initial Draft

24 Nov 04

Final 24 Dec 04
	 1 SC
	*Standard 

Distribution
	Annually

	6.10
	Technical Report, DOD Instruction on Inadvertent Disclosure
	Contractor format using DI-MISC-80508 for guidance
	10 Dec 04
	1 SC
	*Standard 

Distribution, plus copy to OASD (NII)
	One Time

	6.11
	Technical Report, Implementation Guidance Plan for Inadvertent Disclosure
	Contractor format using DI-MISC-80508 for guidance
	10 Mar 05
	1 SC
	*Standard 

Distribution, plus copy to OASD (NII)
	One Time

	6.12
	Technical Report
	Contractor format using DI-MISC-80508 for guidance
	As Required
	1 SC
	*Standard 

Distribution, plus copy to OASD (NII)
	As Required

	6.13
	Technical Report
	Contractor format using DI-MISC-80508 for guidance
	As Required
	1 SC
	*Standard 

Distribution, plus copy to OASD (NII)
	As Required


*Standard Distribution
· 1 copy of the transmittal letter and the deliverable to the Primary TM.

10.  Security/Clearance Requirements:  The following security requirements shall apply to this effort.

10.1.  Access to Information/Personnel Security Clearances
10.1.1.
 Classified Information.  All contractor personnel performing work under this effort will have access to classified information at least up to and including SECRET.  Therefore, all contractor personnel must have a minimum of a SECRET security clearance.  

All contractor personnel performing work at Combatant Commands and their sub-unified commands, joint task forces, component commands, and supporting organizations and agencies will require a Top Secret clearance and Sensitive Compartmented Information (SCI) access to perform their duties on this TO.  

All contractor personnel performing work on the NATO & BICES tasks will require clearance at the US/NATO TOP SECRET level.

10.1.2.
  Sensitive Information.  All contractor personnel on this task order will have a minimum ADP-II sensitivity level and be subjected to a favorable NAC investigation.  Some contractor personnel will have access to customer Sensitive Information, and access to customer computer operating systems containing this information.  Contractor personnel meeting any of the conditions listed below, will have designated ADP I sensitive positions in accordance with paragraph 3-614 DOD 5200.2-R, Personnel Security Program, dated January 1987.  The following personnel must have a within scope Single Scope Background Investigation (SSBI):

· Personnel who will perform work on-site at Combatant Commands and their sub-unified commands, joint task forces, component commands, and supporting organizations, agencies, and DISA Activities

· Personnel who will electronically access customer information systems

· Personnel who will handle Sensitive Information in the course of performing work specified in this TO.

10.2.
Contractor Generated Documents.  Contractor personnel will generate or handle documents that contain FOUO information, at both Government and contractor facilities.  Contractor shall have access to, generate, and handle classified material at government and contractor facilities.  All contractor deliverables shall be marked at a minimum FOUO, unless otherwise directed by the Government.  The contractor shall comply with the provisions of the DOD Industrial Security Manual for handling classified material and producing deliverables. The contractor shall comply with DISA Instruction 630-230-19.

10.3.
Security Procedures.  All contractor personnel working on or managing this effort shall strictly adhere to DISA and DOD security regulations and procedures.

10.4.
Sensitive Data Stored at Contractor Facilities.  The contractor shall ensure that FSO and customer data stored at contractor facilities is protected in compliance with the FSO Security Standard Operating Procedures and the National Industrial Security Program Operating Manual (NISPOM) w/change 2.

11.
Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI):  Paragraph H.12 of the ‘I Assure’ contract applies.  The Government will provide the following GFE and GFI.

a. The Government will provide access (at a Government location) to the ADP, computer and support equipment necessary for the contractor to access and perform work on the SIPRNET, including computer hardware and software, from the time of contract award through the period of performance.  Two SIPRNET user accounts will be provided to the contractor for the duration of the task.

b. The DISA Field Security Operations Division Technical Library will be available for use for proposal preparation and throughout the life of the TO.  It contains the following information.

· Results/reports of all Security Readiness Reviews (SRRs) to date and results of other agency audits

· Latest versions of the Security Technical Implementation Guidance (STIGs) and corresponding checklists

· SRR database definition and SRR Process Guide

· Vendor Integrity Statements 

· Other deliverables from previous IA related work/contracts.

· DOD and other agency regulations, guides, instructions and other documents related to IA.

· Numerous other security and technical information including product documentation.

c. The contractor shall identify any additional GFI or special requirements for GFE beyond that stated in the SOW within 14 calendar days following the initial TIM.  As additional information is required, the contractor shall coordinate requirements with the Government’s TM and COR.  The Government will facilitate the contractor’s access to the data required in support of this work effort; this will include the initial contacts with DISA individuals for the purposes of conducting site surveys, and interviews.
12.
Other Pertinent Information or Special Considerations.

a.
Identification of Possible Follow-on Work.  Possible follow-on work includes additional efforts to meet future requirements in the areas of IA readiness, operational planning, training, and exercise support.


b.
Identification of Potential Conflicts of Interest (COI).  There are neither existing nor potential COIs on this TO. 

c.
Identification of Non-Disclosure Requirements.  Paragraph 8.0 of the ‘I Assure’ contract applies.  All contractor personnel working on this effort must execute nondisclosure agreements prior to commencement of their starting work on this effort.  (This includes access to the FSO Technical Library before contract award, for proposal preparation).  For the purposes of this TO, all related customer information is classified no lower than Unclassified Controlled Information (Comply with the appropriate contract paragraph).

d.
Packaging, Packing, and Shipping:  All packaging, packing and shipping requirements shall be in accordance with paragraph D.1 of the ‘I Assure’ contract.

e.
Inspection and Acceptance:  All inspection and acceptance requirements shall be in accordance with paragraph E.1 of the ‘I Assure’ contract.  In addition, the contractor shall comply with the following criteria.



(1) Acceptance Criteria.  Unless otherwise noted, the Government shall have fifteen (15) working days to review and comment on deliverables.  The Government may accept a deliverable, accept a deliverable subject to the incorporation of comments, or reject a deliverable.  Draft deliverables that are acceptable are normally accepted subject to incorporation of the comments into the final version.  A draft deliverable may meet the criteria of accuracy, functionality, completeness, professional quality and overall compliance, but the assumptions, outside circumstances or Government guidance upon which the draft document was developed may have changed.  In these circumstances one or more subsequent versions of the draft document may be required and the contractor shall develop subsequent versions of drafts based on Government direction if the Government requires additional drafts prior to the final version.  Government comments on documents that are rejected will be sufficiently specific with respect to the deficiencies in the criteria of accuracy, functionality, completeness, professional quality and overall compliance so that it clear as to what actions are required to bring the deliverable into compliance. 



(2)   Rejection Procedures.   After notification that a deliverable did not meet the acceptance criteria, the contractor shall return updated/corrected versions fifteen (15) workdays after receipt of Government comments.  Upon resubmission, the acceptance criteria set forth in the paragraph above will apply.  Any deficiencies then identified will be resolved after discussions between the contractor and the Government.


f.  
Compliance.  The contractor shall comply with the following DOD-approved architectures, programs, standards and guidelines: 

· DOD Directive, 8500.1, Information Assurance
· DOD Instruction 8500.2, Information Assurance Implementation
· CJCS Manual 6510.01, Defense-In-Depth, Information Assurance (IA) and Computer Network Defense (CDN) 
· Global Information Grid (GIG) IA Technical Framework,
· DII Common Operating Environment (COE),
· DII Standard Operating Environment (SOE),
· DOD Security Technical Implementation Guides (STIGs),
· FSO Process Guide(s)
· FSO Penetration SOP,
· FSO Security Features User Guide (SFUG),
· FSO Security Review Methodology,
· FSO Risk Assessment Guide
· National Security Agency (NSA) Security Guides
· Netcentric Enterprise Services (NCES) Framework

The contractor shall ensure that all contractor workstations connected to the FSO LAN and/or containing customer sensitive data are configured in compliance with the DISA STIG applicable for that operating system.



g.
Exchange of Information With Other Organizations.  This project could require contractor personnel to exchange classified information with representatives of: ASD/C3I, the Joint Staff, NSA, DIA, Combatant Commands, and the Services.  

Proposed public releases shall be submitted to DISA Headquarters for processing.  The submission shall be addressed to:

DISA Headquarters

Corporate Exchange Office

ATTN:  Ms. B. McDonald

701 South Courthouse Road

Arlington, VA 22204-2199

(703) 692-9270

The contractor shall not distribute material or documents generated under this statement of work to anyone including contractor offices or personnel not directly involved on this project until written approval is received from DISA FSO.  The contractor shall deliver required work efforts in both draft and final versions according to schedule data.  All final deliverables will be published under DISA cover unless directed otherwise by the Government.  Final paper deliverables shall be printed on 8.5” by 11” paper, double-sided print in the numbers indicated.  One (1) final paper deliverable shall remain unbound.  Draft deliverables shall be delivered in double-sided print and remain unbound.  The contractor shall also deliver one (1) copy of each deliverable on 3.5” high-density diskettes in Microsoft Word for Windows (version 7.0 or earlier) format.  All delivered electronic media shall be free of malicious code (including but not limited to boot sector and Word Macro viruses).  Unless specified, the maximum number of deliverables will be no more than five (5) copies.  For deliverables relating to format DISA publications (i.e., instructions, standard operating procedures, supplements, circulars), the contractor shall use format provided in DISAI 210-20-2, Preparation and Processing of DCA Numbered Publications.

All specified draft and final security deliverables become the property of DISA.  The details of any and all security countermeasures that the contractor may develop under this contract become the property of DISA.


h.
Source Code, Object Code, and System Documentation.  All source code, object code, and system documentation developed by the contractor in the performance of the tasks in this SOW will be the property of DISA.



i.
Purchase of Materials on Behalf of the Government.  The contractor, at the direction of the Government, shall purchase materials (e.g. ADPE) that will be used in support of this Task Order.  Any materials purchased on behalf of the Government will become the property of the Government.

13.  Section 508 Accessibility Standards.  The following Section 508 Accessibility Standard(s) (Technical Standards and Functional Performance Criteria) are applicable (if box is checked) to this acquisition.

Technical Standards
 FORMCHECKBOX 
 1194.21 - Software Applications and Operating Systems

 FORMCHECKBOX 
 1194.22 - Web Based Intranet and Internet Information and Applications

 FORMCHECKBOX 
 1194.23 - Telecommunications Products

 FORMCHECKBOX 
 1194.24 - Video and Multimedia Products

 FORMCHECKBOX 
 1194.25 - Self-Contained, Closed Products

 FORMCHECKBOX 
 1194.26 - Desktop and Portable Computers

 FORMCHECKBOX 
 1194.41 - Information, Documentation and Support

The Technical Standards above facilitate the assurance that the maximum technical standards are provided to the Offerors.  Functional Performance Criteria is the minimally acceptable standards to ensure Section 508 compliance.  This block is checked to ensure that the minimally acceptable electronic and information technology (E&IT) products are proposed.

Functional Performance Criteria
 FORMCHECKBOX 
 1194.31 - Functional Performance Criteria

(End of Summary of Changes) 

