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AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT

Except as provided herein, all terms and conditions of the document referenced in Item 9A or 10A, as heretofore changed, remains unchanged and in full force and effect.

15A. NAME AND TITLE OF SIGNER (Type or print)

30-105-04

EXCEPTION TO SF 30

APPROVED BY OIRM 11-84

STANDARD FORM 30 (Rev. 10-83)

Prescribed by GSA

FAR (48 CFR) 53.243

1.  The purpose of this no-cost modification is to incorporate by reference into this order Veridian proposal modification dated 08 Sep 04

 which was submitted in response to revised SOW dated 25 Aug 04 which is an attachment to this modification.

2.  This modification incorporates PCII and Security changes as specified in attached revised SOW.

3.  The total of the order remains unchanged at $907,544.00.
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16A. NAME AND TITLE OF CONTRACTING OFFICER (Type or print)

16C. DATE SIGNED

BY

15-Sep-2004

16B. UNITED STATES OF AMERICA

15C. DATE SIGNED

15B. CONTRACTOR/OFFEROR

(Signature of Contracting Officer)

(Signature of person authorized to sign)

8. NAME AND ADDRESS OF CONTRACTOR  (No., Street, County, State and Zip Code)

9B. DATED (SEE ITEM 11)

X

DCA200-00-D-5020-0024

10B. DATED  (SEE ITEM 13)

X

9A. AMENDMENT OF SOLICITATION NO.

27-Jul-2000

11. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS

The above numbered solicitation is amended as set forth in Item 14.  The hour and date specified for receipt of Offer  

is extended,

is not extended.

Offer must acknowledge receipt of this amendment prior to the hour and date specified in the solicitation or as amended by one of the following methods: 

(a) By completing Items 8 and 15, and returning

copies of the amendment; (b) By acknowledging receipt of this amendment on each copy of the offer submitted;

or (c) By separate letter or telegram which includes a reference to the solicitation and amendment numbers.  FAILURE OF YOUR ACKNOWLEDGMENT TO BE 

RECEIVED AT THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN  

REJECTION OF YOUR OFFER.  If by virtue of this amendment you desire to change an offer already submitted, such change may be made by telegram or letter, 

provided each telegram or letter makes reference to the solicitation and this amendment, and is received prior to the opening hour and date specified.

12. ACCOUNTING AND APPROPRIATION DATA (If required)

13. THIS ITEM APPLIES ONLY TO MODIFICATIONS OF CONTRACTS/ORDERS.

IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14.

A. THIS CHANGE ORDER IS ISSUED PURSUANT TO:  (Specify authority) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE

 CONTRACT ORDER NO. IN ITEM 10A.

B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying 

office, appropriation date, etc.) SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(B).

C. THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF:

X

D. OTHER (Specify type of modification and authority)

Unilateral, Veridian proposal modification dated 08 Sep 04

E. IMPORTANT:   Contractor

X

is not,   

is required to sign this document and return

copies to the issuing office.

14. DESCRIPTION OF AMENDMENT/MODIFICATION  (Organized by UCF section headings, including solicitation/contract subject matter

 where feasible.)

10A. MOD. OF CONTRACT/ORDER NO.

01

2. AMENDMENT/MODIFICATION NO.

5. PROJECT NO.(If applicable)

6. ISSUED BY

3. EFFECTIVE DATE

15-Sep-2004

CODE

DISA/DITCO-SCOTT

PO BOX 25857

SCOTT AFB IL 62225

HC1013

7. ADMINISTERED BY  (If other than item 6)

4. REQUISITION/PURCHASE REQ. NO.

CODE

HC1013

VERIDIAN INFORMATION SOLUTIONS INC

SHARON RATCLIFFE

10455 WHITE GRANITE DRIVE, SUITE 400

OAKTON VA 22124-2764

FACILITY CODE

0GE30

CODE

iascottafb@scott.disa.mil

EMAIL:

TEL:

ANNE (KAREN) KELLER / CONTRACTING OFFICER


SECTION SF 30 BLOCK 14 CONTINUATION PAGE 

SUMMARY OF CHANGES  

SECTION J - LIST OF DOCUMENTS, EXHIBITS AND OTHER ATTACHMENTS 

The following have been added by full text: 

        SOW DATED 25 AUG 04
‘I ASSURE’ TASK ORDER (TO) 

STATEMENT OF WORK (SOW)
as of   25 August 2004
	Contract Number:
	DCA200-00-D-5020

	Order Number:
	New DO 

	Tracking Number:
	IA00248.00 

	Previous Order Number:
	DCA200-00-D-5020-0005 /0008/0015


1.  Points of Contact


a.  Primary Task Monitor (TM):
	Name:
	

	Organization:
	DHS/IAIP/PSD

	Address:
	Department of Homeland Security, Nebraska Avenue, Washington D.C.

	Phone No.:
	

	Fax No.:
	

	Internet Address:
	



b.  Alternate Task Monitors (ATM):

	Name:
	 

	Organization:
	 

	Address:
	 

	Phone No.:
	 

	Fax No.:
	

	Internet Address:
	 


2.   Order Title:  Support to DHS/IAIP/PSD.

3.   Background:  

3.2.1  DHS Under Secretary for Information Analysis and Infrastructure Protection ( IAIP). The mission of DHS IAIP is to identify and assess current and future threats to the homeland, map those threats against vulnerabilities, issue timely warnings and take preventive and protective action.  Two key areas of support include Intelligence Analysis and Alerts and Critical Infrastructure Protection.  The goal of the Intelligence Analysis and Alerts function is to produce actionable intelligence, i.e., information that can lead to stopping or apprehending terrorists, improve the government's ability to disrupt and prevent terrorist acts, and to provide useful warning to the private sector and our population. IAIP fuses and analyzes information from multiple sources pertaining to terrorist threats and partners with intelligence-generating agencies, such as the National Security Agency, the CIA and the FBI.   DHS threat analysis and warning functions support the President and other national decision-makers.  It coordinates with Federal, State, and local agencies and with the private sector.  The  Critical Infrastructure Protection function deals with protecting the nation’s critical infrastructure in a shared responsibility of Federal, State, and local government, in active partnership with the private sector, which owns approximately 85 percent of the nation's critical infrastructure.  IAIP has the responsibility of coordinating the national effort to secure the nation's infrastructure and providing the primary Federal contact for coordinating protection activities, including vulnerability assessments, strategic planning efforts, and exercises.


3.2.1.1  DHS/IAIP Protective Services Division (PSD).  The PSD supports the development and implementation of preemptive and protective actions in the war against terrorism.  PSD is concerned with threats to the national infrastructure, and improving the protection and reliability of the national infrastructure. The PSD facilitates information sharing, program planning, and implementation with industry representatives and other Federal, state and local jurisdictions to warn them of facilities that are vulnerable to the various types of threats; analysis of infrastructure networks; interface with the owners and operators of infrastructure key assets, and the intelligence community in determining possible threats and areas of vulnerability nationwide.
6.  Specific Tasks:
6.3.2.1.2    [17 Feb 2004] PSD Desk Analyst Interim Support.   The contractor shall supply interim technical, analytical, and liaison support services at the labor category of Subject Matter Expert (SME) 1 for a 24 x 7 PSD Desk watch position at the DHS Homeland Security Center, SME 2 level for additional analytical support, and a surge capacity.  The revised period of performance will be through 31 Jan 2005.  

a.  Staffing and Shifts.  PSD Desk interim support will consist of five SME1analysts.  All PSD Desk analysts shall conform to the existing rotating shift schedule of day, swing, mid shifts in a 5-week rotation pattern as listed below.  Note that on the fifth week of the shift rotation, there will be one PSD desk 12-hour shift, two 8-hour office shifts, and one 6.5 hour office shift.   During the “office hours”, the PSD analyst will not perform PSD watch desk duty, but will instead work on procedures and planning for PSD and the PSD desk.  Note that the listed shift times for the PSD interim support includes a 15-minute turnover period at the beginning and end of each watch shift.  “Office” shifts are day time hours.

· Week 1:  0645-1515, Mon-Fri

· Week 2:  1445-2315, Mon-Fri

· Week 3:  2245-0715, Mon-Fri; 1845-0715 Sat

· Week 4:  1845-0715 Sun; [off Mon-Fri]; 0645-1915 Sat

· Week 5:  0645-1915 Sun; [Mon off]; Tues-Wed Office shift 8 hrs; Thurs Office shift 6.5 hours; [Fri-Sat off]

b.  PSD Desk Interim SME Role.  PSD Desk interim SMEs will serve as Security Specialists carrying out activities involving the analysis, evaluation, formulation and dissemination of information and plans that affect information analysis, infrastructure protection, and other homeland security issues.  SME experience should be in appropriate fields such as critical infrastructure protection for specific critical infrastructure sectors, intelligence collection and analysis, law enforcement, and physical and cyber security.  The interim SMEs filling the PSD watch desk role will receive information/reports from various sources, research priority items, and recommend actions to the Senior Watch Officer (SWO) though the Senior Information Officer. 

c.  PSD Lead Analyst Role.  The PSD Lead Watch Analyst coordinates activities of the PSD Watch Analysts and liaises with all of the PSD senior and section management.  The Lead Watch Analyst acts as the intelligence liaison with the Information Analysis Group of the IAIP Directorate.  In that role, the Lead Watch Analyst attends routine and ad hoc meetings and represents the PSD in intelligence-related follow-ups and requests for additional information.  The Lead Watch Analyst edits the Daily Threat Action report and makes substantitive and procedural improvements that further refine its support of the PSD mission.
7.  Place of Performance:  

Work performed under this task order will be performed at the Government sites, located at the headquarters for the Department of Homeland Security, Nebraska Avenue, Washington D.C.  

8.  Period of Performance:  
8.1  The period of performance for this tasking is through 31 Jan 2005, unless extended.  

10.  Security:  

a.  Clearances.  

For the period of performance covered by this SOW, the contractor must provide personnel cleared at the Top Secret Sensitive Compartmented Information (SCI) level.  Personnel must be SCI-indoctrinated prior to working at the Washington D.C. DHS site.  The contractor shall coordinate such cases with the government prior to assigning new personnel to this task.

GENERAL
The Department of Homeland Security (DHS) has determined that performance of this contract requires that the Contractor, subcontractor(s), vendor(s), etc. (herein known as Contractor), requires access to classified National Security Information (herein known as classified information) and sensitive but unclassified (SBU) information. Classified information is Government information which requires protection in accordance with Executive Order 12958, Classified National Security Information, and supplementing directives.  SBU is unclassified information for official use only. Contractor employees that do not have a security clearance and require access to SBU information will be given a suitability determination.  *Please see below the requirements for suitability determination outlined in the security language for SBU contracts. 

The Contractor will abide by the requirements set forth in the DD Form 254, Contract Security Classification Specification, included in the contract, and the National Industrial Security Program Operating Manual (NISPOM) for the protection of classified information at its cleared facility, if applicable, as directed by the Defense Security Service.  If the Contractor has access to classified information at a DHS or other Government Facility, it will abide by the requirements set by the agency. 

EMPLOYMENT ELIGIBILITY
The Contractor must agree that each employee working on this contract will have a Social Security Card issued and approved by the Social Security Administration.  The Contractor shall be responsible to the Government for acts and omissions of his own employees and for any Subcontractor(s) and their employees. 

Subject to existing law, regulations and/ or other provisions of this contract, illegal or undocumented aliens will not be employed by the Contractor, or with this contract.  The Contractor will ensure that this provision is expressly incorporated into any and all Subcontracts or subordinate agreements issued in support of this contract. 

CONTINUED ELIGIBILITY 

DHS reserves the right and prerogative to deny and/ or restrict the facility and information access of any Contractor employee whom DHS determines to present a risk of compromising sensitive Government information to which he or she would have access under this contract. 

The Contractor will report any adverse information coming to their attention concerning contract employees under the contract to DHS’ Security Office.  Reports based on rumor or innuendo should not be made.  The subsequent termination of employment of an employee does not obviate the requirement to submit this report.  The report shall include the employees’ name and social security number, along with the adverse information being reported. 

The Security Office must be notified of all terminations/ resignations within five days of occurrence.  The Contractor will return any expired DHS issued identification cards and building passes, or those of terminated employees to the COTR.  If an identification card or building pass is not available to be returned, a report must be submitted to the COTR, referencing the pass or card number, name of individual to whom issued, the last known location and disposition of the pass or card. 

*SUITABILITY DETERMINATION
DHS shall have and exercise full control over granting, denying, withholding or terminating unescorted government facility and/or sensitive Government information access for Contractor employees, based upon the results of a background investigation. DHS may, as it deems appropriate, authorize and make a favorable entry on duty  (EOD) decision based on preliminary security checks.  The favorable EOD decision would allow the employees to commence work temporarily prior to the completion of the full investigation.  The granting of a favorable EOD decision shall not be considered as assurance that a full employment suitability authorization will follow as a result thereof. The granting of a favorable EOD decision or a full employment suitability determination shall in no way prevent, preclude, or bar the withdrawal or termination of any such access by DHS, at any time during the term of the contract.  No employee of the Contractor shall be allowed unescorted access to a Government facility without a favorable EOD decision or suitability determination by the Security Office.  Contract employees assigned to the contract not needing access to sensitive DHS information or recurring access to DHS’ facilities will not be subject to security suitability screening. 

Contract employees awaiting an EOD decision may begin work on the contract provided they do not access sensitive Government information.  Limited access to Government buildings is allowable prior to the EOD decision if the contractor is escorted by a Government employee.  This limited access is to allow contractors to attend briefings, non-recurring meetings and begin transition work. 

BACKGROUND INVESTIGATIONS
Contract employees (to include applicants, temporaries, part-time and replacement employees) under the contract, needing access to sensitive information, shall undergo a position sensitivity analysis based on the duties each individual will perform on the contract.  The results of the position sensitivity analysis shall identify the appropriate background investigation to be conducted.  All background investigations will be processed through the Security Office.  Prospective Contractor employees shall submit the following completed forms to the Security Office through the COTR no less than 30 days before the starting date of the contract or 30 days prior to entry on duty of any employees, whether a replacement, addition, subcontractor employee, or vendor: 

1.         Standard Form 85P, “Questionnaire for Public Trust Positions”  
2.         FD Form 258, “Fingerprint Card”  (2 copies) 
3.         Conditional Access to Sensitive But Unclassified Information

            Non-Disclosure Agreement 

4.         Disclosure and Authorization Pertaining to Consumer Reports

            Pursuant to the Fair Credit Reporting Act 

Required forms will be provided by DHS at the time of award of the contract.  Only complete packages will be accepted by the Security Office.  Specific instructions on submission of packages will be provided upon award of the contract. 

Be advised that unless an applicant requiring access to sensitive information has resided in the US for three of the past five years, the Government may not be able to complete a satisfactory background investigation.  In such cases, DHS retains the right to deem an applicant as ineligible due to insufficient background information. 

The use of Non-U.S. citizens, including Lawful Permanent Residents (LPRs), is not permitted in the performance of this contract for any position that involves access to or development of any DHS IT system.  DHS will consider only U.S. Citizens and LPRs for employment on this contract.  DHS will not approve LPRs for employment on this contract in any position that requires the LPR to access or assist in the development, operation, management or maintenance of DHS IT systems.  By signing this contract, the contractor agrees to this restriction.  In those instances where other non-IT requirements contained in the contract can be met by using LPRs, those requirements shall be clearly described.

 

CONTINUED ELIGIBILITY 
If a prospective employee is found to be ineligible for access to Government facilities or information, the COTR will advise the Contractor that the employee shall not continue to work or to be assigned to work under the contract. 

The Security Office may require drug screening for probable cause at any time and/ or when the contractor independently identifies, circumstances where probable cause exists. 

The Contractor will report any adverse information coming to their attention concerning contract employees under the contract to DHS’ Security Office.  Reports based on rumor or innuendo should not be made.  The subsequent termination of employment of an employee does not obviate the requirement to submit this report.  The report shall include the employees’ name and social security number, along with the adverse information being reported. 

The Security Office must be notified of all terminations/ resignations within five days of occurrence.  The Contractor will return any expired DHS issued identification cards and building passes, or those of terminated employees to the COTR.  If an identification card or building pass is not available to be returned, a report must be submitted to the COTR, referencing the pass or card number, name of individual to whom issued, the last known location and disposition of the pass or card.

 

EMPLOYMENT ELIGIBILITY
The Contractor must agree that each employee working on this contract will have a Social Security Card issued and approved by the Social Security Administration.  The Contractor shall be responsible to the Government for acts and omissions of his own employees and for any Subcontractor(s) and their employees. 

Subject to existing law, regulations and/ or other provisions of this contract, illegal or undocumented aliens will not be employed by the Contractor, or with this contract.  The Contractor will ensure that this provision is expressly incorporated into any and all Subcontracts or subordinate agreements issued in support of this contract.

 

SECURITY MANAGEMENT
The Contractor shall appoint a senior official to act as the Corporate Security Officer.  The individual will interface with the Security Office through the COTR on all security matters, to include physical, personnel, and protection of all Government information and data accessed by the Contractor. 

The COTR and the Security Office shall have the right to inspect the procedures, methods, and facilities utilized by the Contractor in complying with the security requirements under this contract.  Should the COTR determine that the Contractor is not complying with the security requirements of this contract, the Contractor will be informed in writing by the Contracting Officer of the proper action to be taken in order to effect compliance with such requirements. 

The following computer security requirements apply to both Department of Homeland Security (DHS) operations and to the former Immigration and Naturalization Service operations (FINS).  These entities are hereafter referred to as the Department.

 

INFORMATION TECHNOLOGY SECURITY CLEARANCE
When sensitive government information is processed on Department telecommunications and automated information systems, the Contractor agrees to provide for the administrative control of sensitive data being processed and to adhere to the procedures governing such data as outlined in DHS IT Security Program Publication DHS MD 4300.Pub..  Contractor personnel must have favorably adjudicated background investigations commensurate with the defined sensitivity level.

Contractors who fail to comply with Department security policy are subject to having their access to Department IT systems and facilities terminated, whether or not the failure results in criminal prosecution.  Any person who improperly discloses sensitive information is subject to criminal and civil penalties and sanctions under a variety of laws (e.g., Privacy Act).

 

INFORMATION TECHNOLOGY SECURITY TRAINING AND OVERSIGHT
All contractor employees using Department automated systems or processing Department sensitive data will be required to receive Security Awareness Training.  This training will be provided by the appropriate component agency of DHS.   

Contractors who are involved with management, use, or operation of any IT systems that handle sensitive information within or under the supervision of the Department, shall receive periodic training at least annually in security awareness and accepted security practices and systems rules of behavior.  Department contractors, with significant security responsibilities, shall receive specialized training specific to their security responsibilities annually.  The level of training shall be commensurate with the individual’s duties and responsibilities and is intended to promote a consistent understanding of the principles and concepts of telecommunications and IT systems security. 

All personnel who access Department information systems will be continually evaluated while performing these duties.  Supervisors should be aware of any unusual or inappropriate behavior by personnel accessing systems.  Any unauthorized access, sharing of passwords, or other questionable security procedures should be reported to the local Security Office or Information System Security Officer (ISSO)

11.  Non-Disclosure of Protected Critical Infrastructure Information

The parties agree to implement an interim rule promulgating new regulations at Title 6 Code of Federal Regulations Section 29.8 (c) to govern procedures for handling critical infrastructure information.  The regulations detailed in the interim rule, which was effective upon publication pursuant to Section 808 of the Congressional Review Act, were promulgated pursuant to Title II, Section 214 of the Homeland Security Act of 2002, known as the “Critical Infrastructure Information Act of 2002” (CII Act).

The Contractor shall not request, obtain, maintain or use Protected CII without a prior written certification from the Protected CII Program Manager or a Protected CII Officer that conforms to the requirements of Section 29.8(c) of the regulations in the Interim Rule.

The Contractor shall comply with all requirements of the Protected CII (PCII) Program set out in the CII Act, in the implementing regulations published in the Interim Rule, and in the PCII Procedures Manual as they may be amended from time to time, and shall safeguard Protected CII in accordance with the procedures contained therein. 

The Contractor shall ensure that each of its employees, consultants, and subcontractors who work on the PCII Program have executed Non-Disclosure Agreements (NDAs) in a form prescribed by the PCII Program Manager.   The Contractor shall ensure that each of its employees, consultants and subcontractors has executed a NDA and agrees that none of its employees, consultants or sub-contractors will be given access to Protected CII without having previously executed a NDA.

(End of Summary of Changes) 

