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Section B - Supplies or Services and Prices

	ITEM NO
	SUPPLIES/SERVICES
	MAX QUANTITY
	UNIT
	UNIT PRICE
	MAX AMOUNT

	0001
	
	1
	Each
	$4,614,225.00
	$4,614,225.00 

	
	Information Assurance Support Services

T&M

GEWIS support as in accordance with SOW dated 30 Jun 04 which is an attachment to this order.  This is a split out from TO 0015.  Period of performance of this order is from 01 July 04 thru 30 Sep 04 as in accordance with Veridian proposal dated 25 Jun 04 which is incorporated by reference.

PURCHASE REQUEST NUMBER: HSSCHQ04X00059


	

	
	
TOT MAX PRICE
	$4,614,225.00 

	
	
CEILING PRICE
	

	
	ACRN AA Funded Amount
	$4,614,225.00


FOB:  Destination

Section G - Contract Administration Data

ACCOUNTING AND APPROPRIATION DATA

	AA: 
	97X4930.5F20 000 C1013 0 068142 2F 255011 

	AMOUNT: 
	$4,614,225.00   MIPR: HSSCHQ04X00059


CLAUSES INCORPORATED BY FULL TEXT

DITCO Points of Contact
Contracting Officer
Contract Specialist
CONTRACTOR Point of Contact

Contractor Name: Veridian 

DUNS:  

CAGE CODE:  0GE30

Contractor POC:  

Email Address:  

Phone Number:  

Fax Number:  

Electronic invoices may be sent to:
invoicereceipt@scott.disa.mil
Questions regarding invoices may be directed to (618) 229-9228.  Vendors may check the status of invoices at the following web site:

http://www.dfas.mil/money/vendor
CREDIT CARD METHOD OF PAYMENT 

If payment is to be made via credit card, contact the Contracting Officer listed above.

Section J - List of Documents, Exhibits and Other Attachments

SOW DATED 30 JUN 04
‘I ASSURE’ TASK ORDER (TO) 

STATEMENT OF WORK (SOW)
as of  30 June 2004
	Contract Number:
	DCA200-00-D-5020

	Order Number:
	

	Tracking Number:
	00251.00

	Previous Order Number:
	DCA200-00-D-5020-0005 /0008/0015


1.  Points of Contact


a.  Primary Task Monitor (TM):
	Name:
	

	Organization:
	DHS/IAIP/NCSD

	Address:
	301 7th and D ST SW, Washington, D.C 20407

	Phone No.:
	

	Fax No.:
	

	Internet Address:
	



b.  Alternate Task Monitors (ATM):

	Name:
	

	Organization:
	DHS/IAIP/NCSD

	Address:
	301 7th and D ST SW, Washington, D.C 20407

	Phone No.:
	

	Fax No.:
	

	Internet Address:
	


2.   Order Title:  Provide development support of an Global Early Warning Information System (GEWIS) system for:  the NCSD and the US-CERT, the NCC and the NCC Telecommunications Infrastructure - Information Sharing and Analysis Center (NCC Telecom-ISAC), and Department of Homeland Security.

3.   Background:  

3.1  NCSD.  The National Cyber Security Division (NCSD) was created 6 June 2003 as a part of the Department of Homeland Security(DHS), Information Analysis and Infrastructure Protection (IAIP) Directorate.  The NCSD has been charged with coordinating the implementation of the strategy outlined in the National Strategy to Secure Cyber Space, and is partnering with private and public organizations to develop long-term solutions to address the considerable challenges inherent to securing cyberspace.

3.1.1  US-CERT.  The United States Computer Emergency Readiness Team (US-CERT) US-CERT was established in September 2003 as a public-private partnership charged with improving computer security preparedness and response to cyber attacks in the United States. As an institution, US-CERT is responsible for 

· analyzing and reducing cyber threats and vulnerabilities 

· disseminating cyber threat warning information 

· coordinating incident response activities 

US-CERT also provides a way for citizens, businesses, and other institutions to communicate and coordinate directly with the United States government about cyber security.

3.2  NCS.  The National Communications System (NCS) is a federation of 22 Federal Departments and Agencies responsible for ensuring that reliable, interoperable, and secure telecommunications are available to fulfill national security and emergency preparedness (NS/EP)
 requirements under all conditions.  NCS has been successful in establishing and enhancing interagency cooperation and a partnership with the telecommunications industry since 1962.  The Office of the Manager, NCS (OMNCS) serves as the administrative arm to the Manager, NCS and is responsible for the day-to-day operational and programmatic activities, under the direction of the Deputy Manager.    NCS is part of the new Department of Homeland Security(DHS), Information Analysis and Infrastructure Protection (IAIP) Directorate, effective 1 March 2003.

3.3  Department of Homeland Security (DHS).  NCS functions transferred to DHS and currently support and interface with other functions of DHS, in particular the Information Analysis and Infrastructure Protection (IAIP) Directorate and the Homeland Security Operations Center. (HSOC).  .  

3.3.1  DHS Under Secretary for Information Analysis and Infrastructure Protection ( IAIP). The mission of DHS IAIP is to identify and assess current and future threats to the homeland, map those threats against vulnerabilities, issue timely warnings and take preventive and protective action.  Two key areas of support include Intelligence Analysis and Alerts and Critical Infrastructure Protection.  The goal of the Intelligence Analysis and Alerts function is to produce actionable intelligence, i.e., information that can lead to stopping or apprehending terrorists, improve the government's ability to disrupt and prevent terrorist acts, and to provide useful warning to the private sector and our population. IAIP fuses and analyzes information from multiple sources pertaining to terrorist threats and partners with intelligence-generating agencies, such as the National Security Agency, the CIA and the FBI.   DHS threat analysis and warning functions support the President and other national decision-makers.  It coordinates with Federal, State, and local agencies and with the private sector.  The  Critical Infrastructure Protection function deals with protecting the nation’s critical infrastructure in a shared responsibility of Federal, State, and local government, in active partnership with the private sector, which owns approximately 85 percent of the nation's critical infrastructure.  IAIP has the responsibility of coordinating the national effort to secure the nation's infrastructure and providing the primary Federal contact for coordinating protection activities, including vulnerability assessments, strategic planning efforts, and exercises.

3.4  NSTAC.   The President’s National Security Telecommunications Advisory Committee (NSTAC), composed of 30 chief executives appointed by the President, represents elements of the nations’ telecommunications industry, including the information services, electronics, aerospace, and banking sectors.  It provides a unique forum for collaboration on information assurance, infrastructure protection, and other NS/EP telecommunications issues.  
3.5  NCC.  The National Coordinating Center for Telecommunications (NCC) is a joint industry-government collaborative organization whose mission is to assist in the initiation, coordination, restoration, and reconstitution of NS/EP telecommunications2 services or facilities under all conditions, crises, or emergencies.  The NCC was established in 1984 based on a recommendation to the President by the NSTAC.  The NCC mission is to assist in the initiation, coordination, restoration, and reconstitution of national security / emergency preparedness telecommunications services or facilities under all conditions, crises, or emergencies.  The Manager, NCC is a senior government staff member with the CIP Division of the OMNCS.

3.5.1  NCC Government Members.    Government agency representation in the NCC includes those NCS-member agencies that provide detaillees to the NCS or that are regular participants in the NCC activities.   Current agency members include the Departments of State, Defense and Commerce; the General Service Administration; the Federal Communications Commission; the Federal Emergency Management Agency, the Federal Reserve Board, and the National Security Agency.  

3.5.2  NCC Industry Members.  Industry representation in the NCC and/or Telecom-ISAC includes Americom, AT&T, AT&T Wireless, Avici Systems, BellSouth, Boeing, Cable & Wireless, Cellular Telecommunications & Internet Association, Cincinnati Bell, Cingular Wireless, Cisco Systems, Computer Sciences Corporation, EDS, Intrado, Level3 Communications, Lockheed Martin/Comsat General, Lucent Technologies, MCI, McLeodUSA, Motorola, Nextel, Nortel Networks, Northrop Grumman, PhotonEx, Qwest Communications, Raytheon, SBC Communications, Science Applications International Corporation, Sprint, Telecommunications Industry Association, the United States Telecom Association, VeriSign, and Verizon Communications.  

 3.6  NCC Telecom-ISAC.  The NCC Telecommunications Infrastructure - Information Sharing and Analysis Center (NCC Telecom-ISAC) is a function under the NCC, not a separate entity.  The NCC Telecom-ISAC builds on the history of cooperation and established trust relationships among the NCC members, and is also a coordinating body.  Although the concept of the ISAC was introduced by Presidential Decision Directive 63, the NCC has been a central hub for sharing critical national security/emergency preparedness (NS/EP) telecommunications information among Government and industry since 1984.   A concept of operations (CONOPS) and membership criteria were adopted by the membership in May and October 2000, respectively.



3.6.1  NCC Telecom-ISAC Mission.  The mission of the NCC Telecom-ISAC is to support Executive Order 12472 and national Critical Infrastructure Protection goals; to facilitate voluntary collaboration and information sharing among its membership and its liaison partners; to gather information on vulnerabilities, threats, intrusions, and anomalies from multiple sources and perform analysis with the goal of averting or mitigating impact upon the telecommunications infrastructure.
  Information is sanitized and disseminated in accordance with information sharing agreements established for that purpose by the Telecom-ISAC members.  Although the bulk of the ISAC effort is directed towards cyber issues, the scope of the mission is all hazards.  

3.6.2   NCC Telecom-ISAC Operational Goals:

· Be an honest and impartial information broker 

· Facilitate voluntary collaboration among membership to support both Government and industry information sharing requirements

· Foster working liaisons with external sources/liaison partners

· “Add value”—e.g., provide information not available elsewhere; watch all sources, compile information and act as a filter; and perform high quality analysis

· Ensure protection of information and rights of data owner

3.6.3  NCC Telecom-ISAC Information Sharing Concept Of Operations.  All information received from NCC Telecom-ISAC members and liaison partners is deemed sensitive and proprietary, whether or not it is specifically marked as such.  Only the originator of information may approve its release to anyone or any entity.  The information owner retains its rights regardless of the location of the information within the NCC Telecom-ISAC facility or systems.  

3.6.4  NCC Telecom-ISAC Membership Criteria.  The NCC Telecom-ISAC has both Government and industry participants.  Membership is by company/association or agency, not by individual.  Each industry or Government member must appoint a representative to the NCC or NCC Telecom-ISAC
.  All NCC member companies and agencies are NCC Telecom-ISAC members, however, membership in the ISAC function is not limited to NCC members.  ISAC membership is open to companies that provide telecommunications or network services, equipment, or software to the communications and information sector; select competitive local exchange carriers (CLECs), Internet Service Providers (ISPs), vendors, software providers, or telecom professional organizations/associations.  Government agency members can be NS/EP.



3.6.5  NCC Telecom-ISAC Liaisons.  One of the key operational goals of the Telecom-ISAC is to establish working relationships with other sources of information and entities involved in critical infrastructure protection (CIP).  This includes a broad range of current and potential liaisons, such as DoD, Federal agencies, other ISACs, and the private sector.  The tasking under this order will support the NCC Manager and ISAC team in their functions of managing the ISAC operation and performing triage for NCC’s other functions.  Technically qualified watch personnel are key to promoting and enhancing technical/analytical working relationships to assist in gathering information and coordinating NCC Telecom-ISAC response to on-going and impending events.



3.7  NSIE.  The National Security Information Exchange (NSIE) process was started by NSTAC and the Manager, NCS, in 1991.  Its purpose is to exchange information, at a technical working level, among companies and between government and industry on issues involving penetration or manipulation of software and databases associated with the control and operation of the Public Network (PN) which could affect NS/EP telecommunications.  The NSIE consists of two forums—the NSTAC NSIE, providing the industry perspective, and the Government NSIE.  The two bodies meet together bi-monthly to exchange information and experiences on telecommunications and information network vulnerabilities, risks, trends, and mitigations.  Due to the sensitivity of information discussed, all members and their parent company/agency sign non-disclosure agreements
.   Many of the NSIE member companies are also NCC members.  Due to the high level of trust placed in the NSIE by the NCC members, much of the information disseminated from the NCC Telecom-ISAC is also shared with the NSIE representatives.  

3.8  DoD-CERT, GNOSC, and JTF-CNO.  The Department of Defense Computer Emergency Response Team (DoD-CERT), the Defense Information Systems Agency (DISA) Global Network Operations and Security Center (GNOSC), and the Joint Task Force for Computer Network Operations (JTF-CNO) are located together at DISA Headquarters.
  Their constituency includes combatant commanders and their Components, Services and Service components, Defense Agencies, the Joint Staff, and Office of the Secretary of Defense.  Although their individual missions are different, all three together are focused on protecting the interconnected set of information systems and networks that comprise the Defense Information Infrastructure (DII).  The DoD-CERT serves as technical advisors to the JTF, concentrating on computer network defense sensor analysis, strategic impact analysis and response, malicious code analysis and countermeasures, and vulnerability identifications and management.  The three DoD organizations are liaison partners with the NCC and NCC Telecom-ISAC.

      3.9   OMNCS CIP Divison.  The OMNCS Critical Infrastructure Protection (CIP) Division manages core Telecommunications CIP activities and the daily operations of the NCC and the NCC Telecom-ISAC.  Telecom CIP consists of risk management actions that are intended to prevent a threat from attempting to, or succeeding at, destroying or incapacitating the telecommunications infrastructure. The CIP Division supplies a senior staff member as NCC Manager.  The NCC Manager is responsible for NCC operations, liaison with NCC industry and agency partners, oversight of the NCC Emergency Operations Teams, the ISAC function, and chairs the NCC meetings.  The CIP Division also provides the coordination for the NSTAC and Government NSIEs.  The NCC operations staff supporting both the NCC and NCC Telecom-ISAC are government personnel from the OMNCS CIP Division. 

a.  The OMNCS CIP Division has a need to:

· Establish the OMNCS as a leader in the telecommunications CIP arena by demonstrating technical and operational capabilities for information collection, sharing, and analysis.

· Represent Telecom-CIP objectives and equities in the national CIP arena by collaborating with other stakeholders and influencing decision makers (e.g., R&D, standards, and policy).

· Demonstrate the value of sharing information with the Government by providing Government information to industry. (Sanitization of classified and/or sensitive information will be required.)

· Improve protection of all infrastructures and demonstrate the value of cross infrastructure analysis by taking a leadership role in the ISAC community.

· Help ensure viability of the telecommunications infrastructure by continuing the leadership role in telecommunications CIP restoration planning, response, and recovery in an all-hazards environment.

· Broaden industry representation in OMNCS activities by developing a “business case” for participation.

b.  OMNCS CIP Division ISAC Team


The ISAC Team, under the direction of the NCC Manager, is responsible for facilitating Telecom-ISAC information sharing processes through:

a. Coordinating policy, procedures, and issues with representatives of NCC and NCC Telecom-ISAC member companies and agencies

b. Developing and coordinating procedures that will allow Government and industry to voluntarily report outages, anomalies, events, and intrusions that have NS/EP implications

c. Drafting, coordinating, and implementing Standard Operating Procedures (SOPs) to carry out detailed ISAC functions

d. Acting as liaisons with external organizations, for the purpose of establishing on-going relationships and information flow between them and the NCC Telecom-ISAC.

e. Gathering, researching, and coordinating information related to potential impact on the telecommunications infrastructure or information networks, and contributing to analysis efforts where feasible.

f. Drafting, coordinating, and obtaining approval for release of threat, vulnerability, information network attack, or other telecommunications-related information to NCC Telecom-ISAC member representatives.

g. Monitoring the NCC Telecom-ISAC support tools and email accounts, inputting data, drafting alert notifications, and coordinating issues with NCC Telecom-ISAC member representatives

h. Developing internal cyber security strategies

i. Developing warnings, advisories, and other urgent notifications to NCC Telecom-ISAC members, and other ISACs and liaison partners as appropriate, of a widespread attack, imminent attack, threat or anomaly  

j. Facilitating processing and sharing of all-source information, including classified and sensitive information

k. Maintaining awareness of trends in the identification of intrusions, signs/symptoms of potential intrusions, outages, or widespread anomalous conditions.

l. Developing and coordinating procedures and priorities for the NCC Watch and Analysis Operation

m. Drafting and coordinating requirements for automated support tools such as databases, correlation and analysis tools, notification tools

n. Recommending alternatives to meet mission requirements.

4.  Objectives:   The objective of this SOW is to provide a continuation of the increment of the ongoing Global Early Warning Information System (GEWIS) development effort in support of both National Cyber Security Division (NCSD), US-CERT (United States Computer Emergency Readiness Team) and the National Coordinating Center (NCC) Telecommunications Infrastructure Information Sharing and Analysis Center Watch and Analysis Operation (short title “NCC Telecom-ISAC Watch,”), and related support to the parent organization, the Department of Homeland Security.  This SOW will also serve to transition the GEWIS program to the NCSD, as a part of DHS IAIP.

5.  Scope:  
The contractor shall comply with the appropriate DoD-approved architectures, programs, standards and guidelines, such as Defense Information Infrastructure (DII) Strategic Technical Guidance (STG), DII Common Operating Environment (COE), Defense Information Systems Network (DISN) and Shared Data Environment (SHADE)
.  Specific services addressed in this SOW are:

· Task Area 1: Policy, Planning, Process, Program and Project Management Support and

· Task Area 3: Solution Fielding/Installation and Operations

6.  Specific Tasks:
6.1 Task 1 - Contract-Level and TO Management 

6.1.1 Subtask 1 - Integration Management Control Planning. 

Provide the technical (task order level) and functional activities at the Contract Level needed for the Program Management of this SOW. Include productivity and management methods such as Quality Assurance, Progress/status reporting, and Program Reviews at the Contract and Task Order level. Provide the centralized administrative, clerical, documentation and related functions.   

 6.1.2 Subtask 2 - TO Management. 

Prepare TO Management Plan describing the technical approach, organizational resources and management controls to be employed to meet the cost, performance and schedule requirements throughout TO execution. Provide a monthly status report monitoring the quality assurance, progress/status reporting, and program reviews applied to the TO.
6.2 Task 2 - Policy, Planning, Process, Program and Project Management Support

6.2.1  Subtask 1 – Project Management 



The Contractor shall provide the planning, direction, coordination, and control necessary to manage and accomplish all work contained in this SOW.   Specifically, the contractor shall provide all necessary support for evolving the Global Early Warning Information System (GEWIS), which is an Internet health monitoring capability based on data sources and tools currently available in industry, academia, and the Government.  The contractor shall track and report costs for GEWIS development, integration, and enhancement as separate line items.

6.2.2.  Subtask 2 - Global Early Warning Information System (GEWIS) Program Option.  Since a major concern of the NCC Telecom-ISAC is the health of the Internet on a daily basis, the Government may choose to fund a concentrated Internet health analysis effort that will demand significantly greater personnel and other resources than the normal NCC Watch staffing for analysis functions.  

6.2.2.1  GEWIS Description.  If the Government funds this option, the Contractor shall coordinate with the NCS on requirements and priorities, and shall apply a spiral development or rapid prototyping approach to provide and incrementally enhance an Internet health monitoring and analysis capability built upon the foundation of the NCC watch analysts’ skill sets, the structure and processes of the NCC Telecom-ISAC and Watch Daily Analysis functions, and existing data sources and tools available from the private sector or academia on a fee or donor basis or from Government agencies.  Health “monitoring” does not involve content monitoring in any sense, rather it involves performance monitoring of the normal state of major Internet infrastructure elements, such as backbones and critical routers, and application of knowledge management techniques in order to facilitate early recognition of the signs and symptoms of the start of a change to an anomalous state.  The purpose is to identify significant events or trends in large volumes of data, and alert human information assurance analysts who can then use the GEWIS outputs and other information to build conclusions.  These are the “actionable items” for dissemination.  The overarching goal is to facilitate early warning of Internet anomalies to both public and private sector entities responsible for critical infrastructure protection, and to help move cyber defense from a reactive to a more proactive mode.  

6.2.2.2  Contracting for GEWIS Data Sources.  In the acquisition of GEWIS data sources, the contractor shall act as an agent of the NCS to negotiate sub-contract arrangements and obtain non-disclosure agreements from data source sub-contractors.  It is expected that arrangements with data vendors/providers will not restrict use of the conclusions derived from the data, but will maintain non-disclosure clauses regarding the proprietary and sensitive nature of the raw, uncorrelated data.  

6.2.2.3  GEWIS Management and Cost Tracking.  The contractor’s price proposal and invoicing shall list costs for GEWIS development labor and other direct costs as separate line items from the core watch and analysis operation, but the direction of the GEWIS effort shall be subordinate to the overall task for the NCC Watch and Analysis Operation.  The period of performance for the GEWIS option will not necessarily coincide exactly with the annual period of performance for the overall task—most likely the GEWIS option will be managed on a fiscal year basis.  

6.2.2.4  [Oct 1, 2003].  The Government wishes to invoke the GEWIS option for a 12-month continuation of previous efforts.  The FY2004 effort shall include:

· Implementation of GEWIS operations at the primary government site:  This shall include installing, testing, and maintaining the Increment One GEWIS tool capability, continuation of existing GEWIS data feeds, and phase-in of appropriate operational staff to support both the system and to analyze the data output

· Continuing evolution of the system equipment suite, processing, and fusion processing algorithms

· Continuing evaluation and enhancement of data sources, to include expert opinion from other private or public sector entities, subject to availability of experts and after coordination with the Government customer.

6.2.2.5  [June 30, 2004].  The Government wishes to continue the original GEWIS 12-month continuation.  The on-going FY2004 effort shall include:

· Continuation of GEWIS operations at the primary government site.

· Continuing evolution of the system equipment suite, processing, and fusion processing algorithms

· Continuing evaluation and enhancement of data sources, to include expert opinion from other private or public sector entities, subject to availability of experts and after coordination with the Government customer.

· Additional leverage of  the GEWIS capabilities, as funding allows, to provide mission support to the NCSD.

· Facilitation of the collaborative efforts between the NCSD and the NCS on GEWIS development. 

6.3  Task 3 - Solution Fielding, Training and Awareness, Certification and Accreditation and IA Support
6.3.1  Subtask 1 – GEWIS NCC Telecom-ISAC Watch and Analysis Operation Support.   Provide the GEWIS technical, analytical, and liaison capabilities to support the National Coordinating Center for Telecommunications (NCC), in particular the NCC Telecommunications Infrastructure - Information Sharing and Analysis Center (NCC Telecom-ISAC) operations, and expanded technical, analytical, and liaison capability requirements due to the NCS merger with the Department of Homeland Security, as described in paragraph 4.  

6.3.1.7 
 Weekly Activity Assessments.  

The contractor contractor shall provide a weekly informal update of progress for development or enhancement of the GEWIS Internet health monitoring capability.

6.3.1.8 NCC Watch Monthly Operational Assessment  

The contractor contractor shall provide a monthly assessment update of progress for development or enhancement of the GEWIS Internet health monitoring capability.

6.3.1.9 Quarterly NCC Watch Operational Assessment   

The contractor contractor shall provide a quarterly assessment update of progress for development or enhancement of the GEWIS Internet health monitoring capability.

7.  Place of Performance:  

Work performed under this task order will be performed at the Government sites, with the exception of the GEWIS development which will be performed at the contractor site.   GEWIS Operations will be performed at Headquarters, Defense Information Systems Agency (DISA), 701 S. Courthouse Road, Arlington, VA  22204
.  
8.  Period of Performance:  
8.1  The period of performance for this GEWIS Task is from date of award thru 31 Oct 04.

9.  Deliverable/Delivery Schedule:  

	SOW Task#
	Deliverable Title
	CDRL/DID#
	Due Date
	Copies
	Distribution
	Frequency and Remarks

	6.3.1

6.2.2
	Weekly Informal Summary
	
	Weekly
	1 each
	TM, ATM
	Government will review within 3 workdays

	6.3.1

6.2.2
	NCC Watch Monthly Operational Assessment
	
	25-30 days; 50-60 days within each  quarter 
	8 (1 each for first two months of each quarter) 
	TM, ATM
	One each 25-30 days, for first two months of each quarter; 

Quick turn-around drafts to feed into ongoing work.  Government will review within 7 workdays

	6.3.1

6.2.2
	NCC Watch Quarterly Operational Assessment 
	
	90-95 days; 180-185 days; 270-275 days; 360-365 days
	1
	TM, ATM
	Subsequent quarterly assessments will concentrate on the period since the last quarterly report.    

	6.3.2

6.2.2
	Technical/Analytical/Liason Spt Research and Documentation
	
	As required
	1 each
	TM, ATM
	Government will review within 10 workdays


*Standard Distribution
· 1 copy of the transmittal letter and the deliverable to the Primary TM and Alternate TMs

The Contractor shall provide all final document deliverables in soft copy and hard copy as specified below.  Daily, weekly, interim, informal deliverables, and working-copy products required for on-going general support may be provided by email or disk, as arranged.  The Government may impose a maximum page limit on all deliverables, if it chooses. 

· Soft copy (three each deliverable):  Developed using the current DISANet version of Microsoft Word, PowerPoint and/or other DISA standard application software.  Provided on a 3” high-density floppy disk (if space permits) or CD-ROM.  If more than one deliverable is provided at the same time, deliverables may be included on the same disk or CD-ROM.

· Hard copy (one each deliverable):  Typewritten on 8½” x 11” white paper, single-spaced, 12 pitch “Times New Roman” font, printed double-sided, format at the discretion of the contractor.  The contractor shall not use spiral binding or other binding that interferes with photocopying. 

10.  Security:  

a.  Clearances.  

The Government will provide cleared contractor personnel access to appropriate DISA/OMNCS or DHS facilities. The Government will provide the contractor escorted entry to controlled areas that are controlled beyond the level of access required by this task.  All contractor personnel should be capable of obtaining a TOP SECRET clearance with SCI access.  All contractor personnel shall wear badges or nameplates that identify the company or contractor for which they work while performing any work related activity on Government facilities.

11.  Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI): 

a.  GFE:  

The Government will furnish the contractor with the following equipment access in support of this task order:

· Work space, with one each unclassified DISANET workstation and telephone for the watch standers and Watch Coordinator

· Containers for storage of documentation and references

· Access to a photocopier

· Access to printers (B/W and Color)

· Access to a scanner

· Access to a STU III telephone

· Access to a SIPRNET workstation

· Access to the Information Sharing and Analysis System (ISAS) and other applicable tools

· Access to a JWICS workstation for those with SCI access

b. GFI:  

The Government will furnish information to assist the contractor in completing the tasks.  This will include, but not be limited to, copies of all relevant documentation pertaining to the NCC and NCC Telecom-ISAC, NCC and OMNCS personnel contact information, and OMNCS and DISA procedures.  It will also include data sources as available to the NCC and NCC Telecom-ISAC.

12.  Packaging, Packing, and Shipping:

Refer to IAssure contract.

13.  Inspection and Acceptance: 
a.  Acceptance criteria.  

The Task Monitor (TM) and/or Alternate Task Monitor (ATM) will review all draft and final deliverables to ensure accuracy, functionality, completeness, professional quality, and overall compliance within the guidelines/requirements of the delivery order.  The contractor shall ensure the accuracy and completeness of all deliverables in accordance with referenced policy, regulations, laws, and directives.  Reports and presentations shall be concise and clearly written.  Errors, misleading or unclear statements, incomplete or irrelevant information, and/or excessive rhetoric, repetition, and “padding”, or excessive length if a page limit is imposed, shall be considered deficiencies and will be subject to correction by the contractor at no additional cost to the Government.  Unless otherwise indicated, the government will require 20 workdays to review and comment on deliverables.  If the deliverable does not meet the noted criteria, the Government will return it.

b.  Rejection Procedures. 

A rejected deliverable will be handled in the following manner.

- After notification that the deliverable did not meet the acceptance criteria the contractor shall resubmit updated/corrected version 10 workdays after receipt of government comments.

- Upon re-submission by the contractor the Government will reapply the same acceptance criteria. If the deliverable does not meet the acceptance criteria a second time the government might consider the contractor as having deficient performance with respect to the subject task.

14.  Other Pertinent Information or Special Considerations: 


a.  Identification of Possible Follow-on Work.  Upon the acceptable outcome of this task order, follow-on work would be a continuing or enhancing GEWIS development support.


b.  Identification of Potential Conflicts of Interest (COI).  There have been no COI identified for this task order.


c.  Identification of Non-Disclosure Requirements.  Some material will contain proprietary, sensitive, or classified data from various public or private sources.  All contractor personnel performing work for the NCC Watch and Analysis Operation must sign non-disclosure agreements.  The contractor shall require all sub-contractors to sign corporate and individual non-disclosure agreements.


d. Intellectual Property Rights.  All specified draft and final deliverables become the property of NCS. The details of any and all security countermeasures that the contractor may develop under this contract, including software, will become the property of NCS. 

Skill Sets required.  

The Contractor shall provide appropriate labor categories for development and operations of the GEWIS capability and analysis of the GEWIS output.


f.  Travel.  

The contractor should expect limited local travel in the metropolitan Washington, D.C. area, for the purpose of meeting with liaison partners or other DHS organizational elements and attending local area NSIE meetings, and limited travel to Culpepper VA and Mt. Weather, near Berryville VA, for the purpose of Watch contingency planning or implementation.  

TDY travel may be required to other government or industry locations CONUS to participate in:

· quarterly NSIE meetings (one person)

· special project technical meetings 

· other travel as indicated by the TM/ATM 

The TM/ATM will review for approval all travel orders under this TO prior to the travel taking place.  The Contractor shall provide an estimate of required travel to support this effort.  


g.  Other Direct Costs.  Where equipment or software is necessary to support the cyber health and early warning cell and the government is not able to provide the equipment or software in a timely manner, the contractor shall furnish the missing items.  The contractor may list known ODC requirements as options in its proposal, The contractor shall include in its main proposal annual costs for the GEWIS T-1 connection at the primary site. 


h.  Enhanced Skills Training.  In the event the contractor would like to attend training that would provide benefit to the work being performed under this task order, the contractor may request the TM approve attendance on a case-by-case basis.  In the event the TM approves, the contractor will be responsible for paying all tuition, per diem and travel costs, but may bill the labor hours to attend to this task order. 

� 1 NS/EP: “Capabilities required to maintain a state of readiness or to respond to and manage any event or crisis (local, national, or international) that causes or could cause injury or harm to the population , damage to or loss of property, or degrade or threaten the national security or emergency preparedness posture of the United States.”  (Telecomm Glossary 2000)


� Telecommunications Infrastructure—The framework of interdependent telecommunication networks and systems, including both physical and software components, by which the telecommunications industry conducts the transmission, emission, or reception of signs, signals, writing, images, and sounds, or intelligence of any nature, by wire, radio, optical, or other electromagnetic systems.





� Representatives are NCC representatives unless the company chose to join only the ISAC function.  Regardless of the technicalities of the membership, all are treated the same.


� Individuals are members in the NSIEs, in contrast to the case with the NCC, where the companies and agencies are members.


� This is currently in the same building as the NCS Headquarters.  


� IAssure requirements


� The DoD-CERT/GNOSC/JTF spaces are on the fourth floor.  NCS CIP Division staff are on the second floor of the same building.





