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41839

X

17. ACCOUNTING AND APPROPRIATION DATA/ LOCAL USE

36. I certify this account is correct and proper for payment.

6. ISSUED BY

CODE

9. CONTRACTOR  

CODE

18. ITEM NO.

19. SCHEDULE OF SUPPLIES/ SERVICES

26. QUANTITY IN COLUMN 20 HAS BEEN

SIGNATURE OF AUTHORIZED GOVT. REP.

DATE

DATE

SIGNATURE AND TITLE OF CERTIFYING OFFICER

INSPECTED

RECEIVED

ACCEPTED, AND CONFORMS TO THE

CONTRACT EXCEPT AS NOTED

37. RECEIVED AT

38. RECEIVED BY 

39. DATE RECEIVED

(YYYYMMMDD)

DCA200-00-D-5016

1. CONTRACT/PURCH. ORDER/ 

    AGREEMENT NO.

* If quantity accepted by the Government is same as

quantity accepted below quantity ordered and encircle.

DELIVERY/

16. 

14. SHIP TO

See Schedule

HC1013

DD Form 1155, JAN 1998 (EG)

PREVIOUS EDITION MAY BE USED.

SEE SCHEDULE

2. DELIVERY ORDER/ CALL NO.

0010

14

PAGE 1 OF

5. PRIORITY

CODE

8. DELIVERY FOB

DEST

X

OTHER

(See Schedule if other)

MARK IF BUSINESS IS

11.

SMALL

SMALL

DISADVANTAGED

WOMEN-OWNED

N68566

MARK ALL

PACKAGES AND

PAPERS WITH

 IDENTIFICATION

NUMBERS IN

BLOCKS 1 AND 2.

23. AMOUNT

27. SHIP NO.

28. DO VOUCHER NO.

PARTIAL

FINAL

32. PAID BY

33. AMOUNT VERIFIED

CORRECT FOR

31. PAYMENT

COMPLETE

34. CHECK NUMBER

PARTIAL

FINAL

35. BILL OF LADING NO.

40.

TOTAL

CONTAINERS

41. S/R ACCOUNT NO.

42. S/R VOUCHER NO.

ORDER FOR SUPPLIES OR SERVICES

3. DATE OF ORDER/CALL

2004 Aug 31

4. REQ./ PURCH. REQUEST NO.

DGEMZ49869

SEE ITEM 6

FACILITY

10. DELIVER TO FOB POINT BY (Date)

SEE SCHEDULE

12. DISCOUNT TERMS

13. MAIL INVOICES TO THE ADDRESS IN BLOCK

See Item 15

15. PAYMENT WILL BE MADE BY

CODE

DFAS PENSACOLA

MAIL TO: DITCO/AQSC4-FMO                 

SCOTT AFB IL 62225-5406

This delivery order/call is issued on another Govt. agency or in accordance with and subject to terms and conditions of above numbered contract.

TYPE

CALL

OF

PURCHASE

ORDER

SEE SCHEDULE

7. ADMINISTERED BY 

DISA/DITCO-SCOTT

PO BOX 25857

SCOTT AFB IL 62225

24. UNITED STATES OF AMERICA

TEL:

EMAIL:

iascottafb@scott.disa.mil

CONTRACTING / ORDERING OFFICER

quantity ordered, indicate by X.  If different, enter actual

BY:

ANNE (KAREN) KELLER

If this box is marked, supplier must sign Acceptance and return the following number of copies:

NAME OF CONTRACTOR

SIGNATURE

TYPED NAME AND TITLE

(YYYYMMMDD)

DATE SIGNED

ACCEPTANCE. THE CONTRACTOR HEREBY ACCEPTS THE OFFER REPRESENTED BY THE NUMBERED PURCHASE 

ORDER AS IT MAY PREVIOUSLY HAVE BEEN OR IS NOW MODIFIED, SUBJECT TO ALL OF THE TERMS

AND CONDITIONS SET FORTH, AND AGREES TO PERFORM THE SAME.

Reference your quote dated

Furnish the following on terms specified herein.

REF:

20.

QUANTITY

ORDERED/

ACCEPTED*

21. UNIT

22. UNIT PRICE

DIFFERENCES

29.

30.

INITIALS


Section B - Supplies or Services and Prices

	ITEM NO
	SUPPLIES/SERVICES
	MAX QUANTITY
	UNIT
	UNIT PRICE
	MAX AMOUNT

	0001
	
	1
	Each
	$980,000.00
	$980,000.00 

	
	Information Assurance Support Services

Firm Fixed Price (FFP) 

Engineering Support to Secure Telecommunication Networks as in accordance with revised  SOW dated 12 Aug 04 which is an attachment to this order.  Period of performance of this order is 365 calendar days from date of award, 01 Sep 04 thru 31 Aug 05, as in accordance with Pragmatics proposal dated 18 Aug 04 which is incorporated by reference into this order.   $980,000.00 will be divided into twelve monthly payments.  There will be $81,666.67 eleven monthly payments and one $81,666.63 monthly payment.

PURCHASE REQUEST NUMBER: DGEMZ49869


	

	
	
TOT MAX PRICE
	$980,000.00 

	
	
CEILING PRICE
	

	
	ACRN AA Funded Amount
	$980,000.00


FOB:  Destination
Section G - Contract Administration Data

ACCOUNTING AND APPROPRIATION DATA

	AA: 
	97X4930.5F20 000 C1013 0 068142 2F 255011 

	AMOUNT: 
	 MIPR DGEMZ49869    $980,000.00 


CLAUSES INCORPORATED BY FULL TEXT

DITCO Points of Contact
Contracting Officer
Contract Specialist
CONTRACTOR Point of Contact

Contractor Name:  Pragmatics

DUNS:  153874623

CAGE CODE: 41839 

Contractor POC:  

Email Address:  

Phone Number:  

Fax Number:  

Electronic invoices may be sent to:
invoicereceipt@scott.disa.mil
Questions regarding invoices may be directed to (618) 229-9228.  Vendors may check the status of invoices at the following web site:

http://www.dfas.mil/money/vendor
CREDIT CARD METHOD OF PAYMENT 

If payment is to be made via credit card, contact the Contracting Officer listed above.

Section J - List of Documents, Exhibits and Other Attachments

SOW DATED 12 AUG 04
‘I ASSURE’ TASK ORDER (TO) STATEMENT OF WORK (SOW)
as of 12 Aug 04

	Contract Number:
	

	Task Order Number:
	

	IAssure Tracking Number:
	00252.00

	Follow-on to IAssure Contract and Task Order Number:
	Not Applicable


1.  Task Monitors (TMs).  

a.  Primary TM.
	Name:
	

	Organization:
	DISA

	Address:
	5275 Leesburg Pike, Falls Church, Va 22041

	Phone Number:
	

	Fax Number:
	

	E-Mail Address:
	


b.  Alternate TM.
	Name:
	

	Organization:
	DISA IA Program Control Office (GE15)

	Address:
	5275 Leesburg Pike

Falls Church,  VA 22041

	Phone Number:
	

	Fax Number:
	

	E-Mail Address:
	


2. Task Order Title.  Engineering Support to Secure Telecommunication Networks
3. Background.   The DISA Information Assurance (IA) program is broadly focused on assuring Department of Defense (DoD) mission execution by providing essential computer operational, procedural, and technical services and standards.  It secures DoD enterprise systems, provides support to the Combatant Commanders and deployed forces, and provides capstone capabilities such as the DoD Computer Emergency Response Team (CERT), the DoD-wide anti-virus license, the DoD Public Key Infrastructure (PKI), and the Certification and Accreditation (C&A) process, policy, and implementation.  All of these IA products services are vital to DoD reliance on "the net" for warfighting and warfighting support
4. Objectives.  The objectives of this task is to conduct research and develop technologies to ensure secure information storage and exchange for the purpose of reducing the crippling effects of security breaches and malicious cyber attacks.  In particular:  Identify secure software architecture that uses security patterns and multiple levels integrated with standard wireless infrastructure; develop secure routing protocols for ad hoc wireless and sensor networks; investigate and identify the benefits of performing wireless and wired network intrusion detection using data mining; develop protocols and methodologies for biologic identity management on wireless networks; test IA cryptographic primitives and protocols; identify improvements to personnel identification schemes;  develop a network management risk management framework;  and define an organizationally based security assessment tool to monitor compliance with policies and processes
5. Scope:  The contractor shall comply with the appropriate DISA and DOD-approved architectures, programs, standards and guidelines, such as:

· Defense Information Infrastructure (DII) Strategic Technical Guidance (STG),
· DII Common Operating Environment (COE),
· DII Standard Operating Environment (SOE),
· DISA Security Technical Implementation Guides (STIGs),
· Defense Information Systems Network (DISN), and
· Shared Data Environment (SHADE).
Specific I-Assure services addressed in this SOW are:

· Task Area 1: Policy, Planning, Process, Program and Project Management Support

· Task Area 2: Standards, Architecture, Engineering and Integration Support
6.
Specific Tasks:

6.1
Task 1 – Contract-Level and TO Management
6.1.1
Subtask 1 – Integration Management Control Planning.  To provide centralized administrative, clerical, documentation and related functions, the contractor shall provide the technical (task order level) and functional activities at the Contract Level needed for the Program Management of this SOW.  This includes productivity and management methods such as Quality Assurance, Progress/status reporting, and Program Reviews at the Contract and Task Order level.  Provide the centralized administrative, clerical, documentation and related functions.                                                                                  

6.1.2
Subtask 2 – TO Management.  The contractor shall prepare TO Management Plan describing the technical approach, organizational resources and management controls to be employed to meet the cost, performance and schedule requirements throughout TO execution.  The contractor shall provide a Monthly Status Report (MSR) identifying progress/status for the month reported, including the sub-tasks involved, hours expended by labor categories, costs by labor categories, actual costs versus planned costs, an explanation of any differences between actual and planned costs, and program reviews applied to the TO (as appropriate to the specific nature of the SOW).   

Deliverable:

1. Management Plan


2. Monthly Status Report

6.2
Task 2:  Secure Web Services in Wireless Environment
Web services are software components that can be accessed from the Internet and incorporated into applications and systems software. They are one of the most promising developments for enterprise integration and application functionality. They also have a clear value for military and homeland defense applications. The contractor shall conduct research and analysis on the security of web services and wireless systems and possible threats and ways to protect them. A cornerstone of the defense is a secure software architecture that uses security patterns and multiple levels. This architecture must be integrated with the standard wireless infrastructures. The contractor shall develop specific patterns for web services security and add patterns for the lower levels. A challenging aspect of wireless web services is that, in addition to the variety of standards that exist for web services security, one needs to add wireless systems standards.  The contractor shall research and document ways to integrate these standards into a unified architecture.

Deliverables:  

· Technical report on survey of wireless security 

· Technical report on survey of web services security

· Technical report on patterns for web services security

· Technical report on secure development methods for wireless web services 

· Technical report on secure architecture for integrating web services into a wireless infrastructure.

6.3 
Task 3: Secure Communication Protocols in Wireless Ad hoc and Sensor Networks
An ad hoc network is a group of wireless mobile nodes in which the individual nodes cooperate by forwarding packets to each other allowing nodes to communicate beyond direct wireless transmission range. The primary applications of ad hoc wireless networks are military, tactical, disaster, and other security sensitive hostile environments. One main challenge is to design a secure routing protocol for such networks. The existing routing protocols for ad hoc networks are not designed for security. The contractor shall research and develop secure routing protocols and a method of classifying security attacks against wireless ad hoc networks.

Wireless sensor networks operate on similar principles as ad hoc wireless networks. However, there are many differences. Sensor networks usually have hundreds to thousands of nodes. Nodes in a sensor network also have severe resource (computational capability, power, transmission range) constraints due to their small size. Existing architectures and protocols for other wireless networks are not suitable for Wireless Sensor Networks. Security is a serious problem in wireless sensor networks.  The contractor shall conduct research and analysis on security and evaluation of routing protocols in these networks and provide reports on:  Security aspects and vulnerabilities of wireless sensor networks; and performance evaluation models for routing protocols in wireless sensor networks.

Deliverables:

· Technical report on classification of security attacks in wireless ad hoc networks

· Technical report on Methodologies for countering security attacks

· Technical report on design of secure routing protocol for ad hoc wireless networks

· Technical report on security aspects and vulnerabilities of wireless sensor networks

· Technical report on detailed performance evaluation models for routing protocols in wireless sensor networks 
6.4 
Task 4: Intrusion detection, and secure multimedia communications

An important component of secure telecommunication networks is the detection of anomalous network behavior and attacks. Intrusion detection for securing networks often involves data mining of network traffic data. Despite the increase in wireless communication, very limited attention has been given to data mining models for intrusion detection in such networks. The nature of wireless networks makes them vulnerable to malicious attacks, ranging from passive eavesdropping to active interfering.  The contractor shall investigate intrusion detection in telecommunication networks from a data-mining point of view, including addressing the unique needs of wireless and wired networks.  The contractor shall identify a telecommunications network, capable of secure multimedia communications, which can be evaluated for the benefits of intrusion detection models. The contractor shall also investigate the benefits that secure multimedia communication schemes may derive from a protected network in which intruders are detected before their intentions materialize and before any multimedia file requires verification actions that may be computationally expensive and risky. An advantage of such a protection layer is that receivers of multimedia contents can reduce spending precious CPU time on processing data whose sender was not the intended counterpart, and lower the risk of possible malicious attacks. 

Deliverable:

· Technical report on data mining approaches and models developed for intrusion detection in wireless and wired networks, including unique network traffic attributes for wired and wireless networks.

· Technical report investigating the impact of network intrusion detection techniques in the design of secure and robust multimedia communication systems, including use cases.

6.5 
Task 5: Biometrics for Identity Management in a Wireless Networked Environment

Identity management and the selection and use of technologies to authenticate citizens and businesses are some of the most important issues shaping the information age.  To preserve national security and promote institutional effectiveness, identity management is understandably a core function for the United States Government.  The contractor shall  develop protocols, methods, and algorithms that explore unique biological characteristics per individual for identity management in a wireless networked environment.  The biometric algorithms may then be implemented in an embedded platform.

Deliverable:

· Technical report on biometric protocols suitable for a wireless networked environment

· Technical report on methods and algorithms based on exploring stable and dynamic biometric features for identity management

· Technical report on effectiveness of the algorithms in a wireless networked environment.

6.6 
Task 6
:  Testing of Cryptographic Primitives & Information Assurance Systems 

The contractor shall test new cryptographic primitives, protocols and other information assurance systems and schemes identified by the Task Monitor. Such testing shall include all known and standard tests for security, and appropriate cryptanalytic attacks shall be mounted as appropriate.  The contractor shall be looking for strengths, weaknesses, efficacy, scalability and other properties. The contractor shall establish a test bed and shall provide test reports in response to TM requests in the monthly status report  with a an estimated amount of 2 tests per month. 

Deliverable:

· Technical Report on testing new cryptographic primitives, protocols, and other information assurance systems

6.7 
Task 7:  Identification systems and their management

The contractor shall study the efficacy, effectiveness, strengths and weaknesses of presently used identification schemes, and related management systems.  The contractor shall investigate possible improvements and develop and propose better identification schemes and related management systems. Systems to be considered involve identification of persons, entities, or aggregates possessing characteristic traits. 

Deliverable:

· A Technical Report on efficiency, effectiveness, strengths, and weaknesses of identifications schemes, and possible techniques for improvements

6.8 
Task 8:  Developing a Risk Management Framework for Securing Communication Networks

Issues for the IP-Based network security infrastructure include priorities for network providers such as service reliability, cost balancing, security, and effective risk management postures. While the government places high priority on the consistent application of security across such infrastructure, an agreement on a sustainable security threshold and corresponding security requirements remains elusive. There is a need to better understand the risks associated with vulnerabilities of the network infrastructure and standard well-defined metrics for analyzing and assessing network security risks need to be established and formalized. The contractor shall integrate two major risk management frameworks and develop one that addresses the concerns specific to network security. The two frameworks are: OCTAVE (Operationally Critical Threat, Asset, and Vulnerability Evaluation) and COBIT (Control Objectives for Information and related Technology).

OCTAVE is a risk-based strategic assessment and planning framework for security. Developed by the Software Engineering Institute-CERT (Computer Emergency Response Team), the OCTAVE criteria define a standard approach for a risk driven, asset and practice based information security evaluation.  COBIT has been developed as a generally applicable and accepted standard for good Information Technology (IT) security and control practices that provides a reference framework for management, users, and IS audit, control and security practitioners. Issued by the IT Governance Institute and now in its third edition, COBIT is increasingly accepted as good practice for control over information, IT and related risks.

The contracto shall develop a report that reviews existing network risk frameworks, which outlines the proposed risk management framework for securing communication network, such as the NIPRNET.  The contractor shall establish a source of data (such as Institute of Internal Auditors, IIA) for testing the various elements of the model.  The model will then be implemented using a prototype approach on an enclave of the NIPRNET.  This is intended to show its merit and utility for further deployment on a wider scope across the Global Information Grid (GIG)

Deliverables:  

· A Technical Report on existing network risk frameworks on efficiency, effectiveness, strengths, and weaknesses of identifications schemes, and possible techniques for improvements

· A Technical Report that shows the results of the prototype use of the model on a NIPRNET enclave.  The results should also include lessons learned and recommendations for the future application of the model across the GIG.

6.9  Task 9: Organizational Issues in Securing Communications Networks and Framework for Organizational Security Analysis and Assessment

In the organizational environment, the security of communications networks can only be as good as the weakest link in the entire system. As a consequence, it is often the organizational factors, including people, policy, protocols, process, and culture, rather than technical weaknesses that create the most significant threat to the integrity and security of the network and thus the information it communicates.   The contractor shall perform a study to understand how and where such organizational factors become the weakest link and what organizations can do to identify, prevent, or alleviate the security threat originated from these organizational factors in conjunction with advanced security technologies.  The contractor shall use both private and public sector organizations as the test field and develop a framework for analyzing, planning, and implementing secure communications systems in multi-organization and multi-systems environment. The contractor shall develop a comprehensive security assessment tool to monitor the status of the compliance with the policies, standards, protocols, and procedures in work processes on a regular basis. 

Deliverable:

- A Technical Report that shall include a survey of the research on secure communications networks, a case study of one public and one private sector organization and the preliminary version of an organizational security analysis and assessment framework. 

-  Security Assessment Tool  

7.  
Place of Performance: 

7.1
Primary Place of Performance.  The contractor shall perform work at the Contractor’s facility.  

7.2 Travel.  No Travel Required.

8. Period of Performance:  
8.1 
Period of Performance (PoP).  365 Days from Contract Award. 

9. Deliverables/Delivery Schedule:
	SOW Task#
	Deliverable Title
	CDRL/DID#
	Due Date
	Copies
	Distribution
	Frequency 

	6.1.2
	Management Plan
	Contractor format using DI-MGMT-80347 for guidance
	14 calendar days after award 
	1 HC

1 SC
	**Standard 

Distribution
	Draft &

Final 

	6.1.2
	Monthly Status Report


	Government Format 
	5 working  days after end of accounting period
	1 SC
	**Standard 

Distribution

***Business Office
	Monthly

	6.2
	Technical Reports
	Contractor Format
	270 Days

336 Days


	1 SC
	** Standard Distribution
	Draft & Final

	6.3
	Technical Reports


	Contractor Format
	270 Days 

336 Days
	1 SC
	**Standard 

Distribution
	Draft & Final

	6.4
	Technical Reports


	Contractor format 
	270 Days

336 Days
	1 SC
	**Standard 

Distribution
	Draft & Final

	6.5
	Technical Reports


	Contractor format using 
	270 Days

336 Days
	1 SC
	**Standard 

Distribution
	Draft & Final

	6.6
	Technical Report
	Contractor format
	270 Days

336 Days
	1 SC
	**Standard 

Distribution
	Draft & Final

	6.7
	Technical Report
	Contractor Format
	270 Days 

336 Daus
	1 SC
	**Standard 

Distribution
	Draft & Final

	6.8 
	Technical Report
	Contractor Format
	270 Days

336 Days
	1 SC
	**Standard 

Distribution
	Draft & Final

	6.9
	Technical Report
	Contractor Format
	150 Days 

270 Days 
	1 SC
	**Standard 

Distribution
	Draft & Final

	6.9
	Security Assessment Tool
	Contractor Format
	336 Days
	1 SC
	**Standard 

Distribution
	Final

	
	
	
	
	
	
	


* Copies

· Hard copy (HC)

· Soft copy (SC) Soft copy for reports, minutes, white papers, etc., will be in MS Word, Office 2000 version.  Soft copy for briefings will be in PowerPoint, Office 2000 version.  Soft copy can be contained on CD-ROM, ZIP Drive, or Floppy as appropriate for size.

**Standard Distribution
· 1 copy of the transmittal letter without the deliverable to the Contracting Officer (KO/DITCO/DTS6).

· 1 copy of the transmittal letter and the deliverable to the Primary TM

· ***1 copy of monthly status reports ONLY to Business Office – IABusinessoffice@ncr.disa.mil

Note 1:  Cost and status reports are due 5 working days after close of contractor’s accounting period.

10.  Security/Clearance Requirements.  All work under this effort is unclassified.

11. Government-Furnished Equipment (GFE)/Government–Furnished Information:  No government furnished equipment.   Unclassified GFI will be furnished upon request.

12. Packaging, Packing, and Shipping:  All packaging, packing and shipping requirements shall be in accordance with paragraph D.1 of the ‘I Assure’ contract.
13.  
Inspection and Acceptance:  All inspection and acceptance requirements shall be in accordance with paragraph E.1 of the ‘I Assure’ contract.  In addition, the contractor shall comply with the following criteria.

13.1.  Acceptance Criteria.  Unless otherwise noted, the Government shall have fifteen (15) working days to review and comment on deliverables.  The Government may accept a deliverable, accept a deliverable subject to the incorporation of comments, or reject a deliverable.  Draft deliverables that are acceptable are normally accepted subject to incorporation of the comments into the final version.  A draft deliverable may meet the criteria of accuracy, functionality, completeness, professional quality and overall compliance, but the assumptions, outside circumstances or Government guidance upon which the draft document was developed may have changed.  In these circumstances one or more subsequent versions of the draft document may be required and the contractor shall develop subsequent versions of drafts based on Government direction if the Government requires additional drafts prior to the final version.  Government comments on documents that are rejected will be sufficiently specific with respect to the deficiencies in the criteria of accuracy, functionality, completeness, professional quality and overall compliance so that it clear as to what actions are required to bring the deliverable into compliance. 

13.2.  Rejection Procedures.   After notification that a deliverable did not meet the acceptance criteria, the contractor shall return updated/corrected versions fifteen (15) workdays after receipt of Government comments.  Upon resubmission, the acceptance criteria set forth in the paragraph above will apply.  Any deficiencies then identified will be resolved after discussions between the contractor and the Government.

14. Other Pertinent Information or Special Considerations:  
14.1 Identification of Possible Follow-on Work.  Depending upon results there may be potential follow-on work.

14.2 Identification of Potential Conflicts of Interest (COI).  There are neither existing nor potential COIs on this TO. 
