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DIGITALNET GOVERNMENT SOLUTIONS LLC

TYLER BROOKS-CRAFT

2525 NETWORK PLACE

HERNDON VA 20171-3514

$78,242.82

CODE

0GS16

X

17. ACCOUNTING AND APPROPRIATION DATA/ LOCAL USE

36. I certify this account is correct and proper for payment.

6. ISSUED BY

CODE

9. CONTRACTOR  

CODE

18. ITEM NO.

19. SCHEDULE OF SUPPLIES/ SERVICES

26. QUANTITY IN COLUMN 20 HAS BEEN

SIGNATURE OF AUTHORIZED GOVT. REP.

DATE

DATE

SIGNATURE AND TITLE OF CERTIFYING OFFICER

INSPECTED

RECEIVED

ACCEPTED, AND CONFORMS TO THE

CONTRACT EXCEPT AS NOTED

37. RECEIVED AT

38. RECEIVED BY 

39. DATE RECEIVED

(YYYYMMMDD)

DCA200-00-D-5021

1. CONTRACT/PURCH. ORDER/ 

    AGREEMENT NO.

* If quantity accepted by the Government is same as

quantity accepted below quantity ordered and encircle.

DELIVERY/

16. 

14. SHIP TO

HC1013

DD Form 1155, JAN 1998 (EG)

PREVIOUS EDITION MAY BE USED.

SEE SCHEDULE

2. DELIVERY ORDER/ CALL NO.

0023

10

PAGE 1 OF

5. PRIORITY

CODE

8. DELIVERY FOB

DEST

X

OTHER

(See Schedule if other)

MARK IF BUSINESS IS

11.

SMALL

SMALL

DISADVANTAGED

WOMEN-OWNED

N68566

MARK ALL

PACKAGES AND

PAPERS WITH

 IDENTIFICATION

NUMBERS IN

BLOCKS 1 AND 2.

23. AMOUNT

27. SHIP NO.

28. DO VOUCHER NO.

PARTIAL

FINAL

32. PAID BY

33. AMOUNT VERIFIED

CORRECT FOR

31. PAYMENT

COMPLETE

34. CHECK NUMBER

PARTIAL

FINAL

35. BILL OF LADING NO.

40.

TOTAL

CONTAINERS

41. S/R ACCOUNT NO.

42. S/R VOUCHER NO.

ORDER FOR SUPPLIES OR SERVICES

3. DATE OF ORDER/CALL

2004 Jul 14

4. REQ./ PURCH. REQUEST NO.

SEE ITEM 6

FACILITY

10. DELIVER TO FOB POINT BY (Date)

SEE SCHEDULE

12. DISCOUNT TERMS

13. MAIL INVOICES TO THE ADDRESS IN BLOCK

See Item 15

15. PAYMENT WILL BE MADE BY

CODE

DFAS PENSACOLA

MAIL TO: DITCO/AQSC4-FMO                 

SCOTT AFB IL 62225-5406

This delivery order/call is issued on another Govt. agency or in accordance with and subject to terms and conditions of above numbered contract.

TYPE

CALL

OF

PURCHASE

ORDER

SEE SCHEDULE

7. ADMINISTERED BY 

DISA/DITCO-SCOTT

2300 EAST DRIVE

SCOTT AFB IL 62225-5406

24. UNITED STATES OF AMERICA

TEL:

EMAIL:

iascottafb@scott.disa.mil

CONTRACTING / ORDERING OFFICER

quantity ordered, indicate by X.  If different, enter actual

BY:

ANNE (KAREN) KELLER

If this box is marked, supplier must sign Acceptance and return the following number of copies:

NAME OF CONTRACTOR

SIGNATURE

TYPED NAME AND TITLE

(YYYYMMMDD)

DATE SIGNED

ACCEPTANCE. THE CONTRACTOR HEREBY ACCEPTS THE OFFER REPRESENTED BY THE NUMBERED PURCHASE 

ORDER AS IT MAY PREVIOUSLY HAVE BEEN OR IS NOW MODIFIED, SUBJECT TO ALL OF THE TERMS

AND CONDITIONS SET FORTH, AND AGREES TO PERFORM THE SAME.

Reference your quote dated

Furnish the following on terms specified herein.

REF:

20.

QUANTITY

ORDERED/

ACCEPTED*

21. UNIT

22. UNIT PRICE

DIFFERENCES

29.

30.

INITIALS


Section B - Supplies or Services and Prices

	ITEM NO
	SUPPLIES/SERVICES
	MAX QUANTITY
	UNIT
	UNIT PRICE
	MAX AMOUNT

	0001
	
	1
	Each
	$78,242.82
	$78,242.82 

	
	Services Non Personal

T&M

Base Level Information Infrastructure (BLII) OCONUS Information Assurance Support as in accordance with SOW dated 23 Jun 04 which is an attachment to this order.  Period of performance is from date of award thru 30 Sep 04 as in accordance with DigitalNet proposal dated 08 Jul 04 which is incorporated by reference.


	

	
	
TOT MAX PRICE
	$78,242.82 

	
	
CEILING PRICE
	

	
	Funded Amount
	$0.00


FOB:  Destination
	ITEM NO
	SUPPLIES/SERVICES
	MAX QUANTITY
	UNIT
	UNIT PRICE
	MAX AMOUNT

	0002
	
	1
	Each
	$641,607.34
	$641,607.34 

	OPTION
	SERVICES NON PERSONAL

T&M

Option Year 1 - Base Level Information Infrastructure (BLII) OCONUS Information Assurance Support as in accordance with SOW dated 23 Jun 04. Period of performance of Option Year 1, if exercised, will be from 01 Oct 04 thru 30 Sep 05 as in accordance with DigitalNet proposal dated 08 July 04 which is incorporated into this order by reference.


	

	
	
TOT MAX PRICE
	$641,607.34 

	
	
CEILING PRICE
	

	
	Funded Amount
	$0.00


FOB:  Destination

Section G - Contract Administration Data

CLAUSES INCORPORATED BY FULL TEXT

Additional Accounting and Appropriation Data

AA:  97X4930.5F20 000 C1013 0 068142 2F 255011

CLIN/SubCLIN
Purchase Request Number
Obligated Amount

0001                                 N0007004MP4B096                                                        $78,242.82

DITCO Points of Contact
Contracting Officer
Contract Specialist
CONTRACTOR Point of Contact

Contractor Name:  DigitalNet

DUNS:  175301720

CAGE CODE:  OGS16

Contractor POC:  

Email Address:  

Phone Number:  

Fax Number:  

Electronic invoices may be sent to:
invoicereceipt@scott.disa.mil
Questions regarding invoices may be directed to (618) 229-9228.  Vendors may check the status of invoices at the following web site:

http://www.dfas.mil/money/vendor
CREDIT CARD METHOD OF PAYMENT 

If payment is to be made via credit card, contact the Contracting Officer listed above.

Section J - List of Documents, Exhibits and Other Attachments

SOW DATED 23 JUN 04
‘I ASSURE’ TASK ORDER (TO) STATEMENT OF WORK (SOW)
as of 23/Jun/2004
	Contract Number:
	DCA20000D5021

	Task Order Number:
	0023

	IAssure Tracking Number:
	IA00253.00

	Follow-on to IAssure Contract and Task Order Number:
	Not Applicable


1.  Task Monitors (TMs).  

a.  Primary TM.
	Name:
	

	Organization:
	Commander US Pacific Fleet

	Address:
	250 Makalapa Dr, Pearl Harbor HI, 96860

	Phone Number:
	

	Fax Number:
	

	E-Mail Address:
	

	DODAAC:
	


b.  Alternate TM.
	Name:
	

	Organization:
	NETWARCOM Det Hawaii

	Address:
	160 Liscomb Bay Street, Pearl Harbor HI, 96860

	Phone Number:
	

	Fax Number:
	

	E-Mail Address:
	

	DODAAC:
	


2.  Task Order Title.  Base Level Information Infrastructure (BLII) OCONUS Information Assurance
3.  Background.  This task relates to work currently being performed for COMPACFLT by DigitalNet Government Solutions on various GSA contract tasks. DigitalNet has been providing information assurance (IA) support to COMPACFLT since 1999, supporting every aspect of IA for COMPACFLT. DigitalNet has been specifically supporting BLII IA for COMPACFLT since 2002. The work described in this SOW will support work that has currently been performed by DigitalNet. 

4.  Objectives.  The objective of this task is  to provide OCONUS onsite IA support that is consistent with and in continuation of COMPACFLT and NETWARCOM IA policy, processes, and previous tasking. 

Serve as information systems security consultants on behalf of the COMPACFLT and NETWARCOM Det Hawaii office, assisting with planning, execution, and operation of information assurance mechanisms in accordance with established Department of Defense (DoD) and Navy information security policies and procedures.  Task assignments include firewall administration, certification and accreditation requirements, and IA engineering responsibilities to facilitate transition of legacy applications and sustain local IA operations.

5.  Scope.  Work under the BLII OCONUS IA task includes support for Policy, Planning, Process, Project and Program Management; Standards, Architecture, Engineering, and Integration; Solution Fielding/Installation and Operations; and Education, Training and Awareness, Certification and Accreditation and IA.
The contractor shall comply with the appropriate DoD-approved architectures, programs, standards and guidelines, such as Defense Information Infrastructure (DII) Strategic Technical Guidance (STG), DII Common Operating Environment (COE), Defense Information Systems Network (DISN) and Shared Data Environment (SHADE).  Specific services addressed in this SOW are:

6.  Specific Tasks.
6.1 - Task 1 - Contract-Level and TO Management.
6.1.1 - Subtask 1 - Integration Management Control Planning.  Provide the technical (task order level) and functional activities at the Contract Level needed for the Program Management of this SOW. Include productivity and management methods such as Quality Assurance, Progress/status reporting, and Program Reviews at the Contract and Task Order level. Provide the centralized administrative, clerical, documentation and related functions.

6.1.2 - Subtask 2 - TO Management. Prepare a TO Management Plan describing the technical approach, organizational resources and management controls to be employed to meet the cost, performance and schedule requirements throughout TO execution.  Provide a monthly status report monitoring the quality assurance, progress/status reporting, and program reviews applied to the TO (as appropriate to the specific nature of the SOW).

6.2 – Task 2 – Policy, Planning, Process, Program and Project Management Support.

This task area addresses technical and programmatic support to assist with aspects of planning, engineering, fielding and operating secure information technology systems and resources.

Analyze, review, and assist with BLII OCONUS IA suite analysis and implementation.   Define processes, as required, to meet and monitor implementation of the Navy Computer Network Defense in Depth strategy.  

Assist NETWARCOM Det Hawaii IA staff in development and documentation of processes and procedures related to Boundary 1 and Boundary 2 firewall temporary configuration changes in support of Legacy Application / Legacy Server testing.

Assist NETWARCOM Det Hawaii IA staff in development of other required processes and supporting documentation such as additions to the BLII Connection Approval Process.

Ensure high standards of Change Management processes are observed.

Development of schedules outlining Certification and Accreditation (C&A) completion and approval for synchronization with Legacy Migration master schedules.
Tracking of Legacy Application C&A packages for assuring schedules are met.

6.3 – Task 3 – Standards, Architecture, Engineering and Integration Support.

Evaluate the local IA program against DoD, OPNAV IA instructions, and international IA standards, such as ISO 17799.  

Generate required documentation required for UTNProtect waiver processes (as required).

Assist NETWARCOM Det Hawaii IA staff in development of other associated documentation related to Legacy Applications / Legacy Servers and Programs of Record (POR) to ensure that the program is capable of migrating according to user migration schedules and/or quarantined. 

Developing documentation must abide by all DoD and/or Navy Directions and Instructions such as the 5200.40 and meet minimum requirements as documented above for DAA approval. 

Coordinate with application developers, business managers and other groups or personnel to complete the required documentation criteria as described in the SOW. 

Perform other IA tasks as required.

6.4 – Task 4 – Solution Fielding/Installation and Operations

Provide administration and management of firewall technology. 

Facilitate transition of legacy applications. Support to include application analysis, testing and evaluation.

Assist ITSC Operational staff with supporting required firewall changes once approved ensuring timely Legacy Application and Legacy Server migration and provide on-site consultative services to Far East ITSC personnel on firewall operations.  Provide any information as identified to NETWARCOM Det Hawaii IA personnel if any adverse conditions or "health" deterioration of the firewalls occur during the course of Legacy migration.
Coordinate with compatibility testers and Yokosuka ITSC regional Operational staff to make required temporary changes per standard operating procedures related to Boundary 1 and Boundary 2 firewall temporary configuration changes in support of Legacy Application / Legacy Server testing and BLII Connection Approval Process.  Must ensure detailed documentation is generated recording all changes that are required for Waiver, Request for Change, processing and approval.

Perform other IA tasks as required.

6.5 – Task 5 – Education, Training and Awareness, Certification and Accreditation and IA Support

Assist with the development of site certification and accreditation documentation. Submit required connection approval paperwork (site-specific addendums, IATOs, etc.) for NIPRNET and/or SIPRNET connectivity.

Coordinate with other organizations as needed to facilitate site certification and accreditation and user/data/application migration.

Assist Legacy Applications Certification and Accreditation support personnel in development of required DITSCAP and other associated documentation required per the BLII Connection Approval Process.

Assist NETWARCOM Det Hawaii IA staff in development of the Legacy Application / Legacy Server Certification and Accreditation processes and procedures.  These processes and procedures will be in relation to the BLII Connection Approval Processes and various associated supporting documentation being developed simultaneously by other Legacy support groups.  
7.  Place of Performance.  Contractor work will be performed at Navy offices and facilities located on Yokosuka Naval Base, Yokosuka Japan.  Some travel to US Navy bases in Japan and Asia, as directed by COMPACFLT and NETWARCOM, may be required.  Work may require limited travel to the U.S. for attendance at conferences/training, which the Government deems necessary for the accomplishment of work.  If travel is required outside of the Yokosuka Japan area, a modification to the order will be issued to incorporate associated charges.  Travel will be in accordance with Joint Travel Regulations.
8.  Period of Performance.  The period of performance after TO award is from date of award through 30 Sep 04.  Option Year 1 will be from 01 Oct 04 thru 30 September 2005.

9.  Delivery Schedule.  

	SOW Task#
	Deliverable Title
	CDRL/DID#
	Due Date
	Copies
	Distribution
	Frequency and Remarks

	6.1.1
	Plan
	Contractor-Determined Format
	30 days after award
	5
	Standard Distribution*
	Draft - 15

Final - 30

	6.1.2
	Status Report
	Contractor-Determined Format
	
	2
	Two Copies to TM; Letter Only to KO
	Monthly, on 5th workday

	6.2
	Boundary 1 and Boundary 2 firewall temporary configuration changes; processes and procedures
	Contractor-Determined Format


	
	2
	Two copies to TM
	180

	6.2
	BLII Connection Approval Process 
	Contractor-Determined Format


	
	2
	Two copies to TM
	180

	6.3
	UTNProtect waiver processes
	Contractor-Determined Format
	
	2
	Two copies to TM
	180

	6.5
	Legacy Applications Certification and Accreditation for each legacy application
	Contractor-Determined Format
	
	2
	Two copies to TM
	455 days (ongoing for each application) 

	* Standard Distribution:  1 copy of the transmittal letter with the deliverable to the Primary TM


10.  Security.  The TO requires a U.S. SECRET Clearance. See attached DD Form 254.
11.  Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI).  

The Government requires on-site support and will provide work facilities to DigitalNet personnel that are at least equal to the facilities that the Government provides its own personnel of comparable experience, expertise, ability, and position or status who are performing similar work.  The Government will also provide access to computer facilities, mobile and fixed communications equipment, standard network software, standard documentation and incidental consumables necessary for performance of work.  The Government will provide navy.mil domain email accounts.

Work may require limited travel within Japan and elsewhere at the direction of the Government.  Travel requested by the Government will be funded by the requesting organization.

The government will extend logistics support (as available in accordance with all applicable regulations, agreements, and treaties) to the Contractor’s Personnel defined as Technical Experts (and their dependents) whose services are required for the fulfillment of this task under SOFA.

12.  Other Pertinent Information or Special Considerations.  DigitalNet has provided a continuously superior support in Information Assurance for COMPACFLT at the Headquarters, Fleet, and BLII OCONUS. DigitalNet is familiar with all applicable IA policies and procedures related to COMPACFLT and BLII OCONUS. DigitalNet will help ensure that this project can get started immediately and meet schedule timelines.


a.  Identification of Possible Follow-on Work.  Additional work will result from completion of this TO, which may be added at a later date as a modification to this TO.


b.  Identification of Potential Conflicts of Interest (COI).  No COI’s exist in relation to this TO.


c.  Identification of Non-Disclosure Requirements.  There is no contract sensitive and/or proprietary information associated with work under this TO.


d.  Packaging, Packing and Shipping Instructions.  None.

e.  Inspection and Acceptance Criteria.  None.

13.  Section 508 Accessibility Standards.  The following Section 508 Accessibility Standard(s) (Technical Standards and Functional Performance Criteria) are applicable (if box is checked) to this acquisition.

Technical Standards
 FORMCHECKBOX 
 1194.21 - Software Applications and Operating Systems

 FORMCHECKBOX 
 1194.22 - Web Based Intranet and Internet Information and Applications

 FORMCHECKBOX 
 1194.23 - Telecommunications Products

 FORMCHECKBOX 
 1194.24 - Video and Multimedia Products

 FORMCHECKBOX 
 1194.25 - Self-Contained, Closed Products

 FORMCHECKBOX 
 1194.26 - Desktop and Portable Computers

 FORMCHECKBOX 
 1194.41 - Information, Documentation and Support

The Technical Standards above facilitate the assurance that the maximum technical standards are provided to the Offerors.  Functional Performance Criteria is the minimally acceptable standards to ensure Section 508 compliance.  This block is checked to ensure that the minimally acceptable electronic and information technology (E&IT) products are proposed.

Functional Performance Criteria
 FORMCHECKBOX 
 1194.31 - Functional Performance Criteria

