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Section B - Supplies or Services and Prices

	ITEM NO
	SUPPLIES/SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	0001
	
	1
	Lot
	$294,117.65
	$294,117.65 NTE

	
	Information Assurance Support Services

T&M

Provide Information Assurance Education, Training and Awareness Product Development/Update in accordance with attached Statement of Work dated 14 July 2004 (IAssure Tracking No. IA00256.00).  The period of performance is 365 calendar days (03 Aug 2004 through 02 Aug 2005).  SAIC's revised proposal dated 27 July 2004  is incorporated by reference.  This is a time-and-materials line item.  The contractor shall invoice monthly for actual hours performed and/or reimbursable travel and materials (as applicable).  The amount shown for the line item is a not-to-exceed amount.

PURCHASE REQUEST NUMBER: DSAM40337


	

	
	
TOT ESTIMATED PRICE
	$294,117.65 NTE

	
	
CEILING PRICE
	

	
	ACRN AA Funded Amount
	$294,117.65


FOB:  Destination

Section G - Contract Administration Data

ACCOUNTING AND APPROPRIATION DATA

	AA: 
	97X4930.5F20 000 C1013 0 068142 2F 255011 

	AMOUNT: 
	$294,117.65 


CLAUSES INCORPORATED BY FULL TEXT

Additional Accounting and Appropriation Data

AA:  97X4930.5F20 000 C1013 0 068142 2F 255011

CLIN/SubCLIN
Purchase Request Number
Obligated Amount

0001
DSAM40337
$294,117.65

DITCO Point of Contact

Contracting Officer
CONTRACTOR POINT OF CONTACT

Contractor Name:  Science Applications International Corp.

DUNS:  148095086

CAGE CODE:  0T5L1

Contractor POC:  Kim Hayes

Email Address:  kimberly.d.hayes@saic.com

Phone Number:  703-375-2079

Electronic invoices may be sent to invoicereceipt@scott.disa.mil.  Questions regarding invoices may be directed to (618) 229-9228.  Vendors may check the status of invoices at the following web site:




http://www.dfas.mil/money/vendor
CREDIT CARD METHOD OF PAYMENT.  If payment is to be made via credit card, contact the Contracting Officer listed above.
Section J - List of Documents, Exhibits and Other Attachments

STATEMENT OF WORK
I ASSURE’ TASK ORDER (TO)

STATEMENT OF WORK (SOW)

14 July 2004

	Contract Number:
	DCA200-00-D-5017

	Task Order Number:
	0058

	IAssure Tracking Number:
	IA00256.00

	Follow-on to IAssure Contract and Task Order Number:
	DCA200-00-D-5017 T.O. 0039


1.  Points of Contact:

a.  Primary Task Monitor (TM):
	Name:
	

	Organization:
	DISA/GO434

	Address:
	5275 Leesburg Pike, Falls Church, VA 22041

	Phone No.:
	

	Fax No.:
	

	Internet Address:
	


b.  Alternate Task Monitor (ATM):
	Name:
	

	Organization:
	DISA/GO434

	Address:
	5275 Leesburg Pike, Falls Church VA 22041

	Phone No.:
	

	Fax No.:
	

	Internet Address:
	


2.  Order Title:  Information Assurance (IA) Education, Training and Awareness (ETA) Product Development/Update.

3.  Background:  The Defense Information Systems Agency (DISA) GO434 has the mission to promote standardized DoD information assurance (IA) education, training, and awareness (ETA) throughout the Department.  In addition, GO434 has the task to support development of an IA Career Program within the DoD.  The purpose of this task is to obtain contractor support to IA ETA product development for customers DoD-wide.  Elements of the overall program are incorporated in the specific tasks and sub-tasks outlined in Section 6 below.  These tasks are consistent with the GO434’s DoD-wide mission, the DISA Corporate Plan, the DISA IA Program Plan, and the DoD IA Strategic Plan.

The mission of DISA’s IA Education, Training, Awareness and Products Team (GO434) is to develop products and provide analytic support to implement the DoD-wide IA ETA program.  The program consists of three elements: computer, web and classroom-based training and awareness product development; professionalization support; and training and awareness dissemination.  It is designed to promote IA awareness and skills throughout DoD, including agencies, Combatant Commands, and Combatant Command components.  The first goal is to standardize and enhance the IA knowledge and skills of information system owners, managers, technicians, and users across the Department.  The second goal is to support DoD outreach to civilian Departments and Agencies, and under HSPD-7, to provide avenues for the products to reach the private sector.  The program for DoD provides:

· Development and dissemination of IA distributive computer and web-based training (CBT/WBT) products and traditional classroom training and awareness courseware -- supporting DoD-wide system administrator/user certification -- and thereby increasing 

the Department’s overall ability to operate and maintain secure information systems and networks. 

· Courseware evaluations, certification standards and criteria, certification performance-based and traditional tests, and databases to support implementation of the DoD IA personnel certification program. 

· Traditional classroom IA training of DoD IA courses for IA professionals, managers and users via mobile training teams. 

· Awareness products for managers, IA professionals and users regarding IA related threats, issues and emerging developments.

· ETA products supporting DoD-wide system administrator/user certification. 

· DoD level training for IA professionals, managers and users.

The DoD IA ETA program is essential to provide training courseware and awareness products for system administrators, IAOs/IAMs (formerly ISSOs/ISSMs), and other IA personnel and users, whom otherwise would not receive training due to the inability of DoD classrooms to accommodate the demand.  Training is built to national and DoD IA training standards, where they exist.  Basic products are computer, web, and classroom-based training and awareness courseware; tests, evaluations and databases that support the development and implementation of the DoD-wide IA personnel certification program, and the dissemination of IA training and awareness products via distributive training media.  These media include CD-ROM, the web, and delivery of classroom/platform instruction via mobile training teams.

4.  Objectives:  This task supports key aspects of GO434’s mission to promote IA related ETA throughout the DoD.  The goal is to provide baseline training and awareness to support DoD IA personnel certification, with particular emphasis on the DoD IA front line of defense, and to standardize and enhance IA knowledge and skills of information system owners, managers, technicians and users.  The specific objective of this task is to develop multimedia, web-based training (WBT) products.

5.  Scope:  This task will provide the IA content and delivery media necessary to produce high quality ETA products to DoD and Federal-wide audiences.  The contractor shall provide instructional system design, graphics design, multimedia programming, and technical services supporting development, integration, and maintenance of IA ETA products throughout their lifecycle.  This task requires close coordination and collaboration with the IA ETA and Products Team.  This team effort will result in continued superior IA ETA products as follows: 

· DoD IA ETA Project Officer Work Breakdown Structure (WBS) 

· Develop IA ETA products

Specific services addressed in this SOW are:

· Task Area 1: Policy, Planning, Process, Program and Project Management Support

· Task Area 4: Education, Training and Awareness, Certification and Accreditation and IA Support

6.  Specific Tasks:
6.1  Contract-Level and TO Management
The contractor shall host a Technical Interchange Meeting (TIM) to ensure a common under-standing between the contractor and the Government on the TO requirements.  The contractor shall also develop and deliver a Management Plan/Plan of Accomplishment (POA) describing the technical approach, organizational resources, and management controls to be employed to meet the cost, performance, and schedule requirements throughout TO executions.  In addition, the contractor shall provide the Government with Monthly Status Reports and the Government TM shall conduct Quarterly In-Progress Reviews, to determine the overall progress of the TO.

6.1.1  Sub-Task 1.1.  Integration Management Control Planning.  Contractor shall host a TIM, to ensure a common understanding between the contractor and the Government on the TO requirements, within ten (10) working days after contract award.  Minutes of the TIM, along with briefing/supporting materials, shall be provided to the Government within five (5) working days after the meeting.  To further ensure this understanding and the effective execution of this Task Order, the Government TM shall conduct a formal In-Progress Review (IPR)/Project Briefing within 90 days of task award, and quarterly thereafter, with the contractor’s Task Order Manager and appropriate members of the technical team.  These IPRs will be conducted no less frequently than every 90 days, either in person or via teleconference, or a combination of both.  The purpose of these reviews/briefings will be to informally discuss progress, request assistance as required, and deal with issues raised during the execution of this TO.  The contractor shall document these meetings in Quarterly In-Progress Review Minutes, within five (5) working days after the meeting, and report the occurrence of these and any other meetings in the Monthly Status Reports.

Deliverable:  Technical Interchange Meeting (TIM), TIM Minutes and supporting written; 

          Quarterly IPR, Quarterly IPR Minutes and supporting written documentation 

6.1.2  Sub-Task 1.2.  TO Management.  The contractor shall develop and deliver a Management Plan/Plan of Accomplishment (POA), 30 days after award, describing the technical approach, organizational resources and management controls to be employed to meet the cost, performance, and schedule requirements throughout TO executions.  The plan will include the description of management controls, key activity milestone, deliverables, schedules, assumptions, and other relevant information.  The contractor shall not proceed to commence the effort without the approved POA from the Government.  . 


Deliverable:  Management Plan of Action

6.1.3  Sub-Task 1.3.  Annual Projected Burn Rate of Hours and Dollars and Monthly Update of Actual Expenditures and Updated Projections for the Period of Performance.   The contractor shall provide the Government, within 10 workings days after the end of the accounting period, a Monthly Status Report (MSR) containing the following financial information:

a. Projected estimated Monthly hourly usage by the Task Order

b. Projected estimated Monthly Cost of the Task Order 

c. Actual Monthly hourly usage by the Task Order-Projected hourly usage by the Task Order for remaining period of performance

d. Actual Monthly Cost of the Task Order-Projected Cost of the Task Order for remaining period of performance

e. The contractor shall also provide an explanation of differences between actual and

projected expenditures.

Deliverable:  Monthly Status Report

6.1.4  Sub-Task 1.4.  Duplication of Effort.  Ensure that there is minimum duplication of effort in the execution of all work specified in this SOW.  Build upon work previously accomplished by the Government, the contractor, or other contractors to the fullest extent practical.

6.1.5  Sub-Task 1.5.  Cooperation/Coordination with Other Contractors.  There may be multiple contractors (i.e., from more than one contract vehicle and/or company) supporting FSO and other DoD activities, tasked to work on the same or related activities.  The contractor shall work with these other contractors as required to accomplish Government requirements, goals, and objectives as efficiently and effectively as possible.  This may include, but is not limited to, sharing or coordinating information resulting from the work required by this SOW or previous Government efforts, and/or working as a team to perform tasks in concert.

6.2  Task 2.  IA ETA Product Development/Update  

The objective of this task is to engineer IA and INFOSEC related multimedia ETA products on a variety of presentation media.  The contractor shall develop high-quality multimedia computer and web-based training (CBT/WBT) ETA products that are interactive.  These multimedia training and awareness products shall be refreshed and existing materials tailored to ensure they continue to reflect the evolving nature of IA and current technology.  It is anticipated that all will use a combination of still photography, text, animation, and audio.  For planning purposes, Level II or III web-delivered media is anticipated. 

The contractor shall, as necessary, evaluate and update/refine current IA products, and analyze and research imagery sources (e.g., news services) for appropriate visual images and audio sound bites, to enhance the message conveyed in the training and awareness products.  The number of multimedia training products and the duration of each individual product will be determined by the subject matter and the Government.  For planning purposes, the following products are required (with estimated duration of each product is in parens): 

· SCADA Security Awareness WBT (2 hrs)
· Information Assurance (IA) for IG Auditors WBT (2 hrs)
The contractor shall complete the development of the “SCADA Security Awareness” WBT and begin development of the “Information Assurance (IA) for IG Auditors” WBT under this task order.  The “SCADA Security Awareness” product will be developed in conjunction with a DoD SCADA Security Training Working Group.  The “IA for IG Auditors” product will be developed in conjunction with a DoD IG Training Working Group.  Both products shall be web-deliverable.

The “SCADA Security Awareness” and “Information Assurance (IA) for IG Auditors” products will directly support Goal 5, objectives 5.3 and 5.4, of the DoD IA Strategic Plan and implementation of IA/IT HR IPT Recommendation 14.  They also respond directly to training and awareness deficiencies noted by functional subject matter experts.  The two products will be transportable to locations world-wide and useable by Allied and Coalition partners.  They will also have the potential to be linked to an E-learning capability, as part of the DoD IA Knowledge Portal to provide the latest information on best practices.

The contractor shall also provide subject matter expert support to address customer issues relating to the installation and use of all GO434’s DoD IA ETA products. 

All product design shall be approved by the TM.  The products shall be web-based, DII compliant, and beta tested on the DISANet (Windows 2000), as well as other Windows based operating systems and Service Packs commonly used by DoD components (e.g., Windows NT, Service Pack 3, 4, 5 etc.; Windows XP), as part of the development and test process.  All products developed shall also be mapped to the NIST Special Publication 800-16.  Assuming a testing mechanism is available via the DoD Distance Learning (DL)/Electronic-Learning initiative, the contractor will test the products to verify the extent of its conformance with the Shareable Courseware Object Reference Model (SCORM).  The intent is for the WBT to be delivered via the Internet or an Intranet, with or without instructor support.  Due to the emergent nature of the SCORM, the contractor’s technical proposal may address alternatives to achieve the desired flexibility of delivery.  The product should also be capable of being run using a variety of customer learning management systems (LMS), or without LMS, and shall be in compliance with the Americans with Disabilities Act (ADA), Section 508.

Deliverable:  CBT/WBTs, Shorts; 5 copies of each title on CD-ROM

7.  Place of Performance: 

7.1  Primary Place of Performance.  Other than the on-site support indicated in Section 6 above, the contractor shall perform the majority of work for this development at the Contractor’s facility.  

7.2  Travel.  The contractor shall be required to travel locally in the Metropolitan Washington DC and Northern Virginia areas.  The Government will review for approval all travel orders under this TO, prior to travel taking place.  

Travel to additional locations other than those specified above may be added, subject to the availability of funding and TM approval.   

8.  Period of Performance:  The period of performance for this Task Order is 365 days from date of award.

9.  Deliverable/Delivery Schedule: 

	SOW Task#
	Deliverable Title
	CDRL/DID#
	Due Date
	Copies
	Distribution
	Frequency and Remarks

	6.1.1
	TIM/TIM Minutes
	A001

UDI-A-23083A
	10 working days after award/5 working days after event
	1 Hardcopy (HC)

1 Softcopy (SC)
	Standard 

Distribution*
	Final 

	6.1.1
	In-Progress Review (IPR) 
	
	90 days of award, quarterly thereafter
	
	
	Quarterly

	6.1.1
	IPR Minutes
	
	5 working days after event
	1 HC

1 SC
	Standard 

Distribution*
	Quarterly. May include as part of Task 6.1.2, Monthly Status Report

	6.1.2
	Management Plan of Action
	A002

DI-MGMT-80347
	30 days after award
	1 HC

1 SC
	Standard 

Distribution*
	Final

	6.1.3
	Status 

Report
	A002

DI-MGMT-80227
	10 working days after end of accounting period
	1 HC

1 SC
	Standard 

Distribution*
	Monthly. 

	6.2
	CBT/WBT

(on CD-ROM)
	Contractor

Format
	Draft:  90 days from start (DFS) of each product & receipt of all GFE/GFI,  

Beta: 90 days after Gov’t approval of draft,

 Final: 90 days

 after Gov’t 

 approval of 

 Beta 
	5 copies on CD-ROM
	Standard 

Distribution*
	 

	6.2
	Shorts (on CD-ROM)
	Contractor

Format
	Draft: 60 DFS of each product & receipt of all GFE/GFI,  

Beta: 60 days after Gov’t approval of draft,

 Final: 30 days 

 after Gov’t 

 approval of 

 Beta
	5 copies on CD-ROM
	Standard 

Distribution*
	


*Standard Distribution:

· 1 copy of the transmittal letter and the deliverable to the Primary TM.

· Deliverables, with the exception of CBTs/WBTs and courseware, will be provided in contractor-determined format.

· Deliverables will be provided as follows: 1 hardcopy, one softcopy.  Softcopy for reports, minutes, white papers, etc., will be in Word, Office 2000 version.  Softcopy for briefings will be in PowerPoint, Office 2000 version.

· CBT/WBT interface/format will be approved by the TM prior to completion of storyboards.

· Courseware format will be in contractor developed, Government approved format.

10.  Security:  While it is anticipated that all ETA products updated via this task will be unclassified, access to classified information may be required up to the level of SECRET.  The contractor shall follow the standards established in DoD 5200.2-R, DoD Personnel Security Program.  DoD 5200.2-R requires DoD military and civilian personnel, as well as DoD consultant and contractor personnel, who perform work on sensitive automated information systems (ISs) be assigned to positions which are designated as one of two sensitivity levels (ADP-I or ADP-II).  These designations equate to Critical Sensitive and Non-Critical Sensitive.  The contractor will assure that individuals assigned to the following sensitive positions, as determined by the Government, have completed the appropriate forms.  All individuals must be U.S. citizens.  Programming personnel must meet the requirements for ADP-II designation.  Contractors working in Government spaces will require SECRET clearances.  Personnel included in the Staffing Plan and Activity Matrix will also require SECRET clearances.

The required sensitivity level investigations will be initiated prior to the assignment of individuals to sensitive duties associated with the position.  The contractor will forward their employee clearance information (completed SF 85P, Questionnaire for Positions of Public Trust; and two DD Forms 258, Fingerprint cards) to:

DISA Security Division (MPS6) 
5111 Leesburg Pike, Suite 100

Falls Church, VA 22041-3206. 

DISA retains the right to request removal of contractor personnel, regardless of prior clearance or adjudication status, whose actions while assigned to this contract clearly conflict with the interests of the Government.  The reason for removal will be fully documented in writing by the Contracting Officer.  When and if such removal occurs, the contractor will, within five working days, assign qualified personnel to any vacancy created.

Contractor personnel with access to DoD facilities shall observe local DoD security policies and procedures.  The DD Form 254, Contract Security Classification Specification Form, is part of Appendix U of the contract.

Access to Government facilities will be granted on a need-to-know and clearance basis.

11.  Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI):  GFI will include existing course materials to develop WBT and media, as well as previously developed CBTs/WBTs, and the DISA GO434 (formerly IPMO) Style Guide.  GFI will be returned to the TM at the conclusion of the contract. 

12.  Other Pertinent Information or Special Considerations: 

  a.  Identification of Possible Follow-on Work.  Possible follow-on work includes additional

efforts to meet future requirements in the areas of IA ETA courseware and product develop-

ment/update; product production & dissemination, and outreach support; classroom training 

support, and professionalization support.

  b.  Identification of Potential Conflicts of Interest (COI).  There are neither existing nor 

potential COIs on this TO.

c. Identification of Non-Disclosure Requirements.  Not Applicable. 

d. Packaging, Packing, and Shipping.  All packaging, packing and shipping requirements 

shall be in accordance with paragraph D.1 of the ‘I Assure’ contract.

e. Inspection and Acceptance.  All inspection and acceptance requirements shall be in 

accordance with paragraph E.1 of the ‘I Assure’ contract. 


  f.  Compliance.  The contractor shall comply with the following DoD-approved architectures, programs, standards and guidelines: 

· Technical Architecture Compliance

· C4ISR Architecture Framework

· Technical Architecture Framework for Information Management (TAFIM), version 3.0

· Joint Technical Architecture, version 2.0

· Defense Information Infrastructure Common Operating Environment

· Standard Operating Environment

· DoD Energy Star & DoD PCMCIA

· DISA Security Technical Information Guides

 g.  Exchange of Information With Other Organizations.  Not Applicable.

 h.  Source Code, Object Code, and System Documentation.  Not Applicable. 


   i.  Purchase of Materials on Behalf of the Government.  The contractor, at the direction of the Government, shall purchase materials (e.g. ADPE, LMS) that will be used in support of this Task Order.  Any materials purchased on behalf of the Government will become the property of the Government.

13.  Section 508 Accessibility Standards.  The following Section 508 Accessibility Standard(s) (Technical Standards and Functional Performance Criteria) are applicable (if box is checked) to this TO.

Technical Standards

 FORMCHECKBOX 
 1194.21 - Software Applications and Operating Systems

 FORMCHECKBOX 
 1194.22 - Web Based Intranet and Internet Information and Applications

 FORMCHECKBOX 
 1194.23 - Telecommunications Products

 FORMCHECKBOX 
 1194.24 - Video and Multimedia Products

 FORMCHECKBOX 
 1194.25 - Self-Contained, Closed Products

 FORMCHECKBOX 
 1194.26 - Desktop and Portable Computers

 FORMCHECKBOX 
 1194.41 - Information, Documentation and Support

The Technical Standards above facilitate the assurance that the maximum technical standards are provided to the Offerors.  Functional Performance Criteria is the minimally acceptable standards to ensure Section 508 compliance.  This block is checked to ensure that the minimally acceptable electronic and information technology (E&IT) products are proposed.

Functional Performance Criteria

 FORMCHECKBOX 
 1194.31 - Functional Performance Criteria 

