[image: image1.wmf]25. TOTAL

PRAGMATICS INC

7926 JONES BRANCH DR

SUITE 711

MCLEAN VA 22102-3603

DR. KIM NGUYEN

$939,100.00

CODE

41839

X

17. ACCOUNTING AND APPROPRIATION DATA/ LOCAL USE

36. I certify this account is correct and proper for payment.

6. ISSUED BY

CODE

9. CONTRACTOR  

CODE

18. ITEM NO.

19. SCHEDULE OF SUPPLIES/ SERVICES

26. QUANTITY IN COLUMN 20 HAS BEEN

SIGNATURE OF AUTHORIZED GOVT. REP.

DATE

DATE

SIGNATURE AND TITLE OF CERTIFYING OFFICER

INSPECTED

RECEIVED

ACCEPTED, AND CONFORMS TO THE

CONTRACT EXCEPT AS NOTED

37. RECEIVED AT

38. RECEIVED BY 

39. DATE RECEIVED

(YYYYMMMDD)

DCA200-00-D-5016

1. CONTRACT/PURCH. ORDER/ 

    AGREEMENT NO.

* If quantity accepted by the Government is same as

quantity accepted below quantity ordered and encircle.

DELIVERY/

16. 

14. SHIP TO

See Schedule

HC1013

DD Form 1155, JAN 1998 (EG)

PREVIOUS EDITION MAY BE USED.

SEE SCHEDULE

2. DELIVERY ORDER/ CALL NO.

0011

26

PAGE 1 OF

5. PRIORITY

CODE

8. DELIVERY FOB

DEST

X

OTHER

(See Schedule if other)

MARK IF BUSINESS IS

11.

SMALL

SMALL

DISADVANTAGED

WOMEN-OWNED

N68566

MARK ALL

PACKAGES AND

PAPERS WITH

 IDENTIFICATION

NUMBERS IN

BLOCKS 1 AND 2.

23. AMOUNT

27. SHIP NO.

28. DO VOUCHER NO.

PARTIAL

FINAL

32. PAID BY

33. AMOUNT VERIFIED

CORRECT FOR

31. PAYMENT

COMPLETE

34. CHECK NUMBER

PARTIAL

FINAL

35. BILL OF LADING NO.

40.

TOTAL

CONTAINERS

41. S/R ACCOUNT NO.

42. S/R VOUCHER NO.

ORDER FOR SUPPLIES OR SERVICES

3. DATE OF ORDER/CALL

2004 Sep 14

4. REQ./ PURCH. REQUEST NO.

DHAM40251

SEE ITEM 6

FACILITY

10. DELIVER TO FOB POINT BY (Date)

SEE SCHEDULE

12. DISCOUNT TERMS

13. MAIL INVOICES TO THE ADDRESS IN BLOCK

See Item 15

15. PAYMENT WILL BE MADE BY

CODE

DFAS PENSACOLA

MAIL TO: DITCO/AQSC4-FMO                 

SCOTT AFB IL 62225-5406

This delivery order/call is issued on another Govt. agency or in accordance with and subject to terms and conditions of above numbered contract.

TYPE

CALL

OF

PURCHASE

ORDER

SEE SCHEDULE

7. ADMINISTERED BY 

DISA/DITCO-SCOTT

PO BOX 25857

SCOTT AFB IL 62225

24. UNITED STATES OF AMERICA

TEL:

EMAIL:

iascottafb@scott.disa.mil

CONTRACTING / ORDERING OFFICER

quantity ordered, indicate by X.  If different, enter actual

BY:

KAREN E. KINCAID

If this box is marked, supplier must sign Acceptance and return the following number of copies:

NAME OF CONTRACTOR

SIGNATURE

TYPED NAME AND TITLE

(YYYYMMMDD)

DATE SIGNED

ACCEPTANCE. THE CONTRACTOR HEREBY ACCEPTS THE OFFER REPRESENTED BY THE NUMBERED PURCHASE 

ORDER AS IT MAY PREVIOUSLY HAVE BEEN OR IS NOW MODIFIED, SUBJECT TO ALL OF THE TERMS

AND CONDITIONS SET FORTH, AND AGREES TO PERFORM THE SAME.

Reference your quote dated

Furnish the following on terms specified herein.

REF:

20.

QUANTITY

ORDERED/

ACCEPTED*

21. UNIT

22. UNIT PRICE

DIFFERENCES

29.

30.

INITIALS


Section B - Supplies or Services and Prices

	ITEM NO
	SUPPLIES/SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	0001
	
	1
	Lot
	$939,100.00
	$939,100.00 NTE

	
	Information Assurance Support Services

T&M

Provide Washington Headquarters Services (WHS) Information Assurance Support in accordance with attached Statement of Work dated 01 Sep 2004 (IAssure Tracking No. IA00258.00).  The period of performance is 365 calendar days (22 Sep 2004 - 21 Sep 2005).  Pragmatics' revised proposal dated 9 Sep 2004 is incorporated by reference.  This is a time-and-materials line item.  The contractor shall invoice monthly for actual hours performed and/or reimbursable travel and materials (as applicable).  The amount shown for the line item is a not-to-exceed amount.

PURCHASE REQUEST NUMBER: DHAM40251


	

	
	
TOT ESTIMATED PRICE
	$939,100.00 NTE

	
	
CEILING PRICE
	

	
	ACRN AA Funded Amount
	$939,100.00


FOB:  Destination

Section G - Contract Administration Data

ACCOUNTING AND APPROPRIATION DATA

	AA: 
	97X4930.5F20 000 C1013 0 068142 2F 255011 

	AMOUNT: 
	$939,100.00 


CLAUSES INCORPORATED BY FULL TEXT

Additional Accounting and Appropriation Data

AA:  97X4930.5F20 000 C1013 0 068142 2F 255011

CLIN/SubCLIN
Purchase Request Number
Obligated Amount

0001

DHAM40251


$735,294.12

0001

DHAM40301


$203,805.88

DITCO Point of Contact

Contracting Officer
CONTRACTOR Point of Contact

Contractor Name:  Pragmatics, Inc. 

DUNS:  153874623

CAGE CODE:  41839

Contractor POC:  Mr. Paul Cohen

Email Address: iamgr@pragmatics.com 

Phone Number:  703-761-4033

Electronic invoices may be sent to invoicereceipt@scott.disa.mil.  Questions regarding invoices may be directed to (618) 229-9228.  Vendors may check the status of invoices at the following web site: http://www.dfas.mil/money/vendor
Section J - List of Documents, Exhibits and Other Attachments

STATEMENT OF WORK 1 SEP 2004
‘I ASSURE’ TASK ORDER (TO) STATEMENT OF WORK (SOW)
as of 1 September 2004 
	Contract Number:
	DCA200-00-D-5016

	Task Order Number:
	0011

	IAssure Tracking Number:
	IA00258.00

	Follow-on to IAssure Contract and Task Order Number:
	DCA200-00-D-5016, Task Order 0007


1.  Task Monitors (TMs).
a.  Primary TM.
	Name:
	

	Organization:
	Washington Headquarters Services

	Address:
	Information Technology Management Directorate (ITMD)

1215 Clark Street, Suite 1204

Arlington, VA 22202-4302

	Phone Number:
	

	Fax Number:
	

	E-Mail Address:
	

	DODAAC:
	GY1UPG


b.  Alternate TM.
	Name:
	

	Organization:
	Office of the Secretary of Defense, Chief Information Office

	Address:
	Information Technology Management Directorate (ITMD)

1215 Clark Street, Suite 1204

Arlington, VA 22202-4302

	Phone Number:
	

	Fax Number:
	

	E-Mail Address:
	

	DODAAC:
	GY1UPG


2.  Task Order Title:  Washington Headquarters Services (WHS), Information Assurance Support.

3.  Background:  This task is in support of Washington Headquarters Services (WHS) and the Office of the Secretary of Defense (OSD) Information Assurance support requirements as outlined in DOD Directive 8500.1, DOD Instructions 8500.2, and DOD Instruction 5200.40.

The Directorate for Information Technology Management mission is to lead WHS/OSD Information Technology including the Information Assurance (IA) program.  The IA program includes every phase of DITSCAP implementation.  At this time, the NIPRNet is the predominant network service in the WHS/OSD environment.   In support of this mission, this task order delineates contractor support required to assure that WHS and OSD networks, enclaves, and information/application systems and technology are secure and meet all applicable information assurance (IA), certification and accreditation (C&A), requirements as required by DOD Directive 8500.1, DOD Instructions 8500.2, and DOD Directive 5200.40.  In attaining this goal, the contractor shall support the WHS Chief Information Officer (CIO), OSD CIO, WHS Network Manager, WHS IA Manager and Portfolio Manager (PMs) in the assessment, document review, preparation, development, technical review, and certification of DITSCAP documentation for the WHS, WSO Network Enterprise, and WHS/OSD Directorate Automated Information Systems (AISs) prior to submission to the Designated Approving Authority (DAA).  Additionally, the contractor shall assist in the overall Information Assurance Program.  The contractor shall also provide support to WHS/ITMD in technical meetings, on-site observations, and the interpretation and development of all applicable federal, DOD and local security policies and procedures as required.

1. Objective:

· Certification and Accreditation (C&A)

· DITSCAP Phase 1-4 approach

· SSAA Development

· Risk Management

· Compliance Self-Assessment / Audit

· Information Assurance Program Support

· Information Assurance Web Development

2. Scope:

The contractor shall comply with the appropriate DOD-approved architectures, programs, standards and guidelines, as referenced in Appendix B.  Specific services addressed in this Task Order SOW are deliverable under the following Task Order SOW of the Information Assurance Information Technology Capabilities (‘I Assure) Contract (IA/ITCC):

· Task Area 1: Policy, Planning, Process, Program and Program Management Support

· Task Area 4: Education, Training and Awareness, Certification and Accreditation and IA Support

6.  Specific Tasks:

6.1 Task-1 Certification and Accreditation (C&A)

Department of Defense (DoD) agencies require their information systems undergo security accreditation in accordance with Office of Management and Budget (OMB) Circular A-130 requirements using the Department of Defense Information Technology Security Certification and Accreditation Process (DITSCAP).  The contractor shall devise a plan to certify and accredit all WHS, OSD, WSO Information Systems, enclaves and application systems.

6.1.1 SSAA Development

As new or additional information systems, AIS applications, and applications are acquired or developed and introduced into the computing enclave, System Security Accreditation Agreement (SSAA) development is required.  The contractor shall employ the DITSCAP Phase 1-4 approach to develop new SSAAs.

6.1.1.1 Phase 1, Definition

The contractor shall approach Phase 1 activities by acquiring or developing the information necessary to understand the information system under evaluation and then using that information to plan the certification and accreditation (C&A) tasks. 

6.1.1.2 Phase 2, Verification

The contract shall perform the following activities to verify each application:

· Review the existing Security Test and Evaluation Plans used to assess critical security features

· Ensure that external system interfaces are maintained in accordance with memorandums of agreements

· Assess the adequacy of and compliance with System Configuration Management Plans and Contingency Plans

· Complete a risk and vulnerability assessment and identify any residual risk

6.1.1.3 Phase 3, Validation

The validation phase involves the Security Test and Evaluation (ST&E), Certification Test and Evaluation (CT&E) or Security Readiness Review (SRR), penetration testing (as required), system management analysis, site accreditation surveys, and contingency plan evaluation.  These activities are tailored in consideration of previous validation activities, known vulnerabilities, and any other mitigating factors relative to the system being validated.  Where another team conducts these actions, such as by DISA FSO, contractor personnel shall review the findings identified during the validation phase.  This normally includes comments to the SSAA and its appendixes, the ST&E report, and other findings.  The contactor shall carefully review the findings and obtain clarifications as needed.  The results of the SRR will be incorporated into the SSAA.  The contractor shall address any issues that would prevent accreditation and develop the residual risk statement.

6.1.2 SSAA Review

Existing System Security Accreditation Agreements require update with changes to systems or vulnerabilities and periodic review. 

6.1.2.1 Phase 4, Post Accreditation

The contractor shall support those activities necessary to ensure that the Information Systems maintain the requisite security posture after accreditation.  The contractor’s on-site personnel shall support the resolution of any vulnerability findings identified post-accreditation.  The contractor shall continuously evaluate the security posture of the enterprise and maintain up-to-date SSAAs throughout the organization.  

Introduction of the standardized security controls listed in Information Assurance Implementation, DoD 8500.2, along with the new terminology and identification of new Information assurance roles require a transition and update from the format of existing DITSCAP SSAAs. Contractor shall review and update SSAAs with current organizational information. 

SSAA Review is initiated in response to notification or monitoring processes.

Contractor shall review all modifications to the IT system or the system’s operational environment to determine the potential security impacts of those modifications. The minimum requirement is to review the SSAA every year.  Reports of acquisition, reports of configuration change, and reports of intrusions are evaluated for incorporation into the SSAA. 

6.2 Compliance Self-Assessment / Audit and documentation

Providing integrated support to agency staff, the contract shall assist in performing compliance self-assessment / audit functions to help the agency in maintaining a robust security program, documentation, and support agency reporting requirements.

The residual risk will be determined by ranking the evaluated vulnerabilities against threat, ease of exploitation, potential rewards to the exploiter, and a composite of the three areas. All residual risks will be identified and evaluated. The evaluation will indicate the rationale as to why the risk should be accepted or rejected, and the operational impacts associated with these risks.

The contractor shall be familiar with OMB and DoD requirements and will provide a tailored assessment encompassing the following process areas:

6.2.1 Security Policies Review and Development

The contractor shall use best practices in reviewing, writing, and revising information security policies.  Process steps to perform include:

· Identify current documented IA policies

· Compare these policies with DoD and Federal standards and best practice recommended policies (such as those provided by NIST)

· Recommend policies that may be centralized at the CIO level 

· Recommend policies to develop or revise based upon any identified gaps between existing and recommended policies

Common plans, procedures and policies for review and update include:

· Security Documents Development Plan  
· Security Concept of Operation 

· Security Requirements Document (SRD) 

· Security Requirements Analysis (SRA)

· Security Accreditation Test Plan (SATP)

· Security Plan

· Contingency Plan—documents procedures for operations’ continuity 

· Security Operations Procedures

6.3 Task-3 Risk Management

Contractor shall provide support to government requirements for risk management.  DoD’s Risk Management program employs the five essential competencies of the DoD Information Assurance risk management program checklist for Risk Management review and System Management Analysis.  

The five essential competencies include: 

· The ability to assess security needs and capabilities

· The ability to develop a purposeful security design or configuration that adheres to a common architecture and maximizes the use of common services

· The ability to implement required IA controls or safeguards

· The ability to test and verify

· The ability to manage changes to an established baseline in a secure manner

Contractor shall perform the risk management review task to assess the operation of a system to determine if the risk to confidentiality, integrity, availability, and accountability is being maintained at an acceptable level. This review should assess the system vulnerabilities with respect to the documented threat, ease of exploitation, potential rewards, and probability of occurrence. The operational procedures and safeguards should be evaluated to determine their effectiveness and ability to offset risk. Any changes to the risk should immediately be reported to the DAA.  The contract shall assess the risk of new hardware, software, and residual risk as a apart of the certification process.

6.3.1 Risk Management Program Approach to Implementation of Procedures

Contractor shall employ a qualitative risk management approach to risk analysis assessments. The overall Risk Analysis Assessment Methodology for will include:

· System Characterization

· Threat-Source Identification

· Vulnerability Analysis

· Control Analysis

· Likelihood Determination

· Impact Analysis

· Level of Risk Determination

· Control Recommendations

· Results Documentation

Once the risk assessment has been completed (threat-sources and vulnerabilities identified, risks assessed, and recommended controls provided), the results will be documented in an official report.  

6.4 Task-4 Information Assurance Web Development and Maintenance Support

The contractor shall provide ongoing updates and maintenance to the WHS/OSD IA Web Site as required by the task monitor.  The contractor shall maintain the IA Web site in accordance with DoD and WHS/OSD Web Development policies and guidelines.

6.4.1 Requirements Analysis - As WEB development requirements are initiated, the contractor shall provide requirements analysis and assessments of alternatives to best accomplish the Government’s functional requirements.  At a minimum, the contractor shall provide a requirements document and a project plan to support new functional requirements provided by the Government.  Due to the iterative nature of WEB-based application development, the contractor shall provide a deliverable schedule that provides regular requirements assessment reviews and subsequent project plan reviews to ensure changes to requirements are captured and to establish logical test and review milestones during the development life cycle.
6.4.2 Requirements Document - As part of requirements management, the contractor shall capture the Government’s functional requirements, identify the target audience, conduct a reasonable level of market research, define design & development recommendations, and provide recommended requirements for application quality assurance (V&V).  The contractor shall assess and leverage industry best practices and integrate COTS application as directed by the Government or to the level most reasonable to meet the Government’s functional requirements.   The contractor shall gain Government acceptance of the requirements document and implement version controls as part of the management process for the requirements document.

· Project Plan - As part of Project Plan management, the contractor shall develop a project plan that addresses the following minimum project management activities:

· Project sponsor, scope, & resource estimates
· Critical milestones & deliverables

· Standards, Methodologies, and Best Practices

· Stakeholders & Communications Plan

· Risk Management Plan

· Organizational Requirements Analysis 

· Project Assumptions

6.4.3 The contractor shall gain Government acceptance of the requirements document and implement version controls as part of the management process for the requirements document.
6.4.4 Design & Development - The contractor shall use the requirements document to design the WEB application.  In designing the WEB application, the contractor shall address the following key areas:  Security, Maintainability, Usability, Performance, and Graphic Design.

6.4.5 Security - In designing WEB applications, the contractor shall address all security issues to ensure the application meets all applicable security regulations and will assess the design to identify and eliminate potential application bugs that present security risks.  To meet this objective, the contractor shall design its applications based on the following security concepts: 

· Verify data sent from a client for size and type. 

· Assess scripts that talk to databases to limit web server permissions. 

· Verify that the permission structure does not grant any unnecessary permission that may be exploited.

· Avoid executing shell commands.

· Use encrypted connections, with ssh or ssl, when sending important information. 

· Implement PKI/PKE as required.

6.4.6 Maintainability - Due to the dynamic nature of WEB applications, which regularly require improvements, new content is expected, and the change of new technologies, the contractor shall address the maintainability of the application in its design.  The contractor shall address the ability to build customization variables into the code to allow the efficient implementation of changes during the maintenance term of the application.
6.4.7 Usability - The contractor shall design its WEB applications with the design goal to make the application intuitive to allow the target audience to navigate the application to efficiently gain the intended application utility.  In addressing usability, the contractor shall address forms, logins, and download speeds. 

6.4.8 Performance - The contractor shall design is WEB applications to maximize performance.  In maximizing performance, the contractor shall address: 1) database queries, and 2) disk reads. 
6.4.9 Graphic Design - The contractor shall address page structure, usability, uniformity, and basic graphic design as part of its design process.  As part of the design of the WEB application “look and feel”, the contractor shall address how existing graphics may be reused or modified to meet the Government requirements.  If unique artistic products are required (e.g. original art, cartoons, pictures, etc.) as part of the design, the contractor shall work with the Government to address the resources available for meeting these sub-set requirements.  

6.4.11 Quality Assurance - An important operation is one in which a web analyst examines information gathered about the audience for its relevance to some other elements or processes in web development.  Information about the audience's level of technical interest can have a great deal of impact on what information should be provided to a user about a particular product or topic.  The government task monitor will approve product or topic information.
6.4.11 Maintenance Support - Industry best practices recognize that WEB solutions evolve as technology and business practices evolve.  The contract shall work with the Government to provide periodic analysis of developed web applications assess the solution against changes and developments of industry and Government best practices and new developments in technology
7.  Place of Performance:

The work shall be performed at Government sites in the Washington metropolitan area and/or Contractor facilities in the Washington metropolitan area.  If the work is conducted at the government site, work areas will be provided.

8.  Period of Performance:

Three hundred and sixty-five (365) days from task order award. 

9.  Delivery Schedule:  The contractor shall document the methods for introducing management controls in the Management Plan.  Our management controls use MS Project to manage, schedule, and track progress.  The current progress information will be provided to the Government through contractor management meetings, monthly activity reports, and MS Project files.  The contractor shall use standard Microsoft Project to facilitate tracking (e.g., change in schedule, milestone activities) by the government and contractor.

The contractor will provide the following management controls: 

· Monthly Activity Reports, 

· Regular Contract Management Meetings, and the 

· Use of Automated Tools

Work products such as Monthly Activity Reports and meetings should be included in the PMP.

9.1 Monthly Activity Reports

The contractor shall submit, at the 10th of each month, a monthly activity report.  This report shall include, but is not limited to:

· A summary of accomplishments for the month,

· A copy of deliverables submitted to the government for acceptance,

· A narrative of known problems, and 

· A projected schedule for next month’s activities

9.2 Contractor Management Meetings

The contractor and government will hold a monthly Management Meeting.  The meeting will provide the government and the contractor an opportunity to discuss current tasking, provide additional guidance to the technical task management of the contract, and give the contractor an opportunity to ask questions pertinent to the successful completion of the task.

9.3 Deliverables

	SOW

Task#
	Deliverable Title
	CDRL/

DID#
	Due Date
	Copies
	Distribution
	Frequency & Remarks

	6.1
	DITSCAP C&A Work Plan
	MS Project
	30 days after contract award
	1 HC

1 SC
	Standard

Distribution
	Updated Monthly

	6.1.1
	SSAA Assessment/ Project Plan
	MS Word
	15 days after DITSCAP C&A Work Plan
	1 HC

1 SC
	Standard

Distribution
	Updated Monthly

	6.1.1.1
	Phase One
	MS Word
	30 days after SSAA Project Plan
	1 HC

1 SC
	Standard

Distribution
	

	6.1.1.2
	Phase Two
	MS Word
	30 days from start of each WHS directorate SSAA
	1 HC

1 SC
	Standard

Distribution
	

	6.1.1.3
	Phase Three Review and documentation
	MS Word/

MS Project
	10 days from the completion of DISA evaluation
	1 HC

1 SC
	Standard

Distribution
	

	6.1.2
	SSAA Review
	MS Word/ MS Project
	15 days from SSAA Assessment/ Project Plan
	1 HC

1 SC
	Standard

Distribution
	

	6.1.2.1
	Phase 4
	MS Word/ MS Project
	30 days from start of each WHS directorate SSAA review
	1 HC

1 SC
	Standard

Distribution
	

	6.2
	Compliance Self-Assessment / Documentation
	MS Word
	60 days from Assessment
	1 HC

1 SC


	Standard

Distribution
	

	6.2.1
	Security Policies Review & Development
	MS Word
	ongoing
	1 HC

1 SC


	Standard

Distribution
	

	6.3
	Risk Management update
	MS Word
	45 days after contract award
	1 HC

1 SC
	Standard

Distribution
	

	6.3.1
	Risk Mgmt Approach/ Procedures
	MS Word
	30 days after Risk Management Plan
	1 HC

1 SC
	Standard

Distribution
	

	6.4
	IA Training and Awareness Web Development and Maintenance
	MS Word
	TBD
	1 HC

1 SC
	Standard

Distribution
	


10. Security:

All personnel require access to information up to the SECRET level.  All individuals will be U.S. citizens.  The contractor shall follow the standards established in DOD 5200.2-R, DOD Personnel Security Program.

Contractor personnel, with access to DOD facilities, shall observe local DOD security policies and procedures.  The DD Form 254 Contract Security Classification Specification Form is part of Appendix B of the contract.  Access to government facilities will be granted on a need-to-know and a clearance basis.

11. Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI):

The Government will provide the Contractor with appropriate policy, guidance, access to pertinent government systems, and documentation.  The Government shall provide the documentation and background information necessary to perform the tasks.  This documentation includes, but is not limited to, the Defense Information Technology Security Certification and Accreditation Process (DITSCAP), the WHS Directorate accreditations, System Readiness Review (SRR) Reports and findings, and any other documentation associated with the WHS, WSO, and AISs.  The Government shall provide contractor personnel with access to the offices and facilities of  and other locations relevant to this effort.  The Government shall coordinate contractor visits with each organization to be visited, as applicable, and provide the contractor with a point of contact with whom to coordinate the details of any required visits.  


The contractor must identify any additional GFE/GFI within 14 calendar days following the initial TIM.  Additional GFI/GFE requirements will be identified on a task-by-task basis. As additional materials are required, the contractor will coordinate requirements with the Primary Task Monitor (TM) and Contracting Officer’s Representative (COR).  The Government will facilitate the contractor's access to the data required in support of this work effort.  Final disposition of GFE will be handled through the customer’s property management department.

12. Other Pertinent Information or Special Considerations:

a. Identification of Possible Follow-on Work.  Continuity of Operations support.

b. Identification of Potential Conflicts of Interest (COI).  None

c. Identification of Non-Disclosure Requirements.  The contract will have access to sensitive information relating to residual risk and continuity of operations.  The contractor will sign a non-disclosure agreement.

d. Packaging, Packing and Shipping Instructions. None

Inspection and Acceptance Criteria. The government shall review each deliverable and either accepts the deliverable or provides specific comments on unacceptability within ten working days of document delivery and in accordance with instructions provided in Section 6 of this SOW.

13. Section 508 Accessibility Standards: 

The following Section 508 Accessibility Standards(s) Technical and Functional Performance Criteria) are applicable to this acquisition.

1194.22 – Web Based Intranet and Internet Information and Applications

1194.41 – Information, Documentation and Support

1194.31 – Functional Performance Criteria 

WHS DITSCAP STATUS

	WHS Directorate IT Systems

Status Chart

(As of 07/07/2004)

	Directorate LAN
	Current DITSCAP

Phase
	Gap Analysis

(Status)

	1. Directorate for Human Resource (HR)
	Phase 4
	

	2. WHS Network (WHS Network Mgr.)
	Phase 4
	

	3. Directorate for Defense Facilities (DFD)
	Phase 4
	

	4. Directorate for Financial Management (FM)
	Phase 4
	

	5. Directorate for Federal Voting Assistance Program (FVAP)
	Phase 4
	

	6. Directorate for Executive Services, Correspondence and Directives (ESC&D)
	Phase 4
	

	7. Directorate for Information Technology Management
	Phase 4
	

	8. Computer Emergency Notification System (CENS) in RE&F
	Phase 4
	

	9. WHS SIPRNET LAN
	Phase 1
	

	10. WSO Networks and Enclaves
	TBD
	

	Application Systems
	Current DITSCAP

Phase
	Gap Analysis

(Status)

	1) WHS Allotment Accounting System (WAAS)
	Phase 4
	

	2) Correspondence Control System
	Phase 4
	

	3) Worldwide Manpower Information System
	Phase 4
	

	4) General/Flag Officer Billet Information System
	Phase 4
	

	5) Personnel and Payroll Outlays System
	Phase 4
	

	6) Defense Contract Action Data System
	Phase 4
	

	7) DoD Assistance Award Action Data System
	Phase 4
	

	8) Summary Subcontract Report System
	Phase 4
	

	9) DoD Worldwide Casualty System Monthly Report
	Phase 4
	

	10) Civilian Manpower System
	Phase 4
	

	11) Adjudication Facility Tracking System
	Phase 4
	

	12) Personnel & Security Database Application
	Phase 4
	

	13) Military Personnel Tracking System – Wash HQ Services
	Phase 4
	

	14) CENS
	Phase 4
	

	15) Additional Application Systems 
	TBD
	


	WHS SSAAs Accreditation Status

	Branch
	Point of Contact
	Expiration Date



	WHS Network (WHS Network Manager)
	Floyd Perry

703-614-0525
	ATO, granted February 14, 2003

	Director for Information Technology Management (WHS/ITMD)
	Bud Parlette

703-604-5450
	ATO, granted February 14, 2003

	Director for Human Resources (WHS/HR)
	Forrest Morrison

703-617-7186
	ATO, granted February 14, 2003

	Director for Financial Management (WHS/FM)
	Aaron Harding

703-614-0332
	 ATO, granted February 14, 2003

	Director for Facilities Management (WHS/DFD)
	Floyd Perry

703-614-0525
	ATO, granted February 14, 2003



	Director for Federal Voting Assistance Program (WHS/FVAP)
	Terry Williams

703-588-1584
	ATO, granted February 14, 2003

	Director for Executive Services, Correspondence & Directives (WHS/ESC&D)
	Carl Vercio

703-697-9285
	ATO, granted February 14, 2003

	Computer Emergency Notification System
	Floyd Perry

703-614-0525
	ATO, granted April 4, 2003

	WSO
	Various 
	Various

	WHS SIPRNet
	Carl Vercio
	IATO, granted June 2003


WHS Accreditation Status

OSD DITSCAP Status

	OSD IT Systems

Status Chart

(As of July 9, 2004)

	Component LAN
	Current DITSCAP

Phase
	Gap Analysis

(Status)

	1) Networks and Information Integration (NII) NIPRNet
	Phase 3
	

	2) Networks and Information Integration (NII) SIPRNet
	Phase 3
	

	3) Operational Test and Evaluation (OT&E) NIPRNet
	Phase 3
	

	4) Operational Test and Evaluation (OT&E) SIPRNet
	Phase 3
	

	5) Program Analysis and Evaluation (PA&E)  NIPRNet
	Phase 4
	

	6) Program Analysis and Evaluation (PA&E) SIPRNet
	Phase 4
	

	7) Comptroller NIPRNet/SIPRNet
	Phase 3
	

	8) Policy Polynet NIPRNet 
	Phase 4
	

	9) Policy Polynet SIPRNet 
	Phase 4
	

	10) Policy SIPRNet SPAN/HAG
	 Phase 4
	

	11) Policy NIPRNet (SPAN) USEXPORTS
	Phase 4
	

	12) CIO Enterprise Operations Support Team (EOST), Director, Administration Management (ODAM) NIPRNet
	Phase 3
	

	13) CIO Enterprise Operations Support Team (EOST), Director, Administration Management (ODAM) SIPRNet
	Phase 3
	

	14) Policy CH NIPRNet
	Phase 3
	

	15) Policy CH SIPRNet
	Phase 3
	

	16) General Counsel NIPRNet
	Phase 3
	

	17) Acquisition, Technology and Logistics (AT&L) NIPRNet
	Phase 4
	

	18) Acquisition, Technology and Logistics (AT&L) SIPRNet
	Phase 3
	

	19) Public Affairs (PA) NIPRNet
	Phase 3
	

	20) Reserve Affairs (RA) NIPRNet
	Phase 4
	

	21) Reserve Affairs (RA) SIPRNet
	Phase 3
	

	22) Legislative Affairs (LA) NIPRNet
	Phase 3
	

	23) SECDEF ES/IO NIPRNet
	Phase 3
	

	24) SECDEF ES/IO SIPRNet
	Phase 3
	

	25) Personnel and Readiness (P&R) NIPRNet
	Phase 4
	

	26) Personnel and Readiness (P&R) SIPRNet
	Phase 4
	


	Application Systems
	Current DITSCAP

Phase
	Gap Analysis

(Status)

	27) DARS (NII)
	Phase 3
	

	28) CIFA (NII)
	Phase 3
	

	29) JWARS (PA&E)
	Phase 3
	

	30) Deployable Stand Alone (PA&E)
	Phase 3
	

	31) DACIMS/DCARC (PA&E)
	Phase 3
	

	32) IWS (Policy)
	Phase 3
	

	33) ICE (Policy)
	Phase 3
	

	34) DCAMIS (AT&L)
	Phase 3
	

	35) FSM (AT&L)
	Phase 3
	

	36) Groove (AT&L)
	Phase 3
	

	37) Portal (AT&L)
	 Phase 3
	

	38) winCompare
	Phase 3
	

	39) Remedy
	Phase 3
	

	40) U.S. Export Systems                                                                                 
	Phase 3
	

	41) Security Policy Automation Network                                                                  
	Phase 3
	

	42) High Performance Computing
	Phase 3
	

	43) Modernization Program                                                    
	Phase 3
	

	44) Comptroller Budget Information System                                                               
	Phase 3
	

	45) Long-Range Planning and Analytical Support System
	Phase 3
	

	46) OSD Information Technology Program
	Phase 3
	

	47) DoD Architecture Repository System                                                                  
	Phase 3
	


OSD 

Accreditation Status
	OSD SSAAs Accreditation Status

	Branch
	Point of Contact
	Expiration Date



	1) Networks and Information Integration (NII) NIPRNet
	Kathryne Young
	TBD

	2) Networks and Information Integration (NII) SIPRNet
	Kathryne Young
	TBD

	3) Operational Test and Evaluation (OT&E) NIPRNet
	Dave Chastain      
	TBD

	4) Operational Test and Evaluation (OT&E) SIPRNet
	Dave Chastain      
	TBD

	5) Program Analysis and Evaluation (PA&E)  NIPRNet
	Mindy Cooper Tiffany Crowders
	02 Mar 2007

	6) Program Analysis and Evaluation (PA&E) SIPRNet
	Mindy Cooper Tiffany Crowders
	02 Mar 2007

	7) Comptroller NIPRNet/SIPRNet
	Clarence Hoop
	02 Jan 2007

	8) Policy Polynet NIPRNet 
	Bill Mauer
	02 Jan 2007

	9) Policy Polynet SIPRNet 
	Bill Mauer
	02 Jan 2007

	10) Policy SIPRNet SPAN/HAG
	Bill Mauer
	02 Jan 2007

	11) Policy NIPRNet (SPAN) USEXPORTS
	Bill Mauer
	02 Jan 2007

	12) Policy CH NIPRNet
	Bill Mauer
	02 Jan 2007

	13) Policy CH SIPRNet
	Bill Mauer
	02 Jan 2007

	14) CIO Enterprise Operations Support Team (EOST), Director, Administration Management (ODAM) NIPRNet
	Catherine Miller
	TBD

	15) CIO Enterprise Operations Support Team (EOST), Director, Administration Management (ODAM) SIPRNet
	Catherine Miller
	TBD

	16) General Counsel NIPRNet
	Jamie Holmes
	TBD

	17) Acquisition, Technology and Logistics (AT&L) NIPRNet
	Darrell Potter
	02 Oct 2006

	18) Acquisition, Technology and Logistics (AT&L) SIPRNet
	Darrell Potter
	TBD

	19) Public Affairs (PA) NIPRNet
	Crystal Partin
	

	20) Reserve Affairs (RA) NIPRNet
	Jonallen Riggins
	01 Oct 2006

	21) Reserve Affairs (RA) SIPRNet
	Jonallen Riggins
	TBD

	22) Legislative Affairs (LA) NIPRNet
	Gary Bogar
	TBD

	23) SECDEF ES/IO NIPRNet
	Dave Weisse
	TBD

	24) SECDEF ES/IO SIPRNet
	Dave Weisse
	TBD

	25) Personnel and Readiness (P&R) NIPRNet
	Michael Goldberg
	25 Sep 06

	26) Personnel and Readiness (P&R) SIPRNet
	Michael Goldberg
	25 Sep 06


DELIVERY SCHEDULE

APPENDIX A

ACRONYMS

AIS
Automated Information System

AISSP


Automated Information System Security Program

CA


Certification Authority 

C&A


Certification and Accreditation

CIO


Chief Information Officer

CM


Configuration Management

COE


Common Operating Environment

COI


Conflict of Interest

COMSEC

Communications Security

CONOP

Concept of Operations

COR


Contractor Officer’s Representative

COTS


Commercial Off-the-Shelf

DAA


Designated Approving Authority

DII


Defense Information Infrastructure

DISA


Defense Information Systems Agency

DIOR


Directorate for Information Operations and Reports

DISN


Defense Information Systems Network

DITSCAP

DOD Information Technology Security Certification and Accreditation Process

DOD


Department of Defense

DOS


Disk Operating System

FSO


Field Security Operations

GFE


Government Furnished Equipment

GFI


Government Furnished Information

GOTS


Government-Off-The-Shelf

HC


Hard Copy

IA


Information Assurance

IATO


Interim Authority to Operate

IAW


In Accordance With

INFOSEC

Information Systems Security

IP


Internet Protocol

ISSM


Information Systems Security Manager

ISSO


Information Systems Security Officer

IT


Information Technology

IV&V


Independent Verification & Validation

KO


Contracting Officer

LAN


Local Area Network

MAN


Metropolitan Area Network

MVS


Multiple Virtual Storage

NIPRNet

Non-Secure Internet Protocol Router Network

NDI


Non-Developmental Item

OS


Operating System

OSD


Office of the Secretary of Defense

PM


Program Management

POC


Point of Contact

RE&F


Real Estate & Facilities

SECONOPS

Security Concept of Operations

SHADE

Shared Data Environment

SIPRNet

Secure Internet Protocol Router Network

SOW


Statement of Work

SRR


Security Readiness Review

SSAA


System Security Authorization Agreement

ST&E


Security Test & Evaluation

STG


Security Technical Guidance

TCP


Transmission Control Protocol

TIM


Technical Interchange Meeting

UPS


Uninterruptible Power Supply

UserID


User Identification

VMS


Virtual Memory System

WHS


Washington Headquarters Services




WHS Supported Organization

WAN


Wide Area Network

APPENDIX B

DOD-APPROVED ARCHITECTURES, PROGRAMS, STANDARDS AND GUIDELINES 
Federal Regulations:

Office of Management and Budget Circular A-130, “Management of Federal Resources,” November 30, 2000

Laws and Statutes:

Public Law 100-235, “Computer Security Act of 1987,” January 8, 1988

Public Law 106-344, 10 USCS § 2224, “Defense Information Assurance Program,” October 20, 2000

DoD Directives, Instructions and Manuals:

DoD Directive 8500.1, “Information Assurance,” October 28, 2002

DoD Instructions 8500.2, “Information Assurance,” February 28, 2003

DoD Directive 5200.1, “DoD Information Security Program,” December 13, 1996

DoD Directive 5200.40, “DoD Information Technology Security Certification and Accreditation Process (DITSCAP),” December 30, 1997

DoD Manual 8510.1, “Department of Defense Information Technology Security Certification and Accreditation Process (DITSCAP) Application Manual,” July 20, 2000

DoD Policies and Procedures:

Deputy Secretary of Defense Memorandum, “Department of Defense (DoD) Information Assurance Vulnerability Alert (IAVA),” December 30, 1999.

DoD-Approved Architectures:

Deputy Secretary of Defense Memorandum, “Department of Defense Chief Information Officer Guidance and Policy Memorandum No. 6-8510 ‘Department of Defense Global Information Grid Information Assurance’,” June 16, 2000

