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Section B - Supplies or Services and Prices

	ITEM NO
	SUPPLIES/SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	0001
	
	1
	Lot
	$987,441.00
	$987,441.00 NTE

	
	Information Assurance Support Services

T&M

Provide Net-Centric Enterprise Services Information Assurance support in accordance with attached revised Statement of Work dated 20 Aug 2004 (IAssure Tracking No. IA00259.00).  The period of performance is 365 calendar days (27 Sep 2004--26 Sep 2005).  SAIC's proposal dated 25 Aug 2004 is incorporated by reference.  This is a time-and-materials line item.  The contractor shall invoice monthly for actual hours performed and/or reimbursable travel and materials (as applicable).  The amount shown for the line item is a not-to-exceed amount.

PURCHASE REQUEST NUMBER: DGEMZ49778


	

	
	
TOT ESTIMATED PRICE
	$987,441.00 NTE

	
	
CEILING PRICE
	

	
	ACRN AA Funded Amount
	$987,441.00


FOB:  Destination

Section G - Contract Administration Data

ACCOUNTING AND APPROPRIATION DATA

	AA: 
	97X4930.5F20 000 C1013 0 068142 2F 255011 

	AMOUNT: 
	$987,441.00 


CLAUSES INCORPORATED BY FULL TEXT

Additional Accounting and Appropriation Data

AA:  97X4930.5F20 000 C1013 0 068142 2F 255011

CLIN/SubCLIN
Purchase Request Number
Obligated Amount


0001

DGEMZ49778


$987,441.00

DITCO Point of Contact

Contracting Officer
CONTRACTOR POINT OF CONTACT

Contractor Name:  Science Applications International Corp.

DUNS:  148095086

CAGE CODE:  0T5L1

Contractor POC:  Kim Hayes

Email Address:  kimberly.d.hayes@saic.com

Phone Number:  703-375-2079

Electronic invoices may be sent to invoicereceipt@scott.disa.mil.  Questions regarding invoices may be directed to (618) 229-9228.  Vendors may check the status of invoices at the following web site:




http://www.dfas.mil/money/vendor
CREDIT CARD METHOD OF PAYMENT.  If payment is to be made via credit card, contact the Contracting Officer listed above.
Section J - List of Documents, Exhibits and Other Attachments

STATEMENT OF WORK
 ‘I ASSURE’ TASK ORDER (TO) 

STATEMENT OF WORK (SOW)
As of 20 August 2004
	Contract Number:
	DCA200-00-D-5017

	Task Order Number:
	0060

	IAssure Tracking Number:
	IA00259.00

	Follow-on to IAssure Contract and Task Order Number:
	Not Applicable


1.  Task Monitors (TMs).  

a.  Primary TM.
	Name:
	

	Organization:
	NE_A NCES Program Management Office

	Address:
	5275 Leesburg Pike

Rm: 3W08-6A

Falls Church,  VA  22041

	Phone Number:
	

	Fax Number:
	

	E-Mail Address:
	


b.  Alternate TM.
	Name:
	

	Organization:
	NE3 NCES Testing and Production Division

	Address:
	5275 Leesburg Pike

Rm: 3W16-8A

Falls Church,  VA 22041

	Phone Number:
	

	Fax Number:
	

	E-Mail Address:
	


2. Task Order Title: Net-Centric Enterprise Services (NCES) Information Assurance (IA)

3. Background:

3.1  
The Global Information Grid (GIG) Core Enterprise Services (CES) is a suite of value-added information, web services, and computing capabilities that will improve user access to mission critical data. NCES is a DOD program for the development and operation of GIG CES. The Defense Information Systems Agency (DISA) provides the Program Management Office (PMO) for NCES and is responsible for CES security engineering.  DISA will work with the Office of the Secretary of Defense (OSD) and the DOD Chief Information Officer (CIO) to ensure that the CES is managed in accordance with DOD Acquisition regulations. To this end, DISA will establish explicit relationships between the NCES PMO and OSD oversight bodies. 

3.2
Many of the GIG CES are not totally new services. They are being provided by existing systems operating throughout the DOD. NCES will provide the services to connect these back-end systems to end-users through standard interfaces. NCES includes:

Enterprise Service Management (ESM) Services

Messaging Services

Discovery Services

Mediation Services

Collaboration Services 

Application (Hosting) Services

Storage Services

IA/Security Services

User Assistant Services.

3.3  
 The NCES IA Chief Engineer (CE), also referred to as NCES IA End-to-End (E2E) CE, is responsible for ensuring the effectiveness of information and service protection measures; whether the system can provide the confidentiality, integrity, availability, authentication and nonrepudiation for the information and services it is providing.  This task is in direct support of the NCES IA CE in carrying out the IA mission for NCES.  

4. 
Objectives:

The objective of this Statement of Work (SOW) is to obtain IA/security analytical and engineering support to the NCES IA Chief Engineer to support the lifecycle of NCES IA.   The IA CE is responsible for oversight and monitoring of end-to-end security for the CES systems from initial specification, through integration and pilot activities to operational fielding.  

5. 
Scope:

5.1
The Contractor shall comply with the appropriate DoD-approved architectures, programs, standards and guidelines, such as Security Technical Implementation Guides (STIGs) and DoD Architecture Framework (DoDAF). Specific services addressed in this SOW are:

Task Area 1, Task Order Management

Task Area 2, IA Design, Development, and Integration Support

Task Area 3, Certification and Accreditation (C&A) Support

Task Area 4, Working Groups/Meetings/Document Review Support

Task Area 5, IA Development, Assessment, and Test Environment

Task Area 6, E2E Test and Evaluation 

5.2 
  There are multiple Contractors (i.e., from more than one contract vehicle and/or company) supporting NCES and other DOD activities, tasked to work on the same or related activities. The Contractor shall work with these other Contractors as required to accomplish Government requirements, goals, and objectives as efficiently and effectively as possible. This may include, but is not limited to sharing or coordinating information resulting from the work required by this SOW or previous Government efforts, and/or working as a team to perform tasks in concert.

6. 
Specific Tasks:

6.1 
Task Order Management

6.1.1 
Integration Management Control Planning (RDT&E)
The Contractor shall provide the technical and functional activities needed for the Program Management of this SOW. This includes productivity and management methods such as quality assurance, progress/status reporting, and program reviews at the Task Order (TO) level. The Contractor shall provide the centralized administrative, clerical, documentation and related functions.

6.1.2 
Task Order (TO) Management Plan (RDT&E)
The Contractor shall prepare a TO Management Plan describing the technical approach, organizational resources and management controls to be employed to meet the cost, performance and schedule requirements throughout TO execution. The Contractor shall provide a Monthly Status Report (MSR) monitoring the quality assurance, progress/status reporting, and program reviews applied to the TO.  The MSR shall provide actual and projected hours and associated costs by labor category for each reporting period and an explanation of all major (>10K) differences  between actual and projected costs.  The MSR is due 5 business days after the end of the contractor’s accounting cycle.

6.1.3 
Technical Interchange Meeting (RDT&E)
The Contractor shall host a Technical Interchange Meeting (TIM) to ensure a common

understanding between the Contractor and the Government on the TO requirements. The Contractor shall describe the technical approach and the organizational resources and management controls to meet the cost, performance, and schedule requirements throughout the period of performance.

6.1.4
 Progress Reviews/Project Briefings (RDT&E)
The Contractor shall conduct a formal In Progress Review within 90 days of task award and quarterly thereafter. The Contractor's Technical Task Leader (TTL) and appropriate members of the technical team will meet no less frequently than every 90 days with the appointed Government TM, either in person or via teleconference or a combination of both. The purpose of these meetings will be to informally discuss progress, request assistance as required, and deal with issues raised during the execution of the task. The Contractor shall document these meetings in Quarterly Review Notes and report the occurrence of these and any other meetings in the MSRs.

6.1.5 
Provide Support Services (RDT&E)
The Contractor shall provide the following support services as needed:

a.  Hosting Task activities such as meetings, conferences, telephone conferences, and existing test beds. For planning purposes, meetings/telephone conferences are once a week, conferences are once a month, and both will require audiovisual support and reproduction of materials. Meeting attendees are estimated to be between 10-30 people, telephone conferences to be between 5-15 people. Meetings and telephone conferences are at the FOUO/ Unclassified level. Requirement for test beds is to be determined.

b. Developing, maintaining, and publishing a list of POCs and contact information for personnel interfacing with NCES IA and GIG efforts (internal and external based on organization).

c. The contractor shall prepare a detailed list of materials, i.e. equipment, software and associated items, required to support the IA E2E project and present to the TM and ATM for review.  Upon approval by the TM, the contractor shall procure the necessary equipment for setting up development and test environments for evaluating IA E2E Products.  The necessary equipment will be determined based on the Skyline 7 lab equipment availability and shortcomings.  ODC estimate (to include hardware, software, and non-local travel) for SOW purposes sis $100K.

d. The contractor shall perform all actions necessary to procure, integrate, test, and ship the required equipment once approved by the TM. The contractor shall prepare purchase orders, place orders for hardware, software, and related equipment, perform acceptance testing/quality assurance, enter assets into the inventory control system, and install the system in a staging area in SKY7 lab to be determined. The contractor shall ensure that all required software and/or operating system licenses and associated documentation are purchased and are put in the name of the Government DISA-NCES IA. The contractor shall obtain TM or ATM approval prior to placing orders for hardware, software, documentation, extended maintenance plans, and other related items to ensure that all site-specific requirements are met and that a complete guarding solution will be fielded on time and within cost. The contractor shall ensure that purchases are made with sufficient lead-time to ensure adequate integration and testing prior to deployments. 

e. The contractor shall provide procurement support in accordance with the Government FAR rules and regulations for procurement of equipment and supplies. All product procurement shall be in accordance with government procurement policies and regulations, and after the products are procured, the contractor shall adhere to government property accounting/management policies and regulations in handling government properties.

f.  The contractor shall provide Subject Matter Experts (SMEs) with expertise and experience in the following areas:

1.  Net-Centricity (definition, focus areas, new security processes/flows to meet the existing guidelines while tailoring processes/flows to meet Net-Centric requirements).  

2.  Commercial Web Services standards and their implementations (specifically not spelled out).  This includes but may not be limited to XML, SAML, XACML, XKMS, XML-DSIG, XML-ENC, SOAP, WS-Security, WS-Privacy, WS-Federation, WS-Authorization, WS-Policy, WS-SecureConversation, WS-Turst, UDDI, and WSDL. 

3.  IA Concept Areas including:  Defense In Depth, Certification and Accreditation (C&A), Computer Network Defense (CND), Information Classification, and DoD Public Key Infrastructure (PKI).   

4.  IA Functional Areas including:  Identification, Authentication, Authorization, Access Control mechanisms, Policy Decisions, Auditing, Intrusion detection and prevention, and E2E Security.

5.  Technical Areas including:  Object-Oriented development, Java, Java 2 Enterprise Edition (J2EE), Microsoft .NET technologies, Oracle DBMS, SQL DBMS, Web Service enablement of applications and commercial products & DBMS.  

6.  Information Assurance Engineering and Testing in support of DISA Programs:  Common Operating Environment (COE), Global Command and Control System (GCCS), Global Combat Support System (GCSS).  

7. Defense Acquisition processes.

6.2  
IA Situational Awareness Support (O&M)
The Contractor shall provide IA analytical, engineering, testing, and evaluation support to the NCES system security design review process. The Contractor shall develop the processes and checklists, then implement and oversee the processes as CES transitions through development, integration, pilot, staging, and operational phases. The Contractor shall coordinate with CES Engineers, Computing Services Division (CSD) POCs, Field Security Office (FSO) POCs, Operations POCs, and other DISA POCs to schedule, conduct, and provide IA feedback on design and progress reviews. The Contractor shall provide hands-on security engineering support and shall help developers ensure CES achieves an Approval To Operate (ATO) in an expedient manner.  Contractor shall develop the framework for presenting IA and IA-related activities needed for the NCES program as well as the status, progress, and issues.   Framework shall be provided at three levels:  Executive, Management, and Technical.  Contractor shall develop standard briefing charts to show status and issues.  Contractor shall coordinate and integrate its support across NCES, NetOps, CND, DoD Cert, and StratCom/GNOC in order to provide the integrated status view in support of IA E2E.  The Contractor shall coordinate with and integrate the disparate DISA IA efforts into a cohesive DISA approach that spans the following at a minimum:

a. NCES services and their architecture.

b. NCES Use Cases.

c. CSDs Model Operating Environment (MOE) and Standard Operating Environment (SOE) and their integration with NCES.

d. Ops NETOps framework, solutions, architecture, and their integration into NCES.

e. Enterprise Service Management (ESM) and its integration with IA and NCES.

f. Computer Network Defense (CND) initiatives, solutions, architectures, and their in-tegration into NCES.

g. Cross Domain Solutions (CDS), initiatives, architectures, and their integration into NCES.

h. Transition approaches and solutions for back-end data provider systems (such as GCCS, DMS, DCTS, etc) to NCES.

i. Support the establishment of an NCES Help Desk that will interface with outside organizations and respond to requests for information and support. 

The Contractor shall design, develop, and maintain the NCES IA Work Breakdown Structure (WBS) delineating the IA efforts and IA-related efforts for the NCES PMO.  The Contractor shall develop and maintain IA Situational Awareness Briefs and present on a weekly basis after initial brief.  

6.3 
Certification and Accreditation (C&A) Support (RDT&E)
The Contractor shall provide technical expertise for CES systems to address life cycle security from inception of the program through operations and obsolescence. The Contractor shall perform this by reviewing and providing technical documentation required for the application, system, network, and site certification and accreditation process. The Contractor shall provide technical support to conduct Certification and Accreditation (C&A) using the Defense Information Technology Security Certification and Accreditation Process (DITSCAP) and the DoD 8500 series IA Controls to achieve uniform quality and a level of consistency throughout the life cycle of CES systems. The Contractor shall work closely with Field Security Office (FSO), the NCES Certifier, and the NCES DAA, to ensure integration of efforts and non-duplication. The Contractor shall track and update the NCES C&A Schedule.  Contractor shall provide personnel with experience in security testing and evaluation for the DISA Common Operating Environment (COE), Global Command and Control System (GCCS), or Global Combat Support System (GCSS).  

6.3.1 
NCES Security Policy (RDT&E)
The Contractor shall assist in the compliance inspection process to ensure the established accreditation baseline is maintained. This task also includes a validation process to ensure that corrections to the security baseline are implemented and enhance the security posture. The Contractor shall review the Trusted Facility Manual (TFM) for NCES (being developed and not available at this time) when it's made available. The Contractor shall develop and keep updated the NCES Security Policy. This Policy shall include the standardization, formatting, and presentation of IA-relevant information needed to be included in WSDLs, UDDIs, and WS Interface Specifications.

6.3.2 
Security Test and Evaluation (ST&E) Tools Support (RDT&E)
The Contractor shall identify COTS and GOTS tools and develop tools, as appropriate, to adequately test the security posture of CES systems. The Contractor shall assist the IA Chief Engineer and Field Security Office (FSO) in ensuring compliance of CES systems with the security requirements and security architecture. The Contractor shall provide technical support in testing and evaluating CES systems.  The Contractor shall develop security testing and evaluation scripts, programs, and code to assess security features, requirements, conformance to design and security policy, and risks involved with products and systems, including the risks posed by connections to other systems. The Contractor shall research existing COTS/GOTS IA tools (especially FSO's and NSA's) and shall recommend COTS tools to automate configuration and validation of NCES security configuration. Contractor shall, after TM approval, develop needed automated tools/scripts to test and evaluate NCES Security.  The Contractor shall document the recommended IA Tools in a short report with costs, benefits, and projected timeline for procurement, development, testing, and implementation.

6.4. 
Working Groups/Meetings/Document Review Support (RDT&E)
The Contractor shall provide support to, participate in, and report on the IA End-to-End concerns and recommendations of the GIG IA Security Working Group (IASWG), DISA's Technical WGs, Integrated Product Teams (IPTs), NSA's relevant WGs, and other applicable groups and meetings.  The Contractor shall plan, participate, take action, and report on the DISA Internal Team/WG meetings sponsored by the TM/ATM.  Contractor shall be experienced with supporting DISA Security Engineering.   Contractor shall prepare agenda, briefings, meeting minutes, action items, schedules, reports, and recommendations on internal Team/WG meetings. Contractor shall plan and conduct one status meeting per week, on average, with TM/ATM and other IA members. The Contractor shall participate in NCES IA-related meetings and activities sponsored by other organizations such as NSA, OSD-NII, and Combatant Commands, Services, and Agencies.  Contractor shall review and provide comments on NCES IA-related documents from DISA and other Services and Agencies. Contractor shall analyze and recommend specific strategic steps to facilitate NCES IA E2E mission and objectives within the GIG. For estimation purposes, an average week may encompass 1.5 staff days of meetings, and 1 staff day of document review.

6.5
 IA Development, Assessment, and Test Environment (RDT&E)
The Contractor shall identify and recommend the hardware, software, and networking capability needed to develop a small NCES IA E2E lab. Contractor shall prepare and present to the TM/ATM a briefing documenting the IA E2E lab resources, space/rack requirements, costs, and timetable for implementation.  Upon approval by TM, the Contractor shall procure, install, configure, and maintain the E2E lab equipment. Contractor shall coordinate with NCES stakeholders to plan, conduct, and report on IA E2E collaborative test and evaluation activities. Contractor shall develop IA test scripts and conduct technical and security evaluation of commercial products.  Contractor shall develop Web Services capabilities to automate the NCES IA Engineering and C&A Processes and Workflows.  

6.6
 E2E Test & Evaluation (T&E) Procedures (RDT&E) Contractor shall develop IA E2E Test and Evaluation (T&E) objectives, methodology, processes, and procedures to effectively plan and evaluate NCES IA E2E capabilities.    The Contractor shall develop security testing and evaluation scripts, programs, and code to assess security features, requirements, conformance to design and security policy, and risks involved with products and systems, including the risks posed by connections to other systems.  Contractor shall conduct T&E of NCES products using the developed T&E procedures.  Contractor shall manage the IA E2E T&E process including schedule, milestone, and resource allocation.

7. 
Place of Performance:  Both Contractor and Government Offices.

7.1 
Primary Place of Performance.  The majority of the work associated with this task will be performed at the Contractor Facilities.  Integration, Test and Evaluation activities will be performed in the Integration Lab, Skyline 7, 5275 Leesburg Pike, Falls Church, VA 22041.  Billing will utilize and reflect the contractor-site hourly rates.

7.2 
Travel.  Local travel within the National Capital Region is required and authorized. Travel outside the local area may be required and must be approved, in advance, by the government task monitor.  Site visits may be required to Government and industry facilities in CONUS and OCONUS.  Travel will be in accordance with the Joint Travel Regulation and its prevailing rates.  
8.
 Period of Performance:

Calendar days after TO award: 365 Days.  Actual period of performance dates will be specified in the resulting task order.

9.  
Deliverables:  (All days are calendar days, except where otherwise noted)

	SOW Task #
	Deliverable Title
	CDRL/DID#
	Due Date
	Copies
	Distribution
	Frequency and Remarks

	6.1.2
	Management Plan
	Contractor format using DI-MGMT-80347 for guidance
	20 working days after award 
	1 HC

1 SC
	*Standard 

Distribution
	Draft &

Final 

	6.1.2
	Monthly Status Report


	Contractor format using DI-MGMT-80227 for guidance
	5 working days after end of accounting period
	2 SC
	**Standard 

Distribution

Plus IA Business Office
	Monthly

	6.1.3
	Technical Interchange Meeting (TIM)
	N/A
	15 working days after award
	N/A
	N/A
	One Time

	6.1.3
	TIM Notes


	Contractor format using UDI-A-23083A for guidance
	5 working days after TIM
	1 HC

1 SC
	*Standard 

Distribution
	One Time

	6.1.4
	Progress Review

1st Review

2nd Review

3rd Review

4th Review
	Contractor format using DI-A5011B and

UDI-A-23083A for guidance
	Days after award:

90

180

270

360
	1 HC

1 SC
	*Standard 

Distribution
	Quarterly

	6.1.4
	Progress Review Notes
	N/A
	5 work days after PR Brief
	1 SC
	*Standard Distribution
	Quarterly

	6.1.5
	ODC (DT&E) Equipment-Bill Of Materials
	N/A
	5 work days after TM Tasking
	N/A
	To TM/ATM
	Per TM Approval

	6.2
	Work Breakdown Structure (WBS)
	MS Project format
	30 days after award
	1 SC

1 HC
	*Standard Distribution
	Electronic updates after initial delivery

	6.2
	IA Situational Awareness

Framework
	N/A
	45 days after award
	1 SC


	* Standard Distribution
	Electronic updates after initial delivery

	6.2
	IA Situational Awareness Briefs
	N/A
	55 days after award
	1 SC
	* Standard Distribution
	Weekly after initial delivery

	6.3
	NCES C&A Schedule
	MS Project format
	5 calendar days after TM tasking 
	1 SC
	*Standard 

Distribution
	Electronic updates after initial delivery

	6.3.1
	NCES Security Policy doc
	Contractor format using DI-MISC-80508 for guidance
	45 calendar days  after TM tasking 
	1 HC

1 SC
	*Standard 

Distribution
	Electronic updates after initial delivery

	6.3.2
	Program code and Scripts
	Contractor format
	30 calendar days  after TM tasking 
	1 SC
	*Standard

Distribution
	As directed by the Govt TM

	6.3.2
	Tool Recommendations
	Contractor format
	Draft 30 calendar days  after TM tasking.  Final 30 calendar days  after Gov’t comments
	1 HC

1 SC
	*Standard

Distribution
	As directed by the Govt TM

	6.3.2
	IA Tools Report
	Contractor format
	Draft 30 calendar days  after TM tasking.  Final 30 calendar days  after Gov’t comments
	1 HC

1 SC
	*Standard

Distribution
	As directed by the Govt TM

	6.4
	Meeting Minutes
	Contractor format
	2 work days after meeting
	1 SC
	*Standard

Distribution
	As directed by the Govt TM

	6.4
	Action Item Status Report
	Contractor format
	2 work days after meeting
	1 SC
	*Standard Distribution
	As directed by Govt TM

	6.4
	Briefings
	Contractor format
	2 work days after meeting
	1 SC
	*Standard Distribution
	As directed by the Govt TM

	6.5
	Program Code  and Scripts
	Contractor format
	30 calendar days  after TM tasking 
	1 SC
	*Standard

Distribution
	As directed by the Govt TM

	6.5
	NCES IA E2E Test Environment Brief
	MS Powerpoint & Visio format
	Draft 40 calendar days  after TM tasking. Final 20 calendar days  after TM tasking
	1 HC

1 SC
	*Standard

Distribution
	As directed by the Govt TM

	6.6
	NCES IA E2E Test Procedures
	Contractor format
	30 calendar days  after TM tasking 
	1 SC
	*Standard

Distribution
	As directed by the Govt TM


*Standard Distribution:

1 copy of the transmittal letter and the deliverable to the Primary TM

Document deliverables shall be delivered in one hardcopy and one softcopy.  Softcopy (SC) deliverables shall be deliveredvia e-mail or CD-R in a Microsoft format (Word, Excel, Project, Access, etc), as specified above.

**Standard Distribution Plus IA Business Office:  1 copy MSR to IABusinessOffice@ncr.disa.mil.  

10.
Security Requirements:  The following security requirements shall apply to this effort.

10.1
Security Clearances.  All personnel require security clearances at least at the SECRET level. At least one full-time Contractor on this TO shall have a TOP Secret or TS/SCI Clearance.  All individuals will be U.S. citizens.  The Contractor shall follow the standards established in DOD 5200.2-R, DOD Personnel Security Program. Some Staff may be required to obtain TS/SCI.

10.2
Obtaining Clearances.  The contractor is responsible for obtaining personnel security clearances from the Defense Security Service.  The contractor will assure that individuals assigned to this contract will have completed the SF 85P, Electronic Personnel Security Questionnaire (EPSQ) and then take the required action to submit the personnel security investigative (PSI) packet electronically to the Defense Security Service.  The required investigation will be completed prior to the assignment of individuals to sensitive duties associated with their position.  The contractor will forward a Visit Authorization Letter (VAL) on all their employees to:
DISA Security Division 

ATTN: Programs and Oversight Branch, MP61

P.O. Box 4502

Arlington, VA 22204-4502

10.3 DISA retains the right to request removal of Contractor personnel, regardless of prior clearance or adjudication status, whose actions, while assigned to this contract, clearly conflict with the interests of the Government.  The reason for removal will be fully documented in writing by the Contracting Officer.  When and if such removal occurs, the Contractor will, within five days, assign qualified personnel to any vacancy created.  Contractor personnel will require access to the DISANET LAN.  Contractor personnel shall adhere to the local security policies and procedures of DISA facilities visited in conjunction with this SOW.

10.4 ADP I & II.  At least one full-time ADP I and one part-time ADP II contractors shall be on this TO.  

10.5
ADP Determination.  Upon submission of PSI packet to DSS, the contractor will provide a complete signed copy of the PSI packet (SF 86, Electronic Personnel Security Questionnaire; DD Form 1879, DOD Request for Personnel Security Investigation or NAC information; and the EPSQ Receipt System Results) to address listed in paragraph 10.2 above in order to obtain an ADP determination.

10.6
Contractor Generated Documents.  Contractor personnel will generate or handle documents that contain FOUO information, at both Government and contractor facilities.  Contractor shall have access to, generate, and handle classified material only at Government facilities, unless directed by the Government.  All contractor deliverables shall be marked at a minimum FOUO, unless otherwise directed by the Government.  The contractor shall comply with the provisions of the DOD 5200.1R and the DOD 5220.22-M for handling classified material and producing deliverables. The contractor shall also comply with DISA Instruction 630-230-19.

10.7 
Security Procedures.  All contractor personnel working on or managing this effort shall strictly adhere to DISA and DOD security regulations and procedures.  In addition, all contractor personnel shall comply with local security requirements as established by the facility being supported.

10.8
Sensitive Data Stored at Contractor Facilities.  The contractor shall ensure that any sensitive information or code conveyed to or stored at contractor facilities is protected in compliance with Security Standard Operating Procedures

11. 
Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI):  

11.1
The Contractor shall furnish all automation, computing, networking, administration, and supplies needs for its personnel.  Contractor shall include such items as part of its costs and not bill such items as ODCs under this TO.  

11.2
Contractor personnel performing work at a Government location will not be furnished with a Government office environment, but will have access to a non-dedicated computer, a community telephone, fax, and photocopy machines.  

11.3
The Government will provide the Contractor with appropriate policy, guidance, access to pertinent government systems, and documentation.  The Government shall provide the documentation and background information necessary to perform the tasks.  The Government shall provide Contractor personnel with access to the offices and facilities of DISA and other locations relevant to this effort.  The Government shall coordinate Contractor visits with each organization to be visited, as applicable, and provide the Contractor with a point of contact with whom to coordinate the details of any required visits.

11.4
The Contractor shall identify any required GFE/GFI within 14 calendar days following the initial TIM.  Additional GFI/GFE requirements will be identified on a task-by-task. As additional materials are required, the Contractor will coordinate requirements with the Task Monitor (TM).  The Government will facilitate the Contractor's access to the data required in support of this work effort.  Final disposition of GFE will be handled through the customer’s property management department.

12.
Packaging, Packing, and Shipping:    Contractor shall follow TM/ATM guidance on applicable packaging, packing, and shipping procedures.
13.
Inspection and Acceptance:  All inspection and acceptance requirements shall be in accordance with the following criteria.  

13.1
Acceptance Criteria.  Unless otherwise noted, the Government shall have fourteen (14) calendar days to review and comment on deliverables.  The Government may accept a deliverable, subject to the incorporation of comments, or reject a deliverable.  Draft deliverables that are acceptable are normally accepted subject to incorporation of the comments into the final version.  A draft deliverable may meet the criteria of accuracy, functionality, completeness, professional quality and overall compliance, but the assumptions, outside circumstances or Government guidance upon which the draft document was developed may have changed.  In these circumstances, one or more subsequent versions of the draft document may be required. 

13.2
Rejection Procedures.  After notification that a deliverable did not meet the acceptance criteria the Contractor shall return updated/corrected versions fourteen (14) calendar days after receipt of Government comments.  Upon resubmission, the acceptance criteria set forth in the paragraph above will apply.  Any deficiencies then identified will be resolved after discussions between the Contractor and the Government.  

14.
Other Pertinent Information or Special Considerations: 

14.1
Identification of Possible Follow-on Work.  This TO may be modified at a later date to extend the period of performance as well as to add additional requirements/resources in the event that a new requirement and the appropriate funding is identified. 

14.2
Identification of Potential Conflicts of Interest (COI).  The primary responsibility is on the Contractor to identify any organizational conflict of interest.  The Government will identify and evaluate such conflicts.  

14.3
Identification of Non-Disclosure Requirements.  The Contractor must execute the non-disclosure agreements when working with sensitive and/or proprietary information.

14.4 
Exchange of Information With Other Organizations.  This project may require Contractor personnel to exchange classified information with representatives of: DISA GE, DISA GS, DISA GO, DISA FSO, NSA, DIA, Combatant Commands, and the Services.  Any such release must be approved by the TM.  

14.5
Public Release of Information.  Proposed public releases shall be submitted to DISA Headquarters for processing.  The submission shall be addressed to:

DISA Headquarters

Corporate Exchange Office

ATTN:  Ms. B. Flood

P.O. Box 4502

Arlington, VA 22204-4502

(703) 692-9270

The Contractor shall not distribute material or documents generated under this statement of work to anyone including Contractor offices or personnel not directly involved on this project until written approval is received from DISA.  

15. 
Section 508 Accessibility Standards:  The following Section 508 Accessibility Standard(s) (Technical Standards and Functional Performance Criteria) are applicable (if box is checked) to this acquisition.  

NOTE:  No boxes are checked for this acquisition.

Technical Standards
 FORMCHECKBOX 
 1194.21 - Software Applications and Operating Systems

 FORMCHECKBOX 
 1194.22 - Web Based Intranet and Internet Information and Applications

 FORMCHECKBOX 
 1194.23 - Telecommunications Products

 FORMCHECKBOX 
 1194.24 - Video and Multimedia Products

 FORMCHECKBOX 
 1194.25 - Self-Contained, Closed Products

 FORMCHECKBOX 
 1194.26 - Desktop and Portable Computers

 FORMCHECKBOX 
 1194.41 - Information, Documentation and Support

The Technical Standards above facilitate the assurance that the maximum technical standards are provided to the Offerors.  Functional Performance Criteria is the minimally acceptable standards to ensure Section 508 compliance.  This block is checked to ensure that the minimally acceptable electronic and information technology (E&IT) products are proposed.

Functional Performance Criteria

 FORMCHECKBOX 
 1194.31 – Functional Performance Criteria

