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COMPUTER SCIENCES CORPORATION

3160 FAIRVIEW PARK DRIVE

FALLS CHURCH VA 22042-4516
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Section B - Supplies or Services and Prices

	ITEM NO
	SUPPLIES/SERVICES
	MAX QUANTITY
	UNIT
	UNIT PRICE
	MAX AMOUNT

	0001
	
	1
	Each
	$466,197.65
	$466,197.65 

	
	Information Assurance Support Services

FFP  - INFORMATION ASSURANCE (IA) CONTRACTOR SUPPORT FOR GCCS-J, PROGRAM MANAGEMENT OFFICE (PMO), PLANS AND ACQUISITION MANAGEMENT BRANCH SUPPORT AS IN ACCORDANCE WITH SOW DATED 15 AUG 04 WHICH IS AN ATTACHMENT TO THIS ORDER.  PERIOD OF PERFORMANCE OF THIS ORDER IS FROM 30 SEP 04 THRU 25 OCT 05 AS IN ACCORDANCE WITH CSC'S FFP PROPOSAL DATED 21 SEP 04  AND REVISED PROPOSAL DATED 23 SEP 04 WHICH IS INCORPORATED BY REFERENCE INTO THIS ORDER.  PAYMENT SCHEDULE FOR THIS ORDER IS ONE (1) $8,965.37 PAYMENT AND TWELVE (12) EQUAL PAYMENTS OF $38,102.69.

PURCHASE REQUEST NUMBER: DGEMZ40087


	

	
	
TOT MAX PRICE
	$466,197.65 

	
	
CEILING PRICE
	

	
	ACRN AA Funded Amount
	$466,197.65


FOB:  Destination
Section G - Contract Administration Data

ACCOUNTING AND APPROPRIATION DATA

	AA: 
	97X4930.5F20 000 C1013 0 068142 2F 255011 

	AMOUNT: 
	MIPR DGEMZ40087     $466,197.65  BREAKOUT IS AS FOLLOWS:  MIPR DGEMZ40087 $373,428.43 AVAILABLE FUNDS

                                                                                                                     MIPR DGEMZ40087  $ 92,769.22 FY05 SAF FUNDS IAW 

                                                                                                                                                                               FAR 52.232-18 

CLAUSES INCORPORATED BY FULL TEXT

52.232-18     AVAILABILITY OF FUNDS (APR 1984)

Funds are not presently available for this contract. The Government's obligation under this contract is contingent upon the availability of appropriated funds from which payment for contract purposes can be made. No legal liability on the part of the Government for any payment may arise until funds are made available to the Contracting Officer for this contract and until the Contractor receives notice of such availability, to be confirmed in writing by the Contracting Officer.

(End of clause)




CLAUSES INCORPORATED BY FULL TEXT

DITCO Points of Contact
Contracting Officer
Contract Specialist
CONTRACTOR Point of Contact

Contractor Name:  Computer Sciences Corporation (CSC)

DUNS:  043991108

CAGE CODE:  52939

Contractor POC:  

Email Address:  

Phone Number:  

Fax Number:  

Electronic invoices may be sent to:
invoicereceipt@scott.disa.mil
Questions regarding invoices may be directed to (618) 229-9228.  Vendors may check the status of invoices at the following web site:

http://www.dfas.mil/money/vendor
CREDIT CARD METHOD OF PAYMENT 

If payment is to be made via credit card, contact the Contracting Officer listed above.

Section J - List of Documents, Exhibits and Other Attachments

SOW DATED 15 AUG 04
‘I ASSURE’ TASK ORDER (TO) STATEMENT OF WORK (SOW)
15AUG2004
	Contract Number:
	

	Task Order Number:
	

	I Assure Tracking Number:
	

	Follow-on to IAssure Contract and Task Order Number:
	DCA200-00-D-5013, TO 0024


1.  Task Monitors (TMs).  

a.  Primary TM.
	Name:
	

	Organization:
	DISA, GE4112

	Address:
	5275 Leesburg Pike, Falls Church, VA 22041-3801

	Phone Number:
	

	Fax Number:
	

	E-Mail Address:
	

	DODAAC:
	HC1001


b. Alternate TM.

	Name:
	

	Organization:
	DISA, GE4112

	Address:
	5275 Leesburg Pike, Falls Church, VA 22041-3801

	Phone Number:
	

	Fax Number:
	

	E-Mail Address:
	

	DODAAC:
	HC1001


	Name:
	

	Organization:
	DISA, GE4112

	Address:
	5275 Leesburg Pike, Falls Church, VA 22041-3801

	Phone Number:
	

	Fax Number:
	

	E-Mail Address:
	

	DODAAC:
	HC1001


	Name:
	

	Organization:
	DISA, GE4112

	Address:
	5275 Leesburg Pike, Falls Church, VA 22041-3801

	Phone Number:
	

	Fax Number:
	

	E-Mail Address:
	

	DODAAC:
	HC1001


2.  Task Order Title.  Information Assurance (IA) contractor support for GCCS-J, Program Management Office (PMO), Plans and Acquisition Management Branch (GE4112)

3.  Background.  The Plans and Acquisition Management Branch is responsible for strategic planning, development, implementation, maintenance, and the execution of processes and documents required for statutory responsibilities under the Federal Information Security Management Act of 2002, Clinger-Cohen Act of 1996, and the Computer Security Act of 1987.  GCCS-J is an Acquisition Category IAM Major Automated Information System (MAIS) program and is subject to DoDD 5000.1, the Defense Acquisition System that requires an IA Strategic Plan.  GCCS-J requires Certification and Accreditation (C&A) established by the DoD Information Technology Security Certification and Accreditation Process (DITSCAP), DODI 5200.40, and is designated a Mission Assurance Category I (MAC I), classified system in accordance with DoDD 8500.1, Information Assurance (IA), and DoDI 8500.2, IA Implementation.  The Plans and Acquisition Management Branch also ensures that the GCCS-J program is consistent with the requirements of the Office of Management and Budget (OMB) Circular A-130, Management of Federal Information Resources.  GCCS-J consists of hardware, software, procedures, standards, and interfaces that provide worldwide connectivity to over 650 sites and at all levels of command.  Built upon the Common Operating Environment (COE) infrastructure, GCCS-J integrates Joint and Service/Agency C2 mission capabilities, databases, web technology and office automation tools.  It provides an open system architecture that allows a diverse group of systems and commercial off-the-shelf (COTS) software packages to operate at any GCCS-J location.

4.  Objectives.  This task order is for IA services and will require a variety of skill sets relating to technical and non-technical Information Security (INFOSEC) primarily for the planning, organizing, analyses, and the evaluation of policies and procedures for security considerations throughout the lifecycle development of GCCS-J.  The contractor shall be capable of directed and independent performance of verbal and written tasking within the scope of their responsibilities.  The contractor shall be capable of producing verbal and written products for varied audiences ranging from Information Assurance Managers (IAMs), security engineers, system developers, to senior military personnel, and will work closely with the GCCS-J PMO in implementation and management of the GCCS-J system security program.  The contractor shall attend internal and external meetings, conferences, technical exchanges, and working sessions as required by the GCCS-J PMO.  The contractor shall develop and maintain documentation that may be required to support the GCCS-J System Level Test Environment for all GCCS-J testing efforts and IAM functions.  The contractor shall provide Vulnerability Management System (VMS) support with both the Vulnerability Compliance Tracking System (VCTS) database and Security Readiness Review (SRR) database within VMS.  This task order includes preparation of technical documentation, project summaries, status reports, briefings, recorded minutes, correspondence, and all other documentation as required in accordance with the GCCS-J PMO. 

5.  Scope.  This task order applies to the GCCS-J PMO, Plans and Acquisition Management Branch (GE4112).  It will provide for technical and non-technical IA assistance necessary for the GCCS-J PMO.  The contractor shall provide functional and information assurance expertise where needed, and shall update the content of documents to maintain currency with evolving GCCS-J IA security policy, threats, vulnerabilities, emerging issues, and new procedures or processes as they apply.  Documents will include, but are not limited to, technical documentation, project summaries, status reports, briefings, recorded minutes, correspondence, and IA policy procedures.  The contractor shall assess these documents per GCCS-J PMO direction.  This direction will typically include standard evaluation criteria such as soundness of technical approach, operational effectiveness, and a study of technical risks, etc.  The contractor shall assist in the development or revision of documents upon request.  The contractor shall comply with appropriate GCCS-J procedures, standards, and guidelines, and be familiar with the DISA, Field Security Office (FSO), Security Technical Implementation Guides (STIGS), and the National Security Agency (NSA) System Network Attack Center (SNAC) network security guides.  The contractor shall also be familiar with the DITSCAP and the DoD Information Assurance Vulnerability Management (IAVM) process.  This task requires close coordination and collaboration with DISA and overall GCCS-J IA efforts.  The contractor shall comply with the appropriate DoD-approved architectures, programs, standards, and guidelines, such as Defense Information Infrastructure (DII) Strategic Technical Guidance (STG), DII Common Operating Environment (COE), Defense Information Systems Network (DISN), and Shared Data Environment (SHADE).  Specific services addressed in this SOW are:

· Task Area 1 - Policy, Planning, Process, Program and Project Management Support
· Task Area 4 - Education, Training and Awareness, Certification and Accreditation and IA Support
6.  Specific Tasks.

Each performance requirement may contain the three elements below.  In each case, the elements taken together constitute the components of a performance requirement.

· Performance Requirement - A statement of the outcome or results expected of the contractor.  A performance requirement specifies what is to be done.  It does not specify how it is to be done.

· Performance Standard (PS) - The targeted level of acceptable performance for determining whether specific performance requirements have been accomplished. 

· Performance Measure (PM) - Expresses the method that shall be used by the Government to assess how well the contractor performs specified requirements as measured against the performance standards. 

The contractor shall be contractually obligated to perform every requirement in this Statement of Work.  Not every performance requirement has a related performance standard or assessment measure expressed in this document.  In such cases the performance standard or performance measure is either inherent in the requirement or performance is to be in accordance with standard commercial practice (that is performance substantially complies with customary trade practice).
6.1 - Task 1 – Contract-Level and TO Management
6.1.1 - Subtask 1 – Integration Management Control Planning  

Provide the task order level management activities at the Contract Level needed for the execution of this SOW.  Include productivity and management methods such as Quality Assurance, Progress/status reporting, and Program Reviews at the Contract and Task Order level.  Provide the centralized administrative, clerical, documentation and related functions.
6.1.2 - Subtask 2 – TO Management  

Prepare a TO Management Plan describing the technical approach, organizational resources and management controls to be employed to meet the cost, performance and schedule requirements throughout TO execution.  Provide a Monthly Status Report  (MSR) monitoring the quality assurance, progress/status reporting, and program reviews applied to the TO.  The MSR shall focus on contractual issues, such as finances, performance, personnel, schedules, and recap all problems, issues, concerns, and actions taken over the monthly report period.  The contractual information in the MSR shall coordinate with the contractor's monthly invoice to include all financial information reported to include actual to planned task hours worked and performed.  The MSR will identify employees by name and labor category on the task and their total task hours billed for that particular month.  Government and Contractor TMs after TO award shall agree to the format of the MSR.  The contractor shall attend Contractor Performance Review (CPR) meetings and shall prepare the monthly CPR presentation briefs in accordance with DISA-standard format.

Deliverables:  

· TO Management Plan.

· Monthly Status Report.

· Contractor Performance Review briefs.

6.2 - Task 4 – Education, Training and Awareness, Certification and Accreditation and IA Support
6.2.1 - Subtask 1 – GCCS-J PMO IA Support

Assist with the creation and maintenance of IA documentation required by the GCCS-J PMO.  Provide technical and non-technical expertise and support for security process improvement.  Provide technical security expertise and support to PMO management with the research and integration of new security technologies into the GCCS-J system environment.  This includes the following tasks.

· The contractor shall assist in creation and maintenance of GCCS-J process/procedure documents and applicable GCCS-J Program IA documentation, such as IAVM Process, Connection Approval Process, Configuration Management Plan (CMP), SSAA, Appendix T for the DISA Lab GCCS-J Test Environments, IA Strategy, and IA requirements documentation, as required.  

PS:   Provide complete and accurate documentation in accordance with the program schedule.

      PM:  Review documentation.
· The contractor shall coordinate with external organizations to develop Memoranda of Agreements/Memoranda of Understanding (MOA/MOU) as required to meet external interface and programmatic requirements IAW CJCSI 6731.01A, Global Command and Control System Security Policy.  Contractor shall ensure that all agreements conform to the DISA standard and accurately reflect all applicable program/security issues. 

PS:   Submit draft external organization interface MOA/MOU 15 calendar days after initial direction

PS:   Submit final 5 working days after all issues are resolved.

      PM:  Signed final external organization interface MOA.             

· The contractor shall develop/maintain an MOA process document that provides high-level details of the process used to develop an MOA/MOU.  Procedures will include low level details, to include how to determine:  an MOA/MOU is required, whom the POCs are, what agreements/understandings need to be addressed, etc.

PS:   Submit draft process document 10 calendar days after initial direction.

PS:   Submit final 5 working days after all issues are resolved.

PM:  Signed final MOA process document.

· The contractor shall develop/maintain a method to track the status of MOAs, to include how many MOAs there need to be for GCCS-J, how many MOAs have been completed, how many MOAs are being coordinated, how many MOAs haven’t been started.

PS:   Submit draft tracking document 5 calendar days after initial direction.

PS:   Submit final document 5 working days after all issues are resolved.

PM:  Approved tracking document.

· The contractor shall coordinate and submit planning documents, presentation material/ briefs, recorded minutes/issues and actions, status reports, and the like, for IA meetings and Information Assurance Working Integrated Product Team (IA WIPT) meetings.  The contractor shall draft and submit final IA meeting summary reports and IA WIPT meeting summary reports.
PS:   Provide draft planning documents and briefs within 4 working days prior to IA WIPT meeting.

Provide draft recorded minutes/issues and actions, and summary reports within 2 working day of the IA meeting and IA WIPT meeting.

PS:   Provide final summary reports, recorded minutes/issues and actions within 3 working days after  members have responded to the draft documents.

PM:  Review documentation. 

Deliverables:

· Planning Documents, Presentation Documents, Briefing Documents, Tracking Document

· Recorded Minutes /Issues and Actions from IA meetings and IA WIPT meetings.

6.2.2 - Subtask 2 – Participating in Security Test and Evaluation (ST&E) and work with

Security Engineers and System Developers
Participate in testing when required and provide technical expertise and support in information technology security test and evaluation of security risk assessments.  Consult with System Engineers and System Developers on security issues.  Compile individual release finding data into trend analyses reports, status and progress review spreadsheets, briefings, and the like.  This includes the following tasks.

· Provide a written risk mitigation reports that details specific C/ST&E findings found against GCCS-J assets in the Operational Support Facility (OSF), GCCS-J System Level Test Environment identifying risk mitigation strategies, corrective action, or recommended improvements.  Evaluate findings resulting from FSO or NSA penetration testing at operational site and establish/maintain mitigation plan for findings against the type-accredited system.

PS:   Provide complete and accurate documentation in accordance with the program schedule.

PM:  Review documentation.

Deliverables:

· Technical Reports

· Status/Progress Review Spreadsheet Documents

· Presentation and Briefing Documents

6.2.3. – Subtask 3 – Monitoring and Tracking Information Vulnerability Alerts/Bulletins  

and Technical Advisories
Support the development and assist in the managing of the Information Assurance Vulnerability Management  (IAVM) process for acknowledgement and reporting of corrective “fix action” plans for the GCCS-J PMO by means of VMS.  Consult with Security Engineers, System Developers, and all other key personnel, as required to evaluate and determine if the vulnerability affects the GCCS-J system environment and define risk mitigation strategies required for corrective action.  Support DISA, Field Security Operations (FSO) personnel on Vulnerability Management Security Readiness Reviews (SRRs) by planning and coordinating SRR testing.  Assist in the management of the Vulnerability Management System (VMS), SRR database to report corrective actions against security findings and to request extension(s) if unable to bring findings into compliance.  The contractor shall assist in defining responses for the DoD Information Assurance Vulnerability Alerts/Bulletins/Technical Advisories  (IAVAs/IAVBs/TAs) affecting the GCCS-J system.  The contractor shall disseminate the IAV notification via command channels to all program managers (Joint and/or Combatant Command/Service/Agency (C/S/A) specific), system administrators, and all other key personnel responsible for implementing and managing technical responses to IAV notifications throughout the process.  In addition, the contractor shall acknowledge receipt of the IAV notification via VMS, assist with conducting a risk assessment and determination of risk mitigating actions required for an individual IA vulnerability, draft the release message, and report compliance with an IAV notification via VMS within the 96 hour time restraints enforced by the GCCS-J PMO.  This includes the following task.

· Establish and maintains a GCCS-J security baseline against the GCCS-J type-accredited program within the VMS SRR database.  Team with FSO to ensure all corrective actions(s) are taken to eliminate or mitigate findings found regarding each GCCS-J application (UNIX, WIN2K, Oracle DB, WEB) resulting from FSO ST&Es.  Compare NSA SNAC guides with FSO STIGS and review SRR results that do not match requirements of the GCCS-J security baseline specified in the GCCS-J Trusted Facility Manual (TFM).  Verify that requirement differences that result in Severity Code findings and failed IAVA/B/TA validations have been listed in the FSO Appendix G documents for each application, and that only those items that FSO and the GCCS-J PM have agreed should be exempted from the normal application (UNIX, WIN2K, Oracle DB, WEB) STIG requirements.   

PS:   Provide complete and accurate documentation in accordance with the program schedule.

PS:   Provide supporting documentation from VMS Reports:  GCCS-J Program Baseline Summary Reports, comparative reports regarding the GCCS-J security baseline and accrual findings for an asset, status not in compliance with the baseline, and statistical and detailed data regarding SRR findings based on the GCCS-J program.

PM:  Review documentation

PM:  Review VMS reports

· The contractor shall develop/maintain an IAVM process document that provides high-level details of the process required for the proper implementation of IAV notices released by the DoD CERT.  This process will be reevaluated every six months. 

PS:   Submit draft process document 15 calendar days after initial direction.

PS:   Submit final 5 working days after all issues are resolved.

PM:  Signed final IAVM process document.

· The contractor shall provide formal and informal progress status reviews to inform the GCCS-J PMO on IAVM status, discuss any issues, and recommend courses of action pertaining to IAVM.  The contractor shall prepare status review documents, spreadsheets, briefings, technical reports, and conduct formal and informal progess reviews/briefings as required by the GCCS-J PMO.

            PS:   Provide complete and accurate documentation in accordance with the program 

            schedule.

            PM:  Review documentation.
Deliverables:

· Technical Reports

· Status/Progress Review Spreadsheet Documents

· Presentation and Briefing Documents

6.2.4. – Subtask 4 – Provides expert guidance of the DITSCAP
Be familiar with the DoD information system certification and accreditation principles, practices, and documentation as outlined in DoD Instruction 5200.40, the DITSCAP.  Assist with the development and maintenance of the Systems Security Accreditation Agreement (SSAA) and supporting documentation required to gain DITSCAP type accreditation of the GCCS-J.  In addition to addressing things such as document format and content, this shall include the development and maintenance of appropriate appendices.  Evaluate system modifications embodied in planned future releases to forecast and effectively plan timely SSAA updates.  This includes the following task.

· The contractor shall provide technical support and assist the system certifier by collecting and maintaining program data required for preparation, maintenance, and approval of the GCCS-J SSAA in accordance with DoD Instruction 5200.40, Defense Information Technology Security Certification and Accreditation Process (DITSCAP).  This shall include, but is not be limited to, mission description and system identification, environmental description, system architectural description, security testing plans and procedures, GCCS-J security test results, system rules of behavior, contingency plan, security awareness and training plan, personnel and technical security controls and incident reporting.   

      PS:   Provide complete and accurate documentation in accordance with the program   

      schedule.

PS:  Define SSAA document update schedule integrated with version release schedule.

PM:  Review documentation.

PM: Review integrated schedule.

Deliverable:

· Technical Documentation and Reports
7.  Place of Performance.  The work will be performed at Government facilities, specifically at Skyline 7, Leesburg Pike, Falls Church, VA 22041.

8.  Period of Performance.  The period of performance for this task order is 365 calendar days from task order award. 

9.  Delivery Schedule.

	SOW Task#
	Deliverable Title
	CDRL/DID#
	Due Date
	Copies
	Distribution
	Frequency and Remarks

	6.1.1
	TO Management Plan
	A003/DI-MGMT-80347
	Date or calendar days after award or event
	1 soft

1 hard
	Standard Distribution*
	Draft – 15

Final - 30

	6.1.2
	Monthly Status Report
	A008/DI-MGMT-80368
	
	
	Two Copies to TM; Letter Only to KO
	Monthly, on 12th workday or the 1st working day following, should the 12th be a weekend or holiday.

	6.1.2
	CPR Meeting Presentation Briefs
	DISA-Standard Format
	As required in accordance with program schedule
	1 soft

1 hard
	Standard Distribution*
	Draft - 3 working days before the meeting

Final - 1 working days before the meeting

	6.2.1


	Technical, Status, Summary Reports, Process, Procedures, Agreement Documents, Planning Documentation, Presentation and Briefing Documents, Recorded Minutes
	Contractor-Determined Format
	As required in accordance with program schedule
	1 soft

1 hard
	Standard Distribution*
	Weekly 

Quarterly

Annually or as Required


	6.2.2
	Technical Reports, Status/Prog-ress Spreadsheet Documents,

Presentation and Briefing Documents 
	Contractor-Determined Format
	As required in accordance with program schedule
	1 soft

1 hard
	Standard Distribution*
	Weekly 

Quarterly

Annually or as Required 


	6.2.3
	Technical Reports, Status/Prog-ress Review Spreadsheet Documents, Presentation and Briefing Documents 
	Contractor-Determined Format
	As required in accordance with program schedule
	1 soft

1 hard
	Standard Distribution*
	Weekly 

Quarterly

Annually or as Required


	6.2.4
	Technical Documentation and Reports
	Contractor-Determined Format
	As required in accordance with program schedule
	1 soft

1 hard
	Standard Distribution*
	Weekly 

Quarterly

Annually or as Required


	* Standard Distribution:  1 copy of the transmittal letter with the deliverable to the Primary TM


10.  Security.  Access to classified information is required for this project up to the level of 

SECRET.  ADP Sensitivity Level 2 is required since contractors will be located in Government facilities and will be required to assess the DISA local area network (DISANET).

11.  Government-Furnished Equipment (GFE/Government-Furnished Information (GFI).  The Government will provide a workspace, DISANET LAN access, and telephone for the contractor’s use at the Government site.  Work performed at the contractor’s facility will not use GFE.  The government will provide access to the necessary documents pertaining to GCCS-J.

12.  Other Pertinent Information or Special Considerations.  

a. Identification of Possible Follow-on Work.  The majority or tasks contained in this SOW are recurring, therefore the requirement for this type of work will continue throughout the life of the GCCS-J program.

b. Identification of Potential Conflicts of Interest (COI).  

c. Identification of Non-Disclosure Requirements.  The government at the time of this SOW has identified no requirements however; the government reserves the right to require one at the appropriate time.
d. Packaging, Packing and Shipping Instructions.

e. Inspection and Acceptance Criteria.  

13.  Key Personnel.  Resumes will be provided for key personnel showing relevant IA education and experience identified by name and labor category.  To ensure continuity of key personnel for the duration of this task order, key personnel may not be substituted.  Request for substitution of key personnel shall be in writing.  The contractor shall provide a detailed explanation of the circumstances necessitating the proposed substitution and the substitution shall be subject to concurrence of the Government TM before any work can be assigned under this task order.    
14.  Section 508 Accessibility Standards.  GCCS-J is a National Security System and is not required to comply with Section 508.  

