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DIGITALNET GOVERNMENT SOLUTIONS LLC

TYLER BROOKS-CRAFT

2525 NETWORK PLACE

HERNDON VA 20171-3514

$372,509.62
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X

17. ACCOUNTING AND APPROPRIATION DATA/ LOCAL USE

36. I certify this account is correct and proper for payment.

6. ISSUED BY
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9. CONTRACTOR  
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18. ITEM NO.

19. SCHEDULE OF SUPPLIES/ SERVICES
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DATE

SIGNATURE AND TITLE OF CERTIFYING OFFICER
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CONTRACT EXCEPT AS NOTED

37. RECEIVED AT

38. RECEIVED BY 

39. DATE RECEIVED

(YYYYMMMDD)

DCA200-00-D-5021

1. CONTRACT/PURCH. ORDER/ 

    AGREEMENT NO.

* If quantity accepted by the Government is same as

quantity accepted below quantity ordered and encircle.

DELIVERY/

16. 

14. SHIP TO

See Schedule

HC1013

DD Form 1155, JAN 1998 (EG)

PREVIOUS EDITION MAY BE USED.

SEE SCHEDULE

2. DELIVERY ORDER/ CALL NO.

0026

14

PAGE 1 OF

5. PRIORITY

CODE

8. DELIVERY FOB

DEST

X

OTHER

(See Schedule if other)

MARK IF BUSINESS IS
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27. SHIP NO.
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PARTIAL

FINAL
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31. PAYMENT

COMPLETE

34. CHECK NUMBER

PARTIAL

FINAL

35. BILL OF LADING NO.

40.

TOTAL

CONTAINERS

41. S/R ACCOUNT NO.

42. S/R VOUCHER NO.

ORDER FOR SUPPLIES OR SERVICES

3. DATE OF ORDER/CALL

2004 Sep 27

4. REQ./ PURCH. REQUEST NO.

N3188B04MPJ9347

SEE ITEM 6

FACILITY

10. DELIVER TO FOB POINT BY (Date)

SEE SCHEDULE

12. DISCOUNT TERMS

13. MAIL INVOICES TO THE ADDRESS IN BLOCK

See Item 15

15. PAYMENT WILL BE MADE BY

CODE

DFAS PENSACOLA
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SCOTT AFB IL 62225-5406

This delivery order/call is issued on another Govt. agency or in accordance with and subject to terms and conditions of above numbered contract.

TYPE
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PURCHASE

ORDER

SEE SCHEDULE

7. ADMINISTERED BY 

DISA/DITCO-SCOTT

2300 EAST DRIVE

SCOTT AFB IL 62225-5406

24. UNITED STATES OF AMERICA

TEL:

EMAIL:

iascottafb@scott.disa.mil

CONTRACTING / ORDERING OFFICER

quantity ordered, indicate by X.  If different, enter actual

BY:

ANNE (KAREN) KELLER
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REF:

20.
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22. UNIT PRICE
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29.

30.
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Section B - Supplies or Services and Prices

	ITEM NO
	SUPPLIES/SERVICES
	MAX QUANTITY
	UNIT
	UNIT PRICE
	MAX AMOUNT

	0001
	
	1
	Each
	$372,509.62
	$372,509.62 

	
	Information Assurance Support Services

T&M

DataSync Guard Cross Domain Security Support as in accordance with SOW dated 01 Aug 04 which is an attachment to this order. Period of performance is from date of award of this order thru 30 Sep 05 as in accordance with DigitalNet proposal dated 03 Sep 04 which is incorporated by reference into this order.

PURCHASE REQUEST NUMBER: N3188B04MPJ9347


	

	
	
TOT MAX PRICE
	$372,509.62 

	
	
CEILING PRICE
	

	
	ACRN AA Funded Amount
	$372,509.62


FOB:  Destination
	ITEM NO
	SUPPLIES/SERVICES
	MAX QUANTITY
	UNIT
	UNIT PRICE
	MAX AMOUNT

	0002
	
	1
	Each
	$390,908.44
	$390,908.44 

	OPTION
	Services Non Personal

T&M

Option Year 1 - DataSync Guard and Cross Domain Security Support as in accordance with SOW dated 01 Aug 04 which is an attachment to this order.  Option year 1 period of performance is from 01 Oct 05 thru 30 Sep 06 as in accordance with DigitalNet proposal dated 03 Sep 04 which is incorporated by reference into this order.


	

	
	
TOT MAX PRICE
	$390,908.44 

	
	
CEILING PRICE
	

	
	Funded Amount
	$0.00


FOB:  Destination

Section G - Contract Administration Data

ACCOUNTING AND APPROPRIATION DATA

	AA: 
	97X4930.5F20 000 C1013 0 068142 2F 255011 

	AMOUNT: 
	TOTAL IS  $372,509.62  BREAKOUT IS AS FOLLOWS:  MIPR  N3188B04MPJ9347  $ 98,039.22 AVAILABLE FUNDS

                                                                                                             N3188B04MPJ9347  $274,470.40 ARE FUNDS THAT WILL BE

                                                                                                                                                 INCREMENTALLY FUNDED AS IN 

                                                                                                                                                 ACCORDANCE WITH FAR 52.232-22 

                                                                                                                                                 LIMITATION OF FUNDS  


CLAUSES INCORPORATED BY FULL TEXT

DITCO Points of Contact
Contracting Officer
Contract Specialist
CONTRACTOR Point of Contact

Contractor Name:  DigitalNet

DUNS:  175301720

CAGE CODE: 0GS16 

Contractor POC:  

Email Address:  

Phone Number:  

Fax Number:  

Electronic invoices may be sent to:
invoicereceipt@scott.disa.mil
Questions regarding invoices may be directed to (618) 229-9228.  Vendors may check the status of invoices at the following web site:

http://www.dfas.mil/money/vendor
CREDIT CARD METHOD OF PAYMENT 

If payment is to be made via credit card, contact the Contracting Officer listed above.

Section J - List of Documents, Exhibits and Other Attachments

SOW DATED 01 AUG 04
I ASSURE TASK ORDER (TO) STATEMENT OF WORK (SOW)

DataSync Guard

 And

 Cross Domain Security Support

for the

USJFCOM

Cross-Domain Collaborative Information Environment

August 1, 2004

1.0 SCOPE

1.1 General

U.S. Joint Forces Command (USJFCOM J9) is building a bi-directional cross domain collaboration system. As part of the development of this system USJFCOM has a need for a cross domain guard (CDS)  that can transfer XML documents. The connection to the guard will need to be via a TCP/IP Socket interface. The guard must be capable of  validating  XML documents passing through the guard based on the document's XML Schema. The guard must be able to securely transfer XML documents at a rate of 1 MB per second with a latency of no more than 1.0 seconds for a 1K XML document. USJFCOM J9 is in need of a secure execution platform for the guarding solution that is already certified by the NSA so that connections to the SIPRNET may be made. Also required is consultation and assistance in developing a guarding solution using socket-based transfers of XML documents.

The JFCOM schedule is aggressive in that an initial working guard is needed by early fall 2004, and a certified guard ready for deployment as soon as possible.

DigitalNet has demonstrated a guarding solution that can meet the USJFCOM needs. The solution is to adapt the current DigitalNet DataSync Guard (DSG) using socket-based transfers for JFCOM XML documents. A single collaborative gateway on each side of the guard can send and receive data either in a single direction or bi-directionally. As XML data crosses separate domains it is filtered by the DSG for proper structure and adherence to the USJFCOM approved  security policy. Once the information passes the security filter it is fed into the collaborative gateway server on the receiving domain.

Three tasks of the DataSync Guard are proposed. 

· The first task, Task1 Initial Operational Capability (IOC) will adapt the current DataSync Guard solution using an XTS-300 platform to enable USJFCOM to perform a demonstration of cross domain solution for October 2004 and February 2005;

·  Task2 is to port the Task1 CDS to the XTS-400 execution platform and further modify the IOC  DataSync Guard for USJFCOM usage for demonstrations in December 2004 and February 2005; additionally task 2 is to develop the Full Operational Capability (FOC) which will enhance the DataSync Guard with new USJFCOM filters and functionality;

·  Task3 is to provide any final additional modifications or enhancements to the FOC, as well as, engineering support for the certification and accreditation of the guard solution.

  Currently the data is carried to the computer (called “floppy disk transfer, “sneaker net”, or “air gap”).  This is “old” information when it gets to the destination.  

This task order prescribes the requirements for the contractor to provide an automated  solution to the current “sneaker net” process.  The contractor shall perform a Initial Operational Capability on a DataSync Guard that will demonstrate that the Guard will successfully transfer specific transactions across domains.  The contractor shall enhance the IOC DataSync Guard to Full Operational Capability (FOC) and certify the JFCOM guarding solution and connect to the SIPRNET.  The contractor shall provide engineering support for the certification and accreditation of the guard.  The contractor shall support the PM, JFCOM DataSync Guard for planning, design, development, testing and demonstration activities.

1.2 Government Task Monitors.
      a.  Primary Government Task Monitor.

          MAJ Edward McLarney, JFCOM J9 Prototype Engineering Lead, 

     b.  Alternate Government Task Monitor.

          Ms. Alyson Miller, JFCOM J9 Prototype Engineering Chief Engineer, 

Statement of Work

Tasking

Task1  IOC DataSync Guard 

Task1 will adapt the current DataSync Guard solution using an XTS-300 platform to enable USJFCOM to perform a demonstration of cross domain solution for October 2004 and February 2005; this effort will provide a prototype to meet the Government’s aggressive schedule and provide basic connectivity and filtering. 

Task1 DataSync Guard Activities

The contractor shall support the Government with the following activities:

1. Adapt the current DataSync Guard solution using the XTS-300/STOP5.2E execution platform;

2. Modify the APIs and security filter to support the Oct 2004 Government demonstrations; up to 5 message format types

3. Transfer data from a simulated Server from the high side to the low side;

4. Transfer data from a simulated Server from the low side to the high side;

5. Provide security filtering for specified data transfers both high to low and low to high;

6. Provide JFCOM J9 with the DataSync Guard software and documentation for installation on JFCOM J9’s XTS-300;

7. Provide JFCOM J9 with documentation (including the existing perl code) on the TCP/IP socket interface to the DSG. JFCOM J9 will be implementing a Java version of the guard’s TCP/IP socket interface;

8. Provide assistance, consulting and technical services to the Government engineers to include:

a. Methods of generating new filters;

b. Identifying filter rule sets;

c. Assisting with protocol work and API interfaces.

9. Onsite Installation support for installing the Data Sync Guard 1.0 (XTS-300 based) and its filter sets at USJFCOM in Suffolk Virginia;

10. On-the-Job training on the operation/administration of the DataSync Guard and XML filter development processes;

11. Telephone, Email, and onsite support for assisting USJFCOM in its integration of the DataSync Guard into USJFCOM's CDCIE and MDONA systems. This integration effort includes USJFCOM and DigitalNet XML schema filters for the DataSync Guard and implementing a Java API interface to DataSync Guard's socket interface;

12. Perform other activities as requested by the USJFCOM PM.

Task1 Specific Message Formats and Performance

The DataSync Guard when using the XTS-300/STOP5.2E configuration and a compiled API on the end point hosts is expected to:

1. Securely transfer XML messages as UNICODE data only 

2. Validate XML documents based upon the documents’ XML Schema

3. Transfer 500 1KB messages per second

4. Accommodate 30MB maximum file size

5. Transfer 1 MB per second

6. Transfer 1000 10KB files per 30 seconds

7. Transfer up to 5 message formats

8. Must not have a latency of greater than 1 second for a 1 KB XML file

9. Accommodate a maximum string size of 5 MB

Task2 FOC DataSync Guard 

Task2 is to port the Task1 CDS above to the XTS-400 execution platform and further modify the Initial Operational Capability DataSync Guard for USJFCOM usage for demonstrations in December 2004 and February 2005.  A guarding solution shall consist of the DataSync Guard within the general architecture as shown in the figure above. DigitalNet will port the IOC DataSync Guard solution to new hardware, the XTS-400, in preparation for engineering support for the USJFCOM guarding solution. The tasking activities and message formats appear below.

Task2 DataSync Guard Activities

The contractor shall support the Government with the following activities:

1. Port the current DataSync Guard solution to the XTS-400  and STOP/OS 6.x (or highest NIAP accredited version of STOP/OS) execution platform;

2. Integrate JFCOM J9 provided Java TCP/IP Socket software into the XTS-400 version;

3. Provide JFCOM J9 with XTS-400 version of DSG;

4. Onsite Installation support for installing the Data Sync Guard 2.0 (XTS-400 based) and its filter sets at USJFCOM in Suffolk Virginia;

5. Telephone, Email, and onsite support for assisting USJFCOM in its integration of the DataSync Guard into USJFCOM's CDCIE and MDONA systems. This integration effort includes USJFCOM and DigitalNet XML schema filters for the DataSync Guard and implementing a Java API interface to DataSync Guard's;

6. Perform other activities as requested by the USJFCOM PM.

Task2 Specific Message Formats and Performance

The DataSync Guard when ported to the XTS-400/STOP6.x configuration and a compiled API on the end point hosts is expected to:

1. Securely transfer XML messages as UNICODE data only 

2. Validate XML documents based upon the XML Schemas

3. Transfer 1000 1KB messages per second

4. Accommodate 30MB maximum file size

5. Transfer 5 MB per second

6. Transfer 1000 10KB files per 10 seconds

7. Transfer up to 12 message formats

8. Must not have a latency of greater than 0.5 seconds for a 1 KB XML file

9. Accommodate a maximum string size of 5 MB

Task3 DSG Certification and Accreditation and  FOC Enhancements 

The guarding solution will consist of the DataSync Guard within the general architecture as shown in the diagram above. Only one end-point will interface with the DataSync Guard on the high side and one end-point will interface with the DataSync Guard on the low side. Also a dedicated network interface card on each collaborative gateway server is necessary for interfacing with the DataSync Guard. All cross-domain connections are through the guard. The tasking activities appear below.

DigitalNet, with USJFCOM assistance, will make the necessary enhancements to provide a Full Operational Capability.

Task3 Engineering Support

Task3 is the engineering services for the DataSync Guard necessary to provide support for the certification and accreditation. Also during this task modification or enhancement to the FOC will be added prior to certification and accreditation. DigitalNet will provide consultation and assistance with documentation. The tasking activities appear below.

Task3 DataSync Guard Certification and Accreditation Activities 

The contractor shall support the USJFCOM Program with the following activities:

1. Provide modification or additional functionality to the cross domain solution in Task3 FOC.

2. Co-develop and co-write the documentation necessary for certification of the DataSync Guard with NSA

3. Assist the Government in the DataSync Guard certification and accreditation activities

4. Provide technical support for the NSA Certification Test and Evaluation

5. Provide technical support for the Government Developmental Test and Evaluation

6. Provide technical support for the Government Operational Test and Evaluation

7. Provide technical support for the Government SABI process (cross domain evaluation)

8. Attend Government and USJFCOM program meetings as requested

9. Perform other tasks as requested by the USJFCOM PM.
Deliverables

DigitalNet will efficiently and effectively support USJFCOM for planning, design, development, testing and demonstration activities for the DataSync Guard for all tasks. A table of deliverables is shown below. 

Task1 DataSync Guard Deliverables

The table below lists the deliverables for Task1 and the estimated delivery schedule dates. All deliverables are limited to DigitalNet work activities and in contractor format.  

Table 0‑1 Task1 DataSync Guard Deliverables
	Deliverable Number
	Deliverable
	Date Due
	Deliverable

 Type

	
	Task1 IOC DataSync Guard
	
	

	1-1
	USJFCOM XTS-300 Guard Installation Support 
	September 2004
	Service

	1-2
	Provide JFCOM wil documentation (including perl code) on the TCP/IP socket interface to the DSG
	September, 2004
	Software and documentation

	1-2
	USJFCOM DataSync Guard 

Application and Operating System Software Executables and up to 5 Filters
	Task1 Completion


	Software



MAS = Months After Start;  
All documents are in contractor format.

Task2 DataSync Guard Deliverables

The table below lists the deliverables for Task2 and the estimated delivery schedule dates. All deliverables are limited to DigitalNet work activities and in contractor format.  

Table 0‑2 Task2 DataSync Guard Deliverables
	Deliverable Number
	Deliverable
	Date Due
	Deliverable

 Type

	
	Task 2 FOC Datasync Guard
	
	

	2-1
	Monthly Status Report for the USJFCOM Program Activities
	15th of Month - 12 Occurrences
	Document

	2-2
	USJFCOM DSG Specifications 
	6 MAS


	Document

	2-3
	USJFCOM DSG Security Policy and Data Flow
	6 MAS


	Document

	2-4
	USJFCOM DSG Application and Operating System Software Executables and Filter
	Task2 Completion


	Software

	2-5
	USJFCOM DSG System Test Report
	8 MAS


	Document

	2-7
	Materials – 2 XTS-400/STOP 6.1
	30 days after Government purchase
	Hardware



MAS = Months After Start; All documents are in contractor format.

Task3 DataSync Guard Deliverables

The table below lists the deliverables for Task3 Enhancements and Certification and Accreditation and estimated delivery schedule dates. All reports are limited to DigitalNet work activities and in contractor format. 

Table 0‑3 Task3 DataSync Guard Deliverables
	Deliverable Number
	Deliverable
	Date Due
	Deliverable

 Type

	
	Task3 Enhancements and Certification and Accreditation
	
	

	3-1
	CT&E Plan for the USJFCOM Guard
	8 MAS


	Document

	3-2
	CT&E Training Plan for the USJFCOM Guard
	10 MAS


	Document

	3-3
	Deployment Plan for the USJFCOM Guard
	Task3 Completion


	Document

	3-4
	Materials – 2 XTS-400/STOP 6.1
	30 days after Government purchase
	Hardware



MAS = Months After Start; All documents are in contractor format.

Period of Performance/Place of Performance

      a.  Base Year:  Contract Award – 30 Sep 2005
Task1, Task 2, Task3

      b.  Option Year 1:  1 Oct 2005 – 30 Sep 2006
Task3 Continued as Required

The place of performance for the effort is DigitalNet in Herndon, VA. When requested by the Government, and with DigitalNet consent, temporary duty can also take place at Government CONUS or OCONUS sites in support of this task. 

For DigitalNet to meet the Task1 September delivery at Suffolk, VA DigitalNet must be under contract by August 15, 2004.

Acceptance

The USJFCOM PMO will have five working days to review the deliverables and respond in writing with a detailed description of what must be done in order to obtain approval. If such a document is not received within that time frame, the deliverable is considered to be acceptable. DigitalNet will consult with the USJFCOM PMO POC on day six (the first day after the five day limit) to review requests for change, if any are received. DigitalNet will then have three working days to revise the deliverable or document any issues. After receiving the revised submission, USJFCOM PMO will have at a minimum of two additional working days to review and approve the deliverable.

Terms and Conditions

Contract Type

DigitalNet proposes that any order arising out of this proposal will be on a Time and Materials basis using the DigitalNet I-ASSURE  Schedule.

Invoicing

DigitalNet will invoice monthly for labor hours expended and incurred T&L charges. T&L charges will be comprised of actual cost in accordance with the JTR plus DigitalNet G&A. 

Constraints

DigitalNet will retain and perform the methodology and tools for generation of XML filters from a valid .XSD. DigitalNet will assist the Government in the design of the message schemas and the preparation and conclusion of the filter generation.

Government Furnished Equipment/Property/Activities

The Government will furnish DigitalNet with the appropriate information and resources required for completion of this tasking.

The following items are required of the Government for completion of this tasking:

	GFE Item 
	Due Date

	For Task1:  5 sample messages for October Demonstration;  5 corresponding XML schemas (.xsd); specifics on connectivity, protocols, and coding language between the guard and the collaborative gateway servers; CONOPS document;
	5 DAS

	For Task2: one (1) DataSync Guard host system composed of the

 XTS-400 running STOP 6.x at Suffolk, VA)
	30 DAS of Task 2

	For Task3: one (1) DataSync Guard host system composed of the XTS-400 running STOP 6.x 
	30 DAS of Task2

	For all Tasks:
	

	Work space and telephone access at Government sites if needed
	as requested by DNET

	Documented problem reports identifying problems, issues found with DigitalNet deliverables as discovered
	6 days after delivery by DigitalNet

	Detailed specifications for all interfaces and data formats
	7 DAS

	Approval of all rule sets (security policy) for the USJFCOM security filter(s)
	6 days after delivery by DigitalNet

	Realistic sample message formats for all hosts connected to the DataSync Guard
	10 DAS

	USJFCOM system architecture
	10 DAS

	USJFCOM CONOPS
	10 DAS

	Prompt review and comments on all draft deliverables
	6 days after delivery by DigitalNet

	XML Filter Development and Validation Tools
	10 DAS

	Highside and Lowside end point servers; cabling, software, network connections for each DataSync Guard
	10 days after purchase of each DataSync Guard

	The government provides DigitalNet with the source code for the Java implementation of the DSG TCP/IP Socket interface and application. This will be included in the XTS-400 release of the DSG (see Task 2 for details). The Government may require DigitalNet to sign a release agreement absolving the government from any liabilities resulting from the use of any government provided software.


	At contract completion or as requested by DigitalNet


DAS  =  Days After Start of Task

