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ARTEL INCORPORATED

1893 PRESTON WHITE DRIVE

RESTON VA 20191-5432

MAC BROWN

$415,257.00
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X

17. ACCOUNTING AND APPROPRIATION DATA/ LOCAL USE

36. I certify this account is correct and proper for payment.

6. ISSUED BY

CODE

9. CONTRACTOR  
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19. SCHEDULE OF SUPPLIES/ SERVICES
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CONTRACT EXCEPT AS NOTED

37. RECEIVED AT

38. RECEIVED BY 

39. DATE RECEIVED

(YYYYMMMDD)

DCA200-00-D-5012

1. CONTRACT/PURCH. ORDER/ 

    AGREEMENT NO.

* If quantity accepted by the Government is same as

quantity accepted below quantity ordered and encircle.

DELIVERY/

16. 

14. SHIP TO

See Schedule

HC1013

DD Form 1155, JAN 1998 (EG)

PREVIOUS EDITION MAY BE USED.

SEE SCHEDULE

2. DELIVERY ORDER/ CALL NO.

0019

11

PAGE 1 OF

5. PRIORITY

CODE

8. DELIVERY FOB

DEST

X

OTHER

(See Schedule if other)

MARK IF BUSINESS IS

11.

X

X

SMALL

SMALL

DISADVANTAGED

WOMEN-OWNED

N68566

MARK ALL

PACKAGES AND

PAPERS WITH
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BLOCKS 1 AND 2.

23. AMOUNT

27. SHIP NO.

28. DO VOUCHER NO.

PARTIAL

FINAL

32. PAID BY

33. AMOUNT VERIFIED

CORRECT FOR

31. PAYMENT

COMPLETE

34. CHECK NUMBER

PARTIAL

FINAL

35. BILL OF LADING NO.

40.

TOTAL

CONTAINERS

41. S/R ACCOUNT NO.

42. S/R VOUCHER NO.

ORDER FOR SUPPLIES OR SERVICES

3. DATE OF ORDER/CALL

2004 Sep 29

4. REQ./ PURCH. REQUEST NO.

NMIPR043601161

SEE ITEM 6

FACILITY

10. DELIVER TO FOB POINT BY (Date)

SEE SCHEDULE

12. DISCOUNT TERMS

13. MAIL INVOICES TO THE ADDRESS IN BLOCK

See Item 15

15. PAYMENT WILL BE MADE BY

CODE

DFAS PENSACOLA

MAIL TO: DITCO/AQSC4-FMO,  2300 EAST DRIV

SCOTT AFB IL 62225-5406

This delivery order/call is issued on another Govt. agency or in accordance with and subject to terms and conditions of above numbered contract.

TYPE

CALL

OF

PURCHASE

ORDER

SEE SCHEDULE

7. ADMINISTERED BY 

DISA/DITCO-SCOTT

PO BOX 25857

SCOTT AFB IL 62225

24. UNITED STATES OF AMERICA

TEL:

EMAIL:

iascottafb@scott.disa.mil

CONTRACTING / ORDERING OFFICER

quantity ordered, indicate by X.  If different, enter actual

BY:

KAREN E. KINCAID

If this box is marked, supplier must sign Acceptance and return the following number of copies:

NAME OF CONTRACTOR

SIGNATURE

TYPED NAME AND TITLE

(YYYYMMMDD)

DATE SIGNED

ACCEPTANCE. THE CONTRACTOR HEREBY ACCEPTS THE OFFER REPRESENTED BY THE NUMBERED PURCHASE 

ORDER AS IT MAY PREVIOUSLY HAVE BEEN OR IS NOW MODIFIED, SUBJECT TO ALL OF THE TERMS

AND CONDITIONS SET FORTH, AND AGREES TO PERFORM THE SAME.

Reference your quote dated

Furnish the following on terms specified herein.

REF:

20.
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ORDERED/

ACCEPTED*

21. UNIT

22. UNIT PRICE

DIFFERENCES

29.

30.

INITIALS


Section B - Supplies or Services and Prices

	ITEM NO
	SUPPLIES/SERVICES
	MAX QUANTITY
	UNIT
	UNIT PRICE
	MAX AMOUNT

	0001
	
	1
	Lot
	$391,554.00
	$391,554.00 

	
	Information Assurance Support Services

FFP

Provide support for DITSCAP Compliance Initiative in accordance with attached Statement of Work dated 31 Aug 2004 (IAssure Tracking No. IA00267.00).  The period of performance is 240 calendar days (30 Sep 2004 -- 27 May 2005).  Artel's proposal dated 23 Sep 2004 is incorporated by reference.  This is a firm-fixed-price line item.  The contractor shall invoice 8 monthly payments (Oct 2004 -- May 2005) @ $48,944.25 per month.

PURCHASE REQUEST NUMBER: NMIPR043601161


	

	
	
	

	
	

	

	
	MAX 

NET AMT
	$391,554.00

	

	
	ACRN AA Funded Amount
	
	$391,554.00


FOB:  Destination
	ITEM NO
	SUPPLIES/SERVICES
	MAX QUANTITY
	UNIT
	UNIT PRICE
	MAX AMOUNT

	0002
	
	1
	Lot
	$23,703.00
	$23,703.00 NTE

	
	IASSURE TRAVEL ODCs

T&M

Contractor travel costs (exclusive of labor)  in support of contract line item number 0001.  Amount shown is not-to-exceed (NTE).  The contractor shall coordinate specific travel arrangements with the TM to obtain advance, written approval for the travel before it is conducted.  The contractor's request shall be in writing and contain the dates, locations and estimated costs of the travel.  Reimbursable costs are subject to FAR 31.205-46, Travel Costs, plus G&A in accordance with the contract.


	

	
	
TOT MAX PRICE
	$23,703.00 NTE

	
	
CEILING PRICE
	

	
	ACRN AA Funded Amount
	$23,703.00


FOB:  Destination

Section G - Contract Administration Data

ACCOUNTING AND APPROPRIATION DATA

	AA: 
	97X4930.5F20 000 C1013 0 068142 2F 255011 

	AMOUNT: 
	$415,257.00 


CLAUSES INCORPORATED BY FULL TEXT

Additional Accounting and Appropriation Data

AA:  97X4930.5F20 000 C1013 0 068142 2F 255011

CLIN/SubCLIN
Purchase Request Number
Obligated Amount

0001

NMIPR043601161


$391,554.00

0002

NMIPR043601161


  $23,703.00

DITCO Points of Contact
Issuing Contracting Officer
Administering Contracting Officer
CONTRACTOR Point of Contact

Contractor Name:  Artel, Inc.

DUNS:  190644401

CAGE CODE:  ON511

Contractor POC:  Mac Brown

Email Address:  mbrown@artelinc.com

Phone Number:  703-620-1700 x8080

Fax Number:  703-620-4262

Electronic invoices may be sent to:invoicereceipt@scott.disa.mil
Questions regarding invoices may be directed to (618) 229-9228.  Vendors may check the status of invoices at the following web site:  http://www.dfas.mil/money/vendor
CREDIT CARD METHOD OF PAYMENT:  If payment is to be made via credit card, contact the Contracting Officer listed above.

Section J - List of Documents, Exhibits and Other Attachments

STATEMENT OF WORK
‘I ASSURE’ TASK ORDER (TO) STATEMENT OF WORK (SOW)
as of 31 August 2004
	Contract Number:
	DCA200-00-D-5012

	Task Order Number:
	0019

	IAssure Tracking Number:
	IA00267.00

	Follow-on to IAssure Contract and Task Order Number:
	Not Applicable


1.0  Task Monitors


a.  Primary



Organization:  OO-ALC/LHD



Address:  6029 Wardleigh Rd  Bldg 1207  Hill AFB, UT 84056


b.  Secondary



Organization:  OO-ALC/LHD



Address:  6029 Wardleigh Rd  Bldg 1207  Hill AFB, UT 84056

2.0   Task Order Title:  DITSCAP Compliance Initiative


The Department of Defense Instruction  (DoDI) 8100.3, Department of Defense Voice Networks, requires that all telecommunications switches connected to the Defense Switch Network must have information assurance certification and accreditation by the DISA Designated Approval Authorities (DAA).  It requires telecommunications switches operating at installed locations to be certified and accredited according to the DoD Information Technology Security Certification and Accreditation Process (DITSCAP), DSN Security Technical Implementation Guide.  

3.0  Background


In accordance with DoDI 8100.3, the U.S. Air Force (USAF) has been tasked to perform a site-by-site Department of Defense Information Technology Security Certification and Accreditation Process (DITSCAP). Each USAF base currently has a System Security Authorization Agreement (SSAA) that excludes the Defense Switched Network (DSN). The strategy is to upgrade SSAAs to include DSN (i.e. Time Division Multiplex (TDM) and Voice over Internet Protocol (VoIP) switches), to verify and test each site to highlight risks,  mitigate risks, and document test results. The ultimate goals are Certification and Accreditation of each site and system components and incorporation of the certification into the base SSAA. This Task Order initiates the certification and accreditation requirements of the DSN DITSCAP for AFCA.

.

4.0  Objective  

The objective of this Task Order is to contract with a private agency which will be responsible for developing the process that will bring Air Force switching systems in compliance with DITSCAP requirements per DoD policy.  The Contractor will operate under the direction of the Air Force Communications Agency (AFCA) in performing this task. The scope of this effort entails a DITSCAP initiative performed initially for a pilot program at two AFCA selected Air Force installations, further DITSCAP accreditation at an additional ten Air Force sites (all sites listed in para 7.0) and, ultimately, develop a program applicable for use by the Air Force to continue the certification of all switching installations at all Air Force sites around the world.   Throughout this DITSCAP initiative the Contractor shall  provide additional support for the twelve sites that provides for the modification of existing accreditation documentation, including but not limited to the SSAA, for the Digital Switched Network, Legacy Time Division Multiplexed (TDM) and Voice over Internet Protocol (VoIP) equipment in End Office, Multi-Function Switches (MFS), Private Branch Exchanges (PBX), and Small End Office Switch (SMEO) configurations at Air Force sites.

5.0  Scope

     The Contractor shall develop a strategy for plans preparation, coordination, and implementation of DITSCAP accreditation tasks for the twelve AFCA selected sites.  The Contractor must fully understand and be able to execute under this initiative the four primary DITSCAP phases as outlined in DODI 5200.40 including all tasks pertaining to the  Definition, Verification, Validation, and Post Accreditation of a system.  The Contractor shall apply pertinent activities outlined in those phases to Air Force switching systems at the identified twelve sites.  The Contractor shall ensure sufficient staffing and appropriately skilled personnel are employed on this Task Order to support the Government’s project management requirements.  

6.0  Specific Tasks

     Specific Requirements and Deliverables.  The contractor shall provide the following deliverables within the period of performance timelines as identified in Table 1 below.  In addition to the below listed tasks, a monthly status report will be made available to the government at the end of each month following contract award.  

6.1:   Task 1 - Template  Upon notification of award of this delivery order, the contractor will have five business days to provide a template for use by individual sites to complete their DITSCAP/SSA, Certificate of Networthiness, and Certificate to Operate requirements for Voice Systems.  


Deliverables:  



CDRL A142:   Template

6.2  Task 2:  Test Plan Creation.   The Contractor shall develop a Task Order Management Plan that outlines all activities on this Task Order and a standard, comprehensive Draft Test Plan that can be used for individual site testing. The Contractor shall incorporate Air Force security technical procedures into Test Plan and ensure incorporation of DSN STIG information into Test Plan.  The draft test plan will be updated as needed during the Pilot Testing phase (see task 3 below) and a Final Test Plan will be developed prior to the testing of the additional ten sites.


Deliverables:  



CDRL A312  Task Order Management Plan


CDRL A142  Draft Test Plan and Procedures
6.3 Task 3 -  Implement Testing. The Contractor shall write the automated scripts for the Test Pilot and update scripts as needed.  The Contractor shall organize and analyze the test results in order to ensure accreditation compliance. Testing will then continue at the remaining ten sites.  The output of Testing shall include a Remediation Matrix that will list Findings and Comments.  Reports and all data shall be made available to the government PM and the information provided via the Contractor testing of the system shall be made available to the bases so that they may make security upgrades to their systems.  


Deliverables:



A142:  AFCA Scripts



A142:  AFCA Final Test Plan and Procedures



A142:   Remediation Matrix for Pilot sites



A142:   Remediation Matrix for 10 additional sites
7.0  Place of Performance

The Contractor’s support facility shall be within proximity of  the DSN management organization (DISA/NS53) located in Falls Church, Virginia. Proximity is defined as a location within Northern Virginia that is within easy commuting distance.  The twelve bases selected for this initiative are:

 Randolph AFB, TX  (AETC)

 Lackland AFB, TX (AETC)  

 Scott AFB, IL  (AMC) 

 Andrews AFB, MD  (AMC)

 Langley, AFB VA (ACC)

 Wright Patterson AFB, OH (AFMC)

 Vandenberg AFB, CA (AFSPC)

 Hickam AB HI (PACAF)

 Ramstien AB, Germany (USAFE)

 RAF Lakenheath AB, UK(USAFE)  

 RAF Mildenhall or Croughton, UK (USAFE)

 Osan AB, Korea (PACAF)  

The Government does not anticipate contractor travel to successfully perform in accordance with this Statment of Work.  If the contractor anticipates travel to one or more sites, the cost of travel is to be included in the firm, fixed price proposal.
8.0  Period of Performance

The period of performance for this Task Order will be 240 calendar days.

9.0  Delivery Schedule

	SOW Task
	Definition
	CDRL
	Due Date
	Copies
	Distribution

	6.0
	Monthly Status Report
	A310
	Within 30 days of contract award and every end-of-month thereafter until completion
	5
	Standard*

	6.1
	Site Template
	A142
	Within 5 business days of contract award
	5
	Standard*

	6.2
	Task Order Management Plan
	A312
	Within 30 days of contract award to be amended as needed upon AFCA review
	5
	Standard*

	6.2
	Draft Test Plan and Procedures
	A142
	Within 90 days of contract award or earlier
	5
	Standard*

	6.3
	AFCA Scripts
	A142
	Initial scripts within 90 days of contract award or earlier.  Scripts to be updated as required for entire period of project.


	5
	Standard*

	6.3
	AFCA Final Test Plan and Procedures
	A142
	Within 180 days of award or at end of Pilot testing whichever is earliest
	5
	Standard*

	6.3
	Remediation Matrix for Pilot sites
	A142
	Within 180 days of award or at tend of Pilot testing whichever is earliest
	5
	Standard*

	6.3
	Remediation Matrix for remaining sites
	A142
	Within 30 of final testing of remaining 10 sites or 240 days whichever is earliest
	5
	Standard*







       Table 1

10.0  Security

    Contractor personnel working on this task will possess as a minimum an interim secret security clearance and will be given access to specified restricted areas. Sensitive but Unclassified (SBU) computers will be restricted to no higher than “For Official Use Only” processing.  Contractors shall comply with all local, DISA and DOS security regulations, instructions, and policies in processing data on ADPE equipment.  Classified data will only be processed on terminals and workstations specifically approved and marked for appropriate security level (s); in general, unless specifically approved, only UNCLASSIFIED, and SENSITIVE BUT UNCLASSIFED (SBU) data will be processed on GFE ADPE.  Appropriate Privacy Act safeguards will be taken to protect SBU data.

11.0  Government Support:

The government will provide access to data, facilities, and personnel to enable the contractor to satisfy requirements of the Task Order (TO) within constraints of the delivery schedule and period of performance. Following are items that the government will be required to provide in order to allow the contractor to perform the work.

	Government Furnished Information (GFI)

	1
	AFCA will provide a list of equipment per site and interconnections so that verification of the SSAA can be performed (to include which sites have VOIP.)

	2
	AFCA will provide or make accessible AFCA Standard Operating Procedures (SOPs), DITSCAP reference information,  and applicable security documentation.

	3
	AFCA will provide the contractor with a list of sites that it wishes to have tested prior to others and/or a schedule for testing.

	4
	AFCA will provide coordination and liaison with sites regarding access to facilities for testing.






       Table 2

12.  Other Pertinent Information or Special Considerations.

a.  Identification of Possible Follow-on Work.  None anticipated.

b.  Identification of Potential Conflicts of Interest (COI).   No COIs or potential COIs exist for the execution of this task order.


c.  Identification of Non-Disclosure Requirements.  The IAssure contractor who receives the resulting task order will not have access to any sensitive or proprietary information during task order execution.


d.  Packaging, Packing and Shipping Instructions.  No requirements exceeding those in the IAssure contract.


e.  Inspection and Acceptance Criteria.  No requirements exceeding those in the IAssure contract.  

13.  Section 508 Accessibility Standards.  The following Section 508 Accessibility Standard(s) (Technical Standards and Functional Performance Criteria) are applicable (if box is checked) to this acquisition.

NOTE:  Section 508 does not apply to this acquisition.

Technical Standards
 FORMCHECKBOX 
 1194.21 - Software Applications and Operating Systems

 FORMCHECKBOX 
 1194.22 - Web Based Intranet and Internet Information and Applications

 FORMCHECKBOX 
 1194.23 - Telecommunications Products

 FORMCHECKBOX 
 1194.24 - Video and Multimedia Products

 FORMCHECKBOX 
 1194.25 - Self-Contained, Closed Products

 FORMCHECKBOX 
 1194.26 - Desktop and Portable Computers

 FORMCHECKBOX 
 1194.41 - Information, Documentation and Support

The Technical Standards above facilitate the assurance that the maximum technical standards are provided to the Offerors.  Functional Performance Criteria is the minimally acceptable standards to ensure Section 508 compliance.  This block is checked to ensure that the minimally acceptable electronic and information technology (E&IT) products are proposed.

Functional Performance Criteria
 FORMCHECKBOX 
 1194.31 - Functional Performance Criteria 

14.0  Performance Matrix

	  Performance Objective
	 Performance Standard
	   Surveillance Method


	          Incentives

	Provide template for sites to input data to determine networthiness/CTO
	Does the template contain the required information and was it timely
	Review by AFCA and identified agencies
	No remedy effort on the part of the contractor

	Provide draft and final test plan for  use at sites 
	Must be standardized, easily implemented by sites and effective in the outcome
	Test plan will be implemented at pilot sites and success levels will be evaluated
	No remedy effort on the part of the contractor

	Implement testing at a specified number of sites
	Is the testing effective and does it achieve the desired results
	Review and examination of test results by AFCA and identified agencies
	No remedy effort on the part of the contractor

	Remediation Matrix list findings and recommend remediation tasks
	Does the matrix provide information necessary for accreditation/certification
	Review and examination of test results by AFCA and identified agencies
	No remedy effort on the part of the contractor







        Table 3

