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Section B - Supplies or Services and Prices

	ITEM NO
	SUPPLIES/SERVICES
	MAX QUANTITY
	UNIT
	UNIT PRICE
	MAX AMOUNT

	0001
	
	1
	Lot
	$838,670.76
	$838,670.76 

	
	Information Assurance Support Services

FFP

Provide Technical and Operational Support for the Department of Justice Computer Emergency Response Team (CERT) in accordance with SOW dated 15 Sep 04 which is an attachment to this order.  Period of performance is 365 calendar days, from 01 Oct 04 thru 30 Sep 05.   SAIC revised proposal dated 13 Oct 04 which is incorporated by reference into this order.  This is a firm- fixed- price order and there will be twelve equal monthly payments of $69,889.23.

PURCHASE REQUEST NUMBER: DOJITSS05001


	

	
	
	

	
	

	

	
	MAX 

NET AMT
	$838,670.76

	

	
	ACRN AA Funded Amount
	
	$838,670.76


FOB:  Destination

Section G - Contract Administration Data

ACCOUNTING AND APPROPRIATION DATA

	AA: 
	97X4930.5F20 000 C1013 0 068142 2F 255011 

	AMOUNT: 
	$838,670.76 


CLAUSES INCORPORATED BY FULL TEXT

52.232-22     LIMITATION OF FUNDS (APR 1984)

(a) The parties estimate that performance of this contract will not cost the Government more than (1) the estimated cost specified in the Schedule or, (2) if this is a cost-sharing contract, the Government's share of the estimated cost specified in the Schedule. The Contractor agrees to use its best efforts to perform the work specified in the Schedule and all obligations under this contract within the estimated cost, which, if this is a cost-sharing contract, includes both the Government's and the Contractor's share of the cost. 

(b) The Schedule specifies the amount presently available for payment by the Government and allotted to this contract, the items covered, the Government's share of the cost if this is a cost-sharing contract, and the period of performance it is estimated the allotted amount will cover. The parties contemplate that the Government will allot additional funds incrementally to the contract up to the full estimated cost to the Government specified in the Schedule, exclusive of any fee. The Contractor agrees to perform, or have performed, work on the contract up to the point at which the total amount paid and payable by the Government under the contract approximates but does not exceed the total amount actually allotted by the Government to the contract. 

(c) The Contractor shall notify the Contracting Officer in writing whenever it has reason to believe that the costs it expects to incur under this contract in the next 60 days, when added to all costs previously incurred, will exceed 75 percent of (1) the total amount so far allotted to the contract by the Government or, (2) if this is a cost-sharing contract, the amount then allotted to the contract by the Government plus the Contractor's corresponding share. The notice shall state the estimated amount of additional funds required to continue performance for the period specified in the Schedule. 

(d) Sixty days before the end of the period specified in the Schedule, the Contractor shall notify the Contracting Officer in writing of the estimated amount of additional funds, if any, required to continue timely performance under the contract or for any further period specified in the Schedule or otherwise agreed upon, and when the funds will be required. 

(e) If, after notification, additional funds are not allotted by the end of the period specified in the Schedule or another agreed-upon date, upon the Contractor's written request the Contracting Officer will terminate this contract on that date in accordance with the provisions of the Termination clause of this contract. If the Contractor estimates that the funds available will allow it to continue to discharge its obligations beyond that date, it may specify a later date in its request, and the Contracting Officer may terminate this contract on that later date. 

(f) Except as required by other provisions of this contract, specifically citing and stated to be an exception to this clause-- 

(1) The Government is not obligated to reimburse the Contractor for costs incurred in excess of the total amount allotted by the Government to this contract; and 

(2) The Contractor is not obligated to continue performance under this contract (including actions under the Termination clause of this contract) or otherwise incur costs in excess of (i) the amount then allotted to the contract by the Government or, (ii) if this is a cost-sharing contract, the amount then allotted by the Government to the contract plus the Contractor's corresponding share, until the Contracting Officer notifies the Contractor in writing that the amount allotted by the Government has been increased and specifies an increased amount, which shall then constitute the total amount allotted by the Government to this contract. 

(g) The estimated cost shall be increased to the extent that (1) the amount allotted by the Government or, (2) if this is a cost-sharing contract, the amount then allotted by the Government to the contract plus the Contractor's corresponding share, exceeds the estimated cost specified in the Schedule. If this is a cost-sharing contract, the increase shall be allocated in accordance with the formula specified in the Schedule. 

(h) No notice, communication, or representation in any form other than that specified in subparagraph (f)(2) above, or from any person other than the Contracting Officer, shall affect the amount allotted by the Government to this contract. In the absence of the specified notice, the Government is not obligated to reimburse the Contractor for any costs in excess of the total amount allotted by the Government to this contract, whether incurred during the course of the contract or as a result of termination. 

(i) When and to the extent that the amount allotted by the Government to the contract is increased, any costs the Contractor incurs before the increase that are in excess of (1) the amount previously allotted by the Government or, (2) if this is a cost-sharing contract, the amount previously allotted by the Government to the contract plus the Contractor's corresponding share, shall be allowable to the same extent as if incurred afterward, unless the Contracting Officer issues a termination or other notice and directs that the increase is solely to cover termination or other specified expenses. 

(j) Change orders shall not be considered an authorization to exceed the amount allotted by the Government specified in the Schedule, unless they contain a statement increasing the amount allotted. 

(k) Nothing in this clause shall affect the right of the Government to terminate this contract. If this contract is terminated, the Government and the Contractor shall negotiate an equitable distribution of all property produced or purchased under the contract, based upon the share of costs incurred by each. 

(l) If the Government does not allot sufficient funds to allow completion of the work, the Contractor is entitled to a percentage of the fee specified in the Schedule equalling the percentage of completion of the work contemplated by this contract.

(End of clause)

Additional Accounting and Appropriation Data

AA:  97X4930.5F20 000 C1013 0 068142 2F 255011

CLIN                 Funding Document No.                  Status of Funding                     Obligated Amount

0001                   DOJITSS05001                            Available Now                           $231,793.50

0001                   DOJITSS05001                            $606,877.26 Incrementally         $0.00

                                                                                Funded IAW FAR 52.232-22

DITCO Point of Contact

Contracting Officer
Contractor Point of Contact

Contractor Name:  Science Applications International Corp.

DUNS:  148095086

CAGE CODE:  0T5L1

Contractor POC:  Kim Hayes

Email Address:  kimberly.d.hayes@saic.com

Phone Number:  703-375-2079

Electronic invoices may be sent to invoicereceipt@scott.disa.mil.  Questions regarding invoices may be directed to (618) 229-9228.  Vendors may check the status of invoices at the following web site:




http://www.dfas.mil/money/vendor
CREDIT CARD METHOD OF PAYMENT.  If payment is to be made via credit card, contact the Contracting Officer listed above.
Section J - List of Documents, Exhibits and Other Attachments

SOW DATED 15 SEP 04
‘I ASSURE’ TASK ORDER (TO) STATEMENT OF WORK (SOW)
as of September 15, 2004

	Contract Number:
	DCA200-00-D-5017

	Task Order Number:
	0061

	IAssure Tracking Number:
	IA00268.00

	Previous Contract and Task Order Number:
	DCA200-00-D-5017 TO44


1.  Task Monitors (TMs).  

a.  Primary TM.
	Name:
	

	Organization:
	U.S. Department of Justice, IT Security Staff

	Address:
	P. O. Box 59110

Potomac, MD  20859-9110

1151- D Seven Locks Road

Rockville MD  20854

	Phone Number:
	

	Fax Number:
	

	E-Mail Address:
	


b.  Alternate TM.
	Name:
	

	Organization:
	U.S. Department of Justice, IT Security Staff

	Address:
	601 Pennsylvania Avenue, NW,

South Building, Suite 230

Washington, DC  20530

	Phone Number:
	

	Fax Number:
	

	E-Mail Address:
	


2.  Task Order Title.  Technical and Operational Support for the Department of Justice Computer Emergency Response Team (DOJCERT)
3.  Background.  
The DOJCERT provides computer security incident response services to all Components of the U.S Department of Justice.  The services include the following:

· Initial incident handling;

· Incident assessment;

· Incident response; 

· Incident reporting; and

· Data call responsibilities and resulting Patch Management.

DOJCERT provides for enhanced incident response capability to the U.S. Department of Justice by implementation of the following actions:

· Evaluation of incident response plans developed by DOJ Components;

· Planning & coordination of exercises to evaluate response effectiveness;

· Support and provision for incident response training DOJ wide;

· Development of a Help Desk capability to service the DOJ Components)

· Development/Implementation of an Incident Response/Patch database system. 

The initial incident handling service includes:  reviewing incident reports for completeness; researching and answering questions contained in inquiries; organizing steps for solution of the incident; contacting appropriate management and response personnel, and managing a status ticket for the incident.  The incident assessment service includes: determining the urgency needed for response to the incident; collecting information that will be helpful in determining a solution to the incident; soliciting the involvement of DOJ officials as appropriate; coordinating technical support from IT Security Staff when necessary; and issuing security notification bulletins as appropriate.  The incident response service includes:  implementing a solution to the incident; issuing follow-up security notifications; maintaining contact with the affected Component until all reporting is completed; forwarding important relevant information to all DOJ Components; and updating the status ticket for the incident.  The incident reporting service includes following DOJ procedures that depend upon whether the DOJCERT receives an inquiry or a report, and whether the report involves or does not involve national security information.

The services provided by the DOJCERT are essential both to the rapid detection and resolution of security incidents and to the protection of the Department of Justice from damage to its functions, data, and systems resulting from security incidents. The contractor is required to provide 24x7x365 mobile telephone access for all of the contractor staff.  The requested work is for the continuation of contractor support that is currently provided to the DOJCERT through the I-Assure contract vehicle.  It is essential that the successful contractor demonstrate the ability to provide support for these services in a manner that avoids adverse impact to the effectiveness and timeliness of the DOJCERT services.

Installation of patches for equipment/software is a critical step in the process of ensuring the integrity of a network enclave and protection against known attacks.  The contractor will develop a process to help ensure consistent and reliable means to manage and monitor the patch installation process.  This will enable the DOJCERT Program Manager to deliver vital patch management data/information to DOJ Management in a consistent report format for each data call that occurs.

The contractor is responsible for supporting the collection and assimilation of data/statistics to assist the DOJ in its efforts to comply with the Federal Information Security Management Act (FISMA) requirements.  The contractor collects the information, analyzes and assimilates it, and collates it into a meaningful report for the review and approval of the DOJCERT Program Manager.  

4.  Objectives.  
The contractor will provide immediate (on 1 October 2004) support for the operation of the DOJCERT and for research and planning to support improvements to its operation.  Support for the operation of the DOJCERT will help enable timely response to incidents, effective analysis of trends, and timely dissemination of incident information.  The contractor will provide revised Incident Response Plan (IRP) templates to the Components.  The contractor will also provide assistance to the Components in updating their IRPs.  The contractor will standardize the process of handling data calls, which are measured responses of the Components to announced vulnerabilities and their respective recommended installation of patches.  The contractor will provide helpdesk and Incident Response database support to the DOJCERT for a six month period while the Government TM decides on a permanent helpdesk/database support solution.  Finally, the contractor will provide support to data and statistics collection for the FISMA process.  Support for improvements to the DOJCERT’s operations will result in continuous improvement in its effectiveness and efficiency.

5.  Scope.  
Specific services addressed in this SOW are:

· Task Area 1 - Contract-Level and TO Management
· Task Area 2 - Operational Support

· Task Area 3 – Update of Incident Response and Reporting Standard 2.9
· Task Area 4 – Department-wide Incident Response Exercise
· Task Area 5 - Periodic Risk Assessments
· Task Area 6 - DOJCERT COOP/Contingency Plan Development
· Task Area 7 - Secure Web-based Database Customization and Support
· Task Area 8 –24x7x365 Telephone and E-Mail Support 
· Task Area 9 – Research Support for new DOJCERT Helpdesk and Incident Database
6.  Specific Tasks.
6.1 - Task 1 - Contract-Level and TO Management.
6.1.1 - Subtask 1 - Integration Management Control Planning.  Provide the technical (task order level) and functional activities at the Contract Level needed for the Program Management of this SOW. Include productivity and management methods such as Quality Assurance, Progress/status reporting, and Program Reviews at the Contract and Task Order level. Provide the centralized administrative, clerical, documentation and related functions.

6.1.2 - Subtask 2 - TO Management. Conduct an initial Technical Interchange Meeting (TIM) to ensure a common understanding between the contractor and the Government on the TO requirements.  Prepare a TO Management Plan describing the technical approach, organizational resources and management controls to be employed to meet the cost, performance and schedule requirements throughout TO execution.  Provide a monthly status report monitoring the quality assurance, progress/status reporting, and program reviews applied to the TO.  Conduct a monthly TO Management Review meeting to present the status report.

Deliverables:  
Technical Interchange Meeting  

TIM Minutes 

Task Order Management Plan



Monthly Status Report, including financial status



Monthly TO Management Review

6.2 – Task 2 – Operational Support
6.2.1
Subtask 1 – Incident Coordination Support.  Provide support for review of incident reports for completeness.  Research and answer questions contained in inquiries.  Update status tickets related to incidents and close the tickets when the incident is resolved.  Issue appropriate security notifications to FBI, IC-IRC, US-CERT, and SEPS as details of the incidents indicate.  Provide contingency staff support.  Issue relevant security alerts, product security bulletins, and other security information to the DOJ Components.  Support Components in evaluating the impacts of incidents.  Research vendor recommended strategies for mitigating vulnerabilities in the vendor’s systems. 

Deliverables:  
Virus Bulletins



Security Alerts



Product Security Bulletins



Security Clips

6.2.2
Subtask 2 – DOJCERT Technical and Management Support.  Provide customization of operational forms and databases as needed.  Periodically update DOJCERT policies and procedures.  Produce a monthly and additional ad hoc as needed report card that indicates progress of Components’ incident reporting compliance, IRP development and Exercise participation, and security patch installation status.  Evaluate incident response plans for the Components.  Evaluate new Security tools as requested.  Publish a quarterly DOJCERT newsletter, containing articles that will be informative and help incident response professionals throughout the Department.  Conduct research of other organizations within DoD and other agencies/departments that are similar to DOJCERT, write technical papers, and develop management tools, as may be assigned.  Plan and coordinate test exercises to assess incident response effectiveness, and assist Components by reviewing their exercise plans.  Collect and collate data/statistics for annual FISMA reporting.

Deliverables:  
Monthly Technical Assessment Reports



Monthly and Ad Hoc Report Card Reports



Quarterly DOJCERT Newsletter



Management tools, and CERT tools reports and/or Technical Papers



Annual FISMA Report

6.2.3
Subtask 3 – Security Patch Management.  Provide draft policy and procedures that outlines the necessary steps and processes required to track patch installation across all Components.  Data calls are the formal requests by the DOJCERT under the direction of DIA, IC-IRC, OMB and DOJ Management for Component reporting of patch installation progress.  This information is used to produce a formal report for DOJ Management, DIA, IC-IRC, and OMB showing DOJ overall progress toward meeting Federal Government set deadlines for patch installation.  The contractor will work with the Components and the Department CIO in situations where waivers and/or extensions to patch installations are requested.      

Deliverables: 
Patch Management Plan – Policy/Procedures



Data Calls

6.3 – Task 3 – Update of the Incident Response and Reporting Standard 2.9 

The contractor will review the need to update DOJ Standard 2.9, Incident Response and Reporting at least annually.  In recent months, DOJCERT has collected information that will be valuable in updating the standard. This task requires support for update of Standard 2.9 utilizing, but not limited to the following information sources:

· Lessons learned by Components as a result of previous incident response exercises

· Lessons learned by DOJCERT as a result of previous incident response exercises

· Changes resulting from DOJCERT interactions with the DOJ Cyber Defense Operations Team (CDOT)

· Changes resulting from updates to NIST standards and other federal guidance and requirements

Deliverables:  Revised DOJ Standard 2.9 Incident Response and Reporting

6.4 – Task 4 –Department-wide Incident Response Exercise

6.4.1 
Subtask 1 Coordinate and support Component-wide IRP exercise.  Component IRPs are requiredto be exercised at least annually.  Upon completion of the exercise, Components are required to update their IRPs as indicated by the exercise results.  This task requires support for the exercise and update of Component IRPs by:

· Planning and coordination of a DOJ-wide incident response exercise

· Review and critique of Components’ IRP exercise plans

· Providing guidance to Components for development of lessons learned reports

· Evaluating exercise results and Components’ lessons learned reports in order to uncover areas for improvement in IRPs, conduct of exercises, and update of standards, training and/or awareness

Deliverables include:  
Exercise Plan




Exercise Lessons Learned

6.4.2 
Subtask 2 Update DOJ IRP Template per Lessons Learned.  The contractor shall update he IRP Template, which the DOJCERT distributes to the Components for their guidance in constructing their IRPs.  Once the Template is updated, it must be distributed to the Components for their consumption and use so they can adapt their plans accordingly.  

Deliverables include:  
Revised Incident Response Plan Template

6.5  – Task 5 – Periodic Risk Assessments
Periodically conduct a risk assessment of the Incident tracking database system to ensure that the system is secure and is operationally sound.  The assessment can be a self-assessment and System Test & Evaluation (ST&E) that verifies all applicable security controls are implemented and operating as expected.  The assessments will be performed on the new IR/Patch database system that is to be operational for the DOJCERT by March 31, 2005.  The initial assessment should be performed before the system goes operational, and periodic assessments performed semi-annually thereafter. 

Deliverables include:  
Risk Assessment and associated Reports




System Test & Evaluation (ST&E) 

6.6  – Task 6 – DOJCERT COOP/Contingency Plan Development
The contractor shall develop a Continuity of Operations Plan (COOP) and Contingency Plan, which will provide the capability for the DOJCERT to resume and maintain operations at an alternate location if necessary, with minimal interruption to normal support to the DOJ Components.  The plan shall provide for the availability and use of alternate means to carry on business operations in the event of a major disruption and/or if the DOJCERT facility in Rockville, MD becomes uninhabitable.  The alternate facility must be geographically remote from the Rockville location such that an event at the Rockville location will probably not directly affect the alternate site in the same way.  Numerous provisions must be made for a contingency plan and COOP to be implemented successfully:

· Personnel considerations such as travel (local and overnight), food, lodging, and other incidental costs; 

· Office equipment such as computers, printers, fax machine(s), copiers; 

· Computers (laptop and/or desktops) and network connectivity (local LAN and remotely with DOJ JCON);

· Office supplies such as staplers, paper, DOJ/DOJCERT forms, pens/pencils; 

· Office furniture such as tables, desks, and file cabinets; and,  

· A facility that permits the DOJCERT to conduct business operations adequately so as to continue to support the DOJ operations at least for a 30-day period.      

The plan shall be tested at least annually and lessons learned are to be incorporated into the plan.  The exercise of the COOP will be addressed in parallel with that of the IRP that is covered in Section 6.4.1.  The plan will be revised per lessons learned and/or major changes in personnel or operational environment.  Revised plans will be circulated to the appropriate individuals and old copies collected and destroyed.  

Deliverables:
DOJCERT COOP/Contingency Plan

6.7 – Task 7 – Secure Web-based Database Customization and Support
The contractor will continue to provide 24x7x365 web-based secure database support for Department of Justice and its Components to report computer security incidents.  The database is used to report and track computer security incidents.  For authentication, the database utilizes both Secure Sockets Layer (SSL) and a login/password, which will meet DOJ’s minimum password restrictions by DOJ Order 2640.  The certificates and login/password accounts will continue to be managed by the contractor, for no more than 200 users.  Turnaround time for new user account requests will be no longer than two (2) working days.  In addition to SSL and logins, security of the database includes filtering based on IP address.  Customization of the database for DOJ requirements will be provided, including tailored reports and the additional functionality of master/leader/user levels, for access to the database and reporting.  These levels will allow for Component privacy of information.  DOJCERT Watch Center management and staff cooperate in requests needed in order to meet Federal and DOJ Certification & Accreditation requirements for the database and integrated system, including data dumps as required for FISMA and in customer supplied format.

The contractor staff at the Watch Center will continue to do the following: 

· Enter incident reports in the database.  Alternatively, Department of Justice (or its Components) will enter incident reports remotely.  

· The staff supporting this requirement will have a background that includes computer security.  
· Open and update status tickets related to incidents and close the tickets when the incident is resolved.  

· Notify appropriate DOJCERT staff immediately upon report of an incident.  

· During non-business hours, determine severity of incident, and escalate incident when appropriate.

A patch status tracking function for the DOJCERT Incident Tracking System (secure online incident reporting database) is now operational and ready for testing.  The contractor will test the patch module for functionality and operational capability.  Once the patch status tracking function is tested and approved, the DOJCERT Staff will notify the Component security officers of an important patch that needs to be deployed, the Component security officers should be able to securely log into the DOJCERT database and report the status of patching efforts in their respective Component.  The security officers should only be able to view, edit, and update the data for their own Component.  There should also be a page accessible only to DOJCERT Staff that provides a management summary of the status of the Components' patching efforts.  This is a continuation of the previous capability developed and maintained by the DOJCERT Watch Center in Herndon, VA. 
Deliverables:  
Customized Database Reports



Updates to database to comply with FISMA requirements



Deliverable to continue for a 6-month period ending March 31, 2005
6.8 – Task 8 – Telephone and E-Mail Support
The contractor support will:

· Provide 24x7x365 telephone and e-mail support for Department of Justice and its Components to report computer security incidents.  

· Provide security identification and/or verification of DOJ personnel reporting incidents by telephone.  

· The staff supporting this requirement will have a background that includes computer security.  
· Open and update status tickets related to incidents and close the tickets when the incident is resolved.  

· Notify appropriate DOJCERT staff immediately upon report of an incident.  

· During non-business hours, determine severity of incident, and escalate incident when appropriate.

DOJCERT e-mail will be provided to the contractor through a Virtual Private Network (VPN) tunnel or other secure means, compatible with the current DOJ environment.

Deliverable:
Full 24x7x365 incident reporting capability; continue current capabilities after contract award for a period of 6 months ending March 31, 2005

6.9 – Task 9 – Research Support for new DOJCERT Helpdesk and Incident Database 
The contractor will provide research to assist the DOJCERT TM with procurement of a new helpdesk and incident database capability for the DOJCERT.  As stated in Tasks 7 and 8 respectively, the current database and helpdesk capabilities will end as of March 31, 2005.  The DOJCERT TM plans for a new helpdesk and database to be in place and approved for operation before this date so that a smooth transition can take place at the March 31, 2005 cutoff of Tasks 7 and 8 above.  The contractor will assist the DOJCERT TM, when requested, with research and evaluation of options for the helpdesk services and database engine, and make a proposal for the best fit for the DOJCERT operations.       

7.  Place of Performance.  

The place of performance for Tasks 1-- 6 and 9 is the DOJCERT at Justice Data Center - Washington, located at 1151-D Seven Locks Road, Rockville, MD  20854.  Some limited effort may be performed at the contractor’s facility.

The place of performance for Tasks 7 and 8 will be SAIC, 13921 Park Center Rd., Herndon, VA 20171.
8.  Period of Performance.  
The period of performance for Tasks 1  -- 6 and 9 will be one fiscal year beginning 1 October 2004 and ending 30 September 2005.

The period of performance for Tasks 7 & 8 will be 6 months beginning 1 October 2004 and ending 31 March 2005.

9.  Delivery Schedule.  

	SOW Task#
	Deliverable Title
	CDRL/DID#
	Due Date
	Copies
	Distribution
	Frequency and Remarks

	6.1.2
	TIM
	
	10 Working Days After TO Award
	N/A
	N/A
	Task Start

	6.1.2
	TIM Minutes
	Contractor-Determined Format
	5 Working Days after TIM
	One (1)

Hard and one (1) soft
	*Standard Distribution
	See Due Date

	6.1.2
	Task Order Management Plan
	Contractor-Determined Format with Approval by TM
	Draft 14 calendar days after TIM

Final 14 days after receipt of comments
	One (1)

Hard and one (1) soft
	*Standard Distribution
	Initial Issue and when revised

	6.1.2
	Monthly Status Report, including financial status
	Contractor-Determined Format with Approval by TM
	14 Calendar days after the close of the Contractor’s Accounting Period. 
	One (1)

Hard and one (1) soft
	*Standard Distribution
	One (1) per month

	6.1.2
	TO Management Review
	Contractor-Determined Format with Approval by TM
	14 Calendar days after the close of the Contractor’s Accounting Period
	
	Meeting at Customer Facility
	Once per month or when requested by the Government TM 

	6.2.1
	Virus Bulletins
	Format provided by Symantec
	As security events indicate.  Estimated 100 per week.
	
	Distributed by Symantec for Internal DOJ use only
	Review only if severity dictates the need to do so 

	6.2.1
	Security Alerts
	Format Available for Review at Customer Facility
	As security events indicate.  Estimated 30 per month.
	
	Internal DOJ distribution only
	As approved by the Government TM

	6.2.1
	Product Security Bulletins
	Format Available for Review at Customer Facility
	As security events indicate.  Estimate is 75 per month.
	
	Internal DOJ distribution only
	As security alert emails come in that need to be distributed

	6.2.1
	Security Clips
	Format to be Determined by Contractor and TM
	As security events indicate.  Estimate is 1 per week.
	
	Internal DOJ distribution only
	As directed by the Government TM

	6.2.2
	Monthly Technical Assessment Reports
	Contractor-Determined Format with Approval by TM
	No more than (1) per month
	
	*Standard Distribution
	As directed by the Government TM

	6.2.2
	Monthly and Ad Hoc Report Card Reports
	Format Available for Review at Customer Facility
	No more than (1) per week
	
	Internal DOJ distribution only
	As directed by the Government TM

	6.2.2
	Quarterly DOJCERT Newsletter
	Format Available for Review at Customer Facility
	Due by end of every third month – start December 31, 2004
	
	Internal DOJ distribution only
	(1) per quarter per request of Primary TM

	6.2.2
	Management Tools and CERT Tools Reports, and/or Technical Papers
	Contractor-Determined Format with Approval by TM
	Due the last Calendar Day of the month
	
	To Government TM

*Standard Distribution
	As directed by the Government TM

No more than (1) per month.  

	6.2.2
	Annual FISMA Report
	Format Available for Review at Customer Facility
	TBD
	
	Internal DOJ distribution only
	One Time

	6.2.3
	Patch Management Plan,

Policies and/or Procedures
	Contractor-Determined Format with Approval by TM
	(1) Plan – Initial Draft Issue 

TBD.  Final due 14 days after receipt of comments.


	
	To Government TM

*Standard Distribution
	Initial Issue of Draft – Then incorporate comments and issue 

	6.2.3
	Data Calls
	DIA, IC-IRC, OMB required format 
	DIA, IC-IRC, OMB directed due dates 
	
	Internal DOJ distribution only
	No more than (1) per week

When vulnerability alerts justify the need

	6.3
	Revised DOJ Standard 2.9, Incident Response and Reporting
	Format Available for Review at Customer Facility
	(1) Plan - Draft Issue 

TBD.  Final due 14 days after receipt of comments
	
	Internal DOJ distribution only
	Once annually

Revise per lessons learned from exercise and general comments

	6.4.1
	Exercise Plan
	Contractor-Determined Format with Approval by TM
	TBD
	
	Internal DOJ distribution only
	When scheduled by DOJ Management

	6.4.1
	Exercise Lessons Learned
	Contractor-Determined Format with Approval by TM
	TBD
	
	Internal DOJ distribution only
	To be incorporated into Component and DOJCERT IRPs

	6.4.2
	Revised Incident Response Plan

Template
	Contractor-Determined Format with Approval by TM
	(1) Plan – Draft Issue TBD.  Final due 14 days after receipt of comments
	
	Internal DOJ distribution only
	When scheduled by DOJ Management

	6.5
	Risk Assessment Reports
	Format Available for Review at Customer Facility
	When required by Government TM 
	
	To Government TM and responsible DOJ Management
	Perform Self-Assessment of IR/Patch Database 

	6.5
	System Test &Evaluation (ST&E) 
	Format Available for Review at Customer Facility
	When and if required for the DOJCERT Incident Database
	
	To Government TM and responsible DOJ Management
	When scheduled by DOJ Management

	6.6
	COOP/Contingency Plan
	Format Available for Review at Customer Facility
	(1) Plan – Draft Issue TBD.  Final due 21 days after receipt of comments
	
	To Government TM and responsible DOJ Management
	Continue planning and development – Revise CP accordingly 

	6.7
	Customized Database Reports
	Format determined by Customer to comply with FISMA requirements
	10/01/04 thru 3/31/05
	
	Internal DOJ distribution only
	As needed for 6 months from 10/01/04 to March 31, 2005

	6.8
	Full 24x7 Incident Reporting Capability (telephone and email support)
	Contractor-Determined Processes with Approval by TM
	10/01/04 thru 3/31/05
	N/A
	From SIAC Herndon, VA

To

 Internal to the DOJ Environment Only
	Continuous support for 6 months from 10/01/04 to March 31, 2005

	* Standard Distribution:  1 copy of the transmittal letter with the deliverable to the Primary TM


10.  Security.  

All assigned contractor personnel are required to have at least a current NACI.  At least three of the contractor staff should have, or should be capable of obtaining, TS/SCI clearance.  The need for this level of clearance now exists for the purpose of giving assistance to the DOJCERT Program Manager with incident handling and response to classified incidents.
11.  Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI).  

Government-Furnished Information includes DOJ policies, DOJCERT policies and procedures.   All contractor personnel performing work at the Government location will be furnished with the Government office environment.  This includes office space and furnishings, office supplies, personal computer, telephone support, and access to facsimile, photocopy, and presentation equipment.  Government-owned equipment includes the mobile telephones and service purchased as part of this contract.
12.  Other Pertinent Information or Special Considerations.  

12.1.  Identification of Possible Follow-on Work.  

Not applicable.

12.2.  Identification of Potential Conflicts of Interest (COI).  There are neither existing nor potential COIs on this TO. 

13.  Section 508 Accessibility Standards.  Section 508 Accessibility Standards apply to this acquisition as noted in the checkboxes below.  The following Section 508 Accessibility Standard(s) (Technical Standards and Functional Performance Criteria) are applicable (if box is checked) to this acquisition.

NOTE:  Section 508 does not apply to this acquisition.

Technical Standards
 FORMCHECKBOX 
 1194.21 - Software Applications and Operating Systems

 FORMCHECKBOX 
 1194.22 - Web Based Intranet and Internet Information and Applications

 FORMCHECKBOX 
 1194.23 - Telecommunications Products

 FORMCHECKBOX 
 1194.24 - Video and Multimedia Products

 FORMCHECKBOX 
 1194.25 - Self-Contained, Closed Products

 FORMCHECKBOX 
 1194.26 - Desktop and Portable Computers

 FORMCHECKBOX 
 1194.41 - Information, Documentation and Support

The Technical Standards above facilitate the assurance that the maximum technical standards are provided to the Offerors.  Functional Performance Criteria is the minimally acceptable standards to ensure Section 508 compliance.  This block is checked to ensure that the minimally acceptable electronic and information technology (E&IT) products are proposed.

Functional Performance Criteria
 FORMCHECKBOX 
 1194.31 - Functional Performance Criteria
